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Pathways for collection of sensitive
information via facial recognition in retail

spaces (APP 3)

Operating a facial recognition technology (FRT)
system involves the collection of a person’s
biometric template and biometric information
for the purpose of automated identification. This
information is the sensitive information of the
individual from whom it was collected.

Entities must not collect sensitive information
unless there is a lawful basis for doing so. This
flowchart sets out a process that entities can follow
in assessing whether there is a reasonable basis for
collecting individuals’ sensitive information via the
operation of an FRT system at their premises.

This document only sets out the situations most
relevant to FRT in physical retail settings. Entities
who are seeking to understand collection obligations
under the Australian Principles (APPs) more broadly
should refer to Chapter 3 of the APP Guidelines'.
That chapter sets out a range of considerations
relevant to APP 3 and includes a larger flowchart?
addressing the collection of all solicited personal
information (not just sensitive information).
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Assumptions

As a tool specific to considering the lawful basis
for collection of sensitive information using FRT
under APP 3, this flowchart makes the following
assumptions:

« Your entity is an organisation for the purposes of
the Privacy Act (see ‘What is an organisation??),
and you as the relevant decisionmaker are
considering using FRT to identify individuals at the
physical premises of your entity.

« Your entity will take appropriate steps to comply
with all other obligations under the APPs in
relation to its use of FRT. As set out in guidance
on FRT, particular attention should be paid to
assessing risks and implementing appropriate
governance arrangements, notifying or ensuring
individuals are aware their information has
been collected, addressing the risk of error and
bias, keeping information safe, and ensuring
it is deleted when no longer needed for a valid
purpose.

« The FRT system collects the information directly
from each individual, unless a relevant exception
applies (i.e. because it is unreasonable or
impracticable to collect personal information only
from the individual - see ‘Collecting directly from
the individual#’)

» Entities do not rely on this document alone in

making decisions about FRT, and will refer also
to the Privacy Act5, APP Guidelines®, and QAIC

guidance’.
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Is the information collected via FRT reasonably necessarys8
for one or more of your entity’s functions?

NO YES
-

s your entity intending to use consent?® as the basis for collecting sensitive information?

NO YES

——

Will consent be obtained from each person, in way that is voluntary,
informed, current, specific, and given by someone with capacity?

NO YES

+ 1!

Is your entity authorised or required by
law'9to use FRT to collect the information?

NO YES
T Is your entity collecting
the information by
Is your entity proposing to collect the lawful and fair'4 means?
information in relation to serious threats'
or unlawful activity/serious misconduct??
NO YES
NO YES j—
1. Isitimpracticable to obtain consent and you If you conclude that your

reasonably believe collection is necessary” to

lessen or remove the threat? entity may collect the

information via FRT, ensure

andy/or it will comply with all
2. Do you have reason to suspect unlawful remaining obligations under
activity or serious misconduct and you the APPs in relation to the

reasonably believe collection is necessary” to
take appropriate action?

*for both 1 and 2, is your belief that collection is
necessary and reasonable, taking into account
suitability, alternatives, and proportionality?

NTO YES —p ®

R STOP: Your entity is likely
to be in breach of APP

information it has collected.

Does another relevant

information without a
NO YES lawful basis.

{ J
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