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FY Semester RespondentSector SourceOfBreach SourceOfBreach_Level2 SourceOfBreach_Level3 NDBs_Received
2020-21 Jul-Dec 2020 Australian Government Human error Failure to use BCC when sending email 3

2020-21 Jul-Dec 2020 Australian Government Human error Loss of paperwork / data storage device 2

2020-21 Jul-Dec 2020 Australian Government Human error Pl sent to wrong recipient (email) 10

2020-21 Jul-Dec 2020

Australian Government

Human error

Pl sent to wrong recipient (mail)

2020-21 Jul-Dec 2020

Australian Government

Human error

Unauthorised disclosure (failure to redact)

2020-21 Jul-Dec 2020

Australian Government

Human error

Unauthorised disclosure (unintended release or publication)

2020-21 Jul-Dec 2020

Australian Government

Human error

Unauthorised disclosure (verbal)

2020-21 Jul-Dec 2020

Australian Government

Malicious or criminal attack

Cyberincident

Brute-force attack (compromised credentials)

2020-21 Jul-Dec 2020

Australian Government

Malicious or criminal attack

Social engineering / impersonation

2020-21 Jul-Dec 2020

Australian Government

System fault

Unintended release or publication

2020-21 Jan-Jun 2021

Australian Government

Human error

Loss of paperwork / data storage device

2020-21 Jan-Jun 2021

Australian Government

Human error

Pl sent to wrong recipient (email)

2020-21 Jan-Jun 2021

Australian Government

Human error

Pl sent to wrong recipient (mail)

2020-21 Jan-Jun 2021

Australian Government

Human error

Pl sent to wrong recipient (other)

2020-21 Jan-Jun 2021

Australian Government

Human error

Unauthorised disclosure (failure to redact)

2020-21 Jan-Jun 2021

Australian Government

Human error

Unauthorised disclosure (unintended release or publication)

2020-21 Jan-Jun 2021

Australian Government

Malicious or criminal attack

Cyberincident

Hacking

2020-21 Jan-Jun 2021

Australian Government

Malicious or criminal attack

Cyber incident

Phishing (compromised credentials)

2020-21 Jan-Jun 2021

Australian Government

Malicious or criminal attack

Social engineering / impersonation

2020-21 Jan-Jun 2021

Australian Government

Malicious or criminal attack

Theft of paperwork or data storage device

2021-22 Jul-Dec 2021

Australian Government

Human error

Pl sent to wrong recipient (email)

2021-22 Jul-Dec 2021

Australian Government

Human error

Pl sent to wrong recipient (mail)

2021-22 Jul-Dec 2021

Australian Government

Human error

Pl sent to wrong recipient (other)

2021-22 Jul-Dec 2021

Australian Government

Human error

Unauthorised disclosure (failure to redact)

2021-22 Jul-Dec 2021

Australian Government

Human error

Unauthorised disclosure (unintended release or publication)

2021-22 Jul-Dec 2021

Australian Government

Human error

Unauthorised disclosure (verbal)

2021-22 Jul-Dec 2021

Australian Government

Malicious or criminal attack

Rogue employee / insider threat

2021-22 Jul-Dec 2021

Australian Government

Malicious or criminal attack

Theft of paperwork or data storage device

2021-22 Jan-Jun 2022

Australian Government

Human error

Insecure disposal

2021-22 Jan-Jun 2022

Australian Government

Human error

Loss of paperwork / data storage device

2021-22 Jan-Jun 2022

Australian Government

Human error

Pl sent to wrong recipient (email)

2021-22 Jan-Jun 2022

Australian Government

Human error

Pl sent to wrong recipient (mail)

2021-22 Jan-Jun 2022

Australian Government

Human error

Pl sent to wrong recipient (other)

2021-22 Jan-Jun 2022

Australian Government

Human error

Unauthorised disclosure (failure to redact)

2021-22 Jan-Jun 2022

Australian Government

Human error

Unauthorised disclosure (unintended release or publication)

2021-22 Jan-Jun 2022

Australian Government

Human error

Unauthorised disclosure (verbal)

2021-22 Jan-Jun 2022

Australian Government

Malicious or criminal attack

Social engineering / impersonation

2022-23 Jul-Dec 2022

Australian Government

Human error

Pl sent to wrong recipient (email)

2022-23 Jul-Dec 2022

Australian Government

Human error

Pl sent to wrong recipient (mail)

2022-23 Jul-Dec 2022

Australian Government

Human error

Unauthorised disclosure (unintended release or publication)

2022-23 Jul-Dec 2022

Australian Government

Human error

Unauthorised disclosure (verbal)

2022-23 Jul-Dec 2022

Australian Government

Malicious or criminal attack

Cyber incident

Brute-force attack (compromised credentials)

2022-23 Jul-Dec 2022

Australian Government

Malicious or criminal attack

Cyber incident

Compromised or stolen credentials (method unknown)

2022-23 Jul-Dec 2022

Australian Government

Malicious or criminal attack

Rogue employee / insider threat

2022-23 Jul-Dec 2022

Australian Government

Malicious or criminal attack

Social engineering / impersonation
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2022-23 Jul-Dec 2022 Australian Government System fault Unintended access 1
2022-23 Jan-Jun2023 Australian Government Human error Failure to use BCC when sending email 1
2022-23 Jan-Jun 2023 Australian Government Human error Pl sent to wrong recipient (email) 5
2022-23 Jan-Jun2023 Australian Government Human error Unauthorised disclosure (failure to redact) 1
2022-23 Jan-Jun2023 Australian Government Human error Unauthorised disclosure (unintended release or publication) 2
2022-23 Jan-Jun 2023 Australian Government Malicious or criminal attack Cyber incident Compromised or stolen credentials (method unknown) 3
2022-23 Jan-Jun 2023 Australian Government Malicious or criminal attack Cyber incident Hacking 1
2022-23 Jan-Jun2023 Australian Government Malicious or criminal attack Rogue employee / insider threat 1
2022-23 Jan-Jun2023 Australian Government Malicious or criminal attack Social engineering / impersonation 4
2022-23 Jan-Jun 2023 Australian Government System fault Unintended access 1
2023-24 Jul-Dec 2023 Australian Government Human error Loss of paperwork / data storage device 2
2023-24 Jul-Dec 2023 Australian Government Human error Pl sent to wrong recipient (email) 7
2023-24 Jul-Dec 2023 Australian Government Human error Pl sent to wrong recipient (mail) 5
2023-24 Jul-Dec 2023 Australian Government Human error Pl sent to wrong recipient (other) 1
2023-24 Jul-Dec 2023 Australian Government Human error Unauthorised disclosure (failure to redact) 3
2023-24 Jul-Dec 2023 Australian Government Human error Unauthorised disclosure (unintended release or publication) 6
2023-24 Jul-Dec 2023 Australian Government Human error Unauthorised disclosure (verbal) 2
2023-24 Jul-Dec 2023 Australian Government Malicious or criminal attack Cyberincident Compromised or stolen credentials (method unknown) 1
2023-24 Jul-Dec 2023 Australian Government Malicious or criminal attack Rogue employee / insider threat 2
2023-24 Jul-Dec 2023 Australian Government Malicious or criminal attack Social engineering / impersonation 8
2023-24 Jul-Dec 2023 Australian Government Malicious or criminal attack Theft of paperwork or data storage device 1
2023-24 Jan-Jun 2024 Australian Government Human error Failure to use BCC when sending email 1
2023-24 Jan-Jun2024 Australian Government Human error Loss of paperwork / data storage device 2
2023-24 Jan-Jun 2024 Australian Government Human error Pl sent to wrong recipient (email) 3
2023-24 Jan-Jun2024 Australian Government Human error Pl sent to wrong recipient (mail) 2
2023-24 Jan-Jun 2024 Australian Government Human error Unauthorised disclosure (failure to redact) 5
2023-24 Jan-Jun2024 Australian Government Human error Unauthorised disclosure (unintended release or publication) 4
2023-24 Jan-Jun2024 Australian Government Malicious or criminal attack Cyber incident Malware 1
2023-24 Jan-Jun2024 Australian Government Malicious or criminal attack Rogue employee / insider threat 2
2023-24 Jan-Jun2024 Australian Government Malicious or criminal attack Social engineering / impersonation 41
2023-24 Jan-Jun2024 Australian Government System fault Unintended access 1
2023-24 Jan-Jun2024 Australian Government System fault Unintended release or publication 1
2024-25 Jul-Dec 2024 Australian Government Human error Failure to use BCC when sending email 1
2024-25 Jul-Dec 2024 Australian Government Human error Loss of paperwork / data storage device 1
2024-25 Jul-Dec 2024 Australian Government Human error Pl sent to wrong recipient (email) 11
2024-25 Jul-Dec 2024 Australian Government Human error Pl sent to wrong recipient (mail) 3
2024-25 Jul-Dec 2024 Australian Government Human error Pl sent to wrong recipient (other) 3
2024-25 Jul-Dec 2024 Australian Government Human error Unauthorised disclosure (failure to redact) 1
2024-25 Jul-Dec 2024 Australian Government Human error Unauthorised disclosure (unintended release or publication) 7
2024-25 Jul-Dec 2024 Australian Government Human error Unauthorised disclosure (verbal) 2
2024-25 Jul-Dec 2024 Australian Government Malicious or criminal attack Cyber incident Compromised or stolen credentials (method unknown) 2
2024-25 Jul-Dec 2024 Australian Government Malicious or criminal attack Cyberincident Hacking 2
2024-25 Jul-Dec 2024 Australian Government Malicious or criminal attack Rogue employee / insider threat 2
2024-25 Jul-Dec 2024 Australian Government Malicious or criminal attack Social engineering / impersonation 60
2024-25 Jul-Dec 2024 Australian Government System fault Unintended access 4
2024-25 Jul-Dec 2024 Australian Government System fault Unintended release or publication 1
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2024-25 Jan-Jun 2025 Australian Government Human error Pl sent to wrong recipient (email) 9
2024-25 Jan-Jun2025 Australian Government Human error Pl sent to wrong recipient (mail) 2
2024-25 Jan-Jun 2025 Australian Government Human error Unauthorised disclosure (failure to redact) 4
2024-25 Jan-Jun 2025 Australian Government Human error Unauthorised disclosure (unintended release or publication) 15
2024-25 Jan-Jun 2025 Australian Government Human error Unauthorised disclosure (verbal) 2
2024-25 Jan-Jun 2025 Australian Government Malicious or criminal attack Cyberincident Compromised or stolen credentials (method unknown) 2
2024-25 Jan-Jun2025 Australian Government Malicious or criminal attack Rogue employee / insider threat 5
2024-25 Jan-Jun 2025 Australian Government Malicious or criminal attack Social engineering / impersonation 25
2024-25 Jan-Jun2025 Australian Government System fault Unintended access 3






