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Thank you for the opportunity to provide feedback on the Issues paper for the OAIC Children’s
Online Privacy Code (the Code).

Consumer Policy Research Centre (CPRC) is an independent, not-for-profit, consumer think-tank.
CPRC aims to create fairer, safer and inclusive markets by undertaking research and working with
leading regulators, policymakers, businesses, academics and community advocates. Below is our
submission on specific aspects of the Code along with broader reforms we wish to highlight, in
recognition that this Code is not in isolation of the Privacy Act which is well-overdue for reform.

Question 4.5 Do you have any specific views on how APP 1 should be applied or complied
with in relation to the privacy of children?

CPRC recommends that the scope of personal information that will be captured within the Code
be broader than the definition that is currently within the Privacy Act. The Code should apply to a
child’s data that could be reasonably identifiable which includes being capable of being distinguished
from all others even if the exact identity is not known.! For example, the scope should cover data
such as geo-tracking, online identifiers, physical, physiological, genetic and even behavioural
predictions or preferences. We believe this requirement would not be contrary nor inconsistent with
the Australian Privacy Principles (APPs) but would be an additional requirement, which as noted in
the Issues Paper Executive Summary would not out be out of scope for the Code. It would help
elevate the expectations towards the protection of children’s privacy online, which ideally in future,
should apply to all Australians.

Question 9.1 How can APP entities obtain genuine consent from children, or their
parents or guardians, for the use or disclosure of their personal information, while
ensuring that they comprehend the implications of such use or disclosure?

CPRC recommends that the Code include an explicit requirement that obtaining consent of any
form does not include the use of deceptive and manipulative practices, also known as ‘dark
patterns’. Dark patterns are design features that are built into websites and apps that aim to steer
people’s choices, often not in their best interest.? CPRC'’s research has found that 83% of adult
Australians have been negatively impacted through the use of dark patterns. It can cost people their
time, money, control over their privacy and ultimately impact their wellbeing. For example, our 2022
study revealed that dark patterns can significantly impact people’s control over their privacy with

Tln 2023, CPRC along with other consumer groups supported the definition of personal information recommended via Salinger Privacy’s
submission on the Privacy Act Report: https://www.salingerprivacy.com.au/wp-content/uploads/2023/03/23-03-31 Privacy-Act-

? CPRC, 2022, Duped by Design - Manipulative online design: Dark patterns in Australia, https://cprc.org.au/report/duped-by-design-
manipulative-online-design-dark-patterns-in-australia.










breach of the Code would be forced to delete or surrender data, algorithms and even products that it
has designed based on what it gained through illegal practices.”

Given that the Code will apply to some very large businesses, such an enforcement strategy would
ensure that breaching the Code is not seen as just the cost of doing business’. For such businesses
pecuniary penalties will not be enough to dissuade non-compliant behaviour. For example, it was
reported in 2022 that Meta had put aside EUR 3 billion in its forecasted budget to simply cover
payment of GDPR fines." Penalties shouldn't be a budget line item but a meaningful deterrent.

Redress

CPRC recommends that APP entities be obligated to have clear internal dispute resolution (IDR)
processes and that the OAIC and the Federal Government consider developing a clear and
accessible pathway for redress.

CPRC's consumer research confirms that adult Australians are not confident in finding or accessing
support mechanisms for when things go wrong online:

e 50% do not know where to seek help if they have a problem with how a company collects,
shares or uses their personal information.

e 46% do not know where to seek help if their data is hacked.

e 46% do not know who to seek help from if they believe their personal information is being
used in a way that’s causing them harm.

e Only 18% are confident that they will be compensated if they've been left worse-off because
of how a company collected, shared or used their information.®

CPRC believes that in addition of placing clear IDR expectations on APP entities, there is merit in a
more holistic approach to external dispute resolution, such as via the establishment of a Digital
Ombudsman that can provide support on all facets of a digital experience, including privacy.

There must be effective dispute resolution pathways to enable Australians to seek redress for when
things go wrong in the online space. As Australians, including children, increase their engagement
online, a Digital Ombudsman needs to be adequately resourced to meet benchmarks for industry-
based customer dispute resolution to ensure Australians can effectively resolve any disagreements
that will arise.

CPRC welcomes the opportunity to discuss any aspects of this submission further. If you have any

Yours sincerely

1° Ibid.

" Gupta, C., 2025, Made to Manipulate: The impact of deceptive online design practices on wellbeing and strategies to mitigate harm,
https://cpre.org.au/report/made-to-manipulate-report.

2 CPRC, 2023, Not a Fair Trade - Consumer Views on how businesses use their data, https://cprc.org.au/report/not-a-fair-trade-
consumer "-/lL“:’v‘S'UII"lO'v'." ’bl.lSHlL‘SSL‘S'Ll‘;‘(_"':.hL“U "JHLH[‘.






