FOIREQ23/00054 001

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 - Education _ Financial details, _
device Identity information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Legal, accounting & Contact information,
device management services Other sensitive information
Malicious or criminal attack Cyber incident Hacking 2-10 Real estate agents Contact information,
Identity information,
Financial details
Human error Loss of paperwork / data storage 2-10 Health service providers Contact information,
device Health information
Human error Pl sent to wrong recipient (email) 1 I - service providers [ ! < th information 1
Human error Pl sent to wrong recipient (fax) 2-10 Health service providers Health information,
Contact information,
Identity information
Human error Pl sent to wrong recipient (fax) 1 Health service providers Contact information,
Health information
Human error Pl sent to wrong recipient (email) 11-100 -Educanon _Heanh information, _
Contact information
Human error Pl sent to wrong recipient (email) 2-10 I o ce (incl. superannuation) | o rtact information I
Malicious or criminal attack - Theft of paperwork or data storage 2-10 Legal, accounting & Contact information,
device management services Financial details,
Tax file number
Malicious or criminal attack Cyberincident Hacking 101-1,000 - Charities _ Contactinformation _
Other 1 [ - t service providers | . information ]
Malicious or criminal attack Theft of paperwork or data storage 1 Legal, accounting & Health information,
device management services Contact information,
Identity information
Malicious or criminal attack Cyber incident Malware 210 -Persor\alserv\ces (incl _Cor\tactir\formatior\ _
employment, child care, vets)
Currently unknown 1 Legal, accounting & Contact information
management services
Malicious or criminal attack Cyber incident Phishing (compromised 10,001-25,000 Retail Contact information,
credentials) Financial details
Human error Pl sent to wrong recipient (fax) 1 Health service providers Contact information,
Health information
Human error Loss of paperwork / data storage 2-10 Health service providers Health information,
device Contact information,
Identity information
Malicious or criminal attack Cyber incident Phishing (compromised 1 Finance (incl. superannuation) Contact information,
credentials) Identity information,
Tax file number
Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Retail Tax file number,
credentials (method Identity information,
unknown) Financial details
Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,
Contact information
Malicious or criminal attack Cyber incident Malware 101-1,000 -Flr\ar\ce (incl. superannuation) _Flr\ar\c\aldetails, _
Contact information
Human error Pl sent to wrong recipient (email) 2-10 I < th service providers I C o tact information I
Malicious or criminal attack Cyber incident Phishing (compromised 2-10 Charities Contact information
credentials)
Human error Pl sent to wrong recipient (email) 1 I . st:2ian Government | oot information 1
Malicious or criminal attack Cyber incident Hacking 10,001-25,000 Information Technology _Comactir\iormation, _
Identity information
Human error Pl sent to wrong recipient (email) 11-100 I -t scrice providers I |- information ]
Malicious or criminal attack Theft of paperwork or data storage 11-100 Finance (incl. superannuation) Tax file number,
device Contact information
icious or criminal attack Cyber incident Phishing (compromised 10,001-25,000 Personal services (incl Financial details,
credentials) employment, child care, vets) Identity information,
Contact information
Human error Loss of paperwork / data storage 101-1,000 Education Contact information,
device Health information
icious or criminal attack Cyber incident Malware 1,001-5,000 Transport Contact information,
Identity information,
Financial details,
Tax file number,
Health information
Human error Unauthorised disclosure (failure to 1 -Heanh service providers _Heanh information _
redact)
Human error Loss of paperwork / data storage 1 - Legal, accounting & _ Contact information _
device management services
Human error Pl sent to wrong recipient (email) 1 -Legal, accounting & _Heanh information _
management services
Malicious or criminal attack Cyber incident Hacking 2-10 - Legal, accounting & _ Contact information _
management services
Human error Pl sent to wrong recipient (email) 1 -Heanh service providers _Contactmiormauon, _
Health information
Human error Failure to use BCC when sending 101-1,000 -Chamies _Contactinforma(ion _
email
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email Types of Personal Information Involved ction taken to prevent
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Human error Loss of paperwork / data storage 2-10 -Heanh service providers _Heanh information
device
Human error Failure to use BCC when sending 11-100 Utilties Contact information
email
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Retail Contact information
credentials)
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Charities Contact information
credentials)
Malicious or criminal attack Theft of paperwork or data storage 2-10 Finance (incl. superannuation) Contact information,
device Financial details,
Tax file number
Malicious or criminal attack Cyber incident Brute-force attack 101-1,000 Online services Contact information
(compromised credentials)
System fault Unintended release or publication 2-10 -Legal, accounting & _Finanmal details
management services
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Agriculture, Forestry, Fisheries Financial details,
device Identity information,
Contact information,
Tax file number
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Finance (incl. superannuation) Tax file number,
credentials) Contact information,
Identity information,
Financial details
Human error Loss of paperwork / data storage 1 Health service providers Health information
device
Human error Unauthorised disclosure (failure to 1 -Educanon _Heahh information
redact)
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Education Contact information
credentials)
icious or criminal attack Cyber incident Phishing (compromised 1 Transport Financial details
credentials)
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Legal, accounting & Contact information
credentials) management services
Human error Pl sent to wrong recipient (email) 2-10 I - - & Hospitality industry [ ot information
Human error Pl sent to wrong recipient (email) 2-10 N - < & Hospitality industry [ ot information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Mining & Manufacturing Contact information
credentials)
Human error Loss of paperwork / data storage 1 Legal, accounting & Contact information
device management services
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Human error Pl sent to wrong recipient (email) 1 I - i srice providers

Descl n of a reven

Malicious or criminal attack Cyberincident Hacking 2-10 CRBs Contact information,
Financial details,
Identity information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Finance (incl. superannuation) Identity information,
device Financial details,
Contact information,
Health information,
Tax file number
Human error Pl sent to wrong recipient (mail) 1 Health service providers Health information,
Contact information
System fault Unintended access 2-10 - Education _ Contact information,
Identity information
Human error Pl sent to wrong recipient (email) 101-1,000 Insurance Financial details,
Contact information,
Health information
Malicious or criminal attack Cyber incident Hacking 11-100 -Propeny/construct'\Dn/Arch'\tecl _Flr\ar\c\al details
s/surveyors
licious or criminal attack  Cyber incident Hacking 101-1,000 Finance (incl. superannuation) Tax file number,
Contact information,
Financial details,
Identity information
Human error Unauthorised disclosure (failure to 1 - Clubs/Pubs _ Contact information
redact)
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Finance (incl. superannuation) Contactinformation
credentials)
Malicious or criminal attack Theft of paperwork or data storage 2-10 -Heauh service providers _Heanh information
device
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Legal, accounting & Taxfile number,
credentials) management services Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyberincident Brute-force attack 1 Telecommunications Contact information
(compromised credentials)
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Human error Unauthorised disclosure (failure to 1 -Legal, accounting & _Financ\aldsﬁails _
redact) management services
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Identity information
management services
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Legal, accounting & Contact information
credentials) management services
System fault Unintended access 2-10 Insurance Contact information,
Identity information,
Financial details
icious or criminal attack Cyberincident Phishing (compromised 2-10 Business/Professional Contact information
credentials) Associations
Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Business/Professional Contact information
credentials (method Associations
unknown)
Malicious or criminal attack Cyberincident Hacking 2-10 Business/Professional Contact information,
Associations. Financial details,
Identity information,
Health information,
Tax file number,
Other sensitive information
Human error Failure to use BCC when sending 11-100 -Insurance _Finanmaldexans, _
email Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Finance (incl. superannuation) Contact information,
credentials) Financial details
Human error Failure to use BCC when sending 101-1,000 -Educanon _Cor\tactir\forma\ior\ _
email
Malicious or criminal attack Cyber incident Malware 101-1,000 Business/Professional Contact information,
Associations. Financial details
Malicious or criminal attack Cyber incident Brute-force attack 101-1,000 Legal, accounting & Financial details,
(compromised credentials) management services Identity information,
Contact information,
Tax file number,
Health information
Human error Unauthorised disclosure (failure to 1,001-5,000 - Education _ Identity information _
redact)
Malicious or criminal attack Theft of paperwork or data storage 11-100 Personal services (incl Identity information,
device employment, child care, vets) Contact information,
Health information
Malicious or criminal attack Social engineering /impersonation 101-1,000 - Real estate agents _ Contactinformation _
Malicious or criminal attack Cyberincident Hacking 1 -Real estate agents _Cantactinformaticm _
Human error Unauthorised disclosure (failure to 1 - Health service providers _ Health information, _
redact) Other sensitive information
Human error Pl sent to wrong recipient (email) 101-1,000 Personal services (incl Contact information
employment, child care, vets)
Human error Pl sent to wrong recipient (email) 1 -Legal, accounting & _Taxmenumber _
management services
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Health service providers Tax file number,
credentials) Other sensitive information,
Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Property/construction/Architect Financial details,
credentials) s/surveyors Contact information
System fault Unintended release or publication 1 Local Government Contact information,
Identity information,
Tax file number
System fault Unintended release or publication 101-1,000 I - -communications I  otact information I
Malicious or criminal attack Cyber incident Hacking 101-1,000 Legal, accounting & Contact information,
management services Financial details,
Tax file number
Human error Pl sent to wrong recipient (email) 1 I o ine services | o2t information I
Human error Pl sent to wrong recipient (email) 11-100 I - service providers | < 1 irformation I
System fault Unintended access 210 - Travel & Hospitality industry _ Contact information, _
Identity information
Malicious or criminal attack Cyber incident Hacking 101-1,000 -Propsny/construcmon/mcmtect _Contactinforma(ior\ _
s/surveyors
Malicious or criminal attack Cyberincident Phishing (compromised 1 Retail Identity information,
credentials) Financial details,
Contact information,
Tax file number
Human error Pl sent to wrong recipient (email) 11-100 Finance (incl. superannuation) Contact information,
Health information
Human error Pl sent to wrong recipient (other) 1 Health service providers [ <t irvformation I
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Legal, accounting & Tax file number,
credentials (method management services Contact information,
unknown) Financial details



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error
Human error

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

icious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Cyberincident

Cyberincident

Insecure disposal

Insecure disposal

Pl sent to wrong recipient (other)

Loss of paperwork / data storage

device

Pl sent to wrong recipient (mail)

Pl sent to wrong recipient (mail)

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage

device
Cyberincident

Theft of paperwork or data storage

device
Cyberincident

Unauthorised disclosure (failure to

redact)
Pl sent to wrong recipient (mail)

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage

device

Theft of paperwork or data storage

device

Unauthorised disclosure (failure to

redact)
Cyberincident

Cyberincident

Pl sent to wrong recipient (mail)

Pl sent to wrong recipient (mail)

Theft of paperwork or data storage

device

Source of Breach Level 3
Phishing (compromised
credentials)

Hacking

Brute-force attack
(compromised credentials)

Compromised or stolen
credentials (method
unknown)

Hacking

Ransomware

Hacking

Phishing (compromised
credentials)

Hacking

Phishing (compromised
credentials)

Phishing (compromised

credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)
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Global Number of People Affected Received Date

101-1,000

Respondent Sector
Real estate agents

101-1,000 Clubs/Pubs

11-100
s/surveyors

11-100

ealth service providers

Health service providers

Insurance

Insurance

11-100 Legal, accounting &

management services

100,001-250,000 Travel & Hospitality industry

Health service providers
101-1,000 Health service providers

11-100

Health service providers

s/surveyors

Health service providers

Retail

Personal services (incl

1,001-5,000 Transport

101-1,000

Education

1,001-5,000 Insurance

Transport
Business/Professional
Associations

Australian Government

Business/Professional
Associations.

Education

Business/Professional
Associations
Health service providers

o
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Property/construction/Architect

Finance (incl. superannuation)

Finance (incl. superannuation)

Agriculture, Forestry, Fisheries

Property/construction/Architect

Finance (incl. superannuation)

employment, child care, vets)

Finance (incl. superannuation)

Respondent Contact Phone BH Email

Financial details,
Contact information

Contact information,
Financial details,

Other sensitive information
Identity information,
Contact information

Contact information,
Identity information,
Financial details,
Tax file number
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Financial details,
Contact information
Identity information,
Other sensitive information,
Health information
Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Contact information,
Financial details,
Taxfile number
Contact information,
Identity information
Contact information

Contact information,
Health information
Contact information,
Financial details,
Identity information,
Tax file number
Health information,
Contact information
Contact information

Financial details,
Contact information
Identity information,
Health information
Tax file number,
Contact information
Contact information,
Identity information,
Financial details,
Taxfile number
Financial details,
Identity information,
Contact information
Contact information,
Financial details,
Health information
Contact information

Identity information

Financial details,
Contact information
Contact information

Contact information,
Financial details

Contact information,
Financial details

Contact information,
Health information
Financial details

Identity information,
ontact information,
Health information

o

Types of Personal Information Involved

ction taken to prevent

Descl n of a reven



Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

licious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Loss of paperwork / data storage
device

Cyberincident

Cyberincident

Theft of paperwork or data storage
device

Loss of paperwork / data storage
device

Theft of paperwork or data storage

device

Theft of paperwork or data storage
device
Pl sent to wrong recipient (email)

Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure (failure to
redact)

Pl sent to wrong recipient (other)

Theft of paperwork or data storage
device
Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (other)

Pl sent to wrong recipient (other)
Pl sent to wrong recipient (fax)

Pl sent to wrong recipient (email)
Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure (failure to
redact)
Cyberincident

Failure to use BCC when sending
email

Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Cyberincident

Loss of paperwork / data storage
device

Source of Breach Level 3

Brute-force attack
(compromised credentials)

Hacking

Brute-force attack
(compromised credentials)

Hacking
Compromised or stolen

credentials (method
unknown)

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Ransomware

Brute-force attack
(compromised credentials)

Compromised or stolen
credentials (method
unknown)

Global Number of People Affected

1

101-1,000

Unknown

2-10

11-100

11-100

101-1,000

250,001-500,000

2-10

2-10

101-1,000

2-10

11-100

101-1,000

1,001-5,000

101-1,000

1,001-5,000

101-1,000

11-100

2-10

101-1,000
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Received Date Respondent Sector Contact Phone BH Email
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Identity information,
Contact information,
Health information

Contact information

Education

Online services Contact information,
Identity information
Taxfile number,
Contact information,
Financial details
Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Taxfile number
Taxfile number,
Contact information,
Financial details,
Identity information
Financial details,
Contact information
Contact information,
Financial details,

Legal, accounting &
management services

Health service providers

Finance (incl. superannuation)

Information Technology

Education

Online services

Online services Contact information

Health service providers Contact information,
Health information

Contact information,
Financial details,
Identity information
Contact information,
Financial details,
Identity information
Contact information,
Health information
Tax file number,
Contact information,
Identity information,
Financial details
Contact information
Contact information,
Financial details,
Identity information
Contact information,
Health information
Health information,
Contact information

Finance (incl. superannuation)
Legal, accounting &
management services
Charities

Legal, accounting &

management services

Finance (incl. superannuation)
Finance (incl. superannuation)

Health service providers

Health service providers

Australian Government
Personal services (incl
employment, child care, vets)

Taxfile number,
Contact information,
Identity information,
Financial details
Property/construction/Architect Contact information
s/surveyors

Health service providers Contact information,
Health information
Insurance Contact information
Contact information,
Financial details

Agriculture, Forestry, Fisheries

Travel & Hospitality industry Contactinformation
Contact information,
Health information

Contactinformation

Interest groups/theatre/sports
Education

Financial details,

Identity information,
Contact information
Contact information

Finance (incl. superannuation)

Real estate agents

Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Types of Personal Information Involved

Other sensitive information

| O scnsitive information

ction taken to prevent

Descl n of a reven
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyberincident Brute-force attack 2-10 Legal, accounting & Contact information
(compromised credentials) management services
Malicious or criminal attack Theft of paperwork or data storage 1 Travel & Hospitality industry Financial details,
device Identity information
‘ Human error Failure to use BCC when sending 11-100 -Uuh(ies _Contactir\forma(ior\ _
email
Malicious or criminal attack Cyber incident Malware 11-100 Personal services (incl Contact information,
employment, child care, vets) Identity information,
Financial details,
Tax file number
‘ Human error Unauthorised disclosure (failure to 1 - Education _ Contactinformation _
redact)
Malicious or criminal attack Theft of paperwork or data storage 2-10 Health service providers Contact information,
device Health information
Human error Pl sent to wrong recipient (mail) 1 Finance (incl. superannuation) Health information,
Contact information,
Identity information
Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Health information
Malicious or criminal attack Cyber incident Phishing (compromised 10,001-25,000 Property/construction/Architect Tax file number,
credentials) s/surveyors Contact information
Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 Health service providers Contact information,
device Health information
Malicious or criminal attack Cyber incident Brute-force attack 1,001-5,000 Health service providers Contact information,
(compromised credentials) Identity information
icious or criminal attack Cyber incident Phishing (compromised 101-1,000 Travel & Hospitality industry Identity information,
credentials) Financial details,
Contact information
‘ Human error Pl sent to wrong recipient (email) 2-10 - Australian Government _ Contact information, _
Health information
System fault Unintended release or publication 1,001-5,000 Health service providers Other sensitive information,
Contact information
‘ Human error Pl sent to wrong recipient (email) 101-1,000 - Finance (incl. superannuation) _ Contact information, _
Financial details
Human error Loss of paperwork / data storage 2-10 Health service providers Identity information,
device Contact information,
Other sensitive information,
Health information
Human error Insecure disposal 11-100 Health service providers Health information,
Contact information,
Identity information
Human error Loss of paperwork / data storage 11-100 Health service providers Identity information,
device Contact information,
Health information
Malicious or criminal attack Cyberincident Brute-force attack 1,001-5,000 Property/construction/Architect Health information,
(compromised credentials) s/surveyors Contact information,
Identity information,
Financial details
Human error Failure to use BCC when sending 101-1,000 Education Contact information
email
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Contact information,
management services Financial details,
Tax file number
Human error Unauthorised disclosure (failure to 1 Health service providers Health information,
redact) Financial details
Malicious or criminal attack Cyberincident Brute-force attack 2-10 Agriculture, Forestry, Fisheries Financial details,
(compromised credentials) Identity information,
Contact information
Human error Loss of paperwork / data storage 11-100 Business/Professional Contact information,
device Associations. Financial details
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Finance (incl. superannuation) Financial details,
device Identity information,
Contact information,
Tax file number
‘ Malicious or criminal attack Theft of paperwork or data storage 2-10 - Health service providers _ Identity information, _
device Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 Finance (incl. superannuation) Contact information,
credentials) Identity information,
Financial details,
Tax file number
Human error Pl sent to wrong recipient (email) 101-1,000 I -t scrvice providers I o - information I
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Agriculture, Forestry, Fisheries Contact information,
credentials) Financial details,
Identity information,
Tax file number
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Finance (incl. superannuation) Tax file number,
credentials) Contact information,
Identity information,
Financial details



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack
Malicious or criminal attack
Human error
Human error
Malicious or criminal attack
Human error
Malicious or criminal attack
Human error
Malicious or criminal attack
Malicious or criminal attack

Human error
Malicious or criminal attack

Human error
Malicious or criminal attack
Human error

System fault
Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack
Malicious or criminal attack

System fault

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (other)
Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Unauthorised disclosure (failure to
redact)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)
Cyberincident

Pl sent to wrong recipient (other)
Cyberincident

Cyberincident

Pl sent to wrong recipient (other)
Cyberincident

Pl sent to wrong recipient (email)
Cyberincident

Unauthorised disclosure (failure to
redact)

Unintended release or publication
Cyberincident

Cyberincident

Theft of paperwork or data storage
device
Social engineering / impersonation

Unintended access

Pl sent to wrong recipient (mail)

Cyberincident

Cyberincident

Rogue employee / insider threat

Cyberincident

Pl sent to wrong recipient (other)
Pl sent to wrong recipient (other)
Cyberincident

Cyberincident

Source of Breach Level 3
Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Compromised o stolen
credentials (method
unknown)

Hacking

Brute-force attack
(compromised credentials)
Malware

Hacking

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Compromised or stolen

credentials (method
unknown)

Brute-force attack
(compromised credentials)

Malware

Hacking
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Global Number of People Affected
11-100

11-100

101-1,000

11-100

2-10

10,001-25,000

2-10

2-10
1,001-5,000

101-1,000

1
101-1,000

101-1,000

11-100

101-1,000

2-10
101-1,000

101-1,000

2-10

101-1,000

1,001-5,000

101-1,000

101-1,000

101-1,000

Unknown

2-10

11-100

10,001-25,000

5,001-10,000

Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved

Travel & Hospitality industry Contact information

Contact information,
Identity information,
Financial details,
Tax file number

Mining & Manufacturing

Financial details,
Contact information
Insurance I o -t information
Information Technology Contact information,
Financial details,
Taxfile number

Finance (incl. superannuation)

Property/construction/Architect Financial details,
s/surveyors Identity information,
Contact information
Health service providers I o tact information
Legal, accounting & Identity information
anagement services
Retail Contact information
Contact information,

Financial details

Finance (incl. superannuation)

Property/construction/Architect Contactinformation

s/surveyors

inance (incl. superannuation) | 2 cial details
Retail Contact information,
Financial details

Contact information

I . information
Mining & Manufacturing Financial details,
Identity information,
Contact information,
Health information,
Tax file number
I :c:tion [ o tact information
Education Contact information,
Other sensitive information

Health service providers
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Contact information,
Identity information,
Health information,

Other sensitive information
Contact information

Health service providers

Agriculture, Forestry, Fisheries

Contact information,
Identity information
Financial details

Finance (incl. superannuation)
Finance (incl. superannuation)

Financial details,
Contact information,
Tax file number
Health information,
Contact information
Contact information,
Finandial details

Finance (incl. superannuation)

Insurance

Property/construction/Architect
s/surveyors

Education Contact information

Health service providers Financial details

Insurance Contact information

Contact information,
Health information
Contact information,
Identity information
Contact information,
Financial details
Contact information,
Financial details,
Identity information,
Health information,
Tax file number

Health service providers
Retail
Interest groups/theatre/sports

Finance (incl. superannuation)

ion taken to prevent

Descl n of acti
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
‘ Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 -Minmg&Manufacmrmg _Financ\alds(ails, _
device Contact information
Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,
Financial details
Malicious or criminal attack Cyber incident Brute-force attack 11-100 Finance (incl. superannuation) Financial details,
(compromised credentials) Identity information,
Contact information
Human error Pl sent to wrong recipient (mail) 2-10 I -t service providers I o2 ct information I
Malicious or criminal attack - Social engineering / impersonation 11-100 CRBs Contact information,
Financial details,
Identity information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Transport Identity information,
credentials) Financial details,
Contact information,
Tax file number
Malicious or criminal attack Rogue employee / insider threat 2-10 Travel & Hospitality industry Contact information,
Financial details,
Identity information
Human error Pl sent to wrong recipient (other) 1 I - service providers I, o2t information 1
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Transport Health information,
credentials) Identity information,
Contact information
System fault Unintended release or publication 101-1,000 Legal, accounting & Contact information
management services
Malicious or criminal attack Cyber incident Brute-force attack 1,001-5,000 Education Contact information,
(compromised credentials) Identity information,
Financial details
Malicious or criminal attack Cyberincident Malware 11-100 Real estate agents Tax file number,
Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyber incident Phishing (compromised 10,001-25,000 Telecommunications Identity information,
credentials) Financial details,
Contact information
Malicious or criminal attack Cyber incident Malware 11-100 Property/construction/Architect Contact information,
s/surveyors Financial details,
Identity information,
Tax file number
Malicious or criminal attack Cyberincident Other 101-1,000 - Transport _ Contact information, _
Identity information
Malicious or criminal attack Cyberincident Malware Unknown Personal services (incl Contact information,
employment, child care, vets) Other sensitive information
Human error Loss of paperwork / data storage 1,001-5,000 - Charities _ Financial details, _
device Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Utilities Contact information
credentials)
Human error Pl sent to wrong recipient (mail) 11-100 I <. once | oot information 1
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Finance (incl. superannuation) Contact information
credentials)
icious or criminal attack Cyberincident Ransomware 101-1,000 Finance (incl. superannuation) Tax file number,
Contact information,
Financial details
Human error Failure to use BCC when sending 1,001-5,000 -Re\an _Cor\tactir\iormation _
email
Malicious or criminal attack Cyber incident Phishing (compromised Unknown Business/Professional Contact information,
credentials) Associations Identity information,
Financial details,
Other sensitive information,
Tax file number,
Health information
Malicious or criminal attack Rogue employee / insider threat 2-10 Telecommunications Identity information,
Contact information
icious or criminal attack Cyber incident Brute-force attack 1,001-5,000 Retail Contact information
(compromised credentials)
Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 Legal, accounting & Contact information,
device management services Financial details,
Tax file number
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Education Contact information,
device Other sensitive information,
Health information
Human error Loss of paperwork / data storage 2-10 Finance (incl. superannuation) Health information,
device Contact information,
Identity information,
Financial details
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers Contact information,
device Financial details,
Identity information,
Health information,
Other sensitive information
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyber incident Hacking 11-100 Telecommunications _ Contact information _
Human error Pl sent to wrong recipient (mail) 1 I o ce (incl. superannuation) | ' < ity information I
Malicious or criminal attack Cyber incident Brute-force attack 11-100 Telecommunications Contact information

(compromised credentials)
Malicious or criminal attack Cyberincident Hacking 210 - Information Technology _ Contactinformation _
Human error Pl sent to wrong recipient (mail) 1 Health service providers Contact information,
Health information
icious or criminal attack Cyberincident Brute-force attack 11-100 Health service providers Contact information
(compromised credentials)
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Personal services (incl Contact information
credentials) employment, child care, vets)
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Finance (incl. superannuation) Contact information,
credentials) Financial details,
Identity information,
Tax file number
Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation) Identity information,
Financial details,
Contact information
Human error Pl sent to wrong recipient (email) 1 Insurance Contact information,
Financial details,
Health information
Human error Loss of paperwork / data storage 1 Legal, accounting & Contact information,
device management services Financial details,
Identity information
System fault Unintended release or publication 11-100 I i ¢ & Manufacturing I o2t information I
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Finance (incl. superannuation) Contact information,
credentials) Identity information,
Financial details,
Tax file number
Human error Loss of paperwork / data storage 11-100 Personal services (incl Contact information,
device employment, child care, vets) Health information
Malicious or criminal attack Social engineering / impersonation 1 - Insurance _ Contact information, _
Financial details
Human error Unauthorised disclosure (failure to 11-100 Education Health information
redact)
Malicious or criminal attack Cyber incident Brute-force attack 101-1,000 Retail Contact information,
(compromised credentials) Financial details,
Identity information,
Tax file number
Human error Unauthorised disclosure (failure to 1 -Australian Government _ Identity information _
redact)
Human error Loss of paperwork / data storage 1,001-5,000 -Heahh service providers _Heahh information, _
device Contact information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Education Health information,
device Identity information,
Contact information
icious or criminal attack Rogue employee / insider threat 11-100 Health service providers Contact information,
Identity information,
Financial details,
Other sensitive information,
Health information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Education Contact information
credentials)
System fault Unintended release or publication 1,001-5,000 I C\bs/Pubs I o2 ct information I
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Business/Professional Contact information,
credentials) Associations Identity information,
Financial details,
Tax file number
Malicious or criminal attack ~Social engineering / impersonation 1 -Marke\mgrdirectmarketing _Ider\myir\iormation _
System fault Unintended release or publication 11-100 - Religious organisations _ Financial details, _
Contact information
Malicious or criminal attack Cyberincident Malware 1,001-5,000 -Travel& Hospitality industry _Cor\tactlr\iurmatlon _
Malicious or criminal attack Rogue employee / insider threat 10,001-25,000 Health service providers Contact information,
Financial details,
Identity information,
Other sensitive information,
Health information
Human error Insecure disposal 11-100 Personal services (incl Health information,
employment, child care, vets) Other sensitive information,
Identity information
Malicious or criminal attack Rogue employee / insider threat 101-1,000 -Telecommumcat'\ons _ Identity information, _
Contact information



Case Number

Description of eligible data breach  Source of Breach
System fault

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Human error
Human error
Human error

Human error

Human error

Malicious or criminal attack

System fault
Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Human error

Source of Breach Level 2
Unintended access

Source of Breach Level 3

Social engineering / impersonation

Failure to use BCC when sending
email

Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (other)

Pl sent to wrong recipient (mail)

Pl sent to wrong recipient (mail)
Insecure disposal

Unauthorised disclosure
(unintended release or publication)

Loss of paperwork / data storage
device
Cyberincident Phishing (compromised

credentials)
Unintended access

Social engineering / impersonation
Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (email)

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (fax)
Unauthorised disclosure
(unintended release or publication)
Rogue employee / insider threat
Cyberincident Hacking

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware

Social engineering / impersonation

Unauthorised disclosure (failure to
redact)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Phishing (compromised

credentials)

Theft of paperwork or data storage
device
Pl sent to wrong recipient (email)

Loss of paperwork / data storage
device

Global Number of People Affected

11-100

11-100

11-100

11-100

101-1,000

1

101-1,000

11-100

2-10

101-1,000

2-10

101-1,000

2-10

101-1,000

101-1,000

11-100

101-1,000

101-1,000

101-1,000

11-100

FOIREQ23/00054 010

Received Date Respondent Sector

Finance (incl. superannuation)

Utilities

Education

Health service providers

Mining & Manufacturing

Telecommunications
Health service providers

Insurance

Health service providers
Health service providers

Online services

Legal, accounting &
management services
Real estate agents

Retail
Religious organisations

Health service providers

Legal, accounting &
management services
Legal, accounting &
management services

Health service providers
Personal services (incl

employment, child care, vets)

Travel & Hospitality industry

Travel & Hospitality industry

Legal, accounting &
management services

Australian Government

Legal, accounting &
management services

Finance (incl. superannuation)

Finance (incl. superannuation)
Finance (incl. superannuation)

Telecommunications

Legal, accounting &

management services

Health service providers

Health service providers

Health service providers

Respondent Contact Phone BH Email

Types of Personal Information Involved

Contact information,
Identity information,
Financial details,
Taxfile number
Contact information,
Identity information
Financial details,
Contact information
Financial details,
Identity information
Health information,
Taxfile number,
Contact information,
Identity information,
Financial details
Contact information
Contact information,
Health information
Contact information,
Health information
Other sensitive information
Contact information,
Identity information,
Health information
Health information,
Contact information

Contact information

Contact information

Contact information

Health information,

Other sensitive information,
Contact information

Health information

Contact information,
Financial details
Tax file number

Health information
Contact information

Financial details
Contact information

Contact information,
Financial details,

Tax file number

Other sensitive information,
Contact information
Financial details,

Identity information

Contact information,
Financial details,
Taxfile number
Financial details,
Contact information
Identity information,
Financial details,
Contact information
Financial details,
Contact information

Contact information

Contact information,
Health information
Contact information,
Health information
Health information,
Contact information,
Identity information

Description of action taken to prevent



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack
System fault

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

licious or criminal attack

Human error

licious or criminal attack

Human error

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Human error
System fault
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Human error

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)

Unintended access

Unauthorised disclosure (verbal)
Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

Theft of paperwork or data storage
device
Cyberincident Phishing (compromised

credentials)

Plsent to wrong recipient (mail)
Pl sent to wrong recipient (mail)
Cyberincident Phishing (compromised
credentials)

Social engineering / impersonation

Unauthorised disclosure (verbal)
Cyberincident Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)

Failure to use BCC when sending
email
Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (email)

Cyberincident Malware

Cyberincident Phishing (compromised

credentials)
Cyberincident Phishing (compromised
credentials)

Loss of paperwork / data storage
device
Unintended access

Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)
Unauthorised disclosure (verbal)
Failure to use BCC when sending
email

Pl sent to wrong recipient (mail)

Theft of paperwork or data storage
device

FOIREQ23/00054 011

Global Number of People Affected
11-100

11-100

1

2-10
101-1,000

101-1,000

1,001-5,000

2-10

11-100

11-100

11-100
101-1,000

1,001-5,000

101-1,000

1,001-5,000

11-100

101-1,000

101-1,000

101-1,000

101-1,000

101-1,000

101-1,000

2-10

101-1,000

Unknown

Received Date Respondent Sector Contact Phone BH Email

Property/construction/Architect
s/surveyors

Respondent

Contact information

Personal services (incl Contact information,
employment, child care, vets) Financial details
I 1 ce (incl. superannuation) | o tact information
I - - & Hospitality industry [ ot information
Travel & Hospitality industry Contact information,
Tax file number
Contact information,
Financial details,
Health information
Identity information

Legal, accounting &
management services

Health service providers
Contact information

Legal, accounting &
management services

Contact information
Identity information,
Contact information
Contact information,
Financial details

Education
Health service providers

Retail
Identity information,

Financial details,
Contact information

o
5
=
g
8
ES
g
3
s
S

Health service providers
Business/Professional
Associations

Contact information

Information Technology Contact information,
Financial details,
Taxfile number

Tax file number,
Financial details,
Contact information

Charities

Telecommunications Contact information

Agriculture, Forestry, Fisheries Contact information,
Financial details,
Identity information,
Taxfile number,
Health information
Contact information,
Financial details,
Taxfile number
Financial details,
Contact information,
Tax file number
Contact information

Mining & Manufacturing

Property/construction/Architect
s/surveyors

Education

Education Contact information,
Financial details,
Identity information
Identity information,
Contact information
Contact information,
Financial details,
Taxfile number

Tax file number,
Financial details,
Contact information
Contactinformation

Charities

Legal, accounting &
management services

Health service providers

Legal, accounting &
management services

Contact information,
Financial details
Contact information,
Health information
Identity information

Legal, accounting &
management services
Health service providers

Telecommunications

Charities Contact information

Personal services (incl Financial details
mployment, child care, vets)

Legal, accounting &

management services

Legal, accounting &

management services

Travel & Hospitality industry

Contact information

Contact information,
Identity information
Financial details,

Contact information

Types of Personal Information Involved

ion taken to prevent

]
8
2
a
3
-5
™
2



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack
licious or criminal attack

Human error

System fault

Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

licious or criminal attack

Human error
Malicious or criminal attack
icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error

Human error

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)

Theft of paperwork or data storage
device

Cyberincident Compromised o stolen
credentials (method
unknown)

Cyberincident Malware

Pl sent to wrong recipient (email)

Unauthorised disclosure (verbal)
Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure
(unintended release or publication)

Unintended release or publication

Cyberincident Hacking

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Loss of paperwork / data storage
device

Cyberincident Hacking

Cyberincident Phishing (compromised

credentials)
Theft of paperwork or data storage

device

Cyberincident Phishing (compromised

credentials)
Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Phishing (compromised

credentials)

Cyberincident Malware
Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Global Number of People Affected

1,001-5,000

11-100

101-1,000

11-100

11-100

101-1,000

11-100

101-1,000

101-1,000

11-100

101-1,000

101-1,000

1,001-5,000

FOIREQ23/00054 012

Received Date Respondent Sector

Real estate agents

Legal, accounting &
management services

Legal, accounting &
management services
Travel & Hospitality industry

Mining & Manufacturing

ealth service providers
Health service providers

Health service providers
Health service providers

Education

Legal, accounting &
management services

Legal, accounting &

management services

Mining & Manufacturing

Travel & Hospitality industry

Legal, accounting &
management services

Insurance
Legal, accounting &

management services

Online services

Finance (incl. superannuation)
Legal, accounting &
management services

Personal services (incl
employment, child care, vets)

Finance (incl. superannuation)

Health service providers

Insurance

Mining & Manufacturing

Property/construction/Architect

s/surveyors

Retail

Education

Legal, accounting &
management services

Respondent Contact Phone BH Email

F3
2
S
5
E
3
3
5
s
S

Types of Personal Information Involved
Contact information,
Financial details,

Identity information,
Health information,

Tax file number,

Other sensitive information
Taxfile number,

Financial details,

Contact information
Contact information,
Financial details,

Identity information,

Tax file number
Contactinformation

Contact information,
Financial details,
Tax file number
Health information
Health information,
Contact information
Contact information
Identity information,
Health information

Financial details,
Contact information

Contact information,
Financial details,

Identity information

Other sensitive information

Taxfile number,
Financial details,
Contact information
Financial details,
Contact information
Contact information,
Financial details,
Tax file number

Contact information,
Financial details,
Taxfile number
Contact information,
Identity information,
Financial details,
Health information
Financial details,
Identity information,
Contact information
Health information,
Identity information,
Contact information
Contact information

Tax file number,
Financial details,
Identity information,
Contact information
Identity information

Contact information,
Health information
Tax file number,
Contact information,
Financial details
Financial details,
Contact information,
Tax file number,
Health information
Contact information,
Financial details
Contact information,
Financial details

Tax file number,
Identity information

n of action taken to prevent




Case Number___Description of eligible data breach  Source of Breach

System fault

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

System fault

Human error

System fault

Malicious or criminal attack

Malicious or criminal attack

System fault
Human error

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2 Source of Breach Level 3

Unintended release or publication

Cyberincident Compromised o stolen
credentials (method
unknown)

Theft of paperwork or data storage

device

Rogue employee / insider threat
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (mail)

Loss of paperwork / data storage
device

Social engineering / impersonation

Pl sent to wrong recipient (email)
Cyberincident Brute-force attack

(compromised credentials)

Rogue employee / insider threat

Pl sent to wrong recipient (other)

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Loss of paperwork / data storage
device

Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)

Unintended release or publication

Failure to use BCC when sending
email
Unintended release or publication

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Unintended release or publication
Loss of paperwork / data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Malware

Global Number of People Affected

11-100

1,001-5,000

101-1,000

11-100

11-100
101-1,000

Unknown

11-100

11-100

2-10

11-100

101-1,000

101-1,000

101-1,000

11-100

101-1,000

101-1,000

2-10

101-1,000

10,001-25,000

FOIREQ23/00054 013

Received Date Respondent Sector

Property/construction/Architect
s/surveyors

Australian Government

Education

Health service providers

Agriculture, Forestry, Fisheries

Finance (incl. superannuation)

Health service providers

Telecommunications

Religious organisations
Interest groups/theatre/sports

Health service providers

Health service providers

Property/construction/Architect
s/surveyors
Health service providers

Legal, accounting &
management services
Insurance

Retail

Finance (incl. superannuation)
Information Technology

Personal services (incl
employment, child care, vets)

Health service providers

Property/construction/Architect
s/surveyors

Utilities
Business/Professional

Associations
Agriculture, Forestry, Fisheries

Business/Professional
Associations.

Telecommunications
Health service providers
Personal services (incl

employment, child care, vets)

Health service providers

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved

Financial details,

Contact information,

Tax file number

Other sensitive information,
Contact information,
Identity information
Contact information,
Financial details,

Tax file number

Financial details

Financial details,
Contact information

Contact information,
Financial details,
Identity information,
Taxfile number
Health information,
Identity information,
Contact information
Identity information

Identity information
Identity information,
Financial details,
Contact information,
Taxfile number
Contact information

Contact information,
Identity information,
Health information

Contact information

Contact information,
Identity information,
Health information

Identity information,
Health information

Identity information,
Contactinformation
Contact information

Taxfile number,
Contact information
Financial details,

Identity information
Identity information,
Financial details,

Contact information,
Taxfile number,

Health information

Contact information,
Identity information,
Financial details,

Tax file number

Other sensitive information,
Identity information,
Contact information
Contact information

Contact information

Contact information,
Financial details,
Identity information,
Tax file number
Contact information

Contact information
Financial details,

Other sensitive information,
Health information

Contact information

Contact information,
Identity information,
Health information

ction taken to prevent

]
8
2
a
3
-5
™
3
3



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Human error

Human error

Human error
System fault

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

System fault

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

System fault
Malicious or criminal attack

Human error

Human error
Human error

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Malware

Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Cyberincident

Unintended access

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (other)

Pl sent to wrong recipient (fax)

Loss of paperwork / data storage
device

Unintended release or publication
Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Hacking

Cyberincident Phishing (compromised

credentials)

Unintended release or publication

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure (failure to
redact)

Unauthorised disclosure
(unintended release or publication)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (mail)

Loss of paperwork / data storage
device

Cyberincident Hacking
Unintended release or publication
Cyberincident Phishing (compromised

credentials)
Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Cyberincident Compromised or stolen

credentials (method
unknown)

FOIREQ23/00054 014

Global Number of People Affected Received Date Respondent Sector

1,001-5,000 - Retail

2-10 Legal, accounting &
management services

101-1,000 - Retail

1,001-5,000 Business/Professional
Associations

101-1,000 Property/construction/Architect
s/surveyors

101-1,000 - Finance (incl. superannuation)

101-1,000 - Finance (incl. superannuation)

1 Legal, accounting &
management services

1 - Health service providers

2-10 Legal, accounting &
management services

101-1,000 - Finance (incl. superannuation)

101-1,000 Property/construction/Architect
s/surveyors

101-1,000 - Finance (incl. superannuation)

101-1,000 Property/construction/Architect
s/surveyors

101-1,000 -Mmmg&Manuracturing

1 Legal, accounting &
management services

101-1,000 -Mimng&Manufacturmg

11-100 - Health service providers

B - o

2-10 - Finance (incl. superannuation)

11-100 - Health service providers

2-10 - Finance (incl. superannuation)

100,001-250,000 - Finance (incl. superannuation)

10,001-25,000 I .o ce

11-100 Legal, accounting &
management services

11-100 - Finance (incl. superannuation)

2-10 -Flr\ar\ce (incl. superannuation)

1 - Telecommunications

11-100 -Agncunure, Forestry, Fisheries

Contact Phone BH Email Types of Personal Information Involved

Contactinformation

Fl
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3
3
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Financial details,
Contact information

Contact information,
Identity information

Contact information

Financial details,
Contact information

Contact information,
Financial details,

Identity information
Contact information

Contact information,
Financial details,
Tax file number
Identity information,
Contact information,
Health information
Contact information,
Financial details
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Identity information,
Financial details,
Contact information,
Health information,
Taxfile number
Contact information

Contact information,
Financial details,
Tax file number
Taxfile number,
Financial details,
Contactinformation
Contact information

Health information

Health information,
Other sensitive information,
Contact information
Taxfile number,
Financial details,
Contact information
Contact information,
Financial details
Financial details,
Identity information,
Contact information,
Taxfile number
Contact information

Contact information
Tax file number,

Identity information,
Financial details,

Contact information
Contact information,
Identity information,
Financial details

Contact information,
Financial details

Identity information,
Contact information
Contact information,
Identity information,

]
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Tax file number

ion taken to prevent




FOIREQ23/00054 015

Case Number Contact Phone BH Email Types of Personal Information Involved ction taken to prevent
Financial details,

Contact information
Contact information,
Identity information,

Health information

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Human error Pl sent to wrong recipient (mail) 11-100 Health service providers

Respondent

Human error Insecure disposal 11-100 Personal services (incl

employment, child care, vets)
Malicious or criminal attack Cyberincident Brute-force attack 2-10 Contactinformation
(compromised credentials)

Finance (incl. superannuation)

Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 Retail

credentials)

Taxfile number,
Identity information,
Financial details,
Contact information
1 2z etals

Contactinformation

Human error Pl sent to wrong recipient (email) 1 I cation

Human error Failure to use BCC when sending 101-1,000 Health service providers

I
8
2
e
El
g
3
3
S

Human error Pl sent to wrong recipient (email) 2-10
icious or criminal attack Rogue employee / insider threat 11-100

Finance (incl. superannuation)
Finance (incl. superannuation) Contact information,
Financial details,

Identity information

Malicious or criminal attack Social engineering /impersonation 210 utilities Identity information,
Contact information
System fault Unintended access 5,001-10,000 Agriculture, Forestry, Fisheries Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Finance (incl. superannuation) Contact information,
credentials (method Identity information,

unknown) Financial details

Malicious or criminal attack Cyberincident Phishing (compromised 210 Property/construction/Architect Financial details,

credentials) s/surveyors Contact information

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Marketing and market research Contact information,

credentials (method Financial details,
unknown) Taxfile number
Malicious or criminal attack Social engineering /impersonation 1 Insurance Identity information,

]
8
2
a
3
-5
™
3
3

email
System fault Unintended access 2-10 N | trest sroups/theatre/sports [ C o tact information
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Finance (incl. superannuation) Contact information,
credentials) Financial details,
Identity information,
Taxfile number,
Health information
Malicious or criminal attack Cyber incident Hacking 1 - Health service providers _ Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Legal, accounting & Contact information
credentials) management services
Human error Loss of paperwork / data storage 1 Health service providers Health information,
device Other sensitive information
Human error Pl sent to wrong recipient (email) 1 -Heahh service providers _Comaninformaxion,
Health information
Malicious or criminal attack Rogue employee / insider threat 1,001-5,000 Health service providers Health information,
Contact information,
Identity information
icious or criminal attack Cyber incident Compromised or stolen 101-1,000 Education Financial details,
credentials (method Contact information,
unknown) Taxfile number
Human error Pl sent to wrong recipient (mail) 1 I - (incl. superannuation) [ - - 2| details
Malicious or criminal attack Cyberincident Phishing (compromised 50,001-100,000 Finance (incl. superannuation) Financial details,
credentials) Identity information,
Contact information,
Tax file number
Human error Pl sent to wrong recipient (mail) 2-10 - Health service providers _ Contact information,
Financial details
Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Australian Government Financial details,
credentials (method Contact information,
unknown) Other sensitive information
Human error Pl sent to wrong recipient (email) 1 Personal services (incl Taxfile number,
employment, child care, vets) Contact information,
Financial details
Malicious or criminal attack Theft of paperwork or data storage 2-10 Health service providers Contact information,
device Health information
icious or criminal attack Cyber incident Phishing (compromised 11-100 Charities Taxfile number,
credentials) Contact information,
Financial details,
Identity information
Human error Unauthorised disclosure 1 Insurance Contact information
(unintended release or publication)
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Mining & Manufacturing Identity information,
credentials) Financial details,
Contact information,
Taxfile number,
Health information
[ ]
I

Contact information



FOIREQ23/00054 016

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email Types of Personal Information Involved ction taken to prevent

Respondent

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Charities Contactinformation
credentials)
Malicious or criminal attack Cyberincident Brute-force attack 101-1,000 Travel & Hospitality industry Contact information
(compromised credentials)
Malicious or criminal attack Theft of paperwork or data storage 2-10 -Mimng&Manufacturmg _Finanmalde(ails
device
Human error Pl sent to wrong recipient (mail) 1 I i ce (incl. superannuation) [N i cia cetails
Malicious or criminal attack Cyberincident Compromised or stolen 1 Business/Professional Financial details,
credentials (method Associations Identity information,
unknown) Contactinformation
Malicious or criminal attack Rogue employee / insider threat 2-10 - Australian Government _ Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Finance (incl. superannuation) Taxfile number,
credentials) Contactinformation,
Identity information,
Financial details
Human error Pl sent to wrong recipient (mail) 1 inance (incl. superannuation) | R ot information
Malicious or criminal attack Cyberincident Malware 2-10 -Mimng&Manufacturmg Contact information,
Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 100,001-250,000 Information Technology Financial details,
credentials) Identity information,
Contact information,
Tax file number
Human error Unauthorised disclosure 1 Finance (incl. superannuation) Contact information,
(unintended release or publication) Health information
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Contact information
management services

Contact information

m
a
c
s
8
S
El

System fault Unintended release or publication 11-100

]
]
- 00000OO] ]
Malicious or criminal attack Cyberincident Phishing (compromised 5,001-10,000 Business/Professional Contact information
credentials) Associations
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Legal, accounting & Contact information
credentials) management services
Malicious or criminal attack Cyberincident Brute-force attack 101-1,000 Retail Contact information
(compromised credentials)
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Information Technology Contact information
credentials)
Malicious or criminal attack Rogue employee / insider threat 1,001-5,000 - Real estate agents _ Contact information _
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Retail Contact information,
credentials) Financial details
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Retail Contact information
credentials (method
unknown)
Human error Unauthorised disclosure 1 Agriculture, Forestry, Fisheries Financial details
(unintended release or publication)
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Education Contact information,
credentials (method Other sensitive information
unknown)
Malicious or criminal attack Cyber incident Malware 250,001-500,000 Travel & Hospitality industry Financial details,
Contact information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers Contact information,
device Identity information,
Other sensitive information,
Health information
Human error Pl sent to wrong recipient (mail 1 I cotion I ity information I
licious or criminal attack  Cyber incident Compromised or stolen 101-1,000 Insurance Contact information,
credentials (method Identity information
unknown)
Human error Loss of paperwork / data storage 1 -Heanh service providers _Heanh information _
device
Malicious or criminal attack Theft of paperwork or data storage 2-10 - Personal services (incl _ Identity information _
device mployment, child care, vets)
Malicious or criminal attack Cyberincident Other 11-100 - Personal services (incl _ Identity information, _
employment, child care, vets) Contact information
Malicious or criminal attack Rogue employee / insider threat 11-100 Charities Contact information,
Identity information,
Health information
Malicious or criminal attack Rogue employee / insider threat 101-1,000 Transport Contact information,
Financial details,
Identity information,
Health information
Human error Failure to use BCC when sending 101-1,000 Health service providers Contact information,
email Health information



Case Number

Description of eligible data breach  Source of Breach
Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error
Human error

Malicious or criminal attack
Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Human error

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Unauthorised disclosure
(unintended release or publication)
Rogue employee / insider threat
Theft of paperwork or data storage

device
Cyberincident

Failure to use BCC when sending
email

Unauthorised disclosure
(unintended release or publication)
Pl sent to wrong recipient (mail)

Pl sent to wrong recipient (other)
Cyberincident

Unauthorised disclosure (verbal)

Pl sent to wrong recipient (mail)

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Loss of paperwork / data storage
device
Cyberincident

Cyberincident

Rogue employee / insider threat
Pl sent to wrong recipient (email)
Unauthorised disclosure (verbal)
Unauthorised disclosure (failure to
redact)

Rogue employee / insider threat
Cyberincident

Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Social engineering / impersonation

Social engineering / impersonation

Cyberincident

Source of Breach Level 3

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Malware

FOIREQ23/00054 017

Global Number of People Affected Received Date

Respondent Sector

11-100 Insurance

11-100 Education

2-10 Health service providers

101-1,000 Australian Government

101-1,000 Health service providers

1 Health service providers

101-1,000 Education

2-10 Legal, accounting &
management services

101-1,000 Personal services (incl
employment, child care, vets)

2-10 Insurance

1 Legal, accounting &
management services

11-100 Personal services (incl
employment, child care, vets)

101-1,000 Interest groups/theatre/sports

101-1,000 Information Technology

1,001-5,000 Mining & Manufacturing

1 Legal, accounting &
management services

1 CRBs

2-10 Finance (incl. superannuation)

11-100 Health service providers

1 Finance (incl. superannuation)

1 Finance (incl. superannuation)

2-10 Australian Government

11-100 Property/construction/Architect
s/surveyors

101-1,000 Health service providers

11-100 Health service providers

101-1,000 Health service providers

11-100 Finance (incl. superannuation)

11-100 Insurance

11-100 Mining & Manufacturing

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Contactinformation

Financial details,
Contact information
Identity information,
Health information

Health information,

Other sensitive information,
Identity information,
Financial details,

Contact information
Contact information

Contact information,
Identity information

Identity information
Contact information,
Financial details,
Tax file number
Contact information

Contact information
Financial details,

Tax file number

Health information,

Taxfile number,

Identity information,
Financial details,

Contact information
Contact information,
Financial details,

Tax file number

Taxfile number,

Other sensitive information,
Health information,
Financial details,

Identity information,
Contact information
Contact information,
Financial details

Contact information

Contact information,
Financial details,
Identity information
Identity information,
Financial details,
Contact information
Contact information,
Health information
Contact information,
Financial details

-
5
3
g
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s

Contact information,
Health information,

Other sensitive information
Contact information,
Financial details
Health information,
Contact information

Contact information,
Health information
Health information,
Identity information,
Contact information
Contact information,
Identity information
Identity information,
Financial details,
Contact information
Contact information,
Financial details

ction taken to prevent

]
8
2
a
3
-5
™
3



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Rogue employee / insider threat

Source of Breach Level 3

Cyberincident Compromised or stolen
credentials (method
unknown)

Loss of paperwork / data storage
device

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)
Cyberincident Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Phishing (compromised

credentials)

Theft of paperwork or data storage
device
Pl sent to wrong recipient (email)

Rogue employee / insider threat
Social engineering / impersonation
Rogue employee / insider threat
Cyberincident Compromised or stolen

credentials (method
unknown)

Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)

Cyberincident Phishing (compromised

credentials)

Loss of paperwork / data storage
device

Cyberincident Ransomware

Failure to use BCC when sending
email

Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Rogue employee / insider threat

FOIREQ23/00054 018

Global Number of People Affected
11-100

101-1,000

11-100

1,001-5,000

101-1,000

5,001-10,000

101-1,000

11-100

101-1,000

50,001-100,000

101-1,000

101-1,000

11-100

2-10

101-1,000

11-100

11-100

101-1,000

Received Date Respondent Sector Contact Phone BH Email

Agriculture, Forestry, Fisheries

Fl
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8

3
3
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a
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2

Financial details,
Identity information,
Contact information,
Health information,
Taxfile number,

Education

Contact information,
Financial details
Finance (incl. superannuation) Identity information,
Contact information
Finance (incl. superannuation) Contact information,
Financial details

Mining & Manufacturing Contact information

Mining & Manufacturing Contact information

Health service providers Health information

Education Contact information,
Identity information,
Health information
Contact information,
Financial details,
Identity information,
Tax file number

Legal, accounting &
management services

Retail Contact information

Personal services (incl
employment, child care, vets)

Contact information

Transport Contact information,
Identity information,
Financial details,
Health information
Contact information,
Financial details

Finance (incl. superannuation)

Property/construction/Architect
s/surveyors
Insurance

Financial details

Financial details,
Contact information
Financial details,
Contact information
Identity information

Finance (incl. superannuation)
Telecommunications

Retail Contact information,
Health information
Tax file number,
Contact information,
Identity information,
Financial details
Identity information,
Financial details,
Contact information
Tax file number,
Contact information,
Identity information,
Financial details
Financial details,
Contact information,
Tax file number
ontact information

Finance (incl. superannuation)

Finance (incl. superannuation)

Information Technology

Information Technology

Australian Government

o

]
8
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Health service providers Contact information,
Identity information,
Health information
Health service providers Contact information
Religious organisations Contact information,
Health information

Information Technology Contact information

Telecommunications Contact information,

Identity information

Types of Personal Information Involved

Other sensitive information

ction taken to prevent
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved ction taken to prevent

Human error Unauthorised disclosure (failure to 1 Australian Government Identity information

redact)
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Property/construction/Architect Contact information
credentials) s/surveyors
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Real estate agents Contact information
credentials (method
unknown)
Human error Loss of paperwork / data storage 2-10 Legal, accounting & Contact information,
device management services Financial details,
Tax file number
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Financial details,
management services Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 2-10 Property/construction/Architect Contact information,
credentials) s/surveyors Financial details,
Identity information,
Tax file number,
Health information
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Finance (incl. superannuation) Tax file number,
credentials) Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyber incident Malware 1 Property/construction/Architect Financial details
s/surveyors
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Business/Professional Contact information
credentials) Associations
Human error Loss of paperwork / data storage 11-100 Health service providers Contact information,
device Health information
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Health service providers Contact information
credentials (method
unknown)
Malicious or criminal attack Cyber incident Brute-force attack 101-1,000 Finance (incl. superannuation) Contact information,
(compromised credentials) Financial details,
Identity information,
Tax file number,
Health information
Malicious or criminal attack Cyberincident Ransomware 5,001-10,000 Health service providers Health information,
Other sensitive information,
Identity information,
Contact information
icious or criminal attack  Cyber incident Malware 5,001-10,000 Information Technology Tax file number,
Contact information,
Financial details
Human error Pl sent to wrong recipient (mail) 2-10 Finance (incl. superannuation) Contact information,
Financial details
Human error Unauthorised disclosure 1 Health service providers Health information

(unintended release or publication)

Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Travel & Hospitality industry Contactinformation

credentials (method
unknown)
Human error Unauthorised disclosure 1 Health service providers Identity information
(unintended release or publication)
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Financial details,
management services Contact information,
Health information
Malicious or criminal attack Theft of paperwork or data storage 2-10 Travel & Hospitality industry Identity information
device
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Health service providers Identity information,
credentials (method Contact information,
unknown) Health information
Human error Failure to use BCC when sending 101-1,000 Health service providers Contact information
email
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Retail Contact information
credentials)
Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,
Financial details
Human error Unauthorised disclosure 1 Finance (incl. superannuation) Financial details,

(unintended release or publication) Contactinformation

Malicious or criminal attack Cyberincident Hacking 100,001-250,000 Social Media Contact information,
Other sensitive information
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Legal, accounting & Taxfile number,
credentials (method management services Contact information,
unknown) Identity information
Malicious or criminal attack Cyberincident Hacking 11-100 Finance (incl. superannuation) Contact information,

Financial details,
Identity information
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Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

System fault
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

System fault

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Human error

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Rogue employee / insider threat

Rogue employee / insider threat

Pl sent to wrong recipient (email)
Cyberincident

Unauthorised disclosure
(unintended release or publication)
Theft of paperwork or data storage

device
Cyberincident

Theft of paperwork or data storage
device
Cyberincident

Theft of paperwork or data storage
device

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Unintended release or publication
Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (mail)

Unintended release or publication

Pl sent to wrong recipient (email)
Cyberincident

Cyberincident

Rogue employee / insider threat

Cyberincident

Cyberincident

Insecure disposal

Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Theft of paperwork or data storage
device

Loss of paperwork / data storage
device

Source of Breach Level 3

Phishing (compromised
credentials)

Compromised o stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Brute-force attack
(compromised credentials)

Hacking

Ransomware

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Hacking

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

FOIREQ23/00054 020

Global Number of People Affected Received Date

1,001-5,000

Respondent Sector
Legal, accounting &
management services

Health service providers

1,001-5,000 Information Technology

Education

1,001-5,000

1 Health service providers

11-100 Insurance

2-10 Property/construction/Architect
s/surveyors

11-100 Health service providers

101-1,000 Health service providers

11-100 Travel & Hospitality industry

101-1,000 Retail

1 [ it

2-10 I - ormation Technology

11-100 Health service providers

11-100 Education

11-100 Health service providers

1 I . ction
1,001-5,000 [ ==
1 I - scrvice providers

1,000,001-10,000,000 Travel & Hospitality industry

1,001-5,000 Legal, accounting &
management services

2-10 Personal services (incl
employment, child care, vets)

101-1,000 Legal, accounting &
management services

11-100 -Mimng&Manufactur'\ng

11-100 - Charities

a0 I s once

; - -

1 -er\mg&Manufactur'\ng

o - Fvesten

101-1,000 - Health service providers

Finance (incl. superannuatior) NN ! itails

Respondent Contact Phone BH Email

Identity information,
Financial details,

Contact information,

Tax file number

Other sensitive information,
Health information,
Contact information,
Identity information

Contactinformation

Contact information,
Identity information

Health information

Health information,
Financial details,
Contact information
Contact information,
Health information
Contact information

Contact information,
Identity information,
Health information,

Other sensitive information
Contact information

Contact information,
Financial details

T o
ze
g3
55
Za
52
gE
38
33
o=
g5

S

Financial details,
Identity information,
Tax file number

Contact information

Contact information,
Financial details,
Identity information,
Health information,
Other sensitive information
I O sensitive information
[ 2cia! details
| . information
Contact information,
Identity information,
Finandial details

Tax file number,
Financial details,
Identity information,
Contact information
Health information,
Contact information,
Financial details,
Identity information
Financial details,
Contact information,
Tax file number
Contact information,
Identity information

Contact information,

Other sensitive information,
Health information
I . information

Contact information,
Identity information

Financial details,
Contact information,
Tax file number
Contact information

Contact information,
Identity information,
Health information

Types of Personal Information Involved

ction taken to prevent
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Case Number___Description of eligible data breach  Source of Breach

Human error

Human error
Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Human error

licious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Loss of paperwork / data storage
device

Source of Breach Level 3

Pl sent to wrong recipient (fax)
Theft of paperwork or data storage
device

Pl sent to wrong recipient (other)
Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)

Cyberincident Phishing (compromised

credentials)
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Cyberincident Phishing (compromised

credentials)
Social engineering / impersonation
Cyberincident Compromised or stolen
credentials (method
unknown)

Failure to use BCC when sending
email

Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Ransomware
Failure to use BCC when sending
email

Cyberincident Brute-force attack
(compromised credentials)

Pl sent to wrong recipient (mail)
Rogue employee / insider threat
Cyberincident Phishing (compromised
credentials)

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Compromised or stolen
credentials (method
unknown)
Loss of paperwork / data storage
device
Cyberincident Compromised or stolen
credentials (method
unknown)
Rogue employee / insider threat

Social engineering / impersonation

FOIREQ23/00054 021

Global Number of People Affected
2-10

11-100

101-1,000

101-1,000

11-100

1,001-5,000

11-100

101-1,000

11-100

101-1,000

11-100

101-1,000

11-100

101-1,000

101-1,000

11-100

11-100

101-1,000

11-100

Received Date
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Respondent Sector
Charities

Health service providers
Religious organisations

Legal, accounting &
management services
Finance (incl. superannuation)

Finance (incl. superannuation)

Religious organisations

Legal, accounting &
management services

Religious organisations

Finance (incl. superannuation)

Real estate agents

Health service providers

Health service providers

Mining & Manufacturing
Education

Clubs/Pubs

Legal, accounting &

anagement services
Finance (incl. superannuation)

Finance (incl. superannuation)

Health service providers

Finance (incl. superannuation)

Education

Legal, accounting &
management services

Personal services (incl
employment, child care, vets)
Health service providers

Property/construction/Architect
s/surveyors

Finance (incl. superannuation)

CRBs

Respondent Contact Phone BH Email

Health information,

Other sensitive information,
Contact information

Health information

Other sensitive information,
Contact information

Health information

Contact information,
Health information

Tax file number,

Identity information,
Financial details,

Contact information
Contact information

Taxfile number,
Contact information,
Financial details

Financial details,

Identity information,
Contact information,
Taxfile number

Other sensitive information,
Health information,
Contact information
Contact information,
Financial details

Financial details,

Identity information,
Contact information
Contact information

Contact information,
Identity information

Contact information

Contact information,
Financial details
Financial details,
Contact information

Financial details,
Tax file number
Financial details

Financial details,
Contact information,
Health information
Identity information,
Financial details,
Contact information,
Health information,
Taxfile number
Taxfile number,
Contact information,
Financial details,
Identity information
Contact information

Contact information,
Identity information,
Financial details,
Taxfile number
Financial details,
Contact information

Other sensitive information,
Health information

Health information,

Other sensitive information,
Contact information
Taxfile number,

Identity information,
Financial details,

Contact information
Contact information,
Financial details,

Identity information

Types of Personal Information Involved

ction taken to prevent

Descl n of a N



Case Number

Description of eligible data breach  Source of Breach Source of Breach Level 2
Malicious or criminal attack Cyberincident

Malicious or criminal attack Cyberincident

Malicious or criminal attack Social engineering / impersonation

Malicious or criminal attack Cyberincident

Human error
Human error

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (mail)

Malicious or criminal attack Cyberincident

Malicious or criminal attack Cyber incident

Malicious or criminal attack Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Human error
Human error

Pl sent to wrong recipient (email)

Malicious or criminal attack Theft of paperwork or data storage

device

Human error Failure to use BCC when sending
email

Human error Failure to use BCC when sending
email

Malicious or criminal attack Cyberincident

Malicious or criminal attack Theft of paperwork or data storage
device
Malicious or criminal attack Cyber incident

Malicious or criminal attack Cyber incident

Malicious or criminal attack Theft of paperwork or data storage
device
Malicious or criminal attack Cyber incident

System fault Unintended access

System fault Unintended release or publication
icious or criminal attack Theft of paperwork or data storage
device

Malicious or criminal attack Cyberincident

Human error Pl sent to wrong recipient (email)

Human error Loss of paperwork / data storage
device

Unintended release or publication
Pl sent to wrong recipient (mail)

System fault
Human error

Malicious or criminal attack Cyberincident

Malicious or criminal attack Cyber incident

Source of Breach Level 3
Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)
Ransomware

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Hacking

Malware

Malware

FOIREQ23/00054 022

Global Number of People Affected Received Date Contact Phone BH Email

1,001-5,000

Respondent Sector
Real estate agents

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Contact information

101-1,000 Finance (incl. superannuation) Taxfile number,
Contact information,
Identity information,
Financial details

Contact information,
Identity information,

Health information

1,001-5,000 Health service providers

101-1,000 Mining & Manufacturing Contact information
11-100 Education Contact information
1 Australian Government Contact information,
Identity information,
Financial details,
Other sensitive information,
Health information
1 Legal, accounting & Contact information
management services
101-1,000 Charities Contact information,
Financial details,
Identity information,
Tax file number
101-1,000 Interest groups/theatre/sports Tax file number,
Other sensitive information,
Health information,
Identity information,
Financial details,
Contact information
2-10 Business/Professional Contact information
Associations.
1 Legal, accounting & Health information,
management services Contact information,
Identity information
11-100 Personal services (incl Identity information
mployment, child care, vets)
11-100 Health service providers Contact information
101-1,000 Health service providers Contact information
1 Mining & Manufacturing Contact information
101-1,000 Health service providers Contact information,
Health information
101-1,000 Real estate agents Contact information

1,001-5,000 Legal, accounting &

management services

Contact information

11-100 Education Health information
101-1,000 Interest groups/theatre/sports Contact information
2-10 Finance (incl. superannuation) Contact information,
Financial details
1 Media Contact information,
Identity information
2-10 Legal, accounting & Other sensitive information,
management services Health information,
Contact information
101-1,000 Travel & Hospitality industry Financial details,
Identity information,
Contact information,
Tax file number
11-100 Insurance Contact information,
Health information
11-100 Education Health information,
Contact information
101-1,000 elecommunications I ot information
1 Legal, accounting & Contact information,
management services Financial details
101-1,000 Retail Contact information,

Financial details

1,001-5,000 Business/Professional Contact information

Associations.

ction taken to prevent

]
8
2
a
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Case Number___Description of eligible data breach  Source of Breach

Human error

Human error
Malicious or criminal attack
Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Unauthorised disclosure
(unintended release or publication)

Source of Breach Level 3

Loss of paperwork / data storage
device
Rogue employee / insider threat

Pl sent to wrong recipient (email)
Unauthorised disclosure (failure to
redact)

Social engineering / impersonation

Cyberincident Malware

Cyberincident Phishing (compromised
credentials)

Unintended release or publication

Insecure disposal
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Malware

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (mail)

Unauthorised disclosure (failure to
redact)

Failure to use BCC when sending
email

Unauthorised disclosure (failure to
redact)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (other)

Loss of paperwork / data storage
device

Cyberincident Compromised or stolen
credentials (method

unknown)

Pl sent to wrong recipient (fax)
Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure

(unintended release or publication)

FOIREQ23/00054 023

Global Number of People Affected
11-100

2-10

1,001-5,000

11-100

1,001-5,000

101-1,000

11-100

2-10

5,001-10,000

2-10

101-1,000

2-10

101-1,000

101-1,000

2-10

101-1,000

11-100

101-1,000

101-1,000

Received Date Respondent Sector

Health service providers

Health service providers

Health service providers

ustralian Government
Health service providers

TAS Government

Information Technology

Business/Professional
Associations.

Religious organisations

Real estate agents

s/surveyors
Health service providers

Mining & Manufacturing

Legal, accounting &
management services

Retail

Australian Government
Insurance

Australian Government
Information Technology

Education

Health service providers

Health service providers

Utilities

Utilities

Education

Education

Property/construction/Architect

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Respondent Contact Phone BH Email

o
5
2
g
Q
EX
g
3
s
s

Types of Personal Information Involved
Contact information,
Health information

Contact information,
Health information
Health information,
Contact information,
Identity information

Contact information

Contact information,
Identity information,
Financial details,

Taxfile number

Financial details,

Identity information

Health information,

Taxfile number,

Other sensitive information,
Contact information,
Identity information,
Financial details

Identity information,
Contact information,

Other sensitive information,
Health information

Contact information,
Financial details

Financial details,
Contactinformation

Contact information,
Health information
Health information,
Other sensitive information,
Contact information,
Financial details,
Identity information
Financial details,
Contact information,
Tax file number
Contact information,
Financial details
Financial details,
Contact information,
Health information
Taxfile number,
Contact information,
Financial details
Contact information

Contact information,
Financial details
Identity information,
Contact information
Contact information,
Financial details
Contact information,
Tax file number
Contact information,
Financial details
Financial details,
Identity information,
Contact information,
Health information
Health information
Contact information

Contact information,
Identity information

Contact information,
Identity information,
Financial details,
Health information
Financial details,
Identity information,
Contact information
ontact information

ction taken to prevent

]
8
2
a
3
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Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

icious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Loss of paperwork / data storage
device

Source of Breach Level 3

Cyberincident Malware

Pl sent to wrong recipient (mail)

Unauthorised disclosure (failure to
redact)
Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Cyberincident Ransomware

Cyberincident Hacking

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Cyberincident Hacking

Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Phishing (compromised
credentials)

Social engineering / impersonation

Theft of paperwork or data storage
device

Cyberincident Malware
Cyberincident

Phishing (compromised
credentials)

Theft of paperwork or data storage
device
Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (mail)

FOIREQ23/00054 024

Global Number of People Affected Received Date

1

Respondent Sector
Australian Government

10,000,001 or more

1,001-5,000 Transport

1,001-5,000 Health service providers

2-10 Legal, accounting &
management services

101-1,000 Education

101-1,000 Retail

1 Health service providers

101-1,000 Charities

11-100 Finance (incl. superannuation)

1 Health service providers

101-1,000 Religious organisations

101-1,000 Retail

1 Education

101-1,000 Health service providers

101-1,000 Finance (incl. superannuation)

1 Finance (incl. superannuation)

11-100 Education

10,001-25,000

11-100 Legal, accounting &
management services
101-1,000 Religious organisations

1,001-5,000

1,001-5,000

11-100

10,001-25,000

Travel & Hospitality industry

Finance (incl. superannuation)

Interest groups/theatre/sports

Marketing - direct marketing

Travel & Hospitality industry

Travel & Hospitality industry
Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Respondent Contact Phone BH Email

Contact information,
Identity information,
Financial details,
Taxfile number
Financial details,
Identity information,
Contact information
Contact information,
Taxfile number
Contact information

Contact information

Contact information

Contact information,
Financial details,
Taxfile number
Taxfile number,
Financial details,
Contact information
Contact information,
Financial details
Identity information,
Contact information

Financial details,
Contact information

Contact information,
Financial details,
Identity information,
Tax file number
Financial details,
Identity information,
Contact information,
Health information
Identity information,
Contact information
Contact information,
Identity information,
Financial details,
Taxfile number
Identity information

Identity information,
Financial details,
Contact information,
Health information
Contact information

Contact information,
Financial details
Identity information,
Contact information,
Health information
Contact information,
Financial details
Contact information,
Identity information

Contact information,
Health information
Contact information,
Identity information,
Financial details
Identity information,
Contact information
Financial details

Financial details,
Contact information

Contact information,
Financial details,

Identity information

Types of Personal Information Involved

ction taken to prevent
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Case Number___Description of eligible data breach  Source of Breach

System fault

Human error

Human error

Human error

Human error

Human error

icious or criminal attack

System fault

Human error

Human error

Human error

Human error
Human error
Human error

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Unintended release or publication

Source of Breach Level 3

Unauthorised disclosure (failure to
redact)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (mail)
Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Failure to use BCC when sending
email
Rogue employee / insider threat

Unintended release or publication

Unauthorised disclosure (verbal)
Cyberincident Phishing (compromised
credentials)

Cyberincident Malware

Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure (failure to

redact)

Theft of paperwork or data storage

device

Rogue employee / insider threat
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

Failure to use BCC when sending
email

Unauthorised disclosure (failure to
redact)

Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (mail)

Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)

Theft of paperwork or data storage
device
Pl sent to wrong recipient (email)

Global Number of People Affected

Unknown

2-10

101-1,000

11-100
1,001-5,000

101-1,000

101-1,000

101-1,000

1,001-5,000

5,001-10,000

101-1,000

101-1,000

101-1,000

250,001-500,000

11-100

1,001-5,000

FOIREQ23/00054 025

Received Date Respondent Sector

Education

Australian Government

Education

Education
Transport

Education

Mining & Manufacturing

Health service providers

Insurance

Mining & Manufacturing

Health service providers

Finance (incl. superannuation)

Utilities

Finance (incl. superannuation)
Transport

Media

Property/construction/Architect
s/surveyors

Insurance
Health service providers
Property/construction/Architect

s/surveyors
Interest groups/theatre/sports

Business/Professional
Associations.

Health service providers

Health service providers
Health service providers
Health service providers
Media

Legal, accounting &

management services
Health service providers

Finance (incl. superannuation)

Health service providers

S
3
ES
g
:
g
3
s
g

Health service providers

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

I
El
s
3
2,
a
ol
@

Types of Personal Information Involved
Contact information,

Identity information,

Health information

Contact information

Contact information

Financial details
Contact information

Contact information,
Financial details
Financial details,
Contact information

Health information

Financial details,
Taxfile number

Health information,
Financial details,
Identity information,
Contactinformation
Contact information

Contact information,
Identity information,
Financial details
Contact information,
Financial details,
Identity information

Identity information

Contact information,
Financial details
Financial details,
Contact information

Contact information

Contact information,
Identity information,
Health information

Health information,

Other sensitive information
Contact information

Financial details,
Identity information,
Contact information
Contact information,
Financial details,
Taxfile number
Contact information

Contact information

Health information,

Contact information
Contact information,
Identity information

Contact information,
Financial details
Contact information,
Identity information,
Other sensitive information,
Health information
Contact information,
Financial details,
Identity information,
Tax file number
Contact information,
Health information

ction taken to prevent

Descl n of a en



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Human error

Malicious or criminal attack
Human error

Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack
System fault

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Rogue employee / insider threat

Cyberincident

Pl sent to wrong recipient (email)

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Social engineering / impersonation

Theft of paperwork or data storage
device
Cyberincident

Unintended release or publication
Loss of paperwork / data storage
device

Cyberincident
Pl sent to wrong recipient (email)

Cyberincident

Pl sent to wrong recipient (other)

Cyberincident

Cyberincident

Rogue employee / insider threat

Cyberincident

Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Rogue employee / insider threat
Unintended release or publication

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Source of Breach Level 3

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Ransomware

Brute-force attack
(compromised credentials)

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Hacking

Compromised or stolen

credentials (method
unknown)

Phishing (compromised
credentials)

Other

FOIREQ23/00054 026

Global Number of People Affected
11-100

1,001-5,000

25,001-50,000

11-100

101-1,000
1

Unknown

2-10

101-1,000

5,001-10,000

101-1,000

11-100

101-1,000

11-100

1,001-5,000

5,001-10,000

11-100

101-1,000

101-1,000

10,001-25,000

Received Date Respondent Sector Contact Phone BH Email

Travel & Hospitality industry

Fl
2
8

3
3
S
a
&
2

Financial details

Agriculture, Forestry, Fisheries Financial details,
Identity information,
Contact information,
Tax file number

Contact information,
Financial details

Identity information,
Contact information,

Travel & Hospitality industry
Health service providers
Health information

Contact information,
Financial details

Retail

Financial details,
Identity information,
Contact information

Transport

Interest groups/theatre/sports Contact information

Information Technology Financial details,
Contact information,
Tax file number
Contactinformation
Identity information,
Financial details,
Contactinformation
Contact information

Telecommunications
Finance (incl. superannuation)

Mining & Manufacturing
Finance (incl. superannuation) Financial details,
Contact information

Charities Contact information

Finance (incl. superannuation) Contact information,
Financial details
Contact information,

Financial details

Mining & Manufacturing

Legal, accounting &
management services

Financial details,
Contact information,
Taxfile number
Finance (incl. superannuation) Identity information
Finance (incl. superannuation) Identity information,
Financial details,
Contact information,
Taxfile number,
Health information
Contact information,
Financial details,
Identity information
Contact information

CRBs

Property/construction/Architect
s/surveyors

Retail Financial details

Finance (incl. superannuation) Finandial details

Travel & Hospitality industry Contactinformation

Debt collectors Health information,
Financial details,
Contact information
Health service providers Financial details
Personal services (incl Contact information,
employment, child care, vets)
Health service providers Contact information,
Financial details,
Identity information,
Health information,
Telecommunications Contact information,
Financial details

Online services Contact information

Finance (incl. superannuation) Contact information

Types of Personal Information Involved

Other sensitive information,

Other sensitive information

Other sensitive information

ction taken to prevent
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Case Number___Description of eligible data breach  Source of Breach

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Human error
Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Pl sent to wrong recipient (mail)

Source of Breach Level 3

Unauthorised disclosure
(unintended release or publication)
Cyberincident Malware
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (mail)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (mail)

Theft of paperwork or data storage

device

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Pl sent to wrong recipient (other)
Failure to use BCC when sending
email

Social engineering / impersonation

Cyberincident Hacking

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Loss of paperwork / data storage
device
Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Unintended release or publication
Cyberincident Phishing (compromised
credentials)

Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident

Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Cyberincident Phishing (compromised

credentials)

Rogue employee / insider threat

FOIREQ23/00054 027

Global Number of People Affected
1

11-100

11-100

100,001-250,000

101-1,000

101-1,000

101-1,000

11-100

11-100

11-100

1,001-5,000

Received Date Respondent Sector

Health service providers

Health service providers

Health service providers

Legal, accounting &
management services

Health service providers

Australian Government

Health service providers

Health service providers
Legal, accounting &
management services
Health service providers
Health service providers

Information Technology

ealth service providers
Utilities

CRBs

Utilities

Education

Health service providers

Travel & Hospitality industry

Health service providers

s/surveyors

Personal services (incl

s/surveyors

Legal, accounting &
management services

Health service providers

Health service providers

Health service providers

inance (incl. superannuation)

Finance (incl. superannuation)

Property/construction/Architect

employment, child care, vets)
Property/construction/Architect

Finance (incl. superannuation)

Finance (incl. superannuation)

Marketing and market research

Phone BH Email

Respondent Contact

Health information,
Contact information
Contact information,
Identity information,
Health information
Contact information,
Health information
Contact information,
Tax file number

Health information,
Contact information

Contact information,
Financial details,
Health information
Tax file number,
Financial details,
Contact information
| o2t information

Contact information

[ '  information

Health information,

| o tact information
Contact information,
Financial details
I . information

Contact information

Contact information,
Financial details,

Identity information
Contact information

Contact information

Financial details,
Identity information,
Contact information,

Tax file number
Contact information,
Health information
Contact information,
Identity information,
Finandial details
Health information

Contact information

Contact information,
Identity information
Contact information

Tax file number,
Contact information,
Financial details
Financial details,
Identity information,
ontact information
Contact information,
Health information

o

Contact information,
Health information
Financial details

Financial details,
Contact information,
Tax file number

Types of Personal Information Involved

Other sensitive information

Other sensitive information,

Other sensitive information

n of action taken to prevent

sci



Case Number___Description of eligible data breach  Source of Breach

Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Pl sent to wrong recipient (email)

Source of Breach Level 3

Pl sent to wrong recipient (mail)
Cyberincident Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Rogue employee / insider threat

Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised

credentials)

Loss of paperwork / data storage
device

Unauthorised disclosure (failure to
redact)

Cyberincident Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Compromised or stolen
credentials (method
unknown)

Loss of paperwork / data storage

device

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Cyberincident
Unauthorised disclosure
(unintended release or publication)
Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

Rogue employee / insider threat

Brute-force attack
(compromised credentials)

Cyberincident

Theft of paperwork or data storage
device
Cyberincident Phishing (compromised

credentials)

Cyberincident Phishing (compromised

credentials)

FOIREQ23/00054 028

Global Number of People Affected
1

101-1,000

11-100

5,001-10,000

1,001-5,000

1

101-1,000

11-100

11-100

11-100

1,001-5,000

101-1,000

101-1,000

101-1,000

1,001-5,000

101-1,000

11-100

101-1,000

Received Date

I - itics

Property/construction/Architect
s/surveyors

Education

Education

Education

Retail

Retail

Insurance

Retail

Education

Education

Education

Respondent Sector
Health service providers

Mining & Manufacturing

Health service providers

Property/construction/Architect

s/surveyors

Legal, accounting &
management services

Health service providers

Health service providers
Mining & Manufacturing

Legal, accounting &
management services

Finance (incl. superannuation)

Health service providers

Agriculture, Forestry, Fisheries

Legal, accounting &
management services

Health service providers

Personal services (incl
employment, child care, vets)
Agriculture, Forestry, Fisheries

Health service providers

Contact Phone BH Email Types of Personal Information Involved
Health information,

Contact information,

Identity information

| . information

Contact information

Respondent

Financial details

Other sensitive information,
Identity information,
Contact information
Financial details

Financial details,
Contact information,
Tax file number
Contact information

Health information

Contactinformation
Contact information,
Financial details

Identity information,
Contact information,
Health information

Contact information

Contact information

Contact information,
Financial details

Identity information,
Contact information

Contact information,
Financial details,
Taxfile number
Contact information

Financial details

Contact information

Contact information,
Financial details,

Other sensitive information
Contact information

Contact information,
Financial details

Contact information,

Other sensitive information,
Health information
Contact information,
Financial details

Financial details,
Identity information,
Contact information,
Health information,
Tax file number
Health information,
Contactinformation
Contact information,
Identity information,
Financial details,
Health information,
Tax file number
Health information,

Identity information,
Contact information

ction taken to prevent

]
8
2
a
3
-5
™
3



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

icious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Source of Breach Level 2
Rogue employee / insider threat

Source of Breach Level 3

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Hacking
Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure
(unintended release or publication)
Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Hacking
Unauthorised disclosure

(unintended release or publication)

Social engineering / impersonation
Cyberincident

Hacking

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Other
Cyberincident Phishing (compromised
credentials)

Unintended release or publication

Theft of paperwork or data storage
device

Cyberincident Ransomware
Cyberincident Phishing (compromised
credentials)

Loss of paperwork / data storage
device
Cyberincident Phishing (compromised

credentials)

Loss of paperwork / data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage

device

Pl sent to wrong recipient (mail)
Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Global Number of People Affected Ve

2-10

5,001-10,000

11-100

11-100

101-1,000

2-10

5,001-10,000

101-1,000

2-10

1,001-5,000

1,001-5,000

1,001-5,000

101-1,000

1,001-5,000

1
101-1,000

2-10

FOIREQ23/00054 029

Respondent Sector
Legal, accounting &
management services

Insurance

Health service providers

Finance (incl. superannuation)

Education

Mining & Manufacturing

Finance (incl. superannuation)

Education

Retail
Business/Professional
Associations

Legal, accounting &
management services
CRBs
Business/Professional

Associations
Health service providers
Retail

Personal services (incl
employment, child care, vets)

Health service providers

Interest groups/theatre/sports

Finance (incl. superannuation)

s/surveyors

Health service providers

Telecommunications

Health service providers

Retail

Finance (incl. superannuation)

Health service providers
Finance (incl. superannuation)

Education

E
®
a
®
o
o
S
£
£y
o
o
a
a8
5
c
o
3
3

Property/construction/Architect

Contact Phone BH Email Types of Personal Information Involved
Contact information,
Other sensitive information

Contact information

Fl
2
8

3
3
S
a
&
2

Contact information,
Health information

Contact information

Contact information,
Financial details

Contact information

Contact information

Contact information,
Financial details
Contact information

Financial details

Contact information

Contact information,
Financial details,
Identity information
Financial details,
Contact information,
Tax file number
Health information,
Contact information,
Identity information
Contact information,
Financial details
Contact information

Contact information,
Identity information,
Health information

Contact information

Contact information,
Financial details
Financial details,
Identity information,
Contact information,
Tax file number
Health information

Financial details,
Identity information,
Contact information,
Health information,
Tax file number,
Other sensitive information
Identity information,
Contact information,
Health information
Contact information,
Financial details

Financial details,
Identity information,
Contact information,
Health information,
Tax file number
Health information
Financial details

Contact information

ction taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Human error

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

System fault
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error
Human error

licious or criminal attack

Malicious or criminal attack

Human error
icious or criminal attack

Human error
Human error

Human error
Malicious or criminal attack
Human error
Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2

Loss of paperwork / data storage
device

Pl sent to wrong recipient (mail)
Pl sent to wrong recipient (email)

Cyberincident

Rogue employee / insider threat

Cyberincident

Pl sent to wrong recipient (email)

Unintended release or publication

Cyberincident

Cyberincident

Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage
device

Cyberincident

Loss of paperwork / data storage
device

Pl sent to wrong recipient (email)

Cyberincident

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Cyberincident

Pl sent to wrong recipient (email)

Unauthorised disclosure (failure to
redact)

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Pl sent to wrong recipient (mail)
Unauthorised disclosure
(unintended release or publication)

Theft of paperwork or data storage
device

Failure to use BCC when sending
email
Social engineering / impersonation

Source of Breach Level 3

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Compromised o stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Phishing (compromised

credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

FOIREQ23/00054 030

Global Number of People Affected
11-100

11-100

11-100

11-100

1,001-5,000

11-100

101-1,000

11-100

1,001-5,000

11-100

101-1,000

101-1,000

2-10

Received Date Respondent Sector Contact Phone BH Email

Finance (incl. superannuation)

Fl
2
8

3
3
S
a
&
2

Contact information,
Identity information,
Financial details,
Taxfile number
Financial details,
Contact information
Identity information,
Health information
Financial details

Health service providers

Personal services (incl
employment, child care, vets)
Property/construction/Architect
s/surveyors

Finance (incl. superannuation) Financial details,
Contact information
Contact information,
Financial details,
Tax file number

SA Government

Education Contact information,

Identity information,

Health information
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Taxfile number
Contact information

Education

Finance (incl. superannuation)

Finance (incl. superannuation)

Telecommunications

Contact information,
Financial details
Personal services (incl Contact information

employment, child care, vets)

Legal, accounting &
management services

Contact information,
Financial details,
Identity information,
Tax file number
Identity information,
Contact information

Business/Professional
Associations
Education Contact information,
Health information
Contact information,
Finandial details

Utilities

Legal, accounting & Contact information
management services
Legal, accounting &

management services

Finance (incl. superannuation)

Contact information

Contact information,
Financial details,
Tax file number
Health service providers
Financial details

Insurance Contact information

Religious organisations Contact information,
Identity information,
Health information
Financial details,
Contact information

Contact information

Finance (incl. superannuation)
Australian Government

Finance (incl. superannuation) Contact information,
Financial details
Insurance Contactinformation
Contact information
Contact information,
Financial details,

Health service providers
Education

Finance (incl. superannuation) Financial details,
Identity information,
Contact information
Information Technology Contact information

Insurance Contact information

]
8
2
a
3
-5
™
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3

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

Other sensitive information,

Other sensitive information

ction taken to prevent



FOIREQ23/00054 031

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Theft of paperwork or data storage 11-100 Insurance Financial details,
device Identity information,
Contact information,
Health information,
Tax file number
Malicious or criminal attack Theft of paperwork or data storage 2-10 Finance (incl. superannuation) Contact information,
device Identity information,
Financial details,
Tax file number
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Contact information
management services
Human error Loss of paperwork / data storage 11-100 -Heanh service providers _Ccntactir\forma(ior\, _
device Health information
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Contact information
management services
Malicious or criminal attack Rogue employee / insider threat 11-100 Legal, accounting & Contact information,
management services Financial details,
Identity information,
Tax file number
Human error Pl sent to wrong recipient (other) 1 Health service providers Other sensitive information,
Health information,
Contact information
Malicious or criminal attack Cyberincident Other 101-1,000 -Rexan _Finanmaldexans _
Malicious or criminal attack Cyberincident Ransomware 101-1,000 Marketing and market research Contact information,
Identity information,
Financial details,
Tax file number
Malicious or criminal attack Cyberincident Ransomware 11-100 - Health service providers _ Contactinformation _
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Education Contact information
credentials (method
unknown)
icious or criminal attack Cyber incident Phishing (compromised 11-100 Mining & Manufacturing Other sensitive information,
credentials) Health information,
Contact information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Finance (incl. superannuation) Contact information,
device Financial details,
Identity information,
Tax file number
Human error Unauthorised disclosure (verbal) 1 I - service providers | oot information 1
Human error Loss of paperwork / data storage 11-100 Health service providers Contact information,
device Identity information,
Health information,
Other sensitive information
Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Health information
Human error Loss of paperwork / data storage 2-10 - Health service providers _ Contact information, _
device Health information
Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation) Health information,
Contact information,
Financial details
System fault Unintended access 210 I - service providers [ <t irformation 1
Malicious or criminal attack Social engineering / impersonation 2-10 CRBs Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyber incident Compromised or stolen 1 Legal, accounting & Financial details,
credentials (method management services Identity information,
unknown) Contact information,
Tax file number
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Health service providers Contact information
credentials)
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Health service providers Health information,
device Other sensitive information,
Contact information,
Financial details,
Identity information
Malicious or criminal attack Cyber incident Ransomware 1,001-5,000 Legal, accounting & Financial details,
management services Contact information,
Tax file number
Human error Unauthorised disclosure 1 Australian Government Other sensitive information,
(unintended release or publication) Health information,
Identity information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Finance (incl. superannuation) Contact information,
device Financial details,
Tax file number
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Personal services (incl Identity information,
credentials (method employment, child care, vets) Contact information,
unknown) Other sensitive information,
Health information



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack
Human error
Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

System fault

Human error

system fault
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2

Theft of paperwork or data storage
device

Cyberincident

Source of Breach Level 3

Ransomware

Pl sent to wrong recipient (mail)
Social engineering / impersonation
Pl sent to wrong recipient (email)

Loss of paperwork / data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat

Cyberincident Hacking

Theft of paperwork or data storage
device
Rogue employee / insider threat

Pl sent to wrong recipient (mail)

Rogue employee / insider threat
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure (verbal)
Cyberincident Phishing (compromised
credentials)

Unintended access

Unauthorised disclosure
(unintended release or publication)

Unintended release or publication
Cyberincident Hacking

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure

(unintended release or publication)

Rogue employee / insider threat

Unauthorised disclosure (verbal)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Hacking
Cyberincident Compromised or stolen
credentials (method

unknown)
Rogue employee / insider threat
Theft of paperwork or data storage
device
Cyberincident Malware

FOIREQ23/00054 032

Global Number of People Affected
11-100

5,001-10,000

101-1,000

2-10

10,001-25,000

101-1,000

2-10

1,001-5,000

2-10
Unknown

101-1,000

101-1,000

101-1,000

11-100

11-100

101-1,000

101-1,000
1

101-1,000

101-1,000

101-1,000

11-100

101-1,000

Ve Respondent Sector

Personal services (incl

Mining & Manufacturing

Health service providers
Insurance

Insurance

Health service providers

Health service providers

Business/Professional
Associations

Retail

Education

Education

Insurance

Health service providers
Business/Professional
Associations

Health service providers

Telecommunications

Education

Australian Government

Retail

Business/Professional
Associations

Retail

Education

Health service providers

Charities

Australian Government
Health service providers

Information Technology

Health service providers

Personal services (incl

Legal, accounting &
management services

=
2
a
3
a
o
1
S
a

employment, child care, vets)

Finance (incl. superannuation)

Finance (incl. superannuation)

employment, child care, vets)

Finance (incl. superannuation)

Contact Phone BH Email
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2
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3
3
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a
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Identity information

Taxfile number,
Financial details,
Identity information,
Contact information
Contact information,
Health information
Contact information

Contact information,
Health information
Contact information,
Health information
Contactinformation

Contact information

Financial details,
Contact information
Contact information,
Health information
Financial details

Identity information,
Financial details,
Contact information,
Health information
Contact information

Contact information,
Financial details

Financial details
Contact information,
Health information

Contact information,
Identity information
Financial details,
Contact information,
Health information
Contact information,
Identity information
Financial details,
Contact information
Contact information,
Finandial details

Contact information,
Financial details

Financial details,
Contact information
Contact information,
Financial details

Contact information

Contact information,
Identity information

3
3
S
Ex
E
3
3
s
S
S

Contact information

Health information,
Contact information
Contact information,
Financial details

Contact information

o

ontact information,
Financial details,
Tax file number
Taxfile number,
Financial details,
Identity information,
Contact information

Types of Personal Information Involved

ion taken to prevent

Descl n of acti en



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Human error

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Ransomware

Theft of paperwork or data storage
device
Unintended release or publication

Unauthorised disclosure (failure to
redact)

Cyberincident Malware

Cyberincident Compromised or stolen
credentials (method
unknown)

Loss of paperwork / data storage
device

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)

Rogue employee / insider threat
Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident

Pl sent to wrong recipient (other)
Cyberincident Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Unauthorised disclosure (verbal)
Loss of paperwork / data storage
device

Rogue employee / insider threat
Cyberincident Other
Theft of paperwork or data storage

device

Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Malware
Pl sent to wrong recipient (email)
Unauthorised disclosure (failure to

redact)

Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

FOIREQ23/00054 033

Global Number of People Affected
101-1,000

101-1,000

11-100

11-100

11-100

10,000,001 or more

11-100

11-100

101-1,000

2-10

11-100

11-100

11-100

11-100

101-1,000

Received Date Respondent Sector

Information Technology

Legal, accounting &
management services
Transport

Health service providers

Media

Mining & Manufacturing

Social Media

Legal, accounting &
anagement services
Health service providers

Insurance

s/surveyors

Legal, accounting &
management services

Health service providers

Health service providers
Legal, accounting &
management services

Utilities
Health service providers

Telecommunications

Online services

Charities

Charities

Retail

Insurance
Australian Government

Legal, accounting &
management services
Education

Agriculture, Forestry, Fisheries

Finance (incl. superannuation)

Interest groups/theatre/sports

Property/construction/Architect

Finance (incl. superannuation)

Agriculture, Forestry, Fisheries

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Contact information,
Identity information,
Financial details,

Tax file number

Tax file number,
Financial details
Contact information,
Financial details,
Identity information,
Health information
Health information,
Tax file number,
Identity information,
Financial details,
Contact information
Contact information,
Health information
Other sensitive information,
Contact information
Contact information,
Financial details,
Identity information,
Tax file number

Tax file number,
Identity information,
Financial details,
Contact information
Contact information

Contact information,
Financial details
Contact information
Financial details,
Tax file number

Financial details,

Contact information
Contact information,
Financial details,

Identity information,

Other sensitive information
Contact information,
Financial details

Contact information,
Financial details

Identity information,
Contactinformation

Contact information,
Tax file number
Contact information,
Health information

Contact information

Contact information
Contact information,
Health information
Contact information,
Identity information
Financial details

Financial details,
ontact information,
Health information,
Tax file number
Contact information,
Identity information

o
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Financial details

Contact information
Contact information,

Other sensitive information
Contact information,
Financial details

Financial details

ction taken to prevent



FOIREQ23/00054 034

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent

Human error Pl sent to wrong recipient (email) 1 -Heanh service providers _Ccntactir\forma(ior\, _

Health information

Malicious or criminal attack Cyber incident Ransomware 11-100 Mining & Manufacturing Identity information,

Contact information,
Health information,
Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Health service providers Health information,
credentials (method Contactinformation
unknown)

Human error Pl sent to wrong recipient (mail) 2-10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Finance (incl. superannuation) Contact information
credentials)

Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Education Contact information,
credentials (method Other sensitive information
unknown)

System fault Unintended release or publication 1 -Perscnalserv\ces(mcl _Ccntactir\forma(ior\, _

employment, child care, vets) Identity information

Malicious or criminal attack Social engineering / impersonation 2-10 Finance (incl. superannuation) Financial details,

Contact information,
Health information

Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Information Technology Contact information
credentials)

Human error Unauthorised disclosure (failure to 5,001-10,000 Personal services (incl Financial details

redact) employment, child care, vets)

Malicious or criminal attack Cyber incident Ransomware 101-1,000 Legal, accounting & Financial details,
management services Contact information,

Tax file number
Malicious or criminal attack Cyber incident Hacking 2-10 Legal, accounting & Contact information,

management services Financial details,
Identity information

icious or criminal attack Cyber incident Compromised or stolen 2-10 Real estate agents. Financial details,
credentials (method Contact information,

unknown) Tax file number

Human error Failure to use BCC when sending 11-100 Education Contact information

email

Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Finance (incl. superannuation) Contact information,
credentials) Financial details,

Identity information

Human error Pl sent to wrong recipient (email) 1 Personal services (incl Financial details,

employment, child care, vets) Contact information,
Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 1,001-5,000 Health service providers Financial details,
(compromised credentials) Contact information

Human error Pl sent to wrong recipient (email) 1 Education Contact information,

Financial details,
Identity information
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Identity information,
management services Contact information,
Health information,
Other sensitive information
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Identity information,
management services Contact information,
Health information
Malicious or criminal attack Cyber incident Ransomware 5,001-10,000 Legal, accounting & Tax file number,
management services Health information,
Contact information,
Financial details,
Identity information

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Travel & Hospitality industry Contact information,
credentials (method Financial details
unknown)

Malicious or criminal attack Rogue employee / insider threat 1 -Finance(mcL superannuation) _Contactinforma(ior\ _

Malicious or criminal attack Cyberincident Ransomware 11-100 Property/construction/Architect Tax file number,

s/surveyors Financial details,
Contact information

Malicious or criminal attack Cyber incident Hacking 10,001-25,000 -lnformatiumechnmogy _Contactinforma(ior\ _

Human error Unauthorised disclosure (verbal) 1 I 1 ce (incl superannuation) | ot information I

Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Finance (incl. superannuation) Contact information,
credentials (method Identity information,
unknown) Financial details,

Tax file number
licious or criminal attack  Cyberincident Phishing (compromised 101-1,000 Legal, accounting & Contact information
credentials) management services



FOIREQ23/00054 035

Contact Phone BH Email Types of Personal Information Involved ction taken to prevent
Contact information,
Financial details,
Identity information,
Health information,
Taxfile number,

Other sensitive information

Case Number

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Insurance

Respondent

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 Health service providers Health information
device
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers Health information,
device Contact information
icious or criminal attack Cyberincident Compromised or stolen 5,001-10,000 Mining & Manufacturing Contact information
credentials (method
unknown)
Malicious or criminal attack Cyberincident Brute-force attack 11-100 Travel & Hospitality industry Contact information,

Financial details,
Taxfile number
| o information
Contact information,
Financial details,
Health information
I o tact information

Contact information

(compromised credentials)

Human error Pl sent to wrong recipient (email) 2-10 I cation
Malicious or criminal attack Theft of paperwork or data storage 2-10 Legal, accounting &
device management services

Human error Pl sent to wrong recipient (email) 101-1,000 I -\ scrice providers
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Business/Professional
credentials) Associations

B
2
3
2
3
o
IS
F
g
a
ES
g
3
s
S

Human error Pl sent to wrong recipient (email) 1

Human error Loss of paperwork / data storage 11-100 Health service providers Contact information,

device Identity information,
Health information
icious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Property/construction/Architect Contact information
credentials) s/surveyors
Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Health service providers Contact information,
credentials (method Identity information,
unknown) Financial details
Human error Unauthorised disclosure 1 Health service providers Health information
(unintended release or publication)
Human error Unauthorised disclosure 101-1,000 Finance (incl. superannuation) Taxfile number,
(unintended release or publication) Contact information,
Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Charities Contact information,

credentials) Other sensitive information

VIC Government Financial details,

Contact information

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)
Contact information,

icious or criminal attack Theft of paperwork or data storage 11-100 Health service providers

device Identity information,
Health information
Human error Unauthorised disclosure 1 Health service providers Financial details

(unintended release or publication)

Financial details,

Identity information,
Contact information
Contact information,
Other sensitive information
Financial details,

Identity information,
Contact information
Identity information

Human error Unauthorised disclosure 2-10
(unintended release or publication)

Finance (incl. superannuation)

Malicious or criminal attack Social engineering / impersonation 2-10 Utilities

Malicious or criminal attack Rogue employee / insider threat 2-10 CRBs

Malicious or criminal attack Cyberincident Hacking 11-100 Mining & Manufacturing
Health information,

Identity information,
Contact information

Human error Pl sent to wrong recipient (email) 1 Health service providers

Human error Unauthorised disclosure (failure to 1 Finance (incl. superannuation) Contactinformation
redact)
Malicious or criminal attack Cyberincident Ransomware 101-1,000 Charities Contact information,
Identity information,
Financial details,
Other sensitive information
Human error Pl sent to wrong recipient (mail) 210 Finance (incl. superannuation) Financial details,
Contact information
Malicious or criminal attack Cyberincident Ransomware 5,001-10,000 Personal services (incl Taxfile number,
employment, child care, vets) Contact information,
Financial details,
Identity information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Property/construction/Architect Contactinformation

credentials) s/surveyors

Descl n of a N



Case Number___Description of eligible data breach  Source of Breach

Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

licious or criminal attack

Human error

Human error

Human error

Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Loss of paperwork / data storage
device

Source of Breach Level 3

Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised
credentials)

Loss of paperwork / data storage
device

Cyberincident Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised

credentials)

Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (mail)

Pl sent to wrong recipient (email)

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Failure to use BCC when sending
email
Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (mail)
Social engineering / impersonation
Cyberincident

Phishing (compromised
credentials)

Loss of paperwork / data storage
device
Rogue employee / insider threat

Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure (failure to

redact)

Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Rogue employee / insider threat
Cyberincident Phishing (compromised
credentials)

FOIREQ23/00054 036

Global Number of People Affected
Unknown

11-100

11-100

101-1,000

11-100
11-100

2-10

1,001-5,000

100,001-250,000

11-100

101-1,000

101-1,000

11-100

101-1,000

101-1,000

11-100

11-100

Received Date Respondent Sector

Legal, accounting &
management services

Health service providers

Retail

Health service providers

Legal, accounting &
management services

Retail

Travel & Hospitality industry

Education
Finance (incl. superannuation)

Charities

Finance (incl. superannuation)

Legal, accounting &
management services
Legal, accounting &

management services

Information Technology

Health service providers

Travel & Hospitality industry

Information Technology

Personal services (incl
employment, child care, vets)

Australian Government
Utilities

Health service providers

Health service providers

Transport

Education

Health service providers
Australian Government
Legal, accounting &
management services

Education

Health service providers
Health service providers

Legal, accounting &
management services

Contact Phone BH Email Types of Personal Information Involved
Health information,

Taxfile number,

Other sensitive information,

Contact information,

Identity information,

Financial details

Fl
2
8

3
3
S
a
&
2

Contact information,
Health information
Financial details,
Identity information,
Contact information,
Taxfile number
Contact information,
Identity information,
Financial details
Financial details,
Contact information,
Taxfile number
Contact information

Contact information,
Identity information

Other sensitive information
Tax file number,

Health information,
Financial details,

Contact information
Contact information,
Health information
Contact information,
Financial details

Contact information

Contact information,
Identity information,

Other sensitive information
Contact information,
Financial details

Identity information,
Contact information,
Health information

Contact information

Contact information

Contact information,
Finandial details

Identity information,
Contactinformation
Contact information

Contact information,
Health information

Health information,
Contact information
Contact information,
Financial details,
Identity information,
Taxfile number
Contact information

Health information
Health information
Contact information,
Financial details

Contact information,
Health information

o
1S
2
g
a
3
g
3
5
S

Contact information,
Other sensitive information
Health information

ction taken to prevent
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Case Number___Description of eligible data breach  Source of Breach
Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error
Human error
Human error

System fault
Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

System fault

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Human error

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Source of Breach Level 2
Pl sent to wrong recipient (email)
Pl sent to wrong recipient (mail)

Source of Breach Level 3

Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method

unknown)
Cyberincident Malware
Cyberincident Ransomware

Failure to use BCC when sending
email

Theft of paperwork or data storage
device

Pl sent to wrong recipient (fax)
Unauthorised disclosure (verbal)
Unauthorised disclosure
(unintended release or publication)

Unintended release or publication
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure (failure to
redact)
Social engineering / impersonation

Unintended release or publication

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (mail)

Cyberincident Phishing (compromised

credentials)
Cyberincident Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)
Unintended release or publication
Loss of paperwork / data storage
device
Cyberincident Compromised or stolen
credentials (method
unknown)
Phishing (compromised
credentials)

Cyberincident

Theft of paperwork or data storage
device
Unauthorised disclosure (verbal)

Cyberincident Ransomware

Failure to use BCC when sending
email

Global Number of People Affected

101-1,000

2-10

101-1,000

1,001-5,000

101-1,000

1,001-5,000

11-100

11-100

101-1,000

2-10
101-1,000

10,001-25,000

11-100

2-10

101-1,000

11-100

11-100

101-1,000

101-1,000
11-100

101-1,000

100,001-250,000

101-1,000

101-1,000

FOIREQ23/00054 037

Received Date Respondent Sector
ustralian Government

Finance (incl. superannuation)

Transport

Retail

Education

Health service providers

I -t service providers
I it

Australian Government

m
a
c
8
8
S
S

Personal services (incl
employment, child care, vets)

Business/Professional
Associations

Personal services (incl
employment, child care, vets)

Health service providers

Real estate agents

Legal, accounting &
management services
Finance (incl. superannuation)
Finance (incl. superannuation)
Legal, accounting &

management services

Finance (incl. superannuation)

Legal, accounting &
management services

Finance (incl. superannuation)

Finance (incl. superannuation)

Australian Government
Agriculture, Forestry, Fisheries

Personal services (incl
employment, child care, vets)

Australian Government

Insurance

Health service providers
Health service providers

Personal services (incl
employment, child care, vets)

Phone BH Email

Types of Personal Information Involved

Contact information
Contact information,
Financial details
Financial details,
Identity information,
Contact information
Contact information,
Financial details

Contact information,
Financial details

Tax file number,
Contact information,
Financial details,
Identity information
Contact information

Contact information

Health information
Contact information
Contact information

Contact information
Contact information

Contact information,
Identity information

Contact information,
Identity information,
Health information

Contact information

Contact information,
Identity information,
Health information

Contact information

Contact information,
Financial details
Financial details,
Identity information,
Contact information
Contact information

Contact information,
Financial details,
Health information
Contact information,
Financial details,
Identity information
Taxfile number,
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Contact information
Contact information,
Financial details,
Tax file number
Contact information,
Health information

Identity information,
Contact information,
Health information
Health information

Other sensitive information
Health information,

Tax file number,

Contact information,
Identity information,
Financial details

Contact information

ion taken to prevent

]
8
2
a
3
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Case Number Source of Breach

Malicious or criminal attack

Description of eligible data breach

Human error

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack
Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Cyberincident
Pl sent to wrong recipient (other)

Cyberincident

Rogue employee / insider threat

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident

Theft of paperwork or data storage
device

Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage
device

Cyberincident

Social engineering / impersonation

Theft of paperwork or data storage
device
Cyberincident

Theft of paperwork or data storage
device

Social engineering / impersonation
Social engineering / impersonation
Social engineering / impersonation
Social engineering / impersonation

Cyberincident

Cyberincident

Rogue employee / insider threat

Cyberincident

Pl sent to wrong recipient (mail)

Theft of paperwork or data storage
device

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Compromised or stolen
credentials (method
unknown)

Hacking

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

FOIREQ23/00054 038

Global Number of People Affected Received Date Respondent Sector

101-1,000 Travel & Hospitality industry
2-10 Insurance

101-1,000 Retail

11-100 Insurance

10,000,001 or more Information Technology

2-10 Retail

1 Finance (incl. superannuation)

101-1,000 Finance (incl. superannuation)

101-1,000 Health service providers

2-10 Health service providers

1 Property/construction/Architect
s/surveyors

101-1,000 Legal, accounting &
management services

11-100 Retail

2-10 Legal, accounting &

management services

Education

11-100 Education

250,001-500,000 Retail

1 Health service providers

1 Insurance

1 Insurance

1 Insurance

1 Insurance

101-1,000 Property/construction/Architect

s/surveyors

5,001-10,000 Transport

11-100 Telecommunications
101-1,000 Insurance

1 Charities

11-100 Health service providers

]
8
2
a
3
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Contact Phone BH Email Types of Personal Information Involved

Contact information,
Identity information

Fl
2
8

3
3
S
a
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Financial details,
Contact information
Contact information,
Financial details,
Identity information
Identity information,
Financial details
Financial details,
Contact information

Contact information

Contact information,
Identity information
Contact information

Contact information,
Identity information,
Health information
Health information,
Contact information
Contact information

Contact information

Financial details

Financial details,
Contact information,
Health information,

Other sensitive information
Contact information

Contact information,
Financial details,

Identity information
Contact information

Contact information,
Financial details
Identity information,
Contact information,
Health information
Contact information,
Financial details
Financial details,
Contact information
Contact information,
Financial details
Financial details,
Contact information
Contact information,
Financial details

Financial details,
Identity information,
Contact information,
Health information,
Taxfile number
Contact information

Identity information,
Financial details,

Contact information,

Other sensitive information,
Tax file number,

Health information

Health information,

Other sensitive information,
Contact information
Contact information,

Other sensitive information,
Health information

ction taken to prevent



FOIREQ23/00054 039

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email

Malicious or criminal attack Cyber incident Brute-force attack 50,001-100,000 Finance (incl. superannuation)
(compromised credentials)

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Contactinformation

of action taken to prevent

Malicious or criminal attack Cyberincident Compromised o stolen 11-100 Finance (incl. superannuation) Contact information,
credentials (method Identity information
unknown)

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Personal services (incl Contactinformation

credentials) employment, child care, vets)

Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting &

management services

Contact information,
Financial details,
Tax file number
Online services

Malicious or criminal attack Cyberincident Compromised or stolen Unknown
credentials (method

unknown)

Malicious or criminal attack Theft of paperwork or data storage 101-1,000
device

Contact information,
Financial details,

Other sensitive information
Health information,
Identity information,
Contact information

Education

Human error Unauthorised disclosure 5,001-10,000
(unintended release or publication)

Travel & Hospitality industry Contact information,
Identity information,
Financial details,
Health information
Taxfile number,
Financial details,
Identity information,
Contact information
Taxfile number,
Identity information,
Financial details,
Contact information
Financial details

Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000
credentials (method
unknown)

Travel & Hospitality industry

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Legal, accounting &
management services

Malicious or criminal attack Social engineering / impersonation 1 Health service providers

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Finance (incl. superannuation) Financial details,
Identity information,
Contact information,
Tax file number
Contact information,
Identity information
Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance

Human error Unauthorised disclosure 100,001-250,000
(unintended release or publication)

Travel & Hospitality industry

Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Health service providers Identity information,
credentials (method Contact information
unknown)

Human error Unauthorised disclosure 1 Health service providers Health information,

(unintended release or publication) Identity information

Human error Unauthorised disclosure 1 Health service providers Health information

(unintended release or publication)
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Mining & Manufacturing Contact information

credentials)

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Mining & Manufacturing Contact information,

credentials (method Financial details
unknown)
icious or criminal attack Cyberincident Phishing (compromised 101-1,000 Education Contact information,

credentials) Financial details

Malicious or criminal attack Cyber incident Brute-force attack 1,001-5,000 Retail Contact information

(compromised credentials)

Human error Unauthorised disclosure 2-10
(unintended release or publication)

Health service providers Contact information,

Identity information

Human error Failure to use BCC when sending 1,001-5,000 Mining & Manufacturing Contact information
email
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Education Identity information,
credentials) Financial details,
Contact information,
Health information
Malicious or criminal attack Cyberincident Phishing (compromised 210 Legal, accounting & Taxfile number,
credentials) management services Contact information,
Financial details,
Identity information
Malicious or criminal attack Cyberincident Hacking 101-1,000 Retail Contactinformation
Human error Loss of paperwork / data storage 2-10 Health service providers Contact information,
device Health information
Malicious or criminal attack Cyberincident Compromised or stolen 1 Finance (incl. superannuation) Contact information,

credentials (method Financial details

unknown)
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Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Human error
Malicious or criminal attack
Human error

System fault

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

System fault
Human error

Human error

Human error

Human error

Human error

Source of Breach Level 2

Loss of paperwork / data storage
device

Cyberincident

Source of Breach Level 3

Phishing (compromised
credentials)

Social engineering / impersonation

Rogue employee / insider threat

Pl sent to wrong recipient (email)
Cyberincident Malware

Pl sent to wrong recipient (email)
Unintended release or publication

Unauthorised disclosure (verbal)
Cyberincident Compromised or stolen
credentials (method

unknown)

Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)

Theft of paperwork or data storage
device

Loss of paperwork / data storage
device

Cyberincident Phishing (compromised
credentials)

Cyberincident Hacking

Theft of paperwork or data storage
device
Cyberincident Phishing (compromised

credentials)

Cyberincident Compromised or stolen

credentials (method

unknown)
Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Ransomware
Cyberincident Phishing (compromised

credentials)

Cyberincident Compromised or stolen

credentials (method
unknown)

Plsent to wrong recipient (mail)

Cyberincident Brute-force attack

(compromised credentials)
Unintended release or publication
Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Unauthorised disclosure (failure to
redact)

Unauthorised disclosure (verbal)

Global Number of People Affected

2-10

2-10

1,001-5,000

2-10
10,001-25,000

11-100

50,001-100,000

101-1,000

11-100

101-1,000

2-10

1,001-5,000

1,001-5,000

25,001-50,000

11-100

2-10
1,001-5,000

FOIREQ23/00054 040

Received Date Respondent Sector Contact Phone BH Email

Health service providers

Respondent

Transport

Health service providers
Finance (incl. superannuation)
Business/Professional

Associations.
Education

Travel & Hospitality industry |

Finance (incl. superannuation)

Finance (incl. superannuation) |

Insurance

Health service providers
Property/construction/Architect
s/surveyors

Interest groups/theatre/sports

Health service providers

Travel & Hospitality industry

Health service providers
Health service providers
Education

Australian Government

Finance (incl. superannuation)
Health service providers

Retail

VIC Government

Education

o
o
2
g
=1
2
4
3
)
E

Retail
Finance (incl. superannuation)

Legal, accounting &
anagement services
Finance (incl. superannuation)

Retail

Finance (incl. superannuation)

Australian Government

Education

Types of Personal Information Involved

Contact information,
Health information

Contact information,
Identity information

Financial details,
Contact information
Contact information,
Financial details
Contact information

Identity information

Contact information
Contact information,
Financial details,
Taxfile number
Financial details
Financial details,
Contact information,
Health information,

Contact information,
Identity information,
Health information
Contact information,
Financial details

Contact information

Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information
Contact information

Health information

Financial details,
Identity information,
Contact information,
Tax file number
Contact information

Finandial details
Contact information,
Health information

Contact information,
Financial details,
Identity information
Financial details,
Contact information

Contact information,
Financial details,
Identity information,

Other sensitive information,

Health information

Contact information,
Health information,
Taxfile number
Taxfile number,
Financial details
Financial details,
Contact information
Contact information

Contact information,
Identity information,
Financial details

Other sensitive information,

Health information,

Contact information,
Identity information
Contact information

Other sensitive information

ction taken to prevent

Descl n of a en



Case Number___Description of eligible data breach  Source of Breach

System fault

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

System fault

icious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Unintended release or publication

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage
device

Loss of paperwork / data storage
device

Cyberincident

Theft of paperwork or data storage
device

Cyberincident

Pl sent to wrong recipient (email)

Insecure disposal

Unintended release or publication

Cyberincident

Pl sent to wrong recipient (mail)

Cyberincident

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Cyberincident

Pl sent to wrong recipient (other)

Cyberincident

Cyberincident

Unauthorised disclosure (verbal)
Social engineering / impersonation

Social engineering / impersonation

Cyberincident

Unauthorised disclosure

(unintended release or publication)

Social engineering / impersonation

Cyberincident

Cyberincident

Theft of paperwork or data storage
device

Source of Breach Level 3

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Other

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

FOIREQ23/00054 041

Global Number of People Affected

1

101-1,000

11-100

101-1,000

11-100

101-1,000

2-10

101-1,000

1,001-5,000

11-100

5,001-10,000

101-1,000

11-100

11-100

101-1,000

101-1,000

1,001-5,000

10,001-25,000

11-100

Ve Respondent Sector
Legal, accounting &
management services

s/surveyors

Legal, accounting &
management services

Finance (incl. superannuation)

Religious organisations
Unions

Finance (incl. superannuation)

Charities

Health service providers

Health service providers
Finance (incl. superannuation)

Education

Finance (incl. superannuation)

Health service providers

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Utilities

Legal, accounting &
management services

Legal, accounting &
management services

Utilities

Finance (incl. superannuation)
Finance (incl. superannuation)

Insurance

Interest groups/theatre/sports

Legal, accounting &
management services

Insurance

Retail

Health service providers

Education
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Property/construction/Architect

Contact Phone BH Email

Respondent

Types of Personal Information Involved
Contact information

Contact information

Contact information,
Other sensitive information

Tax file number,

Contact information,
Identity information
Contact information,
Other sensitive information
Contact information

Contact information,
Health information,
Tax file number
Contact information,
Financial details,
Identity information,
Health information
Contact information

Contact information,
Health information
Contact information,
Financial details
Health information,
Contact information,
Identity information,
Financial details
Contact information

Contact information,
Health information
Contact information

Taxfile number,
Identity information,
Financial details,
Contact information
Contact information,
Financial details
Financial details,
Identity information,
Contact information,
Tax file number
Financial details,
Identity information,
Taxfile number
Identity information,
Financial details,
Contact information
Contact information,
Financial details
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Financial details,
Contact information
Contact information

Contact information
Contact information,
Financial details,

Identity information

Contact information

Contact information

Contact information

Contact information,
Other sensitive information,
Health information

ction taken to prevent
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Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

System fault

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)

Cyberincident Hacking

Unintended release or publication

Loss of paperwork / data storage
device

Cyberincident Phishing (compromised
credentials)

Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)

Cyberincident Compromised or stolen
credentials (method
unknown)

Brute-force attack

(compromised credentials)

Cyberincident

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure
(unintended release or publication)
Rogue employee / insider threat
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure (failure to
redact)

Cyberincident Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Cyberincident Compromised or stolen
credentials (method

unknown)

Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure (failure to
redact)
Social engineering / impersonation

Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident

Pl sent to wrong recipient (mail)

Global Number of People Affected

2-10

2-10
11-100

101-1,000

11-100

11-100

1,001-5,000

11-100

5,001-10,000

11-100

101-1,000

11-100

101-1,000

11-100

101-1,000

101-1,000

101-1,000

1,001-5,000

11-100

FOIREQ23/00054 042

Received Date Respondent Sector

NSW Government

Health service providers

Utilities
Agriculture, Forestry, Fisheries

Information Technology

Australian Government

Legal, accounting &

management services

Insurance

Telecommunications

Legal, accounting &
management services

Information Technology

Legal, accounting &
management services

Clubs/Pubs

Clubs/Pubs

Property/construction/Architect
s/surveyors

Finance (incl. superannuation)

Mining & Manufacturing

Retail

Property/construction/Architect
s/surveyors

Utilities

Legal, accounting &
management services

Health service providers

CRBs

Finance (incl. superannuation)

Retail

Education

Legal, accounting &
management services

Contact Phone BH Email Types of Personal Information Involved
Tax file number,

Contact information,

Financial details,

Identity information

Contact information

Fl
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Contact information
Contact information,
Financial details,

Tax file number

Tax file number,
Contact information
Contact information,
Financial details,

Tax file number
Other sensitive information,
Financial details,
Identity information,
Contact information
Contact information

Contact information,
Financial details,
Identity information,
Tax file number
Contact information,
Financial details

Financial details,

Contact information,

Tax file number,

Other sensitive information,
Health information

Contact information,
Identity information,

Tax file number

Contact information

Contact information,
Financial details
Contact information

Financial details,
Contact information
Contact information

Financial details

Financial details,
Identity information,
Contact information,

Other sensitive information,
Taxfile number

Financial details

Contact information

Contact information

Contact information,
Financial details,
Identity information
Financial details,
Identity information,
Contact information,
Tax file number
Contact information

Contact information,
Financial details

Contact information,
Financial details,
Tax file number,
Health information

of action taken to prevent

]
8
2
a
3



FOIREQ23/00054 043

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved ction taken to prevent
System fault Unintended release or publication 101-1,000 Education Identity information,
Contact information

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 11-100
(compromised credentials)

Property/construction/Architect
s/surveyors

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyberincident Hacking 101-1,000 Legal, accounting & Contact information
management services
Human error Unauthorised disclosure 1,001-5,000 Education

(unintended release or publication)

Contact information,
Financial details,
Tax file number

o
15
7l
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g
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S

ustralian Government
Education

Human error Pl sent to wrong recipient (email) 2-10
Human error Pl sent to wrong recipient (email) 1 Contact information,
Health information

Contact information,
Identity information
Contact information

Human error Insecure disposal 5,001-10,000 Retail

Malicious or criminal attack Social engineering /impersonation 1 Insurance

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Health service providers Contact information,

credentials (method Identity information,
unknown) Health information,
Other sensitive information
Malicious or criminal attack Social engineering /impersonation 2-10 Insurance Contactinformation
Malicious or criminal attack Cyberincident Hacking 11-100 Personal services (incl Contact information
employment, child care, vets)
Human error Pl sent to wrong recipient (other) 2-10 I - -communications Contact information
Human error Pl sent to wrong recipient (email) 11-100 I c:tion Health information
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Legal, accounting & Contactinformation
credentials (method management services
unknown)
Human error Unauthorised disclosure 101-1,000 Finance (incl. superannuation) Contact information,
(unintended release or publication) Financial details,
Health information
Malicious or criminal attack Cyberincident Malware 1,001-5,000 Retail Financial details,
Contactinformation
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Legal, accounting & Contact information,

credentials) management services Financial details,
Identity information,

Tax file number

o
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Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation)

Descl n of a

I
Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 Travel & Hospitality industry Financial details
credentials)
Malicious or criminal attack Cyberincident Other 101-1,000 - Online services _ Contact information
Malicious or criminal attack Rogue employee / insider threat 11-100 -Heanh service providers _Comactir\iormation,
Health information
Malicious or criminal attack Theft of paperwork or data storage 50,001-100,000 WA Government Tax file number
device
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Education Identity information,
credentials (method Financial details
unknown)
Human error Unauthorised disclosure 10,001-25,000 Finance (incl. superannuation) Identity information,
(unintended release or publication) Contact information
System fault Unintended access 1 I - I o tact information
Human error Failure to use BCC when sending 1,001-5,000 - Travel & Hospitality industry _ Contact information
email
Malicious or criminal attack  Social engineering / impersonation 11-100 CRBs Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Health service providers Contact information,
credentials) Identity information,
Health information
Human error Loss of paperwork / data storage 210 Health service providers Health information,
device Contact information,
Identity information
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Business/Professional Contact information,
credentials (method Associations Taxfile number
unknown)
Malicious or criminal attack Cyberincident Phishing (compromised 1 Finance (incl. superannuation) Contact information
credentials)
Human error Pl sent to wrong recipient (mail 1 - Health service providers _ Contact information,
Health information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 -Austrauan Government _Heanh information



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

|
‘ Malicious or criminal attack
‘ Malicious or criminal attack
‘ Malicious or criminal attack
Human error

Human error

Human error
Human error

Malicious or criminal attack

System fault
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Human error
Malicious or criminal attack
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
System fault
System fault

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Other

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (other)

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure (verbal)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Unintended access
Cyberincident Phishing (compromised

credentials)

Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Loss of paperwork / data storage
device
Cyberincident Brute-force attack

(compromised credentials)

Brute-force attack
(compromised credentials)

Cyberincident

Rogue employee / insider threat

Pl sent to wrong recipient (mail)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage
device

Unauthorised disclosure (verbal)
Unauthorised disclosure (failure to
redact)

Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure (failure to
redact)
Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)
Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)
Unintended release or publication
Unintended release or publication

FOIREQ23/00054 044

Global Number of People Affected Received Date

101-1,000

Respondent Sector
Legal, accounting &
management services

1,000,001-10,000,000 Retail

101-1,000 Real estate agents

101-1,000 Interest groups/theatre/sports
1 Health service providers
11-100 Finance (incl. superannuation)
2-10 Finance (incl. superannuation)
1 Health service providers

1,001-5,000 Personal services (incl

1,001-5,000

101-1,000 Mining & Manufacturing

2-10 Business/Professional
Associations.

11-100 Business/Professional
Associations

11-100 Education

11-100 Personal services (incl
employment, child care, vets)

11-100 Travel & Hospitality industry

1 Personal services (incl
employment, child care, vets)

2-10 Insurance

101-1,000 Legal, accounting &
management services

2-10 Health service providers

11-100 Education

2-10 nsurance

1 Finance (incl. superannuation)

1,001-5,000

1 Health service providers
11-100 Health service providers

11-100 Education

2-10 Insurance

101-1,000 Property/construction/Architect

s/surveyors

Education

1,001-5,000

1
1
25,001-50,000
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Online services

employment, child care, vets)

Travel & Hospitality industry

Agriculture, Forestry, Fisheries

Respondent Contact Phone BH Email

Contact information

Contact information

Contact information,
Financial details,

Tax file number
Identity information

Contact information,
Health information
Taxfile number,
Contact information

Financial details
Identity information,
Health information

Tax file number,
Identity information,
Financial details,
Contactinformation
| o2 information
Health information,
Taxfile number,
Identity information,
Financial details,
Contactinformation
Contactinformation

Contact information,
Identity information
Contact information,
Health information
Identity information,
Health information

Identity information,
Contactinformation

Contact information,
Financial details,
Identity information
Contact information,
Identity information
Identity information,
Contact information,
Tax file number
Contact information

Contact information

Contact information
Contact information

Identity information

Other sensitive information

Contact information,
Health information

Other sensitive information
Tax file number

Contact information

Contact information,
Financial details,
Taxfile number,
Health information

Health information,
Contact information

Types of Personal Information Involved

ion taken to prevent

]
8
2
a
3
-5
™
2
3
3



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

Human error

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident
Theft of paperwork or data storage

device
Cyberincident

Unintended release or publication
Cyberincident

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure
(unintended release or publication)

Cyberincident
Cyberincident

Theft of paperwork or data storage
device

Cyberincident

Social engineering / impersonation
Unintended release or publication
Cyberincident

Social engineering / impersonation

Loss of paperwork / data storage
device

Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure (failure to
redact)
Cyberincident

Cyberincident

Theft of paperwork or data storage
device
Cyberincident

Insecure disposal
Theft of paperwork or data storage
device

Source of Breach Level 3
Malware

Phishing (compromised
credentials)

Compromised o stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Malware

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

FOIREQ23/00054 045

Global Number of People Affected
11-100

101-1,000

11-100

11-100

1,001-5,000
100,001-250,000

1,001-5,000

25,001-50,000

101-1,000

101-1,000

1
101-1,000

10,001-25,000

11-100

101-1,000

11-100

25,001-50,000

101-1,000

11-100

11-100

11-100
101-1,000

Ve Respondent Sector
Business/Professional
Associations.

Retail

Personal services (incl
employment, child care, vets)
Transport

Personal services (incl
employment, child care, vets)
Education

Insurance
Travel & Hospitality industry

Education

Travel & Hospitality industry

Information Technology

Personal services (incl
employment, child care, vets)

Postal & courier

Mining & Manufacturing

Finance (incl. superannuation)
Health service providers
Interest groups/theatre/sports
Insurance

Legal, accounting &
management services

Real estate agents

Education

Property/construction/Architect
s/surveyors

Agriculture, Forestry, Fisheries

Education

Media

Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)
Health service providers
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Real estate agents

Contact Phone BH Email
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Types of Personal Information Involved
Contact information,

Financial details

Contact information

Contact information,
Health information

Other sensitive information,
Contact information,
Financial details
Contactinformation

Contact information,
Financial details

Contact information
Contact information,
Financial details,

Identity information

Other sensitive information

Identity information,
Financial details

Financial details,
Contact information
Contactinformation

Contact information,
Financial details

Identity information,
Contact information

Contact information,
Financial details

Contact information,
Identity information,
Health information
Contact information,
Financial details
Taxfile number,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Taxfile number
Contact information,
Financial details,
Identity information,
Taxfile number,
Health information
Financial details,
Contact information

Contact information,
Other sensitive information,
Health information
Health information,
Other sensitive information
Contact information

Identity information,
Financial details,
Contact information,
Tax file number
Contact information,
Identity information
Identity information,
Contact information

Contact information,
Financial details,
Identity information

ction taken to prevent



FOIREQ23/00054 046

Case Number Contact Phone BH Email Types of Personal Information Involved of action taken to prevent
Identity information,
Financial details,

Contact information,
Taxfile number,

Other sensitive information,

Health information

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Property/construction/Architect
credentials) s/surveyors

Fl
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3
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2

System fault Unintended access 11-100 Finance (incl. superannuation) Financial details,
Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 10,001-25,000 Finance (incl. superannuation) Contact information,
credentials (method Financial details
unknown)
Malicious or criminal attack Cyber incident Compromised or stolen 1 Health service providers Contact information
credentials (method
unknown)
Human error Unauthorised disclosure 11-100 Interest groups/theatre/sports Financial details
(unintended release or publication)
Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,
Tax file number
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Financial details,
management services Contact information
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Contact information,
management services Financial details
Malicious or criminal attack Rogue employee / insider threat 11-100 Insurance Contact information
Malicious or criminal attack  Social engineering / impersonation 101-1,000 Legal, accounting & Contact information,
management services Tax file number
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Education Contact information,
credentials (method Identity information,
unknown) Financial details
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Transport Identity information,

credentials) Contact information,
Other sensitive information
Health information,
Contact information,
Identity information,
Financial details

Malicious or criminal attack Rogue employee / insider threat 101-1,000 Education

Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Business/Professional Contact information
credentials (method Associations
unknown)

Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Transport Contact information,
credentials (method Financial details
unknown)

Malicious or criminal attack Cyberincident Compromised or stolen 10,000,001 or more Retail Contact information,
credentials (method Financial details,
unknown) Taxfile number

Human error Unauthorised disclosure 101-1,000 Education Contact information

(unintended release or publication)
Malicious or criminal attack Rogue employee / insider threat 2-10 Health service providers Identity information,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Legal, accounting & Financial details,

credentials) management services Identity information,

Contact information,
Other sensitive information
Financial details

Malicious or criminal attack Social engineering /impersonation 1 Finance (incl. superannuation)

Descl n of N

Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 Education Contact information,
device Identity information,
Financial details,
Tax file number,
Other sensitive information,
Health information
System fault Unintended access 100,001-250,000 Travel & Hospitalityindustry [ R o2t information
icious or criminal attack Cyber incident Phishing (compromised 101-1,000 Health service providers Contact information
credentials)

Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Legal, accounting & Contact information
credentials (method management services
unknown)

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Personal services (incl Contact information
credentials) employment, child care, vets)

Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Information Technology Contact information,
credentials (method Identity information
unknown)

Malicious or criminal attack Theft of paperwork or data storage 1 Personal services (incl Health information,

device employment, child care, vets) Taxfile number,
Contact information,
Identity information,
Financial details



Case Number___Description of eligible data breach  Source of Breach

Human error

System fault
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack
Human error
Malicious or criminal attack
System fault
Human error

licious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack
Malicious or criminal attack

licious or criminal attack

Human error

Malicious or criminal attack
Human error

Human error

Human error
Malicious or criminal attack
Human error
Human error

Malicious or criminal attack

System fault
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Source of Breach Level 2
Unauthorised disclosure
(unintended release or publication)

Source of Breach Level 3

Unintended access
Social engineering / impersonation

Cyberincident Compromised or stolen

credentials (method
unknown)

Pl sent to wrong recipient (mail)

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Theft of paperwork or data storage

device

Unintended release or publication

Pl sent to wrong recipient (other)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Theft of paperwork or data storage
device

Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation
Failure to use BCC when sending

email
Pl sent to wrong recipient (fax)

Loss of paperwork / data storage
device
Rogue employee / insider threat

Unauthorised disclosure (verbal)
Pl sent to wrong recipient (email)
Ransomware

Cyberincident

Unintended release or publication
Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (email)

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Global Number of People Affected

11-100

101-1,000
11-100

1,001-5,000

2-10

11-100

11-100

1,001-5,000

101-1,000

101-1,000

2-10
2-10

Unknown

11-100

11-100

101-1,000

101-1,000

1
101-1,000

101-1,000

FOIREQ23/00054 047

Received Date Respondent Sector

Education

I :cction

CRBs

Legal, accounting &
management services
Insurance

Health service providers
Charities

Personal services (incl

employment, child care, vets)
Finance (incl. superannuation)

Education

Retail

Health service providers

Health service providers

Utilities

Health service providers
Insurance

Health service providers

Health service providers

Finance (incl. superannuation)

Insurance
Health service providers

Health service providers

Education
Health service providers
Health service providers
Finance (incl. superannuation)

Health service providers
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Health service providers

Australian Government

I i ce (incl. superannuation)

Health service providers

Travel & Hospitality industry

Respondent Contact Phone BH Email

Health information

| o2t information
Contact information,
Financial details,
Identity information
Identity information,
Financial details,
Contact information,
Tax file number
Contact information,
Identity information
Health information

Contact information,
Health information
Contact information,
Health information
Contact information,
Financial details
Contact information,
Tax file number
Taxfile number,
Contact information,
Financial details
Identity information,
Financial details,
Contact information,
Health information
Health information,
Contact information
Contact information,
Identity information

Health information
Contact information,
Financial details,
Identity information
Contact information

Contact information,
Identity information,
Financial details,
Tax file number
Financial details

Identity information,
Contact information
Contact information

Contact information,
Identity information,
Health information
Identity information,
Financial details
Contact information,
Health information
Health information,
Contact information
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Tax file number

Contact information,
Financial details,

Identity information
Contact information

I 2| cletails
Financial details,
Identity information,
Contact information
Contact information,
Financial details,
Identity information,

Types of Personal Information Involved
Other sensitive information,

Other sensitive information

ion taken to prevent

Descl n of acti en



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

icious or criminal attack

Malicious or criminal attack

icious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

System fault

Human error

Malicious or criminal attack

Human error

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Social engineering / impersonation
Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage

device

Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)
Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Cyberincident

Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)
Rogue employee / insider threat
Cyberincident Phishing (compromised
credentials)

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)
Cyberincident Compromised o stolen
credentials (method
unknown)

Failure to use BCC when sending
email

Cyberincident Compromised or stolen
credentials (method
unknown)

Unintended access

Loss of paperwork / data storage
device

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)

FOIREQ23/00054 048

Global Number of People Affected Received Date

11-100

Respondent Sector
Health service providers

101-1,000

Real estate agents

2-10 Education

11-100 Education

101-1,000 Utilities

Health service providers

101-1,000 Finance (incl. superannuation)

101-1,000 Legal, accounting &

management services

Unknown Religious organisations

Health service providers
Property/construction/Architect
s/surveyors

11-100

101-1,000 Agriculture, Forestry, Fisheries

101-1,000

Finance (incl. superannuation)

101-1,000 Religious organisations

Utilities
11-100

Telecommunications

Charities
Insurance

Health service providers

11-100 Education

11-100 Health service providers

QLD Government

11-100 Education

Health service providers

Legal, accounting &
management services

11-100 Finance (incl. superannuation)

11-100 Australian Government

11-100 Online services

Health service providers

Contact Phone BH Email Types of Personal Information Involved
Identity information,

Financial details,

Contact information

Contact information,

Identity information,

Financial details

Fl
2
8

3
3
S
a
&
2

Contactinformation

Identity information,
Health information
Financial details,
Contactinformation

Health information,
Identity information
Identity information,
Financial details,

Contact information
Contact information

Contact information,
Identity information,
Health information,

Other sensitive information
Contact information
Contact information,
Financial details,

Identity information
Taxfile number,

Contact information,
Financial details

Financial details,

Contact information

Identity information,
Financial details,
Contact information,
Health information
Identity information,
Financial details,
Contact information
Contact information,
Financial details

Other sensitive information
Contact information

Health information

Health information,

Contact information,
Identity information
Contact information

Contact information,
Tax file number

Identity information

Contact information

Contact information,
Financial details

Financial details,

Identity information,
Contact information
Contact information,
Identity information,

Other sensitive information,
Health information
Financial details,

Contact information

Contact information,
Health information

ction taken to prevent

Descl n of a N
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email

Human error Unauthorised disclosure 1,001-5,000 Interest groups/theatre/sports
(unintended release or publication)

Types of Personal Information Involved
Contact information

Respondent ction taken to prevent

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contactinformation,
Financial details
Human error Unauthorised disclosure 1

(unintended release or publication)

Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering /impersonation 1 Health service providers Health information,
Contact information
Contact information,

Identity information

icious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Personal services (incl
employment, child care, vets)

Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Online services Taxfile number,
credentials (method Contact information,
unknown) Financial details,

Identity information

Human error Pl sent to wrong recipient (other) 1 I - service providers I < information

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Business/Professional Contactinformation
credentials) Associations

Malicious or criminal attack Rogue employee / insider threat 2-10 Health service providers Contact information,

Identity information,
Health information

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Information Technology Identity information,

credentials) Financial details,
Contact information,

Taxfile number
icious or criminal attack Cyber incident Compromised or stolen 101-1,000 Finance (incl. superannuation) Contact information,
credentials (method Identity information,

unknown) Financial details

Human error Loss of paperwork / data storage 1 - Property/construction/Architect _ Contact information

device s/surveyors

Human error Loss of paperwork / data storage 2-10 Health service providers Contact information,

device Health information

Malicious or criminal attack Rogue employee / insider threat 1,000,001-10,000,000 -TravewHospualuyindusw _ldenmyinformaxion,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Education Health information,

device Identity information

Malicious or criminal attack Theft of paperwork or data storage Unknown Education Identity information,

device Financial details,
Contact information,
Health information,
Taxfile number,
Other sensitive information

System fault Unintended release or publication 50,001-100,000 I - -communications I oo information

icious or criminal attack Cyber incident Malware 11-100 Health service providers Health information,
Contact information,
Identity information

Human error Failure to use BCC when sending 101-1,000 Charities Contact information,

email Health information

Malicious or criminal attack Cyber incident Hacking Unknown -Medla _Cor\tactir\iormation

Human error Pl sent to wrong recipient (email) 2-10 I <\ scrvice providers I <t information

Human error Pl sent to wrong recipient (email) 1 N - scrvice providers <t information

Malicious or criminal attack Rogue employee / insider threat 11-100 Telecommunications Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 1 nsurance I o -t information

Malicious or criminal attack Cyberincident Malware 101-1,000 Retail Contact information,
Financial details
Health information,
Tax file number
Contact information,

Financial details

Malicious or criminal attack Cyberincident Ransomware 210 Health service providers
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000
credentials (method

unknown)

Malicious or criminal attack Cyberincident Compromised or stolen 210
credentials (method

unknown)

Malicious or criminal attack Theft of paperwork or data storage 101-1,000 -
device

Retail

SAGovernment Financial details,
Identity information,
Contact information,
Tax file number
Health information,
Financial details,
Identity information,
Contact information

Education

Malicious or criminal attack Cyberincident Hacking 1,001-5,000 Online services Financial details
Human error Loss of paperwork / data storage 1

device

Charities Identity information,
Contact information
licious or criminal attack  Cyberincident Compromised or stolen 101-1,000
credentials (method

unknown)

Contact information,
Identity information,
Financial details,

Insurance

Tax file number,
Health information

Descl n of a en



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack
Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

System fault

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Malware

Social engineering / impersonation
Social engineering / impersonation
Social engineering / impersonation
Cyberincident

Phishing (compromised
credentials)

Rogue employee / insider threat

Cyberincident Other

Unintended release or publication
Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Cyberincident Malware

Cyberincident Compromised or stolen
credentials (method
unknown)

Loss of paperwork / data storage
device

Cyberincident Phishing (compromised
credentials)

Cyberincident Ransomware

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (other)
Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Cyberincident Ransomware
Failure to use BCC when sending

email

Theft of paperwork or data storage

device

Rogue employee / insider threat

Pl sent to wrong recipient (other)
Theft of paperwork or data storage
device

Cyberincident Brute-force attack

(compromised credentials)

Brute-force attack
(compromised credentials)

Cyberincident

Unintended access

Global Number of People Affected

5,001-10,000

5,001-10,000

11-100

5,001-10,000

11-100

25,001-50,000

101-1,000

1,001-5,000

11-100

11-100

101-1,000

10,001-25,000

101-1,000

2-10

1

101-1,000

11-100

101-1,000

11-100

FOIREQ23/00054 050

Received Date Respondent Sector

Interest groups/theatre/sports

Insurance

Insurance

Insurance

Property/construction/Architect
s/surveyors

Telecommunications

Online services

Finance (incl. superannuation)

Health service providers

Charities

Information Technology

Legal, accounting &
management services

Finance (incl. superannuation)

Property/construction/Architect
s/surveyors

Property/construction/Architect
s/surveyors

Health service providers

Finance (incl. superannuation)

Health service providers
Utilities

Health service providers

Health service providers

Finance (incl. superannuation)

Interest groups/theatre/sports

Australian Government

Health service providers
Personal services (incl
employment, child care, vets)
Health service providers
Finance (incl. superannuation)

Health service providers
Health service providers

Clubs/Pubs

Interest groups/theatre/sports

Contact Phone BH Email

Fl
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S

Contact information

Identity information
Identity information,
Contact information

Contact information,

Identity information
Contact information

Contact information,

Identity information
Health information,
Financial details,

Contact information

Contact information,

Health information

Health information,
Contact information
Contact information

Contact information

Identity information,
Financial details

Taxfile number
Tax file number,

Health information,
Contact information,
Financial details,
Identity information
Contact information,
Financial details
Financial details,
Identity information,
Contact information

3
3
S
Ex
E
3
3
s
S
S

Contact information

Contact information,
Health information
Health information,
Tax file number,
Contact information,
Finandial details
Contact information,
Financial details,
Tax file number
Identity information,
Finandial details

Identity information,
Contact information,
Health information

Identity information,
Contact information
Contact information

Health information,
Contact information,
Identity information
Financial details,
Contact information

Contact information,
Health information
Contact information,
Financial details

Financial details,
Contact information

Contact information,
Identity information

Types of Personal Information Involved

Contact information,

Contact information,

Other sensitive information,

ion taken to prevent

Descl n of acti en
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyberincident Compromised or stolen 1 Finance (incl. superannuation) Contact information
credentials (method
unknown)
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Health service providers Contact information
credentials)
‘ Malicious or criminal attack Rogue employee / insider threat 11-100 -Finance(mcl. superannuation) _Ccmactir\forma(ior\, _
Financial details
Malicious or criminal attack Rogue employee / insider threat 11-100 Finance (incl. superannuation) Financial details,
Contact information
‘ Malicious or criminal attack Cyberincident Malware 1,001-5,000 -Educanon _Ccntactir\forma(ior\ _
‘ Malicious or criminal attack Cyberincident Malware 101-1,000 - Health service providers _ Health information _
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Health service providers Other sensitive information,
credentials) Health information,
Identity information,
Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Property/construction/Architect Contact information
credentials) s/surveyors
Human error Unauthorised disclosure 1 Utilities Contact information
(unintended release or publication)
Malicious or criminal attack Theft of paperwork or data storage Unknown Finance (incl. superannuation) Contact information,
device Financial details,
Identity information
‘ Malicious or criminal attack Theft of paperwork or data storage 210 -Educanon _Cor\tactir\forma\ior\ _
device
‘ Malicious or criminal attack ~Social engineering / impersonation 1 -Fmance (incl. superannuation) _Fmanc\aldetails _
‘ Malicious or criminal attack Cyberincident Ransomware 101-1,000 - Health service providers _ Contactinformation _
‘ Malicious or criminal attack Cyberincident Malware 101-1,000 - Retail _ Contact information _
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Finance (incl. superannuation) Contact information
credentials)
System fault Unintended access 101-1,000 Education Contact information,
Health information,
Tax file number
icious or criminal attack  Theft of paperwork or data storage 101-1,000 Charities Contact information,
device Financial details,
Identity information,
Health information
‘ Malicious or criminal attack Rogue employee / insider threat 5,001-10,000 - Real estate agents _ Contact information _
‘ Human error Pl sent to wrong recipient (mail) 1 -Heanh service providers _Comactiniormation, _
Health information
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Real estate agents Identity information,
credentials (method Financial details,
unknown) Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Online services Tax file number,
credentials) Contact information,
Financial details,
Identity information
Malicious or criminal attack Cyberincident Compromised or stolen 50,001-100,000 Finance (incl. superannuation) Identity information,
credentials (method Contact information
unknown)
icious or criminal attack Cyber incident Phishing (compromised 101-1,000 Finance (incl. superannuation) Contact information
credentials)
Malicious or criminal attack Theft of paperwork or data storage 2-10 Finance (incl. superannuation) Contact information,
device Identity information,
Financial details,
Tax file number
Malicious or criminal attack Cyber incident Brute-force attack 11-100 Travel & Hospitality industry Contact information
(compromised credentials)
Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Information Technology Identity information
credentials (method
unknown)
Human error Pl sent to wrong recipient (mail) 1 I - service providers | o2t information I
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Health service providers Contact information,
credentials) Health information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Legal, accounting & Tax file number,
credentials) management services Other sensitive information,
Financial details,
Identity information,
Contact information



Case Number___Description of eligible data breach  Source of Breach

Human error

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Pl sent to wrong recipient (email)

Source of Breach Level 3

Failure to use BCC when sending
email
Pl sent to wrong recipient (email)

Cyberincident Compromised or stolen

credentials (method

unknown)
Unauthorised disclosure

(unintended release or publication)

Loss of paperwork / data storage

device

Cyberincident Hacking
Theft of paperwork or data storage

device

Rogue employee / insider threat
Cyberincident Other

Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat

Pl sent to wrong recipient (other)
Rogue employee / insider threat

Theft of paperwork or data storage
device

Cyberincident Phishing (compromised

credentials)
Cyberincident Phishing (compromised
credentials)

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Loss of paperwork / data storage
device

Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Rogue employee / insider threat
Pl sent to wrong recipient (email)
Rogue employee / insider threat

Unauthorised disclosure (failure to
redact)

Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)

FOIREQ23/00054 052

Global Number of People Affected
2-10

Received Date Respondent Sector
Legal, accounting &
management services

101-1,000 Health service providers

2-10

101-1,000 Business/Professional

Associations

101-1,000 Retail

Health service providers

101-1,000
s/surveyors

Legal, accounting &
management services

2-10

Mining & Manufacturing

2-10
s/surveyors

101-1,000 Transport

11-100 Health service providers

Retail

101-1,000 Health service providers

101-1,000 Mining & Manufacturing

Health service providers

11-100 Legal, accounting &

management services
Health service providers
Health service providers
10,001-25,000 Information Technology
Health service providers
2-10

Health service providers

101-1,000
s/surveyors

~
-
S

Finance (incl. superannuation)

Property/construction/Architect

Property/construction/Architect

Finance (incl. superannuation)

Interest groups/theatre/sports

Travel & Hospitality industry

Finance (incl. superannuation)

Finance (incl. superannuation)

Property/construction/Architect

Respondent Contact Phone BH Email

Contact information,
Financial details,
Health information
Identity information,
Contact information
Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information,
Tax file number
Contact information

Other sensitive information,
Health information,
Contact information
Contact information

Contact information,
Financial details,
Identity information,
Tax file number
Contact information,
Identity information,
Financial details,
Taxfile number
Contact information,
Financial details
Identity information,
Contact information,
Taxfile number
Health information,
Contact information,
Identity information
Financial details,
Contact information
Contact information,
Other sensitive information
Taxfile number,
Contact information,
Financial details,
Identity information
Contact information

Contact information,
Financial details,

Identity information,
Taxfile number,

Other sensitive information,
Health information
Financial details,
Contactinformation

Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Health information
Financial details,
Contact information

Contact information,
Financial details

Contact information,
Health information
Contact information

Contact information,
Financial details
Contact information,
Health information
Contact information

Types of Personal Information Involved

ction taken to prevent

Descl n of a reven



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

icious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Human error
System fault
Human error
Human error
cious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Rogue employee / insider threat

Source of Breach Level 3

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Cyberincident Malware
Cyberincident Phishing (compromised

credentials)

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (mail)

Unintended access

Failure to use BCC when sending
email

Pl sent to wrong recipient (mail)
Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Unauthorised disclosure (failure to
redact)

Pl sent to wrong recipient (email)
Cyberincident Malware
Malware

Cyberincident

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Phishing (compromised

credentials)
Rogue employee / insider threat
Cyberincident Ransomware
Social engineering / impersonation

Theft of paperwork or data storage
device

FOIREQ23/00054 053

Global Number of People Affected
2-10

25,001-50,000

10,001-25,000

1

2-10

5,001-10,000

1,001-5,000

1,001-5,000

101-1,000

11-100

250,001-500,000

1
1
101-1,000

11-100

2-10

1,001-5,000

101-1,000

101-1,000

2-10

1,001-5,000

2-10

101-1,000

11-100

11-100

Received Date Respondent Sector

Finance (incl. superannuation)

Health service providers

I - ormation Technology

QLD Government

EX
S
3
2
5
S
=
2
3
e
3
3
S
2
2

Travel & Hospitality industry

Health service providers

Health service providers

Health service providers

Personal services (incl

employment, child care, vets)

Health service providers

Education

Mining & Manufacturing

Mining & Manufacturing

Retail

co
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i
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°
=
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o
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Health service providers

I iitis
Personal services (incl
employment, child care, vets)

Health service providers

Mining & Manufacturing

Health service providers

Finance (incl. superannuation)

s/surveyors
Insurance

Telecommunications

Legal, accounting &
management services

Finance (incl. superannuation)

Legal, accounting &
management services

CRBs

Insurance

Property/construction/Architect

Respondent Contact Phone BH Email

Contact information,
Financial details
Identity information,
Financial details,
Contact information,
Health information,
Other sensitive information
| o2t information
Tax file number,
Contact information,
Financial details

[ 't information

Contact information

Contact information,
Financial details,
Identity information,
Tax file number,
Health information
Financial details

Contact information

Contact information,
Health information,

Other sensitive information
Health information,
Contact information,
Identity information
Financial details

Financial details

Contact information

)
88
EYE
gg
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33
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ss

Contact information,
Financial details
Contact information

| o2 information
Contact information,
Identity information,
Health information

Contact information

Taxfile number,
Identity information,
Financial details,
Contact information
Contact information,
Identity information,
Other sensitive information,
Health information
Financial details,
Contact information
Contact information

Contact information

Contact information
Contact information

Financial details,
Contact information
Tax file number

Financial details,
Identity information,
Contact information
Contact information,
Identity information,
Health information

Types of Personal Information Involved

ction taken to prevent

Descl n of a en
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Case Number Contact Phone BH Email Types of Personal Information Involved
Contact information,

Financial details

Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Taxfile number,

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation)

Fl
2
8

3
3
S
a
&
2

ion taken to prevent

Malicious or criminal attack Cyber incident Ransomware 1,001-5,000 Education

Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Property/construction/Architect

credentials (method s/surveyors Identity information,
unknown) Contactinformation
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Finance (incl. superannuation) Contactinformation

credentials)

Malicious or criminal attack ~Social engineering / impersonation 101-1,000 CRBs Contact information,
Identity information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 11-100 Finance (incl. superannuation) Financial details,
device Identity information,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Information Technology Contact information,
credentials) Financial details,
Health information
Human error Loss of paperwork / data storage 1 Health service providers Contactinformation,
device Identity information,
Health information,
Other sensitive information
Malicious or criminal attack Cyberincident Malware 101-1,000 Retail Contact information
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Identity information,
management services Financial details
Malicious or criminal attack  Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,
Contact information
Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Mining & Manufacturing Contact information,
credentials (method Financial details,
unknown) Identity information,
Tax file number
Malicious or criminal attack Cyberincident Phishing (compromised 1 Mining & Manufacturing Identity information,
credentials) Financial details,
Contact information
Human error Unauthorised disclosure 101-1,000 Personal services (incl Contact information

(unintended release or publication) employment, child care, vets)

Malicious or criminal attack Cyberincident Compromised or stolen 1 Education Health information
credentials (method
unknown)

Malicious or criminal attack Cyberincident Compromised or stolen 1 Finance (incl. superannuation) Contact information,
credentials (method Financial details
unknown)

System fault Unintended release or publication 1 Retail Contact information

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Real estate agents Contact information,

credentials) Financial details,
Identity information,
Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 2-10

credentials)

Property/construction/Architect
s/surveyors

Contact information,
Tax file number
Health information

Human error Pl sent to wrong recipient (mail) 1 Health service providers

Human error Pl sent to wrong recipient (fax) 1 Health service providers Contact information,
Health information
Malicious or criminal attack Cyber incident Phishing (compromised 2-10 Charities Other sensitive information,

credentials) Contact information,

Financial details
Contact information

Human error Loss of paperwork / data storage 101-1,000 Education

device
Human error Pl sent to wrong recipient (email) 101-1,000 Online services Contact information
Malicious or criminal attack Rogue employee / insider threat 2-10 Finance (incl. superannuation) Contact information,
Financial details,
Identity information
Malicious or criminal attack Theft of paperwork or data storage 2-10 Health service providers Contact information,
device Health information
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Retail Health information,
credentials) Tax file number,
Contact information,
Identity information,
Financial details
licious or criminal attack  Cyberincident Phishing (compromised 11-100 Finance (incl. superannuation) Financial details,

credentials) Identity information,

Contact information

Descl n of ac N



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack
Human error
Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack
Malicious or criminal attack

Human error

Human error
Human error

Human error

Human error
Human error

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack
Human error
Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack

Human error
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)

Cyberincident Compromised or stolen
credentials (method
unknown)

Failure to use BCC when sending

email

Rogue employee / insider threat
Insecure disposal

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Rogue employee / insider threat

Failure to use BCC when sending
email
Cyberincident Phishing (compromised

credentials)

Theft of paperwork or data storage
device

Unauthorised disclosure (failure to
redact)

Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Loss of paperwork / data storage
device

Pl sent to wrong recipient (other)
Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (mail)
Pl sent to wrong recipient (other)

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure (failure to
redact)

Failure to use BCC when sending
email

Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen

credentials (method

unknown)
Cyberincident Malware
Unauthorised disclosure (verbal)
Cyberincident Malware
Pl sent to wrong recipient (email)
Rogue employee / insider threat
Cyberincident Ransomware

Brute-force attack
(compromised credentials)

Cyberincident

FOIREQ23/00054 055

Global Number of People Affected

1,001-5,000

101-1,000

101-1,000

5,001-10,000

11-100

2-10

5,001-10,000

101-1,000

11-100

101-1,000

101-1,000

2-10
2-10

101-1,000

101-1,000

11-100

1

50,001-100,000

1,001-5,000

11-100

101-1,000

1,001-5,000

11-100

Received Date Contact Phone BH Email Types of Personal Information Involved
Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Respondent Sector
Finance (incl. superannuation)

Respondent

Education Financial details,

Contact information
Finance (incl. superannuation) Contactinformation,
Financial details

Agriculture, Forestry, Fisheries Contact information

Health service providers Contactinformation,
Health information
Health service providers Contactinformation

Health service providers Health information

Health service providers Identity information,
Financial details,
Health information

Education Contact information

Health service providers Contact information

Health service providers Contact information

Australian Government Contact information

Health service providers Contact information,

Financial details

Insurance Contact information

Property/construction/Architect
s/surveyors

Contact information,
Financial details,
Identity information
Health information
Contact information

Health service providers
Legal, accounting &
management services

Finance (incl. superannuation) Identity information

Health information
Other sensitive information,
Contact information,
Identity information
Contact information

Insurance
Health service providers

Finance (incl. superannuation)

Finance (incl. superannuation) Financial details

Health service providers Health information

Travel & Hospitality industry Contactinformation

-
5
3
g
Q
ES
g
3
s
s

Finance (incl. superannuation)
Property/construction/Architect
s/surveyors

Contact information

Property/construction/Architect Contact information
/surveyors

Finance (incl. superannuation) Contact information,
Financial details

Financial details,

Identity information,
Contact information,

Tax file number

Other sensitive information,
Contactinformation
Contact information

Health service providers

Personal services (incl
mployment, child care, vets)
Telecommunications

Health service providers Contact information,
Health information
Health information,
Contact information,
Identity information,
Financial details

Education

ion taken to prevent

]
8
2
a
3
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™
2
3
3
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Human error Unauthorised disclosure 1,001-5,000 Finance (incl. superannuation)

(unintended release or publication)

Contact Phone BH Email Types of Personal Information Involved
Financial details,
Contact information

Respondent

of action taken to prevent

Malicious or criminal attack Rogue employee / insider threat 2-10 Utilities Contact information,

Financial details,
Identity information
Financial details

Malicious or criminal attack Cyberincident Compromised or stolen 1 Marketing and market research

credentials (method
unknown)
Malicious or criminal attack Cyberincident Ransomware Unknown Legal, accounting & Financial details,
management services Identity information,
Contact information,
Health information,
Taxfile number
Malicious or criminal attack Cyberincident Malware Unknown Online services Financial details,
Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Legal, accounting & Contact information,
credentials (method management services Financial details
unknown)
Human error Pl sent to wrong recipient (other) 1 Health service providers Contact information,
Health information
System fault Unintended release or publication 1 Health service providers Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Property/construction/Architect Contact information,

credentials) s/surveyors Financial details,
Identity information,
Health information

Tax file number,

Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Legal, accounting &

device management services Financial details,
Contact information
Malicious or criminal attack Theft of paperwork or data storage 2-10 Health service providers Contact information,
device Identity information,
Health information
Human error Unauthorised disclosure 101-1,000 Finance (incl. superannuation) Financial details,

(unintended release or publication) Contactinformation

Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation) Contact information,

Financial details,
Identity information
Financial details,

Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Education

credentials (method Contact information
unknown)

Human error Unauthorised disclosure 1 Mining & Manufacturing Identity information

(unintended release or publication)
Human error Pl sent to wrong recipient (email) 11-100 Property/construction/Architect Financial details,
s/surveyors Contact information
icious or criminal attack Cyberincident Compromised or stolen 11-100 Business/Professional Contact information,
credentials (method Associations Financial details,
unknown) Identity information
Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information,
Contact information
icious or criminal attack Cyber incident Compromised or stolen 101-1,000 Property/construction/Architect Contact information,
credentials (method s/surveyors Identity information,
unknown) Financial details,
Tax file number,
Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Legal, accounting & Tax file number,
credentials (method management services Financial details,
unknown) Contact information

icious or criminal attack Theft of paperwork or data storage 1 Health service providers Identity information,
device Contact information,
Health information
Malicious or criminal attack Rogue employee / insider threat 11-100 Retail Contact information,
Financial details
Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,
Contact information

Malicious or criminal attack Cyber incident Brute-force attack 101-1,000 Health service providers Contact information
(compromised credentials)

Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Property/construction/Architect Contact information,
credentials (method s/surveyors Identity information,
unknown) Tax file number,

Health information

Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Religious organisations Contact information

device

Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Property/construction/Architect Contact information,
credentials (method s/surveyors Identity information,
unknown) Financial details,

Health information,
Taxfile number,
Other sensitive information

]
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack  Social engineering / impersonation 1 - Insurance _ Identity information, _
Contact information
Malicious or criminal attack - Social engineering / impersonation 2-10 Insurance Contact information,
Identity information
System fault Unintended access 101-1,000 -Finance(mcl. superannuation) _Ccntactir\forma(ior\, _
Financial details
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Education Financial details,
credentials (method Identity information,
unknown) Contact information,
Other sensitive information,
Health information
Malicious or criminal attack Cyber incident Compromised o stolen 10,001-25,000 Australian Government Health information,
credentials (method Contact information,
unknown) Identity information
Human error Loss of paperwork / data storage 11-100 Health service providers Identity information,
device Contact information,
Health information
Malicious or criminal attack Cyber incident Hacking 1,001-5,000 WA Government Tax file number,
Contact information,
Identity information,
Financial details
System fault Unintended release or publication 10,001-25,000 Finance (incl. superannuation) Contact information,
Financial details,
Identity information
System fault Unintended release or publication 101-1,000 Agriculture, Forestry, Fisheries Identity information,
Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Finance (incl. superannuation) Contact information,
credentials) Financial details,
Tax file number
Malicious or criminal attack Cyber incident Compromised o stolen 101-1,000 Legal, accounting & Tax file number,
credentials (method management services Contact information
unknown)
Human error Pl sent to wrong recipient (fax) 1 - Health service providers _ Contact information, _
Health information
Malicious or criminal attack Cyber incident Malware 2-10 Real estate agents Contact information,
Financial details
Malicious or criminal attack Cyber incident Hacking 101-1,000 Mining & Manufacturing Financial details,
Identity information,
Contact information,
Tax file number,
Other sensitive information,
Health information
Malicious or criminal attack Cyberincident Malware 1,001-5,000 -Media _Comaninformaxion, _
Financial details
Malicious or criminal attack Cyberincident Hacking 5,001-10,000 Retail Contact information,
Financial details
Human error Unauthorised disclosure (verbal) 1 I st ian Government | oot information 1
Human error Pl sent to wrong recipient (email) 2-10 I . st2ian Government | oot information 1
Malicious or criminal attack Cyber incident Compromised o stolen 2-10 Legal, accounting & Contact information,
credentials (method management services Tax file number
unknown)
Malicious or criminal attack  Social engineering / impersonation 11-100 Legal, accounting & Contact information
management services
Malicious or criminal attack Cyber incident Compromised or stolen 10,001-25,000 Legal, accounting & Contact information
credentials (method management services
unknown)
Malicious or criminal attack Cyberincident Malware 50,001-100,000 SA Government Identity information,
Financial details,
Contact information,
Tax file number,
Health information
Human error Unauthorised disclosure 1 Personal services (incl Identity information
(unintended release or publication) employment, child care, vets)
Human error Failure to use BCC when sending 101-1,000 - Health service providers _ Contact information, _
email Health information
Human error Loss of paperwork / data storage 11-100 -Heanh service providers _Heanh information _
device
Human error Pl sent to wrong recipient (email) 1 - Legal, accounting & _ Contactinformation _
management services
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Mining & Manufacturing Contact information,
credentials) Financial details,
Identity information,
Tax file number
Malicious or criminal attack Cyberincident Ransomware 11-100 Legal, accounting & Tax file number,
management services Contact information,
Financial details,
Identity information
Human error Unauthorised disclosure 1 Health service providers Financial details,
(unintended release or publication) Other sensitive information
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Education Health information,
credentials (method Financial details,
unknown) Identity information,
Contact information
Human error Pl sent to wrong recipient (mail) 1 Australian Government Contact information,
Financial details,
Tax file number
Human error Pl sent to wrong recipient (email) 11-100 - Insurance _ Contact information, _
Other sensitive information
Malicious or criminal attack Cyber incident Malware 1,001-5,000 Health service providers Health information,
Contact information,
Financial details
Human error Failure to use BCC when sending 11-100 - Interest groups/theatre/sports _ Contactinformation _
email
Malicious or criminal attack Cyberincident Malware 2-10 -Transpon _Contac!miormauon _
Human error Pl sent to wrong recipient (mail) 1 etail I, ot information 1
Malicious or criminal attack Rogue employee / insider threat 210 -Finance(mcl. superannuation) _Ccntactir\forma(ior\, _
Financial details
System fault Unintended access 10,001-25,000 Finance (incl. superannuation) Financial details,
Identity information,
Contact information,
Tax file number
Human error Pl sent to wrong recipient (email) 2-10 I - service providers | <t irformation 1
Human error Unauthorised disclosure 1 Insurance Health information,
(unintended release or publication) Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Personal services (incl Contact information
credentials (method employment, child care, vets)
unknown)
Human error Unauthorised disclosure 5,001-10,000 Education Contact information,
(unintended release or publication) Identity information,
Health information,
Other sensitive information
Malicious or criminal attack  Social engineering / impersonation 11-100 Identity information,
Financial details,
Contact information
Human error Unauthorised disclosure (failure to 1 - Insurance _ Contactinformation _
redact)
Human error Unauthorised disclosure 2-10 Real estate agents Identity information,
(unintended release or publication) Financial details,
Contact information
Malicious or criminal attack Rogue employee / insider threat 10,001-25,000 - Telecommunications _ Contact information, _
Identity information
Human error Unauthorised disclosure (verbal) 1 Insurance Financial details,
Contact information
icious or criminal attack Cyberincident Malware 1,001-5,000 Health service providers Identity information,
Financial details,
Contact information,
Tax file number,
Health information
icious or criminal attack Cyber incident Phishing (compromised 101-1,000 Personal services (incl Contact information,
credentials) employment, child care, vets) Financial details,
Identity information,
Tax file number
System fault Unintended release or publication 101-1,000 Real estate agents Contact information,
Financial details,
Identity information
Malicious or criminal attack Rogue employee / insider threat 1,001-5,000 -Telecommunicat'\ons _Flr\ar\c\aldetails, _
Contact information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers Contact information
device
Human error Pl sent to wrong recipient (email) Unknown -Heanh service providers _Comactir\iormation, _
Financial details
icious or criminal attack  Theft of paperwork or data storage 101-1,000 Religious organisations Contact information,
device Financial details,
Identity information,
Health information,
Other sensitive information
Malicious or criminal attack Cyber incident Compromised or stolen 1,001-5,000 Travel & Hospitality industry Identity information,
credentials (method Financial details,
unknown) Contact information
Human error Unauthorised disclosure 11-100 Interest groups/theatre/sports Identity information
(unintended release or publication)
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Business/Professional Contact information
credentials (method Associations.
unknown)
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Mining & Manufacturing Contact information
credentials (method
unknown)
Human error Pl sent to wrong recipient (mail) 1 I - service providers |, <t information |



Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error
Human error

icious or criminal attack

‘ Malicious or criminal attack
Human error

Malicious or criminal attack
icious or criminal attack

Human error
Malicious or criminal attack
Human error
Malicious or criminal attack
Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack

Source of Breach Level 2
Pl sent to wrong recipient (email)

Source of Breach Level 3

Cyberincident Compromised or stolen

credentials (method

unknown)
Cyberincident Hacking
Cyberincident Malware
Unauthorised disclosure (failure to

redact)

Cyberincident Hacking

Social engineering / impersonation
Loss of paperwork / data storage
device

Pl sent to wrong recipient (fax)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (mail)

Cyberincident Other

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure (verbal)

Cyberincident Brute-force attack

(compromised credentials)
Pl sent to wrong recipient (email)
Social engineering / impersonation
Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure (failure to
redact)
Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Rogue employee / insider threat
Rogue employee / insider threat
Insecure disposal

Cyberincident Phishing (compromised

credentials)

FOIREQ23/00054 059

Global Number of People Affected Receiv
2-10

Respondent Sector
Legal, accounting &
management services

11-100 Legal, accounting &

management services

11-100

11-100 Retail

Australian Government

s/surveyors

Telecommunications

Health service providers

Health service providers

2-10 Legal, accounting &

management services
101-1,000

Telecommunications

Charities

1,001-5,000

Clubs/Pubs

1
101-1,000

Health service providers
Insurance

1,001-5,000
Insurance
Insurance

25,001-50,000

101-1,000 Personal services (incl

11-100

1,001-5,000

Health service providers

Health service providers
Health service providers
101-1,000

Personal services (incl

1,001-5,000

®
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Finance (incl. superannuation)

Property/construction/Architect

Interest groups/theatre/sports

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

employment, child care, vets)

Finance (incl. superannuation)
Travel & Hospitality industry

Travel & Hospitality industry

Finance (incl. superannuation)

employment, child care, vets)

Finance (incl. superannuation)

Contact Phone BH Email

Fl
2
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3
3
S
a
&
2

Types of Personal Information Involved
Tax file number

Tax file number,
Contact information,
Financial details
Contact information

Contact information,
Financial details,
Identity information
Health information

Health information,
Taxfile number,

Other sensitive information,
Identity information,
Financial details,

Contact information
Contact information

Contact information,
Identity information,

Other sensitive information,
Health information

Health information,
Contact information
Contact information

Contact information,
Identity information,
Financial details,
Health information,
Tax file number
Contact information

Contact information,
Financial details
Tax file number,
Financial details,
Contact information
Contactinformation

Health information
Financial details,
Contact information

Contact information,
Financial details

Identity information,
Contact information
Contact information,
Identity information
Financial details,

Contact information

Health information,
Taxfile number,
Contact information,
Identity information
Contact information

Contact information,
Financial details
Financial details,
Contact information

Contact information,
Health information
Contact information,
Financial details,
Identity information
Contact information

Identity information
Contact information

Contact information

ction taken to prevent
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Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Contact information,

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Human error Unauthorised disclosure 11-100 Health service providers
(unintended release or publication) Health information

System fault Unintended release or publication 11-100 I - I,  otact information
Human error Pl sent to wrong recipient (email) 11-100 I st oroups/theatre/sports [ o 2t information

Malicious or criminal attack Cyberincident Compromised o stolen 101-1,000 Finance (incl. superannuation) Contact information,

credentials (method Taxfile number
unknown)
Human error Pl sent to wrong recipient (email) 1 I o ce (incl. superannuation) | C o 2t information
Malicious or criminal attack Social engineering / impersonation 11-100 CRBs Contact information,
Identity information,
Financial details
Human error Unauthorised disclosure (verbal) 1 I s ance I i cial details
Human error Unauthorised disclosure (failure to 1 Health service providers Health information
redact)
Human error Unauthorised disclosure (failure to 1 Health service providers _Heanh information
redact)
Human error Unauthorised disclosure 1 Health service providers Identity information,
(unintended release or publication) Contact information,
Health information
Malicious or criminal attack  Social engineering / impersonation 1 Finance (incl. superannuation) _Finanmalde(ails,
Contact information
Human error Pl sent to wrong recipient (mail) 11-100 Health service providers Health information,
Contact information
Human error Pl sent to wrong recipient (email) 1 Health service providers I o2t information
Malicious or criminal attack Rogue employee / insider threat 1 Retail _ Financial details
Human error Unauthorised disclosure (verbal) 1 Health service providers I - information
Malicious or criminal attack Rogue employee / insider threat 101-1,000 Personal services (incl Contact information
employment, child care, vets)
Malicious or criminal attack Cyberincident Malware 1,001-5,000 Retail Contact information,
Financial details,
Identity information
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Legal, accounting & Contact information

credentials) management services

Malicious or criminal attack Cyber incident Compromised or stolen 1,001-5,000 Health service providers Contact information
credentials (method
unknown)
System fault Unintended release or publication 11-100 Retail I o -t information
Human error Pl sent to wrong recipient (email) 2-10 Australian Government Contact information,
Identity information,
Health information
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Contact information,
management services Identity information,
Financial details,
Health information,
Other sensitive information
Human error Pl sent to wrong recipient (mail 1 Utilities I o tact information
Malicious or criminal attack Cyber incident Brute-force attack 101-1,000 Online services Contact information,

(compromised credentials) Financial details

Human error Loss of paperwork / data storage 2-10 Property/construction/Architect Identity information,
device s/surveyors Health information
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Information Technology Contact information,
credentials (method Identity information,
unknown) Financial details
Malicious or criminal attack Cyberincident Hacking 11-100 Interest groups/theatre/sports Financial details,
Identity information,
Contact information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Property/construction/Architect _ Health information,
device s/surveyors Contact information
Malicious or criminal attack Cyber incident Ransomware 11-100 Information Technology _Cuntactinformaticm
Malicious or criminal attack Theft of paperwork or data storage 11-100 Finance (incl. superannuation) Contact information,
device Identity information,
Financial details,
Taxfile number,
Health information
Human error Pl sent to wrong recipient (mail) 2-10 N - (incl. superannuation) | i - details
Malicious or criminal attack Cyberincident Ransomware 101-1,000 - Property/construction/Architect _ Contact information
s/surveyors
Human error Pl sent to wrong recipient (mail) 1 I - scrvice providers I ! information
Human error Loss of paperwork / data storage 1 Finance (incl. superannuation) Financial details,
device Identity information,
Contact information
Malicious or criminal attack Cyberincident Hacking 101-1,000 Legal, accounting & Contact information

management services

Human error Pl sent to wrong recipient (email) 11-100 I -t service providers I,  ontact information
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email

Malicious or criminal attack Cyber incident Ransomware 1,001-5,000 Property/construction/Architect
s/surveyors
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Types of Personal Information Involved
Contact information,

Identity information,

Financial details,

Tax file number

Contact information,

Financial details

ction taken to prevent

Human error Pl sent to wrong recipient (other) 1 Finance (incl. superannuation)

Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Australian Government Contactinformation

credentials)

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Finance (incl. superannuation) Contact information,

Identity information
Malicious or criminal attack Rogue employee / insider threat 1 Personal services (incl Other sensitive information
employment, child care, vets)
Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Mining & Manufacturing
credentials (method

unknown)

Financial details,
Identity information,
Contact information,
Tax file number
Malicious or criminal attack Cyber incident Compromised or stolen 1 Telecommunications Contact information
credentials (method

unknown)

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Telecommunications Contact information,
Identity information,
Financial details,
Tax file number
Contact information,
Identity information,
Financial details,
Other sensitive information,
Taxfile number,
Health information
Taxfile number,
Identity information,
Contact information
Contact information

Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Education

device

Malicious or criminal attack Cyberincident Compromised or stolen 11-100
credentials (method

unknown)

Human error Failure to use BCC when sending 101-1,000
email

Malicious or criminal attack Cyberincident Ransomware 101-1,000

Finance (incl. superannuation)

Interest groups/theatre/sports
Finance (incl. superannuation) Taxfile number,

Other sensitive information,
Health information,
Financial details,

Identity information,
Contact information
Contact information,
Identity information
Financial details,

Contact information,
Taxfile number

Identity information,
Financial details,

Contact information,

Tax file number

Other sensitive information,
Health information,
Contact information,
Identity information

Human error Pl sent to wrong recipient (email) 1 Health service providers

Malicious or criminal attack Cyber incident Brute-force attack 2-10
(compromised credentials)

Health service providers

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Religious organisations

icious or criminal attack Cyber incident Phishing (compromised 11-100
credentials)

Religious organisations
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Human error Pl sent to wrong recipient (other) 1
Malicious or criminal attack Rogue employee / insider threat 1

Health service providers
Finance (incl. superannuation) Contact information,
Financial details

| C o information

Contact information
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Insurance
Finance (incl. superannuation)

Human error Pl sent to wrong recipient (email) 1
Malicious or criminal attack Cyberincident Hacking 2-10

Human error Pl sent to wrong recipient (other) 1 Health service providers Contact information,
Health information
Health information,
Other sensitive information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information
Contact information,
Financial details
Contact information,
Financial details

Human error Loss of paperwork / data storage 1 Australian Government

device

System fault Unintended release or publication 1 Utilities

Malicious or criminal attack Cyber incident Hacking 101-1,000 Interest groups/theatre/sports

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Marketing and market research

Human error Pl sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details,
Contact information
Health information,
Contact information
| . information

Contact information,
Identity information

Human error Pl sent to wrong recipient (other) 1 Health service providers
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Human error Pl sent to wrong recipient (mail) 1

Human error Pl sent to wrong recipient (email) 1 Australian Government



Case Number

Source of Breach Level 2
Social engineering / impersonation

Description of eligible data breach  Source of Breach Source of Breach Level 3

Malicious or criminal attack

Malicious or criminal attack Social engineering /impersonation

Malicious or criminal attack Cyber incident Phishing (compromised

credentials)
Malicious or criminal attack Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Human error

Malicious or criminal attack Theft of paperwork or data storage

device
Malicious or criminal attack

Cyberincident Phishing (compromised

credentials)
Human error Loss of paperwork / data storage
device

Unauthorised disclosure
(unintended release or publication)

Human error

Malicious or criminal attack Cyberincident Compromised or stolen
credentials (method
unknown)

Human error

icious or criminal attack

Pl sent to wrong recipient (other)
Cyberincident Compromised or stolen
credentials (method

unknown)

icious or criminal attack Cyberincident Phishing (compromised

credentials)
Malicious or criminal attack

Cyberincident Hacking

Malicious or criminal attack Rogue employee / insider threat

Malicious or criminal attack Theft of paperwork or data storage
device
Human error Pl sent to wrong recipient (email)

Malicious or criminal attack Rogue employee / insider threat

Malicious or criminal attack Cyber incident Compromised or stolen
credentials (method
unknown)
Malicious or criminal attack Social engineering / impersonation
Human error
Human error

Malicious or criminal attack

Pl sent to wrong recipient (mail)
Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised
credentials)

Human error Failure to use BCC when sending
email

Pl sent to wrong recipient (email)
Loss of paperwork / data storage
device

Human error
Human error

System fault
Malicious or criminal attack

Unintended access
Cyberincident Ransomware

Human error Pl sent to wrong recipient (mail)

Malicious or criminal attack Cyberincident Phishing (compromised
credentials)
Malicious or criminal attack Cyberincident Phishing (compromised
credentials)

FOIREQ23/00054 062

Global Number of People Affected Received Date Respondent Sector

1 Insurance
1 Insurance
11-100 Legal, accounting &

management services

1,001-5,000 Transport

11-100 Australian Government

1 Finance (incl. superannuation)

101-1,000 Legal, accounting &
management services

11-100 Health service providers

1 Education

2-10 Property/construction/Architect
s/surveyors

1 Health service providers

101-1,000 Education

1,001-5,000 Business/Professional

Associations.

50,001-100,000 VIC Government

11-100 Travel & Hospitality industry

101-1,000 Personal services (incl
employment, child care, vets)

2-10 Finance (incl. superannuation)

2-10 Clubs/interest
groups/theatre/sports

2-10 Education

1 Finance (incl. superannuation)

101-1,000 I o

11-100 I - (incl. superannuation)

11-100 Finance (incl. superannuation)

101-1,000 Finance (incl. superannuation)

2-10 I < th service providers

11-100 Health service providers

2-10 ustralian Government

101-1,000 Property/construction/Architect
s/surveyors

2-10 Health service providers

1 Retail

1,001-5,000 Marketing and market research

Respondent Contact Phone BH Email Types of Personal Information Involved
Identity information,
Contact information
Contact information,
Identity information
Identity information,
Contact information,
Tax file number
Contact information,
Financial details,
Identity information

Contact information

Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Taxfile number
Health information,
Contact information
Identity information

Financial details

Contact information
Financial details,

Contact information,

Other sensitive information,
Health information,

Tax File Numbers

Other sensitive information,
Health information,
Contact information
Contact information,
Financial details,

Identity information,

Health information,

Other sensitive information,
Tax file number

Financial details,

Identity information
Contact information,
Health information

Contact information,
Financial details

Identity information,
Contact information,
Health information

Health information,
Contact information,
Identity information
Contact information,
Financial details

=
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Contact information

Contact information

[ o tact information
Identity information,
Financial details,
ontact information,
Health information,
Other sensitive information,
Tax file number
| o tact information
Identity information,
Financial details
Identity information,
Health information

o

Contact information

Contact information,
Financial details

ction taken to prevent

]
8
2
a
3
-5
™
3
3



FOIREQ23/00054 063

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Email

Fl
2
8

3
3
S
a
&
2

Phone BH Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyberincident Ransomware 101-1,000 Property/construction/Architect Contact information,
s/surveyors Identity information,
Taxfile number
Malicious or criminal attack Cyberincident Ransomware 1 Transport Financial details,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Health service providers Contact information,
credentials) Identity information,
Other sensitive information,
Health information
Human error Unauthorised disclosure 11-100 Education Health information,
(unintended release or publication) Other sensitive information
Human error Pl sent to wrong recipient (email) 1 -Heanh service providers _Heanh information, _
Identity information
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Business/Professional Financial details,
credentials (method Associations Contact information
unknown)
Human error Unauthorised disclosure 1 Insurance Contact information,
(unintended release or publication) Identity information,
Other sensitive information
Human error Pl sent to wrong recipient (email) 1 Health service providers Identity information,
Health information
Human error Unauthorised disclosure 1 Telecommunications Contact information
(unintended release or publication)
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Health service providers Identity information,
device Financial details,
Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 10,001-25,000 Travel & Hospitality industry Other sensitive information,
credentials (method Health information,
unknown) Identity information,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Mining & Manufacturing Contact information,
credentials) Financial details,
Identity information,
Tax file number
Malicious or criminal attack Social engineering / impersonation 2-10 - Insurance _ Contact information, _
Identity information
Malicious or criminal attack Social engineering / impersonation 2-10 Insurance Identity information,
Contact information
Other 50,001-100,000 I 2 ce (incl. superannuation) | < cnsitive information 1
Malicious or criminal attack Theft of paperwork or data storage 1 - Information Technology _ Contact information _
device
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Utilities Contact information,
credentials (method Identity information,
unknown) Financial details,
Tax file number
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Personal services (incl Contact information,
credentials) employment, child care, vets) Identity information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Education Contact information
credentials)
Malicious or criminal attack Rogue employee / insider threat 2-10 - Health service providers _ Other sensitive information, _
Health information
Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Mining & Manufacturing Tax file number,
credentials (method Financial details,
unknown) Contact information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Transport Contact information,
device Financial details,
Identity information
Malicious or criminal attack Cyber incident Compromised or stolen 250,001-500,000 Travel & Hospitality industry Identity information,
credentials (method Financial details,
unknown) Contact information,
Health information
Human error Failure to use BCC when sending 101-1,000 -Travel& Hospitality industry _Cor\tactmiormatlon _
email
Malicious or criminal attack Cyber incident Ransomware 101-1,000 -Perscnalssrwcss(mcl _Contactinforma(ior\, _
employment, child care, vets) Tax file number
Human error Plsent to wrong recipient (other) 1 Finance (incl. superannuation) Taxfile number,
Contact information,
Financial details,
Identity information
Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Health information
Malicious or criminal attack Social engineering / impersonation 2-10 CRBs Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyber incident Ransomware 11-100 -Onlmsssrwcss _Contactinforma(ior\ _



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error
Human error

Human error
Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Human error
Malicious or criminal attack
System fault

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

System fault

Human error
Human error

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Human error
icious or criminal attack

Human error

System fault

System fault

licious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 3
Phishing (compromised
credentials)

Source of Breach Level 2
Cyberincident

Pl sent to wrong recipient (email)
Loss of paperwork / data storage
device

Pl sent to wrong recipient (email)
Unauthorised disclosure (verbal)

Rogue employee / insider threat

Pl sent to wrong recipient (email)
Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)
Cyberincident Ransomware

Unintended release or publication

Phishing (compromised
credentials)

Cyberincident

Social engineering / impersonation

Compromised or stolen
credentials (method
unknown)

Cyberincident

Rogue employee / insider threat

Unauthorised disclosure (failure to
redact)
Unintended access

Pl sent to wrong recipient (email)
Loss of paperwork / data storage
device

Cyberincident Hacking

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)

Cyberincident Malware

Pl sent to wrong recipient (email)

Unintended access
Unintended release or publication

Rogue employee / insider threat
Loss of paperwork / data storage
device

Brute-force attack
(compromised credentials)

Cyberincident

FOIREQ23/00054 064

Global Number of People Affected
1,001-5,000

101-1,000

11-100

1,001-5,000

101-1,000

101-1,000
2-10

2-10

11-100

2-10
11-100

2-10

101-1,000

1

50,001-100,000

101-1,000

1,001-5,000

Received Date Contact Phone BH Email Types of Personal Information Involved
Contact information,
Financial details,

Identity information,

Health information,

Tax file number
[ o information

Health information,
Contact information
| o information
Contact information,
Health information

Health information,

Other sensitive information,
Contact information,
Identity information

Health information,
Contact information

Respondent Sector
Health service providers

Respondent

I - service providers

- Health service providers

nsurance
Health service providers

Health service providers

Health service providers

Finance (incl. superannuation)

Contact information,
Financial details

Education Contact information

Health service providers Contact information,
Health information
Financial details,
Contact information
Contact information,
Health information
Health information,
Taxfile number,
Contact information,
Financial details,
Identity information
Identity information,
Contact information
Contact information,
Financial details

Personal services (incl
employment, child care, vets)
Interest groups/theatre/sports

Insurance

Finance (incl. superannuation)

Property/construction/Architect
s/surveyors

NT Government Contact information,
Tax file number
Finance (incl. superannuation) Contact information
Retail Taxfile number,
Contact information,
Financial details,
Identity information

Health service providers
Personal services (incl
employment, child care, vets)
Health service providers

o
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2
g
a
3
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Contact information,
Health information

Identity information,
Financial details,

Contact information,

Other sensitive information,
Health information

Health information,

Other sensitive information,
Tax file number,

Contact information,
Financial details,

Identity information
Contact information

Legal, accounting &
management services

Legal, accounting &
management services

[ ' information
Health information,
Contact information,
Financial details

Insurance
Health service providers

Contact information,

Other sensitive information
1 (1 i formation
Financial details,

Contact information
Contact information,
Financial details,
Identity information
Identity information,
Contact information,
Health information
Tax file number,

Finance (incl. superannuation)

Professional Organisation
Finance (incl. superannuation)

Travel & Hospitality industry

Education

Travel & Hospitality industry

ontact information,
Financial details

ction taken to prevent

Descl n of a reven



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
System fault
System fault

Malicious or criminal attack
Malicious or criminal attack

Human error

icious or criminal attack

Malicious or criminal attack

icious or criminal attack

System fault
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack
System fault

Malicious or criminal attack

Human error

licious or criminal attack
Human error
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Human error

Human error

Source of Breach Level 2
Social engineering / impersonation

Cyberincident

Social engineering / impersonation
Social engineering / impersonation
Cyberincident

Unintended release or publication
Unintended release or publication

Cyberincident

Social engineering / impersonation

Failure to use BCC when sending
email
Cyberincident

Theft of paperwork or data storage
device
Theft of paperwork or data storage
device

Unintended release or publication
Cyberincident

Theft of paperwork or data storage
device
Cyberincident

Cyberincident

Cyberincident

Unintended access

Cyberincident

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Failure to use BCC when sending
email

Cyberincident

Failure to use BCC when sending
email

Loss of paperwork / data storage
device

Source of Breach Level 3

Compromised o stolen
credentials (method
unknown)

Ransomware

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Ransomware

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

FOIREQ23/00054 065

Global Number of People Affected Received Date Respondent Sector

1 Insurance
101-1,000 Travel & Hospitality industry

1 Insurance

2-10 Insurance

1,001-5,000 Insurance

11-100 Health service providers
1,001-5,000 Education

2-10 Information Technology
101-1,000 Finance (incl. superannuation)

1,001-5,000 Health service providers

11-100 Utilities

11-100 Charities

101-1,000 Health service providers

1 Finance (incl. superannuation)

101-1,000 Education

2-10 Personal services (incl
employment, child care, vets)

101-1,000 Finance (incl. superannuation)

1,001-5,000 Travel & Hospitality industry

11-100 Agriculture, Forestry, Fisheries
11-100 Education

11-100 Finance (incl. superannuation)
11-100 Education

11-100 Agriculture, Forestry, Fisheries
2-10 I aitics

11-100 Finance (incl. superannuation)
1 Mining & Manufacturing
101-1,000 I ot

101-1,000 - Education

11-100 -Telecommumcat'\ons
101-1,000 - Health service providers
101-1,000 - Charities

Contact Phone BH Email Types of Personal Information Involved
Identity information,

Contact information

Financial details,

Contact information

Respondent

Contact information,
Identity information
Contact information,
Identity information
Contact information

Contact information,
Health information
Contact information,
Financial details
Identity information,
Contact information,
Tax file number

Tax file number,
Contact information,
Financial details
Contact information

Financial details,
Contact information

Financial details,
Contact information
Contact information,
Financial details,
Taxfile number,
Health information
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Identity information,
Financial details

Contact information

Taxfile number,
Financial details,
Identity information,
Contact information
Contact information,
Financial details,
Identity information,
Tax file number
Identity information,
Financial details,
Contact information
Contact information,
Identity information,
Health information
Contact information,
Financial details,
Identity information,
Tax file number
Health information,
Contact information

Contact information,
Financial details,
Identity information,
Tax file number,
Health information

o
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g
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Contact information

Contact information,

Identity information,

Financial details,

Tax file number
| o2t nformation

Contact information

Financial details,
Contact information

Contact information

Contact information

ction taken to prevent
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2
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Case Number Source of Breach Level 2

Pl sent to wrong recipient (mail)

Description of eligible data breach  Source of Breach
Human error

Human error Failure to use BCC when sending

email

System fault Unintended release or publication

Malicious or criminal attack Cyberincident

System fault Unintended release or publication

Malicious or criminal attack Rogue employee / insider threat

Human error Unauthorised disclosure (failure to

redact)
Malicious or criminal attack Cyberincident
Malicious or criminal attack Cyberincident

Malicious or criminal attack Cyber incident

Malicious or criminal attack Cyber incident

Malicious or criminal attack Cyber incident

Malicious or criminal attack Rogue employee / insider threat

Malicious or criminal attack Cyber incident

Malicious or criminal attack Cyber incident

Malicious or criminal attack Cyber incident

Unauthorised disclosure
(unintended release or publication)

Human error

Malicious or criminal attack Cyber incident

Human error Pl sent to wrong recipient (email)

Malicious or criminal attack Social engineering / impersonation

Human error Pl sent to wrong recipient (email)
Malicious or criminal attack Cyber incident

Malicious or criminal attack Cyberincident

Malicious or criminal attack Cyber incident

Unauthorised disclosure
(unintended release or publication)

Human error

Human error

Pl sent to wrong recipient (email)

Malicious or criminal attack Rogue employee / insider threat

Human error Pl sent to wrong recipient (email)

Source of Breach Level 3

Brute-force attack
(compromised credentials)

Hacking

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Ransomware

Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Hacking

Phishing (compromised
credentials)

Phishing (compromised
credentials)

FOIREQ23/00054 066

Global Number of People Affected Received Date Respondent Sector

2-10 Health service providers
11-100 Health service providers
101-1,000 Finance (incl. superannuation)

1,001-5,000 Retail

101-1,000 Finance (incl. superannuation)
1 Finance (incl. superannuation)
1 Health service providers

10,001-25,000 Retail

101-1,000 Agriculture, Forestry, Fisheries

101-1,000 Property/construction/Architect
s/surveyors

101-1,000 Legal, accounting &

management services

1,001-5,000 Insurance

101-1,000 Finance (incl. superannuation)

101-1,000 Interest groups/theatre/sports

1,001-5,000 Information Technology

101-1,000 Online services
1 Information Technology

2-10 Retail

1 Health service providers

1 Finance (incl. superannuation)

Religious organisations
Finance (incl. superannuation)

11-100 Health service providers

11-100 Finance (incl. superannuation)

11-100 Education

1 Health service providers

1 Personal services (incl
employment, child care, vets)

2-10 ACT Government

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved

Contact information,
Identity information,
Health information

Contact information

Contact information,
Financial details,

Identity information
Contact information

Financial details,
Contact information
Contact information

Health information

Contact information,
Financial details
Contact information

Contact information

Contact information,
Financial details,

Identity information,
Health information,
Taxfile number,

Other sensitive information
Health information,
Identity information,
Contactinformation
Financial details,

Contact information
Contact information,
Financial details,

Taxfile number

Contact information

Contact information,
Financial details

Contact information,
Health information

Other sensitive information,
Contact information,
Financial details

Contact information,
Health information

Contact information

Contact information
Financial details,
Identity information,
Contact information,
Tax file number
Health information,
Contact information

Contact information,
Identity information,
Financial details,
Health information
Identity information

Identity information,
Financial details,

Contact information
Identity information,
Contact information,
Health information

Other sensitive information,
Health information,
Contact information,
Identity information

ction taken to prevent

Descl n of a reven



Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Human error

icious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack
Human error
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error

Source of Breach Level 2
Unauthorised disclosure
(unintended release or publication)
Social engineering / impersonation
Social engineering / impersonation
Pl sent to wrong recipient (other)

Social engineering / impersonation

Cyberincident

Cyberincident

Social engineering / impersonation
Social engineering / impersonation
Pl sent to wrong recipient (email)

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage
device
Pl sent to wrong recipient (fax)

Cyberincident

Cyberincident

Loss of paperwork / data storage
device
Pl sent to wrong recipient (mail)

Cyberincident

Social engineering / impersonation
Pl sent to wrong recipient (mail)

Cyberincident

Cyberincident
Cyberincident
Social engineering / impersonation

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Source of Breach Level 3

Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Hacking

Hacking

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

FOIREQ23/00054 067

Global Number of People Affected
2-10

11-100

101-1,000

1,001-5,000

1,001-5,000

1,001-5,000

11-100

11-100

1,001-5,000

2-10

101-1,000

11-100

101-1,000

1,001-5,000

101-1,000

1,001-5,000

1,001-5,000

11-100

11-100

101-1,000

Received Date Respondent Sector Contact Phone BH Email

ACT Government

Fl
2
8

3
3
S
a
&
2

Contact information,

Insurance Contact information,
Identity information
Contact information,
Identity information
Identity information,
Health information
Identity information,
Contact information
Financial details,
Contact information

Insurance
Health service providers
Insurance

Transport

Information Technology Financial details,

Contact information
Utilities Contact information,
Financial details

Utilities Contact information

Health service providers Contact information,
Health information
Travel & Hospitality industry Contact information,
Financial details

Finance (incl. superannuation) Financial details

Legal, accounting & Contact information

management services

Contact information,
Health information
Health information,
Contact information
Contact information,
Tax file number
Identity information,
Financial details,
Contact information,
Taxfile number
Contact information

Health service providers
Health service providers
Mining & Manufacturing

Finance (incl. superannuation)

Education
Legal, accounting & Tax file number
management services
Property/construction/Architect
s/surveyors

Contact information,
Financial details,
Identity information
Business/Professional Contact information
Associations.

Legal, accounting &
management services
Property/construction/Architect
s/surveyors

Contact information,
Tax file number
Contact information,
Financial details
Travel & Hospitality industry Identity information,
Contact information
Contact information,
Health information
Identity information,
Contact information
Health information,
Taxfile number,
Contact information,
Identity information,
Financial details

Education

Finance (incl. superannuation)

Real estate agents

Real estate agents Contact information

Travel & Hospitality industry Contact information,

Financial details
Information Technology Contact information,
Financial details,
Tax file number

Tax file number,
Financial details,
Identity information,
Contact information

Health service providers

[ o c2ct information

Media

Types of Personal Information Involved

Other sensitive information

ction taken to prevent

Descl n of a en



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Rogue employee / insider threat

Source of Breach Level 3

Rogue employee / insider threat
Pl sent to wrong recipient (email)
Social engineering / impersonation
Cyberincident

Phishing (compromised
credentials)

Theft of paperwork or data storage
device

Cyberincident Hacking
Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Cyberincident

Cyberincident

Cyberincident Hacking

Rogue employee / insider threat

Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure (verbal)
Cyberincident Phishing (compromised

credentials)
Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Unintended release or publication
Cyberincident Hacking
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Malware

Rogue employee / insider threat

Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Failure to use BCC when sending
email
Cyberincident Compromised or stolen

credentials (method

unknown)
Failure to use BCC when sending

email

Cyberincident Ransomware

Global Number of People Affected

1

101-1,000

1,001-5,000

11-100

101-1,000

5,001-10,000

101-1,000

1
1,001-5,000

1,001-5,000

11-100

1

101-1,000

1,001-5,000

11-100

11-100

1,001-5,000

101-1,000

101-1,000

101-1,000

FOIREQ23/00054 068

Received Date Respondent Sector

Health service providers

Education

Health service providers

Online services

Health service providers

Personal services (incl
employment, child care, vets)

Finance (incl. superannuation)

s/surveyors
Insurance

s/surveyors

Education

Education

Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)

Insurance

Finance (incl. superannuation)

Insurance
Interest groups/theatre/sports

Australian Government

Health service providers

Health service providers
Legal, accounting &
management services
Mining & Manufacturing

Health service providers

Education

Transport

Travel & Hospitality industry

Finance (incl. superannuation)

Health service providers

Education

Health service providers

Retail

Personal services (incl
employment, child care, vets)

Property/construction/Architect

Property/construction/Architect

Contact Phone BH Email

Fl
2
8

3
3
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a
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Health information

Health information,
Contact information
Contact information,
Health information
Contact information,
Financial details
Contact information,
Identity information,
Financial details,
Health information
Identity information,
Contact information,
Other sensitive information
Contact information

Contact information

Contact information

Contact information

Contact information,
Financial details,
Health information
Contact information,
Identity information

Financial details,

Contact information
Contact information,
Financial details,

Identity information
Contact information,
Identity information
Financial details,

Identity information,
Contact information

)
S
2t
g
a
ES
g
3
S
El

Contact information

Contact information,
Identity information
Contact information

Contact information
Contact information,
Tax file number

Contact information

Contact information,
Identity information,
Finandial details
Contact information,
Health information
Contact information,
Financial details,
Identity information
Financial details

Financial details,
Identity information,
Contact information
Health information

Contact information

Contact information,
Identity information,
Financial details

Contact information

Contact information,
Identity information

Types of Personal Information Involved

ion taken to prevent

]
8
2
a
3
-5
™
2
3
3



Case Number___Description of eligible data breach  Source of Breach

Human error

‘ Malicious or criminal attack
Human error
Malicious or criminal attack
Human error
Human error
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error
Malicious or criminal attack

Human error
Human error

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
System fault
Malicious or criminal attack

licious or criminal attack

Human error

Malicious or criminal attack

icious or criminal attack
Human error

Malicious or criminal attack
Human error

Malicious or criminal attack

Human error

Source of Breach Level 2
Unauthorised disclosure
(unintended release or publication)

Source of Breach Level 3

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
Cyberincident Brute-force attack
(compromised credentials)

Unauthorised disclosure (verbal)
Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (mail)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Ransomware
Cyberincident Phishing (compromised
credentials)

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)
Unintended release or publication
Cyberincident Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised
credentials)

Cyberincident Hacking

Pl sent to wrong recipient (mail)

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)

Failure to use BCC when sending
email

FOIREQ23/00054 069

Global Number of People Affected
2-10

11-100

25,001-50,000
101-1,000
101-1,000

101-1,000

11-100

2-10

11-100

2-10

11-100

5,001-10,000

11-100

11-100

101-1,000
1

101-1,000

101-1,000

11-100

10,001-25,000
101-1,000

101-1,000

11-100

Received Date Respondent Sector

SA Government

Retail

Education

Travel & Hospitality industry

Education

Retail

Business/Professional
Associations

Personal services (incl
employment, child care, vets)

Health service providers

>
z
S
&
g
o
3
o
H
E}
3
1
2!
o
5
=
g
8
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g
3
s
S

Insurance

I . st2ian Government

Finance (incl. superannuation)

I i ce (incl. superannuation)

Education
Charities
Retail

Personal services (incl
employment, child care, vets)

Health service providers

I cction
I o ce (incl. superannuation)

Australian Government

Health service providers

Health service providers

Agriculture, Forestry, Fisheries

Finance (incl. superannuation)
Health service providers

Education

Health service providers

Health service providers

Health service providers

Respondent Contact Phone BH Email

Contact information,
Health information

Contact information,
Financial details

Identity information,
Contact information
Contact information,
Identity information,
Financial details

Identity information,

Other sensitive information

Taxfile number,
Financial details,
Contact information
Contact information,
Financial details
Financial details,
Identity information,
Contact information,
Tax file number
Identity information,
Financial details

Contact information,
Identity information

| o2 information
Contact information,
Financial details

| C o information

Other sensitive information

Identity information,
Contactinformation

Contact information

Contact information,
Identity information,
Financial details,
Taxfile number,
Health information
Contactinformation

[ o2t information
| o2t information
Contact information,
Health information

Contact information

Contact information,
Health information

Contact information,
Identity information

Identity information,
Contact information
Contact information,
Financial details
Financial details,
Contact information

Contact information,
Health information,

Other sensitive information
Contact information,
Financial details,

Identity information,

Other sensitive information,
Taxfile number,

Health information

Contact information

Types of Personal Information Involved

ction taken to prevent

Descl n of a reven



Case Number___Description of eligible data breach  Source of Breach

System fault

Human error
Human error

Human error

System fault
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Human error
Human error

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Human error

icious or criminal attack

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack
Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Unintended release or publication

Source of Breach Level 3

Pl sent to wrong recipient (mail)
Unauthorised disclosure (failure to
redact)

Pl sent to wrong recipient (email)

Unintended release or publication
Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident

Theft of paperwork or data storage
device
Pl sent to wrong recipient (email)

Social engineering / impersonation

Unauthorised disclosure (verbal)

Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method

unknown)
Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)
Cyberincident Ransomware

Cyberincident Compromised or stolen

credentials (method

unknown)
Cyberincident Ransomware
Pl sent to wrong recipient (mail)

Cyberincident Ransomware
Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Cyberincident Ransomware

Social engineering / impersonation
Unauthorised disclosure (verbal)
Pl sent to wrong recipient (email)
Theft of paperwork or data storage

device

Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation

FOIREQ23/00054 070

Global Number of People Affected eceived Date
101-1,000

Respondent Sector
Personal services (incl

1 I - th service providers

Education

Health service providers

11-100 I o ce (incl. superannuation)

11-100 Information Technology

25,001-50,000

Health service providers

101-1,000

Health service providers

Health service providers

101-1,000 NSW Government

Utilities

»
N
5

S
&

2-10 Finance (incl. superannuation)

1 Real estate agents

[ : :.c:ion
I - service providers

Online services

101-1,000 -Insurance

101-1,000 - Agriculture, Forestry, Fisheries

2-10 - Health service providers

11-100 Legal, accounting &
management services

11-100 I o

1 - Finance (incl. superannuation)

101-1,000 - Information Technology

1 - Insurance

2-10 I srance

1 Clubs/interest
groups/theatre/sports

25,001-50,000 - Health service providers

11-100 - Health service providers

2-10 - Finance (incl. superannuation)

employment, child care, vets)

Finance (incl. superannuation)

Respondent Contact Phone BH Email

Contact information

| . information

Health information

Health information,
Contact information
N o2t information
Contact information,
Identity information,
Financial details,
Tax file number
Financial details,
Contact information

Identity information,
Contact information

Contact information,
Tax file number

Other sensitive information,
Contact information
Financial details,

Identity information,
Contact information
Contact information,
Identity information,
Financial details,

Other sensitive information,
Taxfile number,

Health information

Contact information,
Identity information
| o2 information
Financial details,

Identity information,
Contact information
Financial details

| . information
1 2 letals
Contact information,
Identity information,
Financial details,
Taxfile number
Contact information,
Identity information

Financial details,
Contact information,
Tax file number
Health information,
Identity information,
Contact information
Other sensitive information,
Health information,
Financial details,
Identity information
| o tact nformation
Identity information,
Finandial details

Tax file number,
Financial details,
Identity information,
Contact information
Contact information,
Identity information
1 o2 information
Contact information,
Other sensitive information,
Health information
Contact information,
Identity information,
Health information
Health information,
Contact information,
Identity information
Financial details,
Contact information,
Tax file number

Types of Personal Information Involved

ion taken to prevent

Descl n of ac en



Case Number Source of Breach

Malicious or criminal attack

Description of eligible data breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

System fault
Human error

Source of Breach Level 2 Source of Breach Level 3
Cyberincident Hacking
Cyberincident Ransomware

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Compromised or stolen

credentials (method

unknown)
Unintended access

Social engineering / impersonation

Pl sent to wrong recipient (email)
Cyberincident Malware

Pl sent to wrong recipient (other)

Unauthorised disclosure
(unintended release or publication)

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method

unknown)

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Social engineering / impersonation
Cyberincident Compromised o stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident

Cyberincident Malware

Unauthorised disclosure
(unintended release or publication)

Failure to use BCC when sending
email

Cyberincident Compromised or stolen
credentials (method

unknown)

Failure to use BCC when sending
email

Cyberincident Compromised or stolen
credentials (method
unknown)

Unintended release or publication

Pl sent to wrong recipient (other)

FOIREQ23/00054 071

Global Number of People Affected Received Date

11-100

Respondent Sector
Health service providers

1,001-5,000 Health service providers

11-100

Education

5,001-10,000 Health service providers

ducation
Charities

101-1,000
2-10

Australian Government

1
101-1,000 Mining & Manufacturing

Health service providers

Legal, accounting &
management services

Mining & Manufacturing

50,001-100,000

Transport

CRBs

101-1,000 Health service providers

Health service providers
Charities

101-1,000

Health service providers

Mining & Manufacturing

1,001-5,000 Mining & Manufacturing

1,001-5,000 Legal, accounting &

management services

Education

101-1,000 Charities

101-1,000 Health service providers

11-100 Legal, accounting &
management services

10,001-25,000 Retail

»
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3
2
2
S
3
s
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2
o
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2
g
I3
ES
g
3
s
g

11-100

2-10 Retail

Respondent Contact Phone BH Email

Contact information

Health information,
Contact information,
Identity information
Contact information

Contact information,
Financial details,
Identity information,
Health information
| o information
Contact information,
Financial details
| o2t information
Contact information,
Financial details,
Identity information,
Health information
Health information,
Identity information,
Contact information
Taxfile number,
Identity information,
Financial details,
Contact information
Contact information,
Identity information

Identity information,
Financial details,
Contact information,
Taxfile number,

Health information
Contact information,
Financial details,
Identity information
Identity information,
Contact information,
Health information,
Other sensitive information
Identity information,
Contact information,
Health information
Contact information

Contact information

Identity information,
Financial details,

Tax file number
Financial details,
Identity information,
Contact information,
Taxfile number
Taxfile number,
Financial details,
Identity information,
Contact information
Contact information

Contact information
Contact information,

Identity information,
Financial details,

Health information
Contact information

Contact information

Contact information,
Other sensitive information

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

Other sensitive information,

n of action taken to prevent




FOIREQ23/00054 072

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Finance (incl. superannuation)
credentials (method

unknown)

Malicious or criminal attack Theft of paperwork or data storage 101-1,000
device

Malicious or criminal attack Cyber incident Ransomware 11-100

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Contact information,

Financial details,

Identity information

Contact information

ction taken to prevent

Health service providers
Health service providers Contact information,
Identity information,
Tax File Numbers
Health information,
Taxfile number,
Identity information,
Financial details,
Contact information
Contact information,
Health information
Taxfile number,
Contact information,
Financial details
Contact information,
Health information

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Health service providers

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers

Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation)

Human error Unauthorised disclosure 1
(unintended release or publication)

Health service providers

Malicious or criminal attack Cyberincident Hacking 11-100 Finance (incl. superannuation) Financial details,
Identity information,
Contact information,
Taxfile number
Contact information,
Financial details
Contact information,
Financial details
Tax file number,
Contact information,
Financial details

Human error Pl sent to wrong recipient (email) 1 Health service providers

Malicious or criminal attack Social engineering /impersonation 1 Finance (incl. superannuation)

Malicious or criminal attack Cyber incident Ransomware 11-100 Education

Human error Unauthorised disclosure (verbal) 1
Human error Pl sent to wrong recipient (email) 11-100
Human error Unauthorised disclosure 2-10
(unintended release or publication)

Health service providers
Education

Finance (incl. superannuation) Financial details,
Identity information,
Contactinformation
Identity information

F3E3
33
S8
EdES
ENES
33
33
E3ES
55
Ss

Human error Unauthorised disclosure 2-10
(unintended release or publication)

Personal services (incl
employment, child care, vets)

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Health service providers Identity information,
Financial details,

Contact information
Contact information,
Identity information
Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation)

Malicious or criminal attack Cyberincident Hacking 1,000,001-10,000,000 Retail

Malicious or criminal attack Cyberincident Hacking 10,001-25,000 Online services Contact information,
Financial details
Financial details,
Identity information,
Contact information
Contact information,
Health information

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Charities

Malicious or criminal attack Cyberincident Ransomware 1,001-5,000 Education

Human error Pl sent to wrong recipient (email) 1 Retail Other sensitive information,
Contact information,

Identity information

Human error Pl sent to wrong recipient (email) 1 Personal services (incl Contact information
employment, child care, vets)
Human error Unauthorised disclosure (failure to 2-10 Legal, accounting & Other sensitive information,
redact) management services Contact information
System fault Unintended access 10,001-25,000 Marketing and market research Other sensitive information,
Contact information,
Financial details
Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Health information
Human error Pl sent to wrong recipient (email) 2-10 Personal services (incl Contact information
employment, child care, vets)
Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 Retail Tax file number,
credentials) Health information,
Financial details,
Identity information,
Contact information
Human error Pl sent to wrong recipient (mail) 1 Legal, accounting & Contact information,
management services Financial details,
Tax file number
Human error Pl sent to wrong recipient (mail) 2-10 Utilities Contact information
Human error Pl sent to wrong recipient (email) 1,001-5,000 NSW Government Contact information,
Tax file number
Human error Pl sent to wrong recipient (email) 1 Education Contact information,

Descl n of a en

Financial details



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Human error

System fault
System fault
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Human error
Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2 Source of Breach Level 3

Social engineering / impersonation
Cyberincident Ransomware

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Cyberincident Hacking

Pl sent to wrong recipient (email)

Unintended release or publication
Unintended access

Cyberincident Hacking
Theft of paperwork or data storage
device

Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Social engineering / impersonation
Social engineering / impersonation
Social engineering / impersonation
Unintended access

Unauthorised disclosure (verbal)
Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat

Pl sent to wrong recipient (mail)

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident
Loss of paperwork / data storage
device

Theft of paperwork or data storage
device

Global Number of People Affected

1

101-1,000

2-10

101-1,000

101-1,000

11-100

11-100

11-100

11-100

101-1,000

11-100

2-10

1,001-5,000

2-10
11-100

11-100

101-1,000

10,000,001 or more

11-100

11-100

1,001-5,000

101-1,000

FOIREQ23/00054 073

Received Date Respondent Sector

Utilities

Education

Insurance
Finance (incl. superannuation)

Agriculture, Forestry, Fisheries

Finance (incl. superannuation)

Finance (incl. superannuation)

Education

Mining & Manufacturing

Finance (incl. superannuation)

Utilities

Insurance

Utilities

Mining & Manufacturing

Insurance
Insurance
Insurance
Education

inance (incl. superannuation)
Personal services (incl
employment, child care, vets)
Legal, accounting &
management services

Health service providers

Utilities

Online services

Education

Utilities

Finance (incl. superannuation)

Health service providers

Transport

Real estate agents

Australian Government

Personal services (incl
employment, child care, vets)

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Identity information,
Contact information
Contact information

Health information
Contact information,
Identity information,
Financial details
Financial details

Financial details,
Identity information,
Contact information
Contact information,
Financial details
Contact information,
Identity information
Contact information,
Taxfile number
Financial details,
Identity information,
Contact information
Contact information,
Identity information
Identity information,
Financial details,
Contact information
Contact information

Contact information,
Financial details,

Identity information,
Taxfile number

Contact information,
Identity information
Identity information,
Contact information
Contact information,
Identity information
Contact information,

Other sensitive information
Financial details

Contact information

Taxfile number,
Contact information,
Identity information,
Financial details

Contact information,
Health information

Contact information,
Identity information,
Financial details,

Health information
Contact information,

Other sensitive information

Contact information

Health information,
Contact information,
Financial details,
Identity information
Financial details

Contact information,
Other sensitive information,
Health information

Contact information

Contact information,
Identity information,
Financial details
Health information,
Identity information,

Contact information
Identity information,
Contact information

ction taken to prevent

Descl n of a



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

‘ Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Social engineering / impersonation

Theft of paperwork or data storage
device
Social engineering / impersonation

Social engineering / impersonation

Cyberincident

Pl sent to wrong recipient (mail)

Cyberincident

Loss of paperwork / data storage
device
Cyberincident

Pl sent to wrong recipient (email)
Social engineering / impersonation

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Loss of paperwork / data storage

device

Social engineering / impersonation

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Source of Breach Level 3

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Ransomware

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Hacking

Ransomware

Ransomware
Phishing (compromised
credentials)
Ransomware
Compromised or stolen

credentials (method
unknown)

FOIREQ23/00054 074

Global Number of People Affected
2-10

101-1,000

2-10

101-1,000

101-1,000

101-1,000

2-10
2-10

101-1,000

101-1,000

11-100

1,001-5,000

1,001-5,000

101-1,000

1,001-5,000

101-1,000

5,001-10,000

25,001-50,000

101-1,000

10,001-25,000

1,001-5,000

101-1,000

25,001-50,000

Ve Respondent Sector
Insurance

Transport
Insurance
Insurance

Health service providers

Legal, accounting &
management services
Retail

Education

Media

Health service providers
CRBs

s/surveyors

Information Technology

s/surveyors

Personal services (incl

Health service providers

s/surveyors

Personal services (incl

s/surveyors

Legal, accounting &
management services

Retail

Health service providers

Health service providers
Legal, accounting &
management services

Clubs/Pubs

Information Technology

=
2
a
3
a
o
1
S
a

Property/construction/Architect

Property/construction/Architect

employment, child care, vets)

Finance (incl. superannuation)

Property/construction/Architect

employment, child care, vets)

Finance (incl. superannuation)

Property/construction/Architect

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Contact information,
Identity information
Identity information,
Contact information
Identity information,
Contact information
Contact information,
Identity information
Identity information,
Financial details,

Contact information,
Health information,
Taxfile number

Taxfile number,

Financial details

Contact information

Contact information,
Health information
Health information,
Contact information

Health information
Contact information,
Financial details,
Identity information
Contact information,
Identity information,
Financial details,
Tax file number
Contact information,
Financial details
Contact information

Identity information,
Contactinformation

Identity information,
Contact information,
Health information

Contact information

Contact information,
Identity information,
Financial details,
Tax file number
Contact information

Contact information,
Finandial details

Contact information,
Financial details

Contact information,
Financial details,
Identity information,
Tax file number,
Health information
Contact information,
Finandial details
Financial details,
Identity information,
Contact information,
Health information,

Tax file number,

Other sensitive information
Identity information,
Contact information,
Health information
Contact information

Tax file number,
Contact information,
Financial details
ontact information

o

]
8
2
a
3
-5
™
3
3

Types of Personal Information Involved

ction taken to prevent



Case Number___Description of eligible data breach  Source of Breach
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Source of Breach Level 2
Unauthorised disclosure (verbal)
Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage
device
Unintended release or publication

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage
device

Pl sent to wrong recipient (fax)

Cyberincident

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Cyberincident
Theft of paperwork or data storage
device

Cyberincident

Cyberincident

Source of Breach Level 3
Hacking

Hacking

Compromised or stolen
credentials (method
unknown)
Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Hacking
Compromised or stolen
credentials (method
unknown)

Malware

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Ransomware

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

FOIREQ23/00054 075

Global Number of People Affected
2-10
2-10

1,001-5,000

1,001-5,000

1,001-5,000

1,001-5,000

1,001-5,000

11-100

11-100

101-1,000

11-100

101-1,000

1,001-5,000

11-100

101-1,000

11-100

Received Date Respondent Sector
ducation

Health service providers

Education

Health service providers

Health service providers

Religious organisations

Health service providers

Business/Professional
Associations.

Travel & Hospitality industry

Retail

ACT Government

Finance (incl. superannuation)

Insurance

Legal, accounting &
management services

Personal services (incl
employment, child care, vets)
Retail

Education

Postal & courier

Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)

Legal, accounting &
management services

Personal services (incl
employment, child care, vets)

Finance (incl. superannuation)

Legal, accounting &
management services

Finance (incl. superannuation)

Respondent Contact Phone BH Email

Types of Personal Information Involved

Other sensitive information
Financial details

Financial details,

Identity information,
Contact information,

Other sensitive information,
Health information

Tax file number,

Contact information

Health information,
Other sensitive information,
Identity information,
Financial details,
Contact information
Taxfile number,
Contact information,
Financial details,
Identity information
Contact information,
Health information
Taxfile number,
Financial details,
Contact information
Contact information

Contact information,
Identity information
Identity information,
Contact information,
Tax file number,
Health information
Financial details,
Contact information
Contact information,
Financial details

Financial details,
Identity information,
Contact information,
Taxfile number
Contact information,
Financial details
Contact information

Contact information,
Identity information,
Financial details

Contact information

Contact information,
Financial details,
Identity information,
Tax file number,
Health information
Contact information,
Identity information,
Financial details,
Health information,
Tax file number

Tax file number,
Identity information,
Financial details,
ontact information
Financial details,
Identity information,
Contact information
Contact information,
Financial details,
Identity information
Contact information,
Financial details,
Identity information,
Tax file number
Financial details,
Contact information,
Tax file number




FOIREQ23/00054 076

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved
Human error Pl sent to wrong recipient (email) 2-10 Health service providers Health information,

Identity information,

Contact information

Tax file number,

Other sensitive information,

Health information,

Contact information,

Financial details,

Identity information

Description of action taken to prevent

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Legal, accounting &
management services

Human error Pl sent to wrong recipient (mail) 1 Health service providers Contact information

Human error Unauthorised disclosure (verbal) 1 Property/construction/Architect Contact information
s/surveyors

Human error Pl sent to wrong recipient (email) 1 Personal services (incl Contact information,
employment, child care, vets) Identity information

Malicious or criminal attack Rogue employee / insider threat 2-10 Finance (incl. superannuation) Contact information

Malicious or criminal attack Theft of paperwork or data storage 11-100 Finance (incl. superannuation) Contact information

device
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Legal, accounting & Contact information,

credentials) management services Financial details,
Taxfile number

Contact information,

Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Insurance

credentials (method Identity information,
unknown) Health information
Human error Pl sent to wrong recipient (email) 2-10 Health service providers I - information
Malicious or criminal attack Cyberincident Brute-force attack 2-10 Online services Financial details,
(compromised credentials) Contact information
Human error Pl sent to wrong recipient (email) 1 Health service providers _ Identity information,
Contact information
Malicious or criminal attack Social engineering / impersonation 1 utilities Contact information,
Identity information
Human error Pl sent to wrong recipient (email) 11-100 Charities _Cor\tactir\forma\ior\,
Financial details
Human error Unauthorised disclosure (failure to 2-10 Education Contact information
redact)
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Travel & Hospitality industry Identity information
credentials)
Human error Pl sent to wrong recipient (email) 1 Education Financial details,
Contact information
Human error Pl sent to wrong recipient (email) 1 Education _mmamnformaxion,
Financial details
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers Health information,
device Contact information
Malicious or criminal attack Cyber incident Hacking 250,001-500,000 Mining & Manufacturing _Cor\tactir\iormation
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Health service providers Identity information,
credentials (method Financial details,
unknown) Contact information,
Other sensitive information
Human error Pl sent to wrong recipient (email) 1 I - service providers I ! information
Human error Pl sent to wrong recipient (email) 1 I - service providers I  otact information
Human error Pl sent to wrong recipient (email) 2-10 -Educanon _Heahh information,
Other sensitive information
Human error Pl sent to wrong recipient (email) 101-1,000 Insurance Health information,
Contact information,
Identity information
Human error Pl sent to wrong recipient (email) 1 -Persor\alserv\ces (incl _Ider\myir\iormation,
employment, child care, vets) Contact information

System fault Unintended release or publication 2-10 I o
Human error Unauthorised disclosure 101-1,000 Charities
(unintended release or publication)

I ot information
Contact information,
Identity information

Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation)

Human error Unauthorised disclosure (verbal) 1 I ;. ance

Human error Pl sent to wrong recipient (mail) 1 I st 2 lian Government

Identity information,
Contact information
I Cotact nformation
I o tact information

Malicious or criminal attack Theft of paperwork or data storage 2-10 -Finance(mcL superannuation) _Contactinforma(ior\,
device Financial details
Malicious or criminal attack Theft of paperwork or data storage 1 - Finance (incl. superannuation) _ Contact information,
device Financial details
Malicious or criminal attack Social engineering /impersonation 101-1,000 Australian Government Contact information,
Identity information,
Health information
Human error Pl sent to wrong recipient (email) 1 -ACT Government _Flr\ar\c\aldelans,
Contact information
Malicious or criminal attack Cyberincident Hacking 1,001-5,000 Retail Contact information,
Identity information



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Human error
Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Human error
Human error
icious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack
Malicious or criminal attack

Human error

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)

Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation
Social engineering / impersonation
Social engineering / impersonation
Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)
Cyberincident

Phishing (compromised
credentials)

Cyberincident Malware
Cyberincident Phishing (compromised
credentials)

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware

Unauthorised disclosure (failure to
redact)

Failure to use BCC when sending
email

Rogue employee / insider threat

Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
Rogue employee / insider threat
Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)

Cyberincident Ransomware
Theft of paperwork or data storage

device

Pl sent to wrong recipient (email)

Cyberincident Ransomware

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

FOIREQ23/00054 077

Global Number of People Affected
101-1,000

101-1,000

101-1,000

101-1,000

500,001-1,000,000

1,001-5,000

10,001-25,000

11-100

11-100

101-1,000

50,001-100,000

101-1,000

1,001-5,000

101-1,000

11-100

1,001-5,000

Received Date Respondent Sector Contact Phone BH Email

Legal, accounting &
management services

Respondent

Identity information,
Financial details,
Contact information,
Taxfile number
Health information,
Tax File Numbers,
Contact information,
Financial details,
Identity information
Identity information,
Contact information

Health service providers

Insurance
Insurance Contact information,
Identity information
Identity information,
Contact information

Insurance

Personal services (incl Contactinformation
mployment, child care, vets)
Health service providers

Contact information,
Health information
Identity information,
Financial details,
Contact information,
Tax file number
Contact information

Health service providers

Finance (incl. superannuation)

Retail Contact information

Contact information,
Identity information,
Health information,
Tax file number

Health service providers

Legal, accounting & Contact information

management services

Education Contact information,

Identity information
Retail Identity information,
Financial details,
Contact information,
Tax file number
Health service providers Health information
Legal, accounting & Contact information
management services
Real estate agents Contact information
Finance (incl. superannuation) Contact information,
Financial details,
Identity information
Financial details,
Identity information,
Contact information

Finance (incl. superannuation)

o
8
2
g
a
Ed
g
3
3
S

Finance (incl. superannuation)
Finance (incl. superannuation) Financial details
Property/construction/Architect
s/surveyors

Contact information,
Finandial details
Education Contact information,
Tax file number

Tax file number,
Health information,
Contact information,
Financial details,
Identity information
Identity information,
Contact information,
Health information,
Tax file number
Contact information,
Financial details
Contact information,
Identity information
Identity information,
Contact information
Tax file number

Legal, accounting &
management services

Interest groups/theatre/sports

Finance (incl. superannuation)
Travel & Hospitality industry
Insurance

Legal, accounting &
management services

Types of Personal Information Involved

ction taken to prevent

]
8
2
a
3
-5
™
3



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Human error
Human error
Human error
Human error
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack
System fault

Malicious or criminal attack

Source of Breach Level 3
Phishing (compromised
credentials)

Source of Breach Level 2
Cyberincident

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Compromised o stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (other)

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure
(unintended release or publication)
Rogue employee / insider threat
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method

unknown)

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Cyberincident Ransomware

Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)
Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Rogue employee / insider threat
Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (mail)
Rogue employee / insider threat
Unintended release or publication

Brute-force attack
(compromised credentials)

Cyberincident

FOIREQ23/00054 078

Global Number of People Affected Received Date

11-100

Respondent Sector
Legal, accounting &
management services

11-100 Health service providers

101-1,000 Health service providers

11-100
s/surveyors

Australian Government

Health service providers

11-100 Education

Debt collectors

Australian Government

Clubs/Pubs
101-1,000 Finance (incl. superannuation)

101-1,000 Retail

Finance (incl. superannuation)
101-1,000 Retail

Legal, accounting &
management services

Information Technology
Insurance

Personal services (incl
employment, child care, vets)

1,001-5,000

1,001-5,000 Health service providers

101-1,000 Finance (incl. superannuation)

Finance (incl. superannuation)
11-100
s/surveyors
1,001-5,000 Health service providers

2-10 Health service providers

Finance (incl. superannuation)

1,001-5,000
s/surveyors

Finance (incl. superannuation)
Retail
101-1,000

Finance (incl. superannuation)

10,001-25,000 Online services

Property/construction/Architect

Property/construction/Architect

Property/construction/Architect

Contact Phone BH Email Types of Personal Information Involved
Contact information,

Identity information,

Tax file number

Contact information

Fl
2
8

3
3
S
a
&
2

Health information,
Financial details,
Identity information,
Contact information
Contact information

Contact information,
Identity information,
Health information

Contact information
Contact information,
Health information

Contact information

Contact information,
Identity information,
Financial details
Financial details

Contact information,
Financial details,
Identity information,
Tax file number
Contact information

Financial details

Financial details,
Identity information,
Contact information,
Taxfile number
Contact information,
Financial details

Financial details,
Identity information,
Contactinformation
Contact information
Contact information

Other sensitive information,
Financial details,
Identity information,
Contact information
Contact information,
Financial details,
Taxfile number
Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information
Contact information,
Health information
Contact information,
Other sensitive information,
Health information
Contact information,
Financial details
Contact information

Contact information,
Financial details
Contact information

Contact information,
Financial details
Contact information

ction taken to prevent

Descl n of a en



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack
Human error
Human error

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
System fault

Malicious or criminal attack

System fault
Human error

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Pl sent to wrong recipient (other)
Cyberincident

Social engineering / impersonation

Theft of paperwork or data storage
device

Unintended release or publication
Pl sent to wrong recipient (email)

Cyberincident

Cyberincident

Cyberincident

Cyberincident
Pl sent to wrong recipient (email)

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident

Social engineering / impersonation

Loss of paperwork / data storage
device

Cyberincident

Pl sent to wrong recipient (email)
Loss of paperwork / data storage
device

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (other)

Theft of paperwork or data storage
device
Cyberincident

Theft of paperwork or data storage
device
Unintended release or publication

Cyberincident

Unintended release or publication
Failure to use BCC when sending
email

Rogue employee / insider threat

Rogue employee / insider threat

Source of Breach Level 3
Phishing (compromised
credentials)

Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Ransomware
Phishing (compromised
credentials)

Hacking

Brute-force attack
(compromised credentials)

Brute-force attack
(compromised credentials)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Compromised o stolen
credentials (method
unknown)

Global Number of People Affected

1,001-5,000

2-10

11-100

10,001-25,000

2-10

11-100

101-1,000

100,001-250,000

11-100
101-1,000
1
101-1,000
1

11-100

1

1

1,001-5,000

11-100

11-100

1,001-5,000

1,001-5,000

1,001-5,000
101-1,000

11-100

FOIREQ23/00054 079

Received Date

Respondent Sector Phone BH Email
Property/construction/Architect

s/surveyors

[ cction

Finance (incl. superannuation)

Contact

Respondent
Contactinformation

| (i irformation

Financial details

Contact information,
Identity information,
Financial details
Contact information,
Identity information
| . information
Identity information,
Contact information,
Taxfile number
Contact information

Travel & Hospitality industry

Australian Government
Legal, accounting &
management services

Retail

Unions Financial details,

Contact information,
Other sensitive information
Taxfile number,

Contact information,
Financial details

Legal, accounting &
management services
Travel & Hospitality industry Financial details,
Contact information
Contact information,
Health information
Identity information,
Contact information

Health service providers

Postal & courier

Finance (incl. superannuation) Contact information,
Financial details,

Health information

Online services Contact information

Insurance Identity information,
Contact information
Contact information,
Identity information,
Financial details,

Other sensitive information,
Health information
Financial details,

Identity information,
Contactinformation

Australian Government

Health service providers

-
5
3
g
Q
ES
g
3
s
s

VIC Government

I - service providers

Health service providers

Contact information

m
a
5
s
8
o
ES

o
8
2
g
a
Ed
g
3
3
S

Health information,
Contact information
Contact information

Health service providers
Mining & Manufacturing Contact information,
Financial details,
Identity information,
Health information,
Tax file number
Health service providers Contact information,
Identity information
Contact information,
Financial details

Identity information,
Financial details,

Contact information,
Health information,
Taxfile number,

Other sensitive information

Property/construction/Architect
s/surveyors
Religious organisations

Telecommunications
Personal services (incl
mployment, child care, vets)
Health service providers

Contact information
Contact information

Health information

Finance (incl. superannuation) Financial details,

Contact information

Types of Personal Information Involved

ction taken to prevent

]
8
2
a
3
-5
™
3
3



FOIREQ23/00054 080

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 11-100 Property/construction/Architect Contact information,
s/surveyors Financial details,
Identity information,
Taxfile number,
Other sensitive information
‘ System fault Unintended access 11-100 - Online services _ Contact information, _
Financial details
System fault Unintended release or publication 1,001-5,000 Online services Financial details,
Contact information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Religious organisations Contact information,
device Financial details,
Identity information,
Health information,
Taxfile number
Malicious or criminal attack Cyberincident Hacking 11-100 Finance (incl. superannuation) Taxfile number,
Identity information,
Financial details,
Contact information
Human error Pl sent to wrong recipient (email) 2-10 I - s2lian Government I o2t information I
Malicious or criminal attack Cyberincident Brute-force attack 101-1,000 Travel & Hospitality industry Contact information,
(compromised credentials) Identity information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Education Financial details,
credentials) Contactinformation
Malicious or criminal attack Cyber incident Ransomware 11-100 Health service providers Contact information,
Identity information
Human error Pl sent to wrong recipient (email) 1 I - st2lian Government I o2t information 1
Human error Pl sent to wrong recipient (email) 1 I - stralian Government I o2t information 1
Human error Pl sent to wrong recipient (email) 1 I - st2lian Government I o2t information 1
Human error Pl sent to wrong recipient (email) 1 I - str2lian Government I o2t information 1
Human error Pl sent to wrong recipient (email) 1 I - st2lian Government I o 2t information 1
Human error Unauthorised disclosure 2-10 Australian Government Other sensitive information,
(unintended release or publication) Health information,
Financial details,
Identity information,
Contactinformation
Malicious or criminal attack Rogue employee / insider threat 11-100 Health service providers Identity information,
Contact information,
Other sensitive information,
Health information
Human error Pl sent to wrong recipient (email) 1 Health service providers Health information,
Contact information,
Identity information
Human error Pl sent to wrong recipient (other) 1 I - service providers I o2t information 1
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Contact information,
management services Financial details,
Taxfile number
Malicious or criminal attack Cyber incident Ransomware 11-100 Mining & Manufacturing Contact information,
Identity information,
Financial details,
Tax file number
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Health service providers Identity information,
credentials) Contactinformation
Human error Pl sent to wrong recipient (email) 1 Business/Professional Other sensitive information,
Associations Contact information
Human error Pl sent to wrong recipient (email) 1 - Business/Professional _ Contactinformation _
Associations
Malicious or criminal attack Cyber incident Compromised or stolen 5,001-10,000 Personal services (incl Financial details
credentials (method employment, child care, vets)
unknown)
Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Identity information,
Health information
Malicious or criminal attack  Social engineering / impersonation 2-10 - Utilities _ Identity information, _
Contact information
Malicious or criminal attack Social engineering /impersonation 1 -Flr\ar\ce (incl. superannuation) _Comactmiormauon _
Malicious or criminal attack Cyberincident Compromised or stolen 50,001-100,000 Finance (incl. superannuation) Contact information,
credentials (method Identity information,
unknown) Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 210 Mining & Manufacturing Identity information,
credentials) Contactinformation
Malicious or criminal attack Cyber incident Hacking 101-1,000 -Educamon _Contactinforma(ior\, _
Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 -Flr\ar\ce (incl. superannuation) _Comactmiormatlon _
credentials)



FOIREQ23/00054 081

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email

Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Retail
device

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Contact information,

Financial details,

Identity information

Identity information,

Financial details,

Contact information

ction taken to prevent

Malicious or criminal attack Cyber incident Hacking 11-100 Transport

Malicious or criminal attack Rogue employee / insider threat 101-1,000 Personal services (incl

employment, child care, vets)

Contact information,
Financial details,

Identity information,

Other sensitive information,
Health information

Contact information,
Identity information,
Financial details

Identity information

Malicious or criminal attack Social engineering /impersonation 1 Finance (incl. superannuation)

Malicious or criminal attack Social engineering /impersonation 1 Finance (incl. superannuation)

Malicious or criminal attack Rogue employee / insider threat 2-10 Education Identity information,
Contact information,
Other sensitive information
Contact information,
Identity information,
Financial details
Financial details,
Contact information
Contact information,
Identity information
Contact information,
Identity information
Identity information,
Contact information,
Tax file number
Health information,
Contact information,
Identity information
Contact information,
Identity information,
Health information
Health information,
Contact information,
Identity information
Contact information

Malicious or criminal attack Social engineering /impersonation 1 Finance (incl. superannuation)

Malicious or criminal attack Social engineering /impersonation 2-10 Finance (incl. superannuation)

Malicious or criminal attack Cyber incident Ransomware Unknown Transport

Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation)
icious or criminal attack Cyber incident Compromised or stolen 2-10
credentials (method

unknown)

Human error Pl sent to wrong recipient (email) 1

Legal, accounting &
management services

Health service providers

Malicious or criminal attack Rogue employee / insider threat 101-1,000 Health service providers

Human error Pl sent to wrong recipient (email) 1 Health service providers

Malicious or criminal attack Cyberincident Compromised or stolen 11-100
credentials (method

unknown)

Malicious or criminal attack Cyberincident Compromised or stolen 2-10
credentials (method

unknown)

icious or criminal attack Cyber incident Phishing (compromised 101-1,000
credentials)

Agriculture, Forestry, Fisheries

Travel & Hospitality industry Contact information,

Financial details
Health service providers Health information,
Tax file number,
Contact information,
Financial details,
Identity information
Malicious or criminal attack Rogue employee / insider threat 5,001-10,000 Health service providers Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 11-100
credentials)

Finance (incl. superannuation) Contact information,
Identity information,
Financial details,

Taxfile number

Identity information,
Contact information
Contact information,
Identity information,
Financial details,

Taxfile number,

Health information
Identity information,
Contact information,

Other sensitive information

Human error Pl sent to wrong recipient (other) 1 Education

icious or criminal attack Cyberincident Phishing (compromised 1,001-5,000
credentials)

Interest groups/theatre/sports

Human error Pl sent to wrong recipient (mail) 2-10 Finance (incl. superannuation)

Human error Pl sent to wrong recipient (email) 2-10 Education Contact information,
Health information
Identity information,

Contact information

Malicious or criminal attack Cyber incident Other Unknown Online services

Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000
device

Legal, accounting & Identity information,
management services Financial details,
Contact information,
Tax file number
ealth service providers I o tact information
Legal, accounting & Contact information,
management services Tax file number
Retail Contact information,
Financial details

Human error Pl sent to wrong recipient (email) 101-1,000
Malicious or criminal attack Cyber incident Malware 2-10

Malicious or criminal attack Cyber incident Malware 1,001-5,000

Human error Pl sent to wrong recipient (email) 210 Finance (incl. superannuation)

Financial details,
Contact information

Descl n of a N



FOIREQ23/00054 082

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyberincident Brute-force attack 2-10 Marketing and market research Contact information
(compromised credentials)
Human error Loss of paperwork / data storage 1 Australian Government Contact information,
device Identity information,
Health information,
Other sensitive information
Human error Pl sent to wrong recipient (mail) 1 - Finance (incl. superannuation) _ Contact information, _
Financial details
Human error Failure to use BCC when sending 2-10 Health service providers Contact information
email
Human error Unauthorised disclosure 1 Health service providers Contact information,
(unintended release or publication) Identity information
Malicious or criminal attack Rogue employee / insider threat 11-100 Finance (incl. superannuation) Identity information,
Financial details,
Contact information,
Tax file number
Human error Failure to use BCC when sending 210 -Educatmn _Contactir\forma(ior\ _
email
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Retail Contact information,
credentials) Financial details
Malicious or criminal attack Cyber incident Ransomware 11-100 Property/construction/Architect Identity information,
s/surveyors Contact information,
Tax file number
Malicious or criminal attack Cyber incident Compromised o stolen 11-100 Legal, accounting & Tax file number,
credentials (method management services Contact information,
unknown) Identity information,
Financial details
System fault Unintended access 101-1,000 - Finance (incl. superannuation) _ Financial details, _
Contact information
Malicious or criminal attack  Social engineering / impersonation 1 Insurance Contact information,
Identity information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Finance (incl. superannuation) Identity information,
Financial details,
Contact information,
Tax file number
Malicious or criminal attack  Social engineering / impersonation 2-10 Health service providers Identity information,
Health information
Human error Loss of paperwork / data storage 1 Health service providers Contact information,
device Identity information,
Health information
Human error Pl sent to wrong recipient (email) 1 Health service providers Health information,
Contact information,
Identity information
icious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 Legal, accounting & Contact information
credentials) management services
Human error Loss of paperwork / data storage 2-10 Legal, accounting & Tax file number,
device management services Financial details,
Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 1 Property/construction/Architect Contact information
credentials (method s/surveyors
unknown)
Human error Failure to use BCC when sending 101-1,000 Health service providers Contact information
email
Human error Unauthorised disclosure 1 Telecommunications Contact information
(unintended release or publication)
Malicious or criminal attack Cyberincident Hacking 1,001-5,000 -Finance (incl. superannuation) _Cantactinformation _
System fault Unintended release or publication 50,001-100,000 ransport | i information 1
Human error Failure to use BCC when sending 101-1,000 -Educanon _Comactir\iormation _
email
Malicious or criminal attack Cyber incident Phishing (compromised 2-10 Legal, accounting & Contact information,
credentials) management services Tax file number
Malicious or criminal attack Cyberincident Malware 100,001-250,000 -Medla _cOntactmimmauon, _
Financial details
Human error Pl sent to wrong recipient (email) 2-10 -Finance(mcL superannuation) _Tax file number, _
Financial details
System fault Unintended access 101-1,000 I - -communications | o2t information I
Human error Unauthorised disclosure 11-100 Retail Contact information,
(unintended release or publication) Identity information
Human error Pl sent to wrong recipient (other) 1 -Legal, accounting & _Finanmaldstans, _
management services Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Agriculture, Forestry, Fisheries Contact information,
credentials (method Identity information,
unknown) Tax file number
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Property/construction/Architect Financial details,
s/surveyors Identity information,
Contact information,
Tax file number
Malicious or criminal attack Cyber incident Hacking 1,001-5,000 Education Financial details,
Identity information,
Contact information
Human error Unauthorised disclosure 1 Health service providers Health information
(unintended release or publication)
Malicious or criminal attack Cyberincident Ransomware 101-1,000 Retail Tax file number,
Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Health service providers Contact information,
credentials (method Health information
unknown)
Human error Pl sent to wrong recipient (email) 1 Health service providers Health information,
Contact information
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Legal, accounting & Contact information,
credentials (method management services Identity information,
unknown) Financial details,
Tax file number
Human error Unauthorised disclosure (failure to 1 Charities Contact information,
redact) Health information
| Human error Pl sent to wrong recipient (email) 1 I st ian Government | o2t information 1
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Health service providers Contact information,
Identity information,
Health information
Malicious or criminal attack  Social engineering / impersonation 1,001-5,000 Social Media Contact information,
Identity information
Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Information Technology Contact information
credentials (method
unknown)
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Health service providers Contact information,
credentials) Identity information,
Health information
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Business/Professional Contact information
credentials) Associations
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Contact information,
management services Identity information
‘ Human error Pl sent to wrong recipient (email) 2-10 - Health service providers _ Health information, _
Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Property/construction/Architect Contact information
credentials) s/surveyors
Human error Pl sent to wrong recipient (email) 1 Education Financial details,
Contact information,
Tax file number
Human error Pl sent to wrong recipient (mail) 1 Health service providers Contact information,
Identity information,
Health information
‘ Human error Pl sent to wrong recipient (other) 1 - Health service providers _ Health information, _
Contact information
| Human error Pl sent to wrong recipient (email) 1 I . ction I o tact information I
Human error Pl sent to wrong recipient (email) 11-100 Education Financial details,
Contact information
Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Identity information,
Health information
Human error Pl sent to wrong recipient (mail) 1 Health service providers Contact information,
Identity information,
Health information,
Other sensitive information
Human error Loss of paperwork / data storage 1 Health service providers Health information,
device Other sensitive information,
Identity information,
Contact information
licious or criminal attack Cyberincident Hacking 101-1,000 Interest groups/theatre/sports Contact information,
Identity information,
Financial details,
Tax file number,
Health information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Health service providers Contact information,
device Identity information,
Health information
Human error Pl sent to wrong recipient (email) 11-100 - Health service providers _ Other sensitive information, _
Contact information



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Source of Breach Level 2

Cyberincident

Cyberincident

Cyberincident

Theft of paperwork or data storage

device

Cyberincident

Cyberincident

Cyberincident

Insecure disposal

Cyberincident

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Theft of paperwork or data storage
device

Cyberincident

Insecure disposal

Unauthorised disclosure (failure to
redact)

Unauthorised disclosure (failure to
redact)

Pl sent to wrong recipient (email)
Rogue employee / insider threat

Cyberincident

Pl sent to wrong recipient (email)
Social engineering / impersonation
Cyberincident

Cyberincident

Cyberincident

Cyberincident

Failure to use BCC when sending
email
Cyberincident

Cyberincident

Rogue employee / insider threat

Source of Breach Level 3
Malware

Other

Other

Phishing (compromised
credentials)

Hacking

Brute-force attack
(compromised credentials)

Hacking

Hacking

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Hacking

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Malware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

FOIREQ23/00054 084

Global Number of People Affected
11-100

250,001-500,000

2-10

11-100

11-100

10,001-25,000

11-100

1,001-5,000

101-1,000

101-1,000

1
101-1,000

11-100

25,001-50,000

1,001-5,000

11-100

101-1,000

101-1,000

101-1,000

11-100

Received Date Respondent Sector

Finance (incl. superannuation)

CRBs

Online services

Legal, accounting &
management services

Property/construction/Architect
s/surveyors

Finance (incl. superannuation)

SA Government

Retail

Personal services (incl
employment, child care, vets)

Education

Property/construction/Architect
s/surveyors
Education

Retail

Health service providers

Australian Government
Australian Government
Education

Personal services (incl
employment, child care, vets)

Finance (incl. superannuation)

Health service providers
Finance (incl. superannuation)
Property/construction/Architect

s/surveyors
Health service providers

Education

Health service providers

Health service providers

Real estate agents

Health service providers

Health service providers

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Contact information,
Identity information,
Financial details,
Taxfile number,
Health information

Financial details,

Identity information,
Contact information
Contact information

Contact information,
Identity information,
Financial details,
Taxfile number
Contact information

Financial details,
Contact information
Contact information,
Tax file number

Contact information,
Identity information
Taxfile number,
Health information,
Contact information,
Financial details,
Identity information
Identity information,
Contact information,
Other sensitive information
Contact information

Contact information,
Identity information,
Financial details,

Health information
Health information,
Contact information

Health information,
Contact information,
Identity information

Other sensitive information

Contact information,
Financial details

]
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3
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S
S

Financial details,
Identity information,
Contact information
Financial details,
Identity information,
Contact information
Contact information,
Health information
Contact information,
Financial details
Contact information

Contact information,
Identity information,
Financial details

Identity information,
Contact information,
Health information,

Other sensitive information
Health information,
Contact information
Contactinformation

Contact information,
Financial details

Identity information,
Health information

Identity information,
Contact information

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

ction taken to prevent



Case Number___Description of eligible data breach  Source of Breach

System fault

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

Source of Breach Level 2 Source of Breach Level 3

Unintended release or publication

Cyberincident Malware

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Malware
Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation
Cyberincident Compromised o stolen
credentials (method
unknown)

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Unauthorised disclosure (failure to
redact)
Social engineering / impersonation

Cyberincident Compromised or stolen

credentials (method

unknown)
Theft of paperwork or data storage

device

Cyberincident Ransomware
Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (other)

Theft of paperwork or data storage
device

Failure to use BCC when sending
email

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Global Number of People Affected

101-1,000

101-1,000

11-100

101-1,000

25,001-50,000

10,000,001 or more

11-100

11-100

101-1,000

1,001-5,000

2-10

11-100

1,001-5,000

101-1,000

2-10

101-1,000

FOIREQ23/00054 085

Received Date Respondent Sector

Education

Health service providers

Insurance

Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)
Health service providers

Finance (incl. superannuation)

Online services

Telecommunications
Legal, accounting &
management services
Australian Government
Insurance

Legal, accounting &
management services

Finance (incl. superannuation)

Mining & Manufacturing

Legal, accounting &
management services
Health service providers

Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)

Health service providers
Property/construction/Architect
s/surveyors

Australian Government

Legal, accounting &
management services

Insurance

Telecommunications

Finance (incl. superannuation)

Finance (incl. superannuation)

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Contact information,
Identity information,
Health information
Contact information,
Identity information,
Financial details,
Taxfile number,
Health information
Health information,
Identity information,
Contact information
Financial details,
Contact information

Contact information

Contact information,
Financial details,
Identity information,
Health information,

Tax file number
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Contact information

Identity information,
Contact information
Health information,
Other sensitive information
Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information,
Taxfile number
Taxfile number,
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Taxfile number
Contact information,
Identity information
Financial details,
Contact information

Contact information,
Financial details,

Identity information,

Tax file number

Identity information,
Financial details,

Contact information
Contact information,
Other sensitive information

Contact information,
Financial details,

Identity information
Contact information,
Other sensitive information
Contact information

Health information,
Contact information
Contact information,
Financial details,
Identity information
Identity information,
Financial details,
Contact information
Contact information,
Financial details,

Identity information

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

Description of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Human error

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
System fault

Human error
Human error

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Human error

Human error

Source of Breach Level 2
Pl sent to wrong recipient (email)

Unauthorised disclosure (failure to

redact)
Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Cyberincident
Unintended release or publication
Pl sent to wrong recipient (mail)

Unauthorised disclosure (failure to

redact)
Cyberincident

Theft of paperwork or data storage
device
Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure
(unintended release or publication)

Cyberincident

Loss of paperwork / data storage
device

Unauthorised disclosure
(unintended release or publication)

Failure to use BCC when sending
email

Source of Breach Level 3

Compromised or stolen
credentials (method
unknown)

Other

Ransomware

Hacking

Hacking

Malware
Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method

unknown)

Brute-force attack
(compromised credentials)

Ransomware

Hacking

Phishing (compromised
credentials)

Other

Phishing (compromised
credentials)

FOIREQ23/00054 086

Global Number of People Affected Received Date Respondent Sector

1 Health service providers
1 Health service providers
11-100 Health service providers
1 Business/Professional

Associations

1,000,001-10,000,000 Retail

101-1,000 Real estate agents

11-100 Finance (incl. superannuation)

101-1,000 Transport

Unknown Online services

101-1,000 Personal services (incl
mployment, child care, vets)

1 Insurance

1 Australian Government

101-1,000 Information Technology

11-100 Finance (incl. superannuation)

11-100 Finance (incl. superannuation)

101-1,000 Insurance

2-10 Marketing and market research

101-1,000 Interest groups/theatre/sports

1,001-5,000 Health service providers

1,001-5,000 Travel & Hospitality industry

11-100 Online services

101-1,000 Health service providers

1,001-5,000 Health service providers

11-100 Finance (incl. superannuation)
11-100 Health service providers

2-10 Health service providers

2-10 Business/Professional

Associations
Utilities

Australian Government

Contact Phone BH Email Types of Personal Information Involved
Contact information,
Health information

Identity information

Fl
2
8

3
3
S
a
&
2

Contact information,
Identity information,
Financial details,
Health information
Contact information,
Identity information,
Financial details
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Contact information,
Financial details
Financial details,
Contact information,
Tax file number
Contact information

Identity information

Contact information
Contact information

Financial details,
Contact information,
Tax file number
Contact information,
Identity information
Identity information,
Financial details,
Contact information
Identity information,
Contact information

Contact information,
Identity information,
Financial details

Contact information,
Financial details,

Identity information,

Tax file number

Contact information,
Other sensitive information

Contact information,
Identity information,
Financial details,

Other sensitive information,
Health information
Contactinformation

Contact information,
Financial details,
Identity information,
Health information
Health information,
Taxfile number,
Identity information,
Financial details,
Contact information
Contact information,
Financial details

Identity information,
Contact information,
Health information
Contact information,
Financial details

Contact information,
Health information
Contact information,
Financial details

Other sensitive information,
Contact information

ction taken to prevent

]
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a
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector

Malicious or criminal attack Cyberincident Hacking 11-100 Health service providers

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Financial details,

Identity information,

Contact information,

Health information

Tax file number,

Contact information,

Identity information,

Financial details

Contact information

ction taken to prevent

Malicious or criminal attack Cyber incident Ransomware 5,001-10,000 Information Technology

Malicious or criminal attack Cyber incident Compromised or stolen 1,001-5,000 Mining & Manufacturing

credentials (method
unknown)
Human error Unauthorised disclosure (failure to 2-10 Charities Contact information
redact)
Malicious or criminal attack Rogue employee / insider threat 11-100 Health service providers Contact information,
Identity information
Malicious or criminal attack Cyberincident Ransomware 25,001-50,000 Health service providers Contact information,
Health information
Human error Unauthorised disclosure 101-1,000 Personal services (incl Health information,
(unintended release or publication) employment, child care, vets) Other sensitive information,
Contact information,
Identity information
Malicious or criminal attack Rogue employee / insider threat 2-10 Health service providers Contact information,
Health information
Malicious or criminal attack Rogue employee / insider threat 101-1,000 Education Other sensitive information,
Contact information,
Identity information
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Finance (incl. superannuation) Identity information,
credentials (method Financial details,
unknown) Contact information,
Tax file number
System fault Unintended release or publication 11-100 Finance (incl. superannuation) Contact information,
Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Insurance Taxfile number,

credentials) Health information,
Contact information,
Financial details,
Identity information
Malicious or criminal attack Cyberincident Phishing (compromised 11-100

credentials)

Health service providers Contact information,

Health information
Malicious or criminal attack Cyberincident Hacking 11-100 Finance (incl. superannuation) Identity information,
Financial details,
Contact information,
Taxfile number
Contact information

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Telecommunications

Descl n of a en

credentials (method
unknown)
Human error Failure to use BCC when sending 11-100 Australian Government Contact information
email
Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 CRBs Identity information,
credentials (method Financial details,
unknown) Contact information
Malicious or criminal attack Cyberincident Hacking 11-100 Personal services (incl Contact information,
employment, child care, vets) Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Mining & Manufacturing Contact information,
credentials) Identity information,
Tax file number,
Health information
Human error Pl sent to wrong recipient (mail) 1 Health service providers Health information,
Contact information
Human error Loss of paperwork / data storage 11-100 Health service providers Contact information,
device Identity information,
Health information
Human error Failure to use BCC when sending 1,001-5,000 Health service providers Contact information
email
System fault Unintended access 11-100 ealth service providers Health information
Malicious or criminal attack Cyberincident Hacking 101-1,000 Retail ontact information,
Financial details
Human error Unauthorised disclosure (failure to 1 Australian Government Contact information
redact)
Malicious or criminal attack Cyberincident Ransomware 101-1,000 Finance (incl. superannuation) Contact information,
Identity information
Human error Loss of paperwork / data storage 101-1,000 Health service providers Identity information,
device Contact information,
Health information
Malicious or criminal attack Social engineering / impersonation 1 CRBs Identity information,
Financial details,
Contact information
Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation) Contact information,
Financial details
Human error Pl sent to wrong recipient (email) 1 Education I, o - information




Case Number___Description of eligible data breach  Source of Breach

Human error

|
‘ Malicious or criminal attack
‘ Human error
‘ Malicious or criminal attack
Human error
Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Human error
System fault

Human error

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack
Human error

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2 Source of Breach Level 3
Unauthorised disclosure
(unintended release or publication)

Cyberincident Hacking

Pl sent to wrong recipient (email)

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (fax)

Pl sent to wrong recipient (email)

Cyberincident Ransomware

Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)

Theft of paperwork or data storage
device
Cyberincident

Ransomware
Unintended access

Pl sent to wrong recipient (email)
Unintended access

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Social engineering / impersonation
Social engineering / impersonation

Theft of paperwork or data storage
device

Failure to use BCC when sending
email
Rogue employee / insider threat

Pl sent to wrong recipient (other)
Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware

Compromised or stolen
credentials (method
unknown)

Cyberincident

Cyberincident Ransomware

Pl sent to wrong recipient (other)

FOIREQ23/00054 088

Global Number of People Affected Received Date Respondent Sector

1 Finance (incl. superannuation)
11-100 Agriculture, Forestry, Fisheries
1 Health service providers
11-100 Telecommunications

11-100 Business/Professional

Associations
1 Health service providers
1 Health service providers

5,001-10,000 Legal, accounting &

management services

101-1,000 Real estate agents
11-100 Health service providers
11-100 Health service providers

25,001-50,000 Health service providers

11-100 Property/construction/Architect
/surveyors

1 Australian Government

1,001-5,000 Insurance

1 Charities

1 Health service providers

1 Utilities

11-100 Mining & Manufacturing

101-1,000 Finance (incl. superannuation)

101-1,000 Health service providers

1 Health service providers

1 Finance (incl. superannuation)

11-100 Education

5,001-10,000 Health service providers

2-10 Health service providers
101-1,000 Information Technology
2-10 Legal, accounting &

management services

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Contact information,
Identity information,
Financial details
Financial details,
Contact information,
Taxfile number
Identity information,
Contact information,
Health information
Contact information,
Financial details

Contact information,
Health information
Identity information,
Contact information,
Health information
Health information,
Contact information,
Identity information
Tax File Numbers,
Contact information,
Financial details,
Identity information
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Health information,
Other sensitive information,
Tax File Numbers
Contact information,
Health information
Health information,
Contact information,
Identity information,
Financial details
Financial details,
Contact information
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Contact information,
Financial details,
Identity information,
Health information
Health information,
Other sensitive information,
Identity information,
Financial details,
Contact information
Contact information,
Identity information,
Health information
Identity information,
Contact information
Identity information

Identity information,
Financial details,
Contact information,
Taxfile number
Contact information

Health information

Contact information
Other sensitive information

Other sensitive information,
Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Tax file number

Tax file number,
Contact information,
Identity information
Contact information,
Tax file number

Types of Personal Information Involved

ction taken to prev




Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

System fault

Human error

Malicious or criminal attack
Malicious or criminal attack
Human error

Human error

Human error
Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Human error
Human error
licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Rogue employee / insider threat

Source of Breach Level 3

Unintended release or publication

Pl sent to wrong recipient (email)

Social engineering / impersonation

Cyberincident Hacking
Pl sent to wrong recipient (email)
Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (mail)
Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure (verbal)

Cyberincident Ransomware

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Hacking

Cyberincident Phishing (compromised

credentials)

Cyberincident Malware

Failure to use BCC when sending
email

Unauthorised disclosure (verbal)
Cyberincident Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Cyberincident

Social engineering / impersonation

Pl sent to wrong recipient (mail)

Unauthorised disclosure (failure to
redact)
Pl sent to wrong recipient (email)

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Failure to use BCC when sending
email

Cyberincident Phishing (compromised

credentials)
Unauthorised disclosure

(unintended release or publication)

Cyberincident Hacking

Global Number of People Affected

1

10,001-25,000

101-1,000

1,001-5,000

11-100

101-1,000
1

11-100

101-1,000

25,001-50,000

11-100

1,001-5,000

5,001-10,000

1,001-5,000

2-10

25,001-50,000

101-1,000

11-100

25,001-50,000

FOIREQ23/00054 089

Received Date Respondent Sector

Finance (incl. superannuation)

Health service providers

Personal services (incl
employment, child care, vets)

Retail

Education

Education
Education

I st ian Government

Education

>
z
S
5
H]
o
)
e
3
3
3
3
ES

Retail

Retail

Finance (incl. superannuation)

Travel & Hospitality industry

Health service providers

Interest groups/theatre/sports

Health service providers
Health service providers

Education

Insurance

Australian Government

Retail

Personal services (incl
employment, child care, vets)

s/surveyors

Education

Interest groups/theatre/sports

Real estate agents

Australian Government

Information Technology

Property/construction/Architect

Respondent Contact Phone BH Email

Types of Personal Information Involved

Contact information,
Financial details

Other sensitive information,
Health information,
Contact information,
Identity information
Financial details,

Contact information,

Tax file number

Contact information

Contact information

Other sensitive information
Identity information

Contactinformation
Identity information,
Contact information

Contact information
Financial details,
Identity information,
Contact information,
Tax file number
Contact information

Contact information,
Identity information,
Financial details,
Taxfile number,
Health information
Contact information,
Identity information,
Financial details,
Tax file number
Taxfile number,
Health information,
Financial details,
Identity information,
Contact information
Contact information

Contact information
Contact information,
Identity information

Contact information

Identity information,
Contactinformation
Contact information,
Identity information,
Financial details,

Other sensitive information,
Health information
Contactinformation

Contact information,

Other sensitive information
Health information,
Contact information,
Identity information
Contact information,
Identity information,
Financial details

Contact information

Contact information,
Financial details

Identity information,
Contact information,
Health information,

Other sensitive information
Tax file number,

Contact information,
Identity information,
Financial details

ction taken to prevent

]
8
2
a
3
-5
™
3



Case Number

Source of Breach Level 2
Pl sent to wrong recipient (mail)

Description of eligible data breach  Source of Breach Source of Breach Level 3

Human error
Malicious or criminal attack Rogue employee / insider threat

Human error Pl sent to wrong recipient (other)

Malicious or criminal attack Social engineering /impersonation

Malicious or criminal attack Cyber incident Ransomware
Human error Unauthorised disclosure
(unintended release or publication)
Human error Pl sent to wrong recipient (email)
Human error Pl sent to wrong recipient (email)
Human error Pl sent to wrong recipient (mail)
Human error Pl sent to wrong recipient (other)
Human error Pl sent to wrong recipient (email)
Human error Unauthorised disclosure (verbal)
Malicious or criminal attack Cyber incident Hacking

System fault
Human error

Unintended release or publication
Loss of paperwork / data storage
device

Unauthorised disclosure
(unintended release or publication)

Human error

Human error
System fault

Pl sent to wrong recipient (email)
Unintended release or publication

Malicious or criminal attack Rogue employee / insider threat

Brute-force attack
(compromised credentials)

Malicious or criminal attack Cyber incident

Malicious or criminal attack Cyberincident Phishing (compromised

credentials)

System fault Unintended release or publication

Human error Pl sent to wrong recipient (email)

Human error Pl sent to wrong recipient (email)
Malicious or criminal attack Cyberincident Hacking
Malicious or criminal attack Cyberincident Compromised or stolen
credentials (method
unknown)

Human error Pl sent to wrong recipient (email)

Malicious or criminal attack Cyberincident Ransomware

Malicious or criminal attack ~Social engineering / impersonation
Human error Unauthorised disclosure (failure to
redact)
Malicious or criminal attack Cyber incident Phishing (compromised
credentials)

Human error Failure to use BCC when sending
email

Malicious or criminal attack Cyber incident Ransomware

Malicious or criminal attack Cyberincident Compromised or stolen
credentials (method

unknown)

FOIREQ23/00054 090

Global Number of People Affected
1

11-100

11-100

1
1
101-1,000

11-100

11-100

25,001-50,000

11-100

11-100

11-100

1
2-10

5,001-10,000

101-1,000

250,001-500,000

101-1,000

11-100

Contact Phone BH Email Types of Personal Information Involved
Contact information,
Health information
Contact information,
Health information
Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information
Health information,
Identity information,
Contact information
Contact information

Respondent Sector
Health service providers

Respondent

Health service providers

Health service providers

Property/construction/Architect
s/surveyors

Transport

Health service providers Contact information,
Health information
Other sensitive information,

Contact information

Education

Health service providers Contact information,
Health information
Contact information,
Other sensitive information
1 2 letals
| o2 information
Contact information,
Financial details,
Identity information
[ 2cia! details
Identity information,
Contact information,
Health information

Legal, accounting &
management services
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Finance (incl. superannuation)

I i ce (incl. superannuation)

Health service providers

Finance (incl. superannuation) Financial details

T
)
S
=
8
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3
5
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<
a
5

| o tact information
Contact information,
Financial details
Health information,
Contact information,
Identity information
Financial details,
Contact information

Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)

Online services

VIC Government Contact information,
Financial details,

Tax file number
Financial details,
Contact information
Contact information,
Financial details,

Tax file number

Australian Government

Legal, accounting &
management services

=]
s
z
8
3
B
5
ES
3
3
2
5
S

Health service providers
Education Identity information,
Contact information
Contact information,
Financial details,
Identity information,
Taxfile number
Health information,
Identity information,
Contact information
Financial details,
Contact information,
Tax file number

Property/construction/Architect
s/surveyors

Health service providers

Legal, accounting &
management services

Contact information,
Identity information
Financial details,

Contact information

Insurance

Interest groups/theatre/sports

Retail Contact information

Online services Contact information
Tax file number,
Identity information,
Financial details,

Mining & Manufacturing

Contact information
Contact information,
Identity information,
Tax file number

Clubs/Pubs

Description of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Human error

System fault
Malicious or criminal attack

Human error

Human error
Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

System fault
Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

licious or criminal attack
Malicious or criminal attack

Human error

licious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Cyberincident

Loss of paperwork / data storage
device
Theft of paperwork or data storage
device

Rogue employee / insider threat

Cyberincident Ransomware

Failure to use BCC when sending
email
Pl sent to wrong recipient (mail

Unauthorised disclosure
(unintended release or publication)

Unintended access
Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Cyberincident Ransomware

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Unintended release or publication
Rogue employee / insider threat

Social engineering / impersonation

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure
(unintended release or publication)

Rogue employee / insider threat

FOIREQ23/00054 091

Global Number of People Affected Received Date Respondent Sector

1,000,001-10,000,000 - Information Technology
1,001-5,000 -ang&Manulacturng
2-10 - Health service providers
101-1,000 - Finance (incl. superannuation)
e -T’a"SPO“

B - -

11-100 - Health service providers

1 - Health service providers
2-10 -Ausuauan Government
2-10 I - <! & Hospitality industry
101-1,000 Education

2-10 - Health service providers

1 I - scrvice providers
2-10 Australian Government

11-100 Health service providers

Personal services (incl
employment, child care, vets)

101-1,000

11-100 Information Technology

Recruitment Agencies

1 Personal services (incl
mployment, child care, vets)

1 Education

2-10 Health service providers

Insurance

Health service providers

11-100 Clubs/Pubs

11-100 Insurance

101-1,000

Insurance

101-1,000 Insurance

Finance (incl. superannuation)

Contact Phone BH Email Types of Personal Information Involved

Contactinformation

Respondent

Contact information,
Financial details,
Identity information,
Health information,
TaxFile Numbers
Health information,
Contact information
Contact information,
Identity information,
Financial details,
Health information,
Taxfile number
Contact information

Contact information,
Financial details,
Identity information,
Health information
Contact information

Financial details,
Contact information
Health information

o
5
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8
ES
g
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S

Contact information,
Financial details,
Identity information,
Tax file number
Contact information,
Health information
[ o tact information
Contact information,
Identity information,
Other sensitive information,
Health information

Contact information

Contact information

Contact information

Contact information,
Identity information,
Financial details

Contact information

[ o tact information
Contact information,
Identity information,
Health information,

Other sensitive information
Identity information,
Contact information
| . information
Contact information,
Finandial details

Financial details,
Identity information,
Contact information,
Health information,
Other sensitive information
Tax file number,
Health information,
Contact information,
Identity information,
Financial details
Identity information,
Contact information

Contact information,
Identity information,
Financial details,
Health information,

Tax file number

ction taken to prevent

Descl n of a reven



Case Number___Description of eligible data breach  Source of Breach
Human error
Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Malicious or criminal attack

icious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2

Pl sent to wrong recipient (mail)
Unauthorised disclosure (verbal)
Cyberincident

Source of Breach Level 3

Malware

Unauthorised disclosure (verbal)
Rogue employee / insider threat

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)
Cyberincident Hacking
Pl sent to wrong recipient (mail)
Cyberincident Compromised or stolen
credentials (method

unknown)
Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (other)
Cyberincident Hacking

Brute-force attack
(compromised credentials)

Cyberincident

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Cyberincident Other
Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure
(unintended release or publication)

Failure to use BCC when sending
email

Loss of paperwork / data storage
device

Cyberincident Other

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device
Cyberincident Malware

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Cyberincident Malware

Cyberincident Compromised or stolen
credentials (method
unknown)

Global Number of People Affected

1

11-100

11-100

1,001-5,000

10,001-25,000

2-10

11-100

11-100

1,001-5,000

11-100

Unknown

101-1,000

11-100

101-1,000

101-1,000

101-1,000

FOIREQ23/00054 092

Received Date

Respondent Sector
Retail
Telecommunications

Travel & Hospitality industry

Finance (incl. superannuation)

Health service providers

Property/construction/Architect
s/surveyors

Finance (incl. superannuation)

Retail

Australian Government
Travel & Hospitality industry

Health service providers

Legal, accounting &
anagement services
Transport

Telecommunications

Charities

Finance (incl. superannuation)

Retail
Finance (incl. superannuation)

Legal, accounting &
management services

Finance (incl. superannuation)

Health service providers
Personal services (incl
employment, child care, vets)
Insurance

Insurance

Health service providers

Health service providers

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)
Retail

Health service providers

Respondent Contact Phone BH Email

Types of Personal Information Involved

Contact information
Contact information
Contact information,
Identity information

I i ce (incl. superannuation) | o2 information

Contact information,
Identity information,
Financial details,
Tax file number
Health information,
Contact information
Contact information,
Financial details,
Identity information,
Tax file number
Identity information,
Financial details,
Contact information
Contact information,
Financial details

Financial details,
Contact information
Financial details
Contact information

Contact information,
Health information

Tax file number,
Contact information
Financial details

Financial details,
Contact information

Contact information,
Other sensitive information

Contact information,
Financial details,
Identity information
Financial details,
Contact information
Financial details,
Contact information
Contact information,
Financial details

Financial details

Contact information

Contact information,
Financial details,

Identity information,

Other sensitive information
Contact information

Identity information

Contact information,
Health information

Health information,

Contact information,
Identity information
Identity information,
Contact information
Contact information

Contact information,
Financial details
Financial details,
Contact information
Financial details,
Identity information,
Tax File Numbers

ion taken to prevent

Descl n of acti en



Case Number___Description of eligible data breach  Source of Breach

System fault

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Unintended access

Source of Breach Level 3

Cyberincident Phishing (compromised

credentials)

Failure to use BCC when sending
email

Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Cyberincident Compromised or stolen
credentials (method

unknown)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (mail)
Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Cyberincident Phishing (compromised

credentials)
Unauthorised disclosure
(unintended release or publication)

Loss of paperwork / data storage
device

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage

device

Rogue employee / insider threat

Social engineering / impersonation

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Phishing (compromised
credentials)

FOIREQ23/00054 093

Global Number of People Affected Received Date Respondent Sector
101-1,000 Finance (incl. superannuation)
11-100 Health service providers
101-1,000 Health service providers
11-100 Health service providers

1,001-5,000

5,001-10,000

11-100

11-100

101-1,000

1,001-5,000

Unknown

1,001-5,000

11-100

1,001-5,000

11-100

11-100

101-1,000
1,001-5,000

11-100

101-1,000

101-1,000

Legal, accounting &
management services

Health service providers

Personal services (incl

employment, child care, vets)

Legal, accounting &
management services

Health service providers

Interest groups/theatre/sports

Real estate agents

Finance (incl. superannuation)

Transport

Legal, accounting &
management services

Legal, accounting &
management services

Transport

Business/Professional

Associations.

Health service providers

Health service providers

Education
Interest groups/theatre/sports

Legal, accounting &
management services

Finance (incl. superannuation)
CRBs

Business/Professional

Associations.
Telecommunications

Contact Phone BH Email

Fl
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3
S
a
&
2

Financial details,
Contact information
Contact information,
Identity information,
Health information,
Tax file number
Health information,
Contact information
Contact information,
Identity information,
Health information
Tax file number,
Identity information,
Financial details,
Contact information
Contact information,
Identity information,
Health information
Contact information

Contact information,
Financial details,
Tax file number
Contact information,
Identity information,
Health information
Health information,
Tax File Numbers,
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Financial details,
Contact information
Financial details,
Contact information

Contact information,
Financial details,
Identity information,
Tax File Numbers
Tax File Numbers,
Identity information,
Financial details,
Contact information
Other sensitive information,
Financial details,
Identity information,
Contact information
Contact information

Health information,

Other sensitive information,
Contact information
Contact information,
Identity information,
Health information

Contact information
Contact information

Contact information,
Identity information,
Tax File Numbers

Contact information

Contact information,
Identity information,
Financial details

Contact information

Contact information,
Financial details,
Identity information,
Tax File Numbers
Financial details,

Contact information

Types of Personal Information Involved

of action taken to prevent

Descl n of N



FOIREQ23/00054 094

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Rogue employee / insider threat 1 -Heanh service providers _Ccntactir\forma(ior\, _
Health information
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Health service providers Health information,
credentials) Contact information,
Identity information
Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation) Identity information,
Contact information,
Health information
Malicious or criminal attack Cyberincident Compromised or stolen 1 Insurance Contact information,
credentials (method Identity information
unknown)
Malicious or criminal attack Cyberincident Ransomware 50,001-100,000 - Health service providers _ Contact information, _
Health information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Legal, accounting & Tax File Numbers,
management services Contact information,
Identity information,
Financial details
Human error Unauthorised disclosure 1 Insurance Contact information
(unintended release or publication)
Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 Legal, accounting & Financial details,
device management services Contact information,
Tax File Numbers
Malicious or criminal attack Cyber incident Ransomware 10,001-25,000 Mining & Manufacturing Tax File Numbers,
Contact information,
Identity information
Malicious or criminal attack  Social engineering / impersonation 2-10 Legal, accounting & Contact information,
management services Tax File Numbers
icious or criminal attack Cyber incident Phishing (compromised 101-1,000 Business/Professional Contact information
credentials) Associations
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Health service providers Contact information,
credentials) Identity information,
Financial details,
Health information
Human error Pl sent to wrong recipient (mail) 1 I st ian Government | o2t information 1
Malicious or criminal attack Cyber incident Ransomware 1,001-5,000 Mining & Manufacturing Health information,
Identity information,
Financial details,
Contact information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers Health information,
device Identity information,
Contact information
Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Identity information,
Health information
Malicious or criminal attack Theft of paperwork or data storage 2-10 Finance (incl. superannuation) Contact information,
device Financial details
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Real estate agents Identity information,
credentials (method Contact information
unknown)
icious or criminal attack Cyber incident Phishing (compromised 101-1,000 Health service providers Health information,
credentials) Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyberincident Malware 1,001-5,000 - Finance (incl. superannuation) _ Contact information, _
Health information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers Contact information,
device Health information
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Finance (incl. superannuation) Tax File Numbers,
credentials (method Contact information,
unknown) Financial details,
Identity information
Human error Failure to use BCC when sending 11-100 Clubs/Pubs Contact information
email
Malicious or criminal attack Social engineering /impersonation 1 - Insurance _ Contactinformation _
Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Insurance Contact information,
credentials (method Identity information,
unknown) Health information
Malicious or criminal attack Social engineering /impersonation 1 - Insurance _ Identity information, _
Contact information
Malicious or criminal attack  Social engineering / impersonation 2-10 Insurance Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Utilities Identity information,
credentials (method Contact information,
unknown) Other sensitive information
Malicious or criminal attack Theft of paperwork or data storage 11-100 -Heanh service providers _Contactinforma(ior\, _
device Identity information



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

System fault
Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

System fault

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2 Source of Breach Level 3

Cyberincident Ransomware
Unintended release or publication
Cyberincident Malware
Social engineering / impersonation

Pl sent to wrong recipient (email)

Cyberincident Hacking
Cyberincident Ransomware
Unintended release or publication

Cyberincident Hacking
Unauthorised disclosure

(unintended release or publication)
Cyberincident Hacking
Cyberincident Ransomware
Theft of paperwork or data storage

device

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Unintended release or publication
Cyberincident Hacking
Social engineering / impersonation
Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method

unknown)
Pl sent to wrong recipient (email)

Unintended release or publication
Cyberincident Hacking
Rogue employee / insider threat

Rogue employee / insider threat
Cyberincident Hacking

Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

FOIREQ23/00054 095

Global Number of People Affected
1,001-5,000

10,001-25,000

101-1,000
1
101-1,000

5,001-10,000

5,001-10,000

1
1,001-5,000

2-10

50,001-100,000

101-1,000

25,001-50,000

101-1,000

25,001-50,000
1

101-1,000

1,001-5,000

101-1,000
1

101-1,000

101-1,000

11-100

11-100

Received Date Respondent Sector

Mining & Manufacturing

I oot

Health service providers

Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)
Australian Government
Education

Insurance
Transport

Health service providers

Health service providers

Health service providers

Health service providers

Personal services (incl
employment, child care, vets)

Telecommunications
Personal services (incl

mployment, child care, vets)
Insurance

Insurance

Legal, accounting &
management services

TAS Government

Education

Finance (incl. superannuation)
Finance (incl. superannuation)

Education

Business/Professional

ssociations

Retail

Australian Government

Telecommunications

Respondent Contact Phone BH Email

Tax File Numbers,
Contact information,
Identity information
| o tact nformation
Identity information,
Financial details,
Contact information,

Health information
Contact information,
Identity information,
Financial details,

Tax File Numbers,

Other sensitive information

Health information,

Identity information,
Contact information
Contact information

Contact information,
Financial details

Identity information
Identity information

Contact information,
Health information

Health information,
Contact information
Financial details,
Identity information,
Contact information,
Health information,
Other sensitive information,
Tax File Numbers
Identity information,
Financial details,
Health information
Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information

o
8
2
g
a
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3
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Contact information,
Financial details
Identity information,
Contact information
Contact information,
Identity information
Financial details,
Contact information,
Tax File Numbers
Financial details,
Contact information

Contact information,
Finandial details
Financial details
Health information,
Contact information,
Identity information
Financial details,
Identity information,
ontact information,
Other sensitive information,
Tax File Numbers
Contact information

o

Contact information,
Financial details
Contact information,
Identity information,
Health information
Financial details,

Identity information,
Contact information

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

ction taken to prevent

Descl n of a N



Case Number

Description of eligible data breach  Source of Breach Source of Breach Level 2
Malicious or criminal attack Cyber incident

Source of Breach Level 3
Phishing (compromised
credentials)

Human error Failure to use BCC when sending
email

Human error Pl sent to wrong recipient (email)

System fault Unintended access

Human error Pl sent to wrong recipient (email)

System fault Unintended access

Human error Loss of paperwork / data storage
device

Human error Pl sent to wrong recipient (other)
Malicious or criminal attack Cyber incident Compromised or stolen
credentials (method
unknown)

Human error Pl sent to wrong recipient (email)

Malicious or criminal attack Cyber incident Phishing (compromised

credentials)

Human error Pl sent to wrong recipient (mail)

Unauthorised disclosure
(unintended release or publication)

Human error

System fault Unintended release or publication

Human error Pl sent to wrong recipient (email)

Malicious or criminal attack Rogue employee / insider threat
Malicious or criminal attack Cyber incident Compromised or stolen
credentials (method
unknown)

Human error Unauthorised disclosure (failure to
redact)

Unauthorised disclosure
(unintended release or publication)

Human error

Malicious or criminal attack Theft of paperwork or data storage
device

Human error Loss of paperwork / data storage

device

Malicious or criminal attack Theft of paperwork or data storage
device

Human error Pl sent to wrong recipient (email)

Malicious or criminal attack Rogue employee / insider threat

System fault Unintended release or publication

Malicious or criminal attack Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Malicious or criminal attack Cyber incident

Global Number of People Affected

11-100
11-100

1
101-1,000
101-1,000
2-10

1

2-10
11-100

1

2-10

1

1,001-5,000

11-100

11-100

11-100

11-100

11-100

101-1,000

FOIREQ23/00054 096

Received Date Respondent Sector

s/surveyors

Education

Legal, accounting &
management services

Finance (incl. superannuation)

Health service providers

Finance (incl. superannuation)
Health service providers
Education

Legal, accounting &
management services

Australian Government

Health service providers

Health service providers

Telecommunications

Education

Australian Government

Business/Professional
Associations.

Professional Organisation

Finance (incl. superannuation)

Health service providers

Legal, accounting &
management services

Australian Government

Property/construction/Architect
s/surveyors
Marketing and market research

Finance (incl. superannuation)

Health service providers

Property/construction/Architect
s/surveyors

Insurance

]
8
2
a
3
3

Property/construction/Architect

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

TaxFile Numbers,
Identity information,
Financial details,
Contact information
Contact information

Contact information,
Financial details,

Other sensitive information
Tax File Numbers,
Financial details,

Identity information,
Contact information

Health information,

Other sensitive information,
Financial details,

Identity information,
Contact information
Contact information,
Identity information

Health information

Health information
Contact information,
Financial details,
Identity information,
Tax File Numbers
Health information,
Other sensitive information,
Identity information,
Financial details,
Contact information
Identity information,
Contact information

Contact information,
Identity information,
Health information

Identity information,
Contact information

Identity information,
Financial details
Identity information,
Contact information,
Health information,
Other sensitive information
Identity information,
Financial details
Financial details,
Contact information,
Tax File Numbers
Contact information

Health information

Health information,
Contact information,
Financial details,

Identity information
Identity information,
Financial details,

Health information,

Other sensitive information
Identity information

Identity information,
Financial details,

Contact information
Identity information,
Financial details,

Contact information
Identity information,
Contact information
Contact information,
Identity information,
Tax File Numbers

Identity information,

Contact information

Types of Personal Information Involved

of action taken to prevent
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Case Number Contact Phone BH Email Types of Personal Information Involved of action taken to prevent
Contact information,
Identity information,
Financial details

Contact information,
Health information

Contact information,
Identity information
Identity information,
Financial details,

Contact information,
Health information,

Other sensitive information,

Tax File Numbers

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date
Malicious or criminal attack Social engineering / impersonation 2-10

Respondent Sector
Insurance

Respondent

Human error Pl sent to wrong recipient (email) 210 Health service providers

Malicious or criminal attack Social engineering / impersonation 2-10 Insurance

Malicious or criminal attack Rogue employee / insider threat 101-1,000 Legal, accounting &
management services

Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Tax File Numbers
management services
Health service providers Contact information,
Financial details
Financial details,

Contact information

Human error Pl sent to wrong recipient (email) 2-10

Malicious or criminal attack Cyber incident Malware 1,001-5,000 Mining & Manufacturing

o
S
2
g
2
ES
S
3
S
E]

Australian Government
Travel & Hospitality industry

Human error Pl sent to wrong recipient (mail 2-10
Malicious or criminal attack Cyberincident Ransomware 10,001-25,000 Contact information,
Financial details,
Identity information
Finance (incl. superannuation) Identity information,
Financial details,
Contact information

icious or criminal attack - Social engineering / impersonation 1

)
S
2t
g
a
ES
g
3
S
El

System fault Unintended access 1,001-5,000
Human error Pl sent to wrong recipient (other) 1

Telecommunications
Health service providers Contact information,
Financial details,

Identity information,
Health information

Other sensitive information,
Financial details,

Contact information

Human error Pl sent to wrong recipient (email) 1 Health service providers

Malicious or criminal attack Cyber incident Compromised or stolen 50,001-100,000 Charities Contact information,
credentials (method Financial details,
unknown) Identity information
Human error Pl sent to wrong recipient (other) 2-10 Australian Government Contact information,
Identity information,
Other sensitive information,
Health information
Human error Unauthorised disclosure 1 Retail Contact information
(unintended release or publication)
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Charities Contact information,

credentials) Identity information,

Financial details

Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Education Financial details,
credentials (method Contact information
unknown)

Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Marketing and market research Contact information,
credentials (method Financial details,
unknown) Identity information,

Tax File Numbers

Malicious or criminal attack Cyberincident Ransomware 25,001-50,000 Health service providers Health information,

Other sensitive information,
Contact information
Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,
Finandial details
Malicious or criminal attack Cyberincident Hacking 1,000,001-10,000,000 Travel & Hospitality industry Identity information,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Property/construction/Architect Contact information,

credentials) s/surveyors Identity information,
Financial details,
TaxFile Numbers
Financial details,
Identity information,
Contact information
Tax File Numbers,
Other sensitive information,
Health information,
Financial details,
Identity information,
Contactinformation
Contact information

Malicious or criminal attack Cyber incident Malware 1,001-5,000 Finance (incl. superannuation)

Malicious or criminal attack Cyber incident Ransomware 101-1,000 Utilities

Human error Unauthorised disclosure 2-10 Education

(unintended release or publication)

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Property/construction/Architect
s/surveyors

Contact information,
Identity information,
Financial details,

]
8
2
a
3
3

Tax File Numbers



FOIREQ23/00054 098

Contact Phone BH Email Types of Personal Information Involved n of action taken to prevent

Health information,
Contact information

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Human error Unauthorised disclosure 2-10 Health service providers

(unintended release or publication)

Fl
2
8

3
3
S
a
&
2

Contact information,
Financial details,
Identity information
Contact information,
Health information,
Other sensitive information
Contact information
Contact information,
Identity information,
Financial details,
Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 210 Online services

Human error Pl sent to wrong recipient (email) 1 Australian Government

Human error Unauthorised disclosure (verbal) 1

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Health service providers
Property/construction/Architect
s/surveyors

Financial details,
Contact information
Contact information

Malicious or criminal attack Social engineering /impersonation 1 Finance (incl. superannuation)

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Legal, accounting &
management services

Identity information,
Financial details,
Contact information
Tax File Numbers,

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Agriculture, Forestry, Fisheries

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Retail

credentials (method Financial details,
unknown) Identity information,
Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Legal, accounting & Contact information,
credentials (method management services Financial details,
unknown) Tax File Numbers
Malicious or criminal attack Social engineering / impersonation 11-100 Finance (incl. superannuation) Contact information
Human error Pl sent to wrong recipient (email) 1 Business/Professional Contact information
Associations
icious or criminal attack Cyber incident Phishing (compromised 2-10 Finance (incl. superannuation) Contact information,

credentials) Identity information,
Financial details,
Tax File Numbers

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Tax File Numbers,

Information Technology

credentials (method Identity information,
unknown) Contact information
Human error Pl sent to wrong recipient (email) 1 Australian Government Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Utilities Contact information,

credentials) Identity information,
Financial details,

Tax File Numbers

Financial details,

Identity information,
Contact information
Contact information,
Identity information,
Financial details,

Tax File Numbers,

Other sensitive information,
Health information
[ o tact nformation
Contact information,
Financial details

Financial details,

Identity information,
Contact information,
Health information,

Other sensitive information,
Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Insurance

]
8
2
a

Malicious or criminal attack Cyberincident Compromised or stolen 11-100
credentials (method
unknown)

Personal services (incl
employment, child care, vets)

etail
Finance (incl. superannuation)

Human error Pl sent to wrong recipient (mail) 1
Human error Pl sent to wrong recipient (email) 1

Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000
credentials)

Personal services (incl
employment, child care, vets)

Malicious or criminal attack Cyberincident Phishing (compromised 1 Contact information

credentials)

Travel & Hospitality industry

Contact information,
Identity information,
Financial details,
Tax File Numbers
Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 2-10
credentials)

Marketing and market research
Malicious or criminal attack Cyberincident Hacking 2-10 Real estate agents

Contact information,
Identity information

Human error Unauthorised disclosure 1,001-5,000
(unintended release or publication)

Property/construction/Architect
s/surveyors

Health information,
Contact information,
Financial details

Malicious or criminal attack Cyberincident Ransomware 101-1,000 Health service providers

Charities Financial details,

Contact information

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

System fault
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Unauthorised disclosure
(unintended release or publication)
Cyberincident Hacking

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure
(unintended release or publication)

Theft of paperwork or data storage

device

Failure to use BCC when sending
email
Cyberincident

Ransomware
Rogue employee / insider threat

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (email)

Brute-force attack
(compromised credentials)

Cyberincident

Brute-force attack
(compromised credentials)

Cyberincident

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure
(unintended release or publication)

Cyberincident Hacking

Unintended access
Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Global Number of People Affected

2-10

101-1,000

10,001-25,000

101-1,000

2-10

11-100

11-100

11-100

101-1,000

2-10

11-100

11-100

11-100

1
101-1,000

11-100

FOIREQ23/00054 099

Received Date Respondent Sector Contact Phone BH Email

Online services

Fl
2
8

3
3
S
a
&
2

Legal, accounting &
management services

Online services

Property/construction/Architect
s/surveyors
Agriculture, Forestry, Fisheries

Insurance

Information Technology

Charities

Education

Personal services (incl
employment, child care, vets)

Health service providers

Health service providers

Health service providers

Legal, accounting &
management services

Finance (incl. superannuation)

Agriculture, Forestry, Fisheries

Telecommunications

Finance (incl. superannuation)

Education

Retail

Mining & Manufacturing

Finance (incl. superannuation)
Education

Online services

Finance (incl. superannuation)

Legal, accounting &
management services

Finance (incl. superannuation)

Finance (incl. superannuation)

Types of Personal Information Involved
Contact information,
Tax File Numbers

Identity information,
Financial details,
Contact information,
Tax File Numbers,
Health information
Contact information

Contactinformation

Contact information,
Identity information

Identity information,
Contact information,

Other sensitive information
Tax File Numbers,

Contact information,
Identity information,
Financial details

Contact information

Contact information
Contact information

Contact information,
Identity information
Identity information,
Financial details

Contact information,
Identity information,
Health information
Financial details

Contact information,
Tax File Numbers
Health information,
Contact information

Contact information,
Identity information,
Finandial details

Financial details,

Identity information,
Contact information
Identity information

Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Tax File Numbers

o
o
2
g
a
Ed
e
3
)
E

Health information

Contact information

Contact information,
Identity information,
Financial details

Tax File Numbers,
Contact information,
Financial details
Financial details,
Contact information
Contact information

ction taken to prevent

]
8
2
a
3
-5
™
3
3



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

System fault
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Theft of paperwork or data storage
device

Source of Breach Level 3

Unintended release or publication
Unauthorised disclosure
(unintended release or publication)

Cyberincident Malware

Cyberincident Compromised or stolen

credentials (method

unknown)
Cyberincident Ransomware
Theft of paperwork or data storage

device

Pl sent to wrong recipient (other)

Rogue employee / insider threat

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Cyberincident Phishing (compromised

credentials)
Cyberincident Malware
Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Theft of paperwork or data storage
device

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation
Theft of paperwork or data storage
device

Pl sent to wrong recipient (mail)

Cyberincident Phishing (compromised

credentials)

Cyberincident Hacking

Loss of paperwork / data storage
device

Cyberincident Ransomware

FOIREQ23/00054 100

Global Number of People Affected
2-10

11-100
101-1,000

1,001-5,000

250,001-500,000

1,001-5,000

11-100

11-100

1,001-5,000

101-1,000

101-1,000

2-10

1,001-5,000

11-100

2-10

11-100

101-1,000

1,000,001-10,000,000

5,001-10,000

Received Date Respondent Sector Contact Phone BH Email

Health service providers

Respondent

Identity information,
Contact information,
Health information,

I - cstate agents

Insurance

| o information

Health information,

Identity information,

Financial details,

Contact information
Media Contact information

Online services Contact information

Contact information,
Financial details,
Identity information,
Tax File Numbers,

Health service providers

Health information
Contact information,
Financial details,
Identity information,
Health information,
Tax File Numbers
Contact information,
Financial details,
Identity information,
Health information,

Finance (incl. superannuation)

Australian Government

Property/construction/Architect
s/surveyors

Identity information,
Financial details,
Contact information
Tax File Numbers,
Identity information,
Financial details,
Contact information
Identity information,
Financial details,
Contact information,
Tax File Numbers
Contact information,
Financial details,
Identity information
Contact information

Travel & Hospitality industry

Real estate agents

Insurance

Health service providers

Personal services (incl
employment, child care, vets)
Australian Government

Contact information,
Identity information
Contact information

Health service providers Contact information,
Identity information,
Health information
Financial details,
Contact information
Financial details,
Contactinformation

Finance (incl. superannuation)

Insurance

CRBs Contact information,
Financial details,
Identity information
Contact information,
Financial details
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Tax File Numbers
Contact information,
Financial details,
Identity information

Transport
Charities

Travel & Hospitality industry

Travel & Hospitality industry

Health service providers
Health information,

Contact information,
Identity information
Identity information,
Contact information,
Health information,

Health service providers

Types of Personal Information Involved

Other sensitive information

Other sensitive information,

Other sensitive information,

Other sensitive information

Other sensitive information,

Other sensitive information

ction taken to prevent

]
8
2
a
3
-5
™
3
3



FOIREQ23/00054 101

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyber incident Ransomware 2-10 -Legal, accounting & Tax File Numbers _
management services
Human error Unauthorised disclosure (failure to 2-10 Australian Government Health information,
redact) Other sensitive information,
Identity information,
Contact information
System fault Unintended release or publication 11-100 I - colectors I, o2t information 1
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Property/construction/Architect Other sensitive information,
credentials (method s/surveyors Tax File Numbers,
unknown) Identity information,
Financial details,
Contact information
Human error Pl sent to wrong recipient (email) 1 Health service providers Identity information,
Contact information,
Health information
Malicious or criminal attack Cyberincident Ransomware 1,001-5,000 Personal services (incl Health information,
employment, child care, vets) Other sensitive information,
Tax File Numbers,
Contact information,
Identity information,
Financial details
Human error Pl sent to wrong recipient (email) 1 Australian Government Contact information,
Other sensitive information
Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Finance (incl. superannuation) Tax File Numbers,
credentials (method Contact information,
unknown) Financial details,
Identity information
Human error Unauthorised disclosure (verbal) 1 I < th service providers I ! information I
Malicious or criminal attack Theft of paperwork or data storage 2-10 Health service providers Health information
device
Human error Pl sent to wrong recipient (other) 1 -Busir\esslProfesswonal _oxhersensuive information, _
ssociations. Contact information
Human error Pl sent to wrong recipient (mail) 101-1,000 Health service providers Contact information,
Health information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Health service providers Health information,
credentials) Contact information,
Financial details,
Identity information
Malicious or criminal attack Rogue employee / insider threat 2-10 Health service providers Financial details,
Contact information,
Health information
Human error Pl sent to wrong recipient (mail) 1 -Heahh service providers _Comactir\forma\ior\, _
Health information
System fault Unintended release or publication 11-100 Online services Identity information,
Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Property/construction/Architect Health information,
credentials) s/surveyors Other sensitive information,
Tax File Numbers,
Identity information
Malicious or criminal attack Rogue employee / insider threat 2-10 Personal services (incl Identity information,
employment, child care, vets) Contact information,
Health information
Malicious or criminal attack Cyber incident Malware 25,001-50,000 -Re\an _Fmar\c\aldetails _
Malicious or criminal attack Cyberincident Hacking Unknown Mining & Manufacturing Health information,
Tax File Numbers
Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 Postal & courier Contact information,
device Identity information,
Financial details
icious or criminal attack Cyber incident Brute-force attack 1,001-5,000 Retail Financial details,
(compromised credentials) Identity information,
Contact information,
Tax File Numbers
Human error Unauthorised disclosure (failure to 1 -Heanh service providers _O\hersensmvemfcrmat'\on _
redact)
Malicious or criminal attack Theft of paperwork or data storage 2-10 Australian Government Health information,
device Contact information,
Identity information
System fault Unintended release or publication 101-1,000 I . c:tion | o2t information I
Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Finance (incl. superannuation) Contact information
credentials (method
unknown)
Human error Unauthorised disclosure 1 Personal services (incl Contact information,
(unintended release or publication) employment, child care, vets) Other sensitive information
Malicious or criminal attack Rogue employee / insider threat 101-1,000 - Political/lobbying _ Other sensitive information, _
Contact information
licious or criminal attack  Social engineering / impersonation 11-100 Finance (incl. superannuation) Contact information,
Financial details,
Identity information,
Tax File Numbers
Human error Pl sent to wrong recipient (email) 101-1,000 I 1 ce (incl. superannuation) | 2! dletails |



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

System fault
icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Cyberincident

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Rogue employee / insider threat
Social engineering / impersonation
Unintended release or publication

Cyberincident

Social engineering / impersonation
Unauthorised disclosure (failure to
redact)

Cyberincident

Unintended release or publication
Cyberincident

Cyberincident

Social engineering / impersonation

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Loss of paperwork / data storage
device

Source of Breach Level 3
Phishing (compromised
credentials)

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Ransomware
Phishing (compromised
credentials)

Hacking

Ransomware
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Global Number of People Affected
11-100

101-1,000

11-100

1,001-5,000

101-1,000

1,001-5,000
2-10

2-10
10,001-25,000

101-1,000

100,001-250,000

11-100

1,001-5,000

Received Date Respondent Sector Contact Phone BH Email

NSW Government

Respondent

Types of Personal Information Involved
Identity information,
Contact information,
Tax File Numbers
Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information
Health information,
Identity information,
Contact information

Legal, accounting &
management services

Finance (incl. superannuation)

Australian Government

Property/construction/Architect
s/surveyors

Contact information,
Identity information,
Health information,

Other sensitive information,
Tax File Numbers
Property/construction/Architect
s/surveyors

Contact information

Business/Professional
Associations

Contact information

Legal, accounting &
management services
Health service providers

Financial details,

Tax File Numbers

Other sensitive information,
Identity information,
Contact information

Health service providers Health information
Personal services (incl
employment, child care, vets)

Contact information,
Identity information,
Tax File Numbers

Interest groups/theatre/sports Contact information

Finance (incl. superannuation) Financial details

Telecommunications
Travel & Hospitality industry

Contact information
Contact information

Insurance

Identity information,
Contact information
Contact information,
Identity information,

Other sensitive information,
Health information

Contact information

Australian Government

Personal services (incl
employment, child care, vets)

CRBs
Religious organisations

Contact information
Contact information,
Identity information,
Financial details,

Health information,

Other sensitive information,
Tax File Numbers

Contact information,
Financial details,

Tax File Numbers

Financial details,

Identity information,
Contact information
Contact information,
Identity information,
Tax File Numbers
Identity information,
Financial details,
Contactinformation
Contact information,
Identity information,
Tax File Numbers,
Health information
Contact information,
Identity information,
Financial details,
Health information,
Tax File Numbers
Health information,
Identity information,
Contact information

Business/Professional
Associations

CRBs
Property/construction/Architect
s/surveyors

Australian Government

Health service providers

Personal services (incl
employment, child care, vets)

Health service providers

]
8
2
a
3
3

of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

System fault

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
icious or criminal attack

Human error

Human error

Malicious or criminal attack

licious or criminal attack

Source of Breach Level 2
Unintended release or publication
Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident

Cyberincident

Failure to use BCC when sending
email
Cyberincident

Social engineering / impersonation
Failure to use BCC when sending

email
Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Social engineering / impersonation

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident

Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (email)

Cyberincident

Cyberincident

Source of Breach Level 3

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Ransomware

Phishing (compromised
credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Phishing (compromised
credentials)
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Global Number of People Affected Received Date Respondent Sector

101-1,000 -Insurancs

1 - o

1 - o

2-10 -Auslrahan Government

e - eonee

11-100 - Health service providers

101-1,000 Property/construction/Architect
s/surveyors

1 - Health service providers

11-100 Personal services (incl
employment, child care, vets)

11-100 - Health service providers

11-100 - Travel & Hospitality industry

101-1,000 - Health service providers

' - e

101-1,000 - Health service providers

1 - Finance (incl. superannuation)

101-1,000 Personal services (incl
employment, child care, vets)

11-100 Business/Professional
Associations

101-1,000 -Telecommunications

1 Personal services (incl
employment, child care, vets)

11-100 - Religious organisations

1,001-5,000 - Finance (incl. superannuation)

1,001-5,000 I - itic:\/(obbying

50,001-100,000 - Online services

10,000,001 or more - Marketing and market research

1 - Finance (incl. superannuation)

1,001-5,000 - Health service providers

1,001-5,000 - Health service providers

Contact Phone BH Email Types of Personal Information Involved
Contact information,

Identity information

Health information,

Identity information,

Contact information

Fl
2
8

3
3
S
a
&
2

Contact information

Contact information,
Health information,

Other sensitive information
Contact information,
Identity information
Identity information,
Contact information,
Health information
Contact information

Contact information,
Health information
Contact information,
Identity information,
Financial details,
Health information
Health information,
Contact information

Contact information

Contact information,
Health information

Contact information

Health information,
Contact information
Contact information

Contact information,
Identity information,
Health information,
Other sensitive information,
Tax File Numbers
Tax File Numbers,
Health information,
Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Health information
Tax File Numbers,
Identity information,
Financial details,
Contact information
Contact information,
Identity information,
Other sensitive information
Tax File Numbers

Contact information
Financial details

Contact information,
Other sensitive information,
Health information
Tax File Numbers,
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Health information
Health information,
Contact information,
Identity information

of action taken to prevent

Descl n of N
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Case Number Contact Phone BH Email Types of Personal Information Involved of action taken to prevent
Financial details,

Contact information,

Other sensitive information
Other sensitive information,
Health information,
Contact information,

Financial details

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Malicious or criminal attack Cyber incident Hacking 1,001-5,000 Mining & Manufacturing

Fl
2
8

3
3
S
a
&
2

Human error Unauthorised disclosure (failure to 1 Australian Government

redact)

Malicious or criminal attack Cyber incident Brute-force attack 2-10 Retail

(compromised credentials)

Financial details,
Contact information
Malicious or criminal attack Cyberincident Ransomware 11-100 Finance (incl. superannuation) Contact information,
Financial details,
Identity information,
TaxFile Numbers
Human error Pl sent to wrong recipient (other) 1 Finance (incl. superannuation) Contact information,
Identity information,

Tax File Numbers

Health information,

Other sensitive information,
Identity information,
Contact information
Identity information,
Financial details,

Contact information
Identity information,
Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Education

device

Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation)

Human error Pl sent to wrong recipient (other) 1 Australian Government

Malicious or criminal attack Cyberincident Ransomware 5,001-10,000 Health service providers Financial details,
Identity information,
Contact information,
Tax File Numbers
Contact information,
Financial details,
Identity information,
Tax File Numbers
Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Contact information,
Identity information,
Health information
Health information,
Contact information
Contact information

Malicious or criminal attack Cyberincident Compromised or stolen 11-100
credentials (method
unknown)

Legal, accounting &
management services

Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 Postal & courier

device

Postal & courier

icious or criminal attack  Theft of paperwork or data storage 101-1,000
device

Human error Pl sent to wrong recipient (email) 11-100 Health service providers

Human error Pl sent to wrong recipient (email) 1 Health service providers

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers
Health information

Other sensitive information,
Tax File Numbers,

Contact information,
Identity information,
Financial details

Contact information,
Identity information,
Financial details,

Other sensitive information,
Tax File Numbers

Contact information

System fault Unintended release or publication 11-100
Malicious or criminal attack Cyber incident Malware 101-1,000

Health service providers
Legal, accounting &
management services

Malicious or criminal attack Cyberincident Ransomware 101-1,000

Human error Failure to use BCC when sending 11-100
email

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Personal services (incl
employment, child care, vets)
Legal, accounting &
management services

Tax File Numbers,
Contact information,
Identity information,
Financial details

Contact information,
Financial details,

Identity information,

Tax File Numbers

Other sensitive information,
Health information,
Contact information

Malicious or criminal attack Cyber incident Ransomware 101-1,000 Interest groups/theatre/sports

Human error Unauthorised disclosure (failure to 1
redact)

Legal, accounting &
management services

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000
credentials (method

unknown)

Malicious or criminal attack Rogue employee / insider threat 11-100

Mining & Manufacturing Financial details,
Identity information,
Contact information
Contact information,
Financial details

Travel & Hospitality industry

Malicious or criminal attack Cyber incident Ransomware 2-10 Property/construction/Architect

s/surveyors

Financial details,
Identity information,
Contact information,
Tax File Numbers

]
8
2
a
3
™
3

Utilities

Contact information

Human error Pl sent to wrong recipient (other) 1



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Source of Breach Level 2

Theft of paperwork or data storage

device

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Pl sent to wrong recipient (mail)

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Social engineering / impersonation

Cyberincident

Rogue employee / insider threat

Unauthorised disclosure

(unintended release or publication)

Failure to use BCC when sending
email
Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Unintended release or publication

Source of Breach Level 3

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Compromised o stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Hacking

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Hacking

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Ransomware

Ransomware

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Ransomware
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Global Number of People Affected
2-10

11-100

11-100

101-1,000

101-1,000

250,001-500,000

101-1,000

11-100

11-100

11-100

25,001-50,000

101-1,000

10,001-25,000

10,001-25,000

101-1,000

1,001-5,000

Received Date Respondent Sector

Personal services (incl
employment, child care, vets)

s/surveyors

Personal services (incl
employment, child care, vets)

Finance (incl. superannuation)

s/surveyors

Health service providers

s/surveyors

Education

Information Technology

Australian Government

Mining & Manufacturing

Real estate agents

Finance (incl. superannuation)

Mining & Manufacturing

Insurance

Health service providers

Finance (incl. superannuation)

Education

Health service providers

Mining & Manufacturing

Retail

Health service providers

Charities

Charities

Information Technology

Telecommunications

]
8
2
a
3
™
3

Property/construction/Architect

Property/construction/Architect

Property/construction/Architect

Contact Phone BH Email Types of Personal Information Involved
Contact information,

Other sensitive information,

Health information

Contact information

Respondent

Tax File Numbers,
Contact information,
Identity information
Contact information,
Identity information,
Financial details
Identity information,
Contact information

Contact information,
Health information,

Other sensitive information
Contact information

Health information,
Contact information

Contact information

Identity information,
Contact information,
Health information,

Other sensitive information
Other sensitive information,
Health information,

Tax File Numbers,

Contact information,
Identity information,
Financial details

Contact information

Identity information,
Contact information,
Health information
Tax File Numbers,
Contact information,
Financial details
Financial details,
Contact information
Contact information,
Health information

Contact information,
Financial details,

Identity information

Other sensitive information

Contact information

Contact information,
Financial details,
Identity information,
TaxFile Numbers
Contact information

Contact information,
Identity information,
Financial details,
Tax File Numbers,
Health information
Identity information,
Contact information

Contact information

Contact information,
Identity information,
Financial details,

Tax File Numbers
Financial details,
Identity information,
Contact information

of action taken to prevent



Case Number Source of Breach

Malicious or criminal attack

Description of eligible data breach

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack
licious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error
Human error

Malicious or criminal attack
Malicious or criminal attack
Human error

icious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error

Source of Breach Level 2
Social engineering / impersonation

Source of Breach Level 3

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware
Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)
Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Cyberincident Compromised or stolen

credentials (method

unknown)
Social engineering / impersonation
Pl sent to wrong recipient (email)
Cyberincident Ransomware
Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method

unknown)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Ransomware

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Cyberincident

Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Failure to use BCC when sending

email
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Global Number of People Affected

2-10

1,001-5,000

11-100

1,001-5,000

101-1,000

5,001-10,000

5,001-10,000

1,001-5,000

101-1,000

11-100
2-10

10,001-25,000

1
100,001-250,000

101-1,000

11-100

11-100

Received Date Respondent Sector Contact Phone BH Email

Insurance

Respondent

Contact information,
Identity information
Financial details,

Contact information

Real estate agents

Finance (incl. superannuation) Contactinformation

Health service providers Contact information,
Identity information
Financial details,

Contact information,

Tax File Numbers

Legal, accounting &
management services

Charities
Contact information
Mining & Manufacturing Contact information,
Financial details,

Identity information,

Health information,
Tax File Numbers
Legal, accounting & Contact information

management services

Insurance

Contact information,
Financial details
Legal, accounting & Contact information,
management services
CRBs Contact information,
Financial details,
Identity information
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Contact information,
Financial details,
Identity information,
Tax File Numbers
Financial details,
Contact information

Personal services (incl
employment, child care, vets)
Travel & Hospitality industry

Travel & Hospitality industry

Information Technology

Transport Tax File Numbers,
Identity information,
Financial details,

Contact information

Education Health information

Retail Tax File Numbers,
Contact information,
Identity information
Finance (incl. superannuation) | ot ct information
Property/construction/Architect Contact information,
s/surveyors Identity information,
Financial details
Contact information,
Health information

Insurance

Retail Contact information,
Financial details,
Identity information

Finance (incl. superannuation) | R o -t ct information

Travel & Hospitality industry Health information,

Identity information,
Financial details,
Contact information
Contact information,
Financial details

Finance (incl. superannuation)

Health service providers Contact information,
Identity information,
Health information
Financial details,

Identity information,

Property/construction/Architect
s/surveyors

Contact information
Contact information

Health service providers

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

Other sensitive information

Other sensitive information,

ction taken to prevent

]
8
2
a
3
-5
™
3
3



FOIREQ23/00054 107

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyber incident Phishing (compromised 2-10 Insurance Contact information,
credentials) Financial details
Malicious or criminal attack Cyber incident Ransomware 2-10 -Mmmg&Manulacturmg _Health information _
Malicious or criminal attack Theft of paperwork or data storage 11-100 -Finance(mcl. superannuation) _Idenmyir\forma(ior\, _
device Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Property/construction/Architect Contact information,
credentials) s/surveyors Identity information,
Other sensitive information,
Tax File Numbers
Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Retail Health information,
credentials (method Tax File Numbers,
unknown) Identity information,
Financial details,
Contact information
Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Identity information,
Health information
Malicious or criminal attack Rogue employee / insider threat 1 -RecrmtmemAgencles _Contac!miormauon _
Human error Loss of paperwork / data storage 210 - Education _ Contact information, _
device Health information
System fault Unintended release or publication 1,001-5,000 Travel & Hospitality industry Contact information,
Identity information
Malicious or criminal attack Rogue employee / insider threat 2-10 Legal, accounting & Financial details,
management services Contact information,
Other sensitive information,
Tax File Numbers
Malicious or criminal attack Cyber incident Compromised o stolen 11-100 Information Technology Financial details
credentials (method
unknown)
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Identity information,
management services Contact information,
Other sensitive information
Human error Failure to use BCC when sending 11-100 Education Contact information
email
Malicious or criminal attack Theft of paperwork or data storage 1 Personal services (incl Contact information,
device employment, child care, vets) Identity information,
Health information
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Financial details,
management services Contact information
Malicious or criminal attack Rogue employee / insider threat 2-10 -Finance (incl. superannuation) _ldenmyinformaxion, _
Contact information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Health service providers Contact information,
device Identity information,
Health information,
Other sensitive information
Human error Unauthorised disclosure 1 Australian Government Contact information,
(unintended release or publication) Identity information,
Financial details,
Other sensitive information,
Health information
Malicious or criminal attack Rogue employee / insider threat 11-100 -Telecommunicat'\ons _Flr\ar\c\aldelails, _
Contact information
System fault Unintended release or publication 2-10 I - ce (incl. superannuation) [ C o tact information I
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Property/construction/Architect Contact information
credentials) s/surveyors
Human error Loss of paperwork / data storage 11-100 Insurance Contact information,
device Identity information,
Financial details,
Health information,
Tax File Numbers
icious or criminal attack Rogue employee / insider threat 101-1,000 Finance (incl. superannuation) Financial details,
Identity information,
Contact information
Human error Unauthorised disclosure (failure to 2-10 - Health service providers _ Identity information, _
redact) Health information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Mining & Manufacturing Contact information,
Identity information,
Financial details,
Health information
Malicious or criminal attack Theft of paperwork or data storage 11-100 - Postal & courier _ Identity information, _
device Contact information
Human error Loss of paperwork / data storage 2-10 Finance (incl. superannuation) Tax File Numbers,
device Health information,
Financial details,
Identity information,
Contact information



Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Human error
Human error
Malicious or criminal attack
Human error

Malicious or criminal attack

Human error

Source of Breach Level 2
Pl sent to wrong recipient (other)

Cyberincident

Cyberincident

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Unauthorised disclosure

(unintended release or publication)

Social engineering / impersonation

Social engineering / impersonation
Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure
(unintended release or publication)

Cyberincident

Cyberincident

Rogue employee / insider threat

Theft of paperwork or data storage
device

Failure to use BCC when sending
email

Pl sent to wrong recipient (email)

Cyberincident
Unauthorised disclosure (failure to

redact)
Cyberincident

Pl sent to wrong recipient (email)

Source of Breach Level 3

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Ransomware

Compromised or stolen
credentials (method
unknown)
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Global Number of People Affected
1

101-1,000

101-1,000

11-100

11-100

500,001-1,000,000

11-100

101-1,000

11-100

11-100

11-100

11-100

11-100

11-100

11-100

101-1,000

Received Date Respondent Sector Contact Phone BH Email

Australian Government

Respondent

Contact information,
Identity information,
Health information
Contact information,
Identity information,
Financial details,

Health information,

Other sensitive information,
Tax File Numbers

Health information,

Other sensitive information,
Identity information,
Contact information

Health information,
Identity information,
Contact information
Contact information,
Identity information,

Other sensitive information
Contact information,
Identity information,

Other sensitive information
Identity information,
Financial details,

Contact information
Identity information,
Financial details,

Contact information
Contact information,
Identity information

Legal, accounting &
management services

Health service providers

Health service providers

Finance (incl. superannuation)

Insurance

Insurance

Insurance

Personal services (incl
employment, child care, vets)

Contact information,
Identity information,

Other sensitive information
Contact information,
Identity information
Identity information,

Health information

Health information,

Other sensitive information,
Tax File Numbers,
Identity information,
Financial details,

Contact information
Identity information,
Financial details,

Contact information
Contact information,
Financial details,

Identity information,

Tax File Numbers,

Other sensitive information,
Health information

Identity information

Insurance

Insurance

Personal services (incl
employment, child care, vets)
Health service providers

Religious organisations

Personal services (incl
employment, child care, vets)

Australian Government

Retail Identity information,
Contact information,
Tax File Numbers
Tax File Numbers,
Contact information,
Identity information,
Financial details
Contact information

Property/construction/Architect
s/surveyors

Real estate agents

Religious organisations Contact information

Health service providers Contact information

Contact information,
Identity information
Contact information,
Identity information
Contact information

Australian Government

Business/Professional
Associations
Australian Government

Financial details,
Contact information

Transport

Contact information,
Identity information,
Financial details

Business/Professional
Associations

Types of Personal Information Involved

Description of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Human error
Malicious or criminal attack
Human error
Human error
Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Human error

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Cyberincident Ransomware

Social engineering / impersonation

Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
Cyberincident Hacking
Unauthorised disclosure

(unintended release or publication)

Unauthorised disclosure (verbal)
Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)
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Global Number of People Affected
11-100

11-100

101-1,000

11-100

1,001-5,000

11-100

1
101-1,000

101-1,000

101-1,000

101-1,000

11-100

25,001-50,000

Received Date Contact Phone BH Email Types of Personal Information Involved

Contact information

Respondent Sector
Legal, accounting &
management services

Respondent

Tax File Numbers,
Health information,
Contact information,
Financial details,
Identity information
Contact information,
Tax File Numbers

Legal, accounting &
management services

Legal, accounting &
management services
CRBs Identity information,
Financial details,

Contact information

Health information,

Other sensitive information,
Tax File Numbers,

Contact information,
Identity information,
Financial details

Legal, accounting &
management services

Contact information

Information Technology

Contact information,
Health information
Tax File Numbers,
Contact information,
Identity information,
Financial details
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Other sensitive information
Tax File Numbers,
Contact information

Legal, accounting &
management services
Transport

Insurance

Insurance

Legal, accounting &
management services

Contact information,
Financial details,
Tax File Numbers

Legal, accounting &
management services

Property/construction/Architect Contactinformation
s/surveyors

Financial details
Financial details,
Contact information
Contact information

inance (incl. superannuation)
Health service providers

Travel & Hospitality industry

Finandial details

Contact information,

Other sensitive information
Financial details,

Contact information,

Other sensitive information
Other sensitive information,
Health information,
Contact information,
Financial details,

Identity information
Contact information

Finance (incl. superannuation)
Education

Business/Professional
Associations.

Health service providers

Property/construction/Architect
s/surveyors

Legal, accounting & Tax File Numbers
management services
Personal services (incl
employment, child care, vets)

Contact information,
Financial details,
Identity information
Health information,
Contact information
Contact information,
Health information
Contact information,
Identity information,
Financial details,
Health information,
Tax File Numbers
Financial details,
Contact information

Health service providers
Health service providers

Legal, accounting &
management services

Legal, accounting &
management services

]
8
2
a
3

of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Human error

Human error
Human error

Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

Human error

icious or criminal attack

System fault
icious or criminal attack

Human error

System fault

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error
Human error

Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Unauthorised disclosure
(unintended release or publication)

Source of Breach Level 3

Failure to use BCC when sending
email

Failure to use BCC when sending
email

Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)

Unauthorised disclosure (verbal)
Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Cyberincident Hacking

Unintended release or publication
Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)

Unintended release or publication
Unauthorised disclosure
(unintended release or publication)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (mail)
Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Failure to use BCC when sending

email

Loss of paperwork / data storage

device

Pl sent to wrong recipient (email)

Cyberincident Hacking
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised

credentials)

Failure to use BCC when sending
email
Cyberincident Phishing (compromised

credentials)

Global Number of People Affected

11-100

101-1,000

11-100

101-1,000

101-1,000

101-1,000

11-100

2-10

101-1,000

2-10

50,001-100,000

11-100

101-1,000

11-100

101-1,000

11-100
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Received Date Respondent Sector

Education

Mining & Manufacturing
Health service providers

Charities

Real estate agents

Real estate agents

Health service providers

Health service providers

Insurance
Utilities

Telecommunications
Legal, accounting &
management services
Health service providers

Property/construction/Architect
s/surveyors

Agriculture, Forestry, Fisheries

E)
5
H]
3
a
3
5
z
]
=
5
3
2
S
=
)
S
2t
g
a
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g
3
S
E]

Finance (incl. superannuation)

Retail

N i c (incl. superannuation)
Property/construction/Architect
s/surveyors

Real estate agents

Personal services (incl
mployment, child care, vets)

Legal, accounting &

management services

Health service providers

Mining & Manufacturing

Legal, accounting &
management services

Transport

Finance (incl. superannuation)

Travel & Hospitality industry

Finance (incl. superannuation)
Agriculture, Forestry, Fisheries

Education

Agriculture, Forestry, Fisheries

Respondent Contact Phone BH Email

Contactinformation

Contact information
Contact information

Contact information,
Identity information,
Financial details

Contactinformation

Contact information,
Financial details,
Identity information,
Health information
Contact information,
Identity information,
Health information
Contact information,
Health information

)
S
2
g
a
ES
S
3
S
E]

Identity information

Contact information

Contact information,
Financial details,
TaxFile Numbers
Financial details,
Contact information
Contactinformation

Contact information,
Health information

Contact information,
Financial details

Contact information,

Financial details,

Identity information
| o2 information
Contact information,
Financial details
Contact information,
Financial details,
Tax File Numbers
Contact information

Identity information

Health information,

Identity information,
Contactinformation
Contact information

Tax File Numbers

Contact information,
Identity information,
Financial details

Identity information,
Contact information,

Tax File Numbers,
Contact information,
Identity information

o
S
2
g
a
3
g
3
5
S

Contact information

Contact information

Identity information,
Financial details,

Contact information

Types of Personal Information Involved

Other sensitive information

ion taken to prevent

]
8
2
a
3
-5
™
2
3
3
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyber incident Compromised or stolen 1,001-5,000 Finance (incl. superannuation) Contact information,
credentials (method Financial details,
unknown) Identity information,
Tax File Numbers
Human error Pl sent to wrong recipient (email) 2-10 Charities Contact information,
Health information
Human error Unauthorised disclosure 10,001-25,000 Interest groupsy/theatre/sports Identity information,
(unintended release or publication) Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Health service providers Contact information,
credentials) Identity information,
Financial details,
Tax File Numbers,
Health information
Human error Loss of paperwork / data storage 2-10 Education Tax File Numbers
device
Human error Pl sent to wrong recipient (email) 210 -Heanh service providers _omersensmivemformatmn, _
Contact information
Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Retail Contact information
credentials (method
unknown)
Human error Loss of paperwork / data storage 11-100 Recruitment Agencies Contact information,
device Financial details,
Identity information,
Health information
Malicious or criminal attack Theft of paperwork or data storage 2-10 Health service providers Contact information,
device Health information
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Health service providers Contact information,
credentials (method Identity information,
unknown) Tax File Numbers
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Mining & Manufacturing Identity information,
credentials (method Contact information
unknown)
System fault Unintended release or publication 1 I - service providers | oot information 1
Human error Pl sent to wrong recipient (email) 5,001-10,000 Insurance Identity information,
Financial details,
Contact information
Malicious or criminal attack Rogue employee / insider threat 11-100 Health service providers Contact information,
Identity information,
Other sensitive information
Malicious or criminal attack Cyber incident Hacking 1,000,001-10,000,000 - Media _ Identity information, _
Contact information
Malicious or criminal attack Cyber incident Compromised o stolen 2-10 Information Technology Contact information
credentials (method
unknown)
Human error Pl sent to wrong recipient (email) 1 - Education _ Contact information, _
Other sensitive information
Human error Loss of paperwork / data storage 11-100 Education Health information,
device Contact information
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Property/construction/Architect Tax File Numbers
credentials (method s/surveyors
unknown)
Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation) Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyberincident Ransomware 10,001-25,000 - Legal, accounting & _ Financial details, _
management services Tax File Numbers
System fault Unintended release or publication 2-10 Legal, accounting & Contact information,
management services Financial details,
Identity information,
Tax File Numbers
Human error Pl sent to wrong recipient (email) 1 I | cstote agents | oot information 1
Human error Failure to use BCC when sending 11-100 -Heanh service providers _Cor\tactir\iormation _
email
icious or criminal attack Cyber incident Ransomware 101-1,000 - Legal, accounting & _ Tax File Numbers _
management services
Human error Pl sent to wrong recipient (email) 11-100 -Educanon _Cor\tactlr\iurmatlon, _
Financial details
Human error Pl sent to wrong recipient (email) 1 I - str2lian Government I o tact information I
Malicious or criminal attack Cyber incident Hacking 1,001-5,000 Legal, accounting & Contact information,
management services Financial details,
Identity information
Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation) Identity information,
Contact information,
Other sensitive information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Education Health information,
device Contact information,
Identity information
Malicious or criminal attack Rogue employee / insider threat 101-1,000 Real estate agents Identity information,
Financial details,
Contact information



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack
Human error

Human error
Malicious or criminal attack
Human error
Malicious or criminal attack

System fault
Malicious or criminal attack

System fault
Malicious or criminal attack
Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

Human error

Malicious or criminal attack
Human error
Human error
Human error

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack
Human error
Malicious or criminal attack

Human error
Human error

Human error

Malicious or criminal attack

Source of Breach Level 2
Rogue employee / insider threat

Source of Breach Level 3

Pl sent to wrong recipient (email)
Cyberincident Ransomware

Cyberincident Ransomware

Pl sent to wrong recipient (email)
Theft of paperwork or data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure

(unintended release or publication)

Unauthorised disclosure (failure to
redact)
Social engineering / impersonation

Pl sent to wrong recipient (email)
Social engineering / impersonation

Unintended release or publication
Social engineering / impersonation

Unintended release or publication

Cyberincident Malware

Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure

(unintended release or publication)

Loss of paperwork / data storage
device

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation
Pl sent to wrong recipient (email)

Loss of paperwork / data storage
device

Unauthorised disclosure (failure to
redact)

Cyberincident Phishing (compromised
credentials)

Pl sent to wrong recipient (email)

Loss of paperwork / data storage
device
Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure (failure to
redact)

Unauthorised disclosure (failure to
redact)

Unauthorised disclosure (failure to
redact)

Cyberincident Phishing (compromised
credentials)

Global Number of People Affected

101-1,000
11-100
10,001-25,000

101-1,000

11-100

11-100

101-1,000

10,001-25,000

101-1,000
1

11-100
11-100

1

1

2-10
101-1,000

1,001-5,000

11-100

11-100
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Received Date Respondent Sector
Legal, accounting &

management services

ducation
Retail

Retail
Health service providers

Legal, accounting &
management services

Health service providers

Education

Insurance
Insurance
Personal services (incl

employment, child care, vets)
Telecommunications

pr
2
2
S
3
3
2
2
&
8
5]
3
@

Personal services (incl
employment, child care, vets)

I o ce (incl. superannuation)

Finance (incl. superannuation)

Health service providers

Retail

Business/Professional
ssociations
Australian Government

Health service providers

Telecommunications

Personal services (incl
mployment, child care, vets)
Health service providers

Legal, accounting &
management services

Education

Insurance

Health service providers
Health service providers

Health service providers

Health service providers

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Respondent Contact Phone BH Email Types of Personal Information Involved
Contact information,
Identity information,

Tax File Numbers
| . information
Financial details,

Contact information
Contact information,
Identity information,

Tax File Numbers
| . information
Health information,

Other sensitive information,
Contact information,
Identity information
Identity information,
Financial details,

Contact information
Contact information

Contact information
Contact information

Contact information,
Other sensitive information
Contact information

| ot information

Contact information

o
5
3
3
a.
o
Iy

Financial details,
Identity information,
Contact information
Contact information

Contact information,
Identity information,
Financial details
Financial details,
Contact information
Contact information,
Finandial details
Contact information

Contact information,
Finandial details
Identity information,
Contact information
Identity information,
Health information
Contact information

Contact information,
Identity information

Contact information
Contact information

Contact information

Health information

Contact information,
Identity information,
Financial details
Contact information,
Health information
Health information,
Contact information
Contact information,
Health information,
Other sensitive information
Contact information

ction taken to prevent

Descl n of a
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Rogue employee / insider threat 11-100 - Health service providers Contact information, _
Health information
Malicious or criminal attack Cyber incident Ransomware 5,001-10,000 Health service providers Other sensitive information,
Contact information,
Identity information
System fault Unintended access 101-1,000 I o ine services I, o 2t information 1
Malicious or criminal attack Cyber incident Compromised or stolen 1 Legal, accounting & Financial details,
credentials (method management services Contactinformation
unknown)
Malicious or criminal attack Cyber incident Compromised or stolen 1 Real estate agents Identity information
credentials (method
unknown)
Malicious or criminal attack Cyber incident Ransomware 1,001-5,000 Legal, accounting & Identity information,
management services Financial details,
Contact information,
Health information,
Tax File Numbers
Malicious or criminal attack Rogue employee / insider threat 1 Business/Professional Contact information,
Associations Identity information,
Other sensitive information
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Property/construction/Architect Contact information
credentials) s/surveyors
Malicious or criminal attack  Social engineering / impersonation 1 -Finance (incl. superannuation) _Financ\alde\ails, _
Contact information
Human error Unauthorised disclosure 2-10 Health service providers Contact information,
(unintended release or publication) Identity information,
Health information
icious or criminal attack Cyber incident Compromised or stolen 10,001-25,000 Information Technology Contact information,
credentials (method Financial details
unknown)
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers Health information,
device Identity information,
Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Personal services (incl Contact information,
credentials) employment, child care, vets) Identity information,
Financial details,
Tax File Numbers
Malicious or criminal attack Cyber incident Compromised or stolen 11-100 Property/construction/Architect Tax File Numbers,
credentials (method s/surveyors Other sensitive information,
unknown) Financial details,
Contact information
Human error Failure to use BCC when sending 5,001-10,000 - Health service providers _ Contact information, _
email Health information
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Retail Contact information
credentials)
Human error Unauthorised disclosure (failure to 1 -Fir\ar\ce (incl. superannuation) _Cor\tactir\iormation, _
redact) Financial details
Malicious or criminal attack Theft of paperwork or data storage 2-10 Retail Identity information,
device Contact information
Human error Pl sent to wrong recipient (email) 1 I - service providers [ <t irformation 1
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Education Contact information
credentials)
Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Utilities Contact information,
credentials (method Identity information,
unknown) Financial details
Human error Unauthorised disclosure 1 Finance (incl. superannuation) Financial details,
(unintended release or publication) Other sensitive information,
Tax File Numbers
Human error Pl sent to wrong recipient (email) 1,001-5,000 I Uiiitics I o tact information I
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Legal, accounting & Contact information
credentials) management services
Human error Pl sent to wrong recipient (email) 11-100 I . c:tion [ <t irformation I
Malicious or criminal attack Theft of paperwork or data storage 210 -Heanh service providers _cOntactmimmauon _
device
Human error Pl sent to wrong recipient (email) 1 -Legal, accounting & _Financwalde(ails _
management services
Malicious or criminal attack Rogue employee / insider threat 1 -Heanh service providers _Heanh information _
Human error Unauthorised disclosure (failure to 1 -Austrauan Government _ Contactinformation _
redact)
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Health service providers Contact information,
credentials) Financial details,
Identity information,
Health information,
Tax File Numbers
Human error Unauthorised disclosure (failure to 1 -Ausuauan Government _ Identity information, _
redact) Contact information
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email

Malicious or criminal attack Social engineering / impersonation 2-10 CRBs

Types of Personal Information Involved
Contact information,

Identity information,

Financial details

Identity information,

Contact information,

Health information

Fl
2
8

3
3
S
a
&
2

ction taken to prevent

Human error Pl sent to wrong recipient (email) 101-1,000 Education

Malicious or criminal attack Theft of paperwork or data storage 11-100

Postal & courier

Contact information,

device Identity information
Human error Loss of paperwork / data storage 1 Health service providers Identity information,
device Contact information,
Health information
Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,
Financial details
Malicious or criminal attack Cyberincident Phishing (compromised 1 Health service providers Contactinformation
credentials)
Human error Pl sent to wrong recipient (email) 1 Australian Government Contact information,
Identity information,
Health information
Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 Legal, accounting & Contactinformation
credentials) management services
Human error Unauthorised disclosure 1 Australian Government Health information,

(unintended release or publication) Other sensitive information

Human error Pl sent to wrong recipient (mail) 1 Health service providers Health information,
Contact information
Human error Unauthorised disclosure 1

(unintended release or publication)

Education Health information

Malicious or criminal attack Rogue employee / insider threat 101-1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Mining & Manufacturing Contact information

credentials (method
unknown)
Malicious or criminal attack Social engineering / impersonation 2-10 Finance (incl. superannuation) Contact information,
Financial details
Human error Unauthorised disclosure 101-1,000 Personal services (incl Health information,
(unintended release or publication) employment, child care, vets) Contact information,
Identity information,
Financial details
icious or criminal attack Cyber incident Brute-force attack 101-1,000 Personal services (incl Contact information,

(compromised credentials) employment, child care, vets) Financial details,
Identity information,

Other sensitive information,
Tax File Numbers

Identity information,
Contact information,
Health information
Financial details,

Contact information,

Tax File Numbers

licious or criminal attack Cyber incident Ransomware 11-100 Health service providers

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Personal services (incl
employment, child care, vets)

-
5
3
g
Q
ES
g
3
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s

Human error Pl sent to wrong recipient (email) 1 elecommunications

Malicious or criminal attack Cyberincident Ransomware 5,001-10,000 Professional Organisation Identity information,
Tax File Numbers
Malicious or criminal attack  Social engineering / impersonation 1 Finance (incl. superannuation) _Flr\ar\c\aldetails,
Contact information
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Finance (incl. superannuation) Financial details
credentials (method
unknown)
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Retail Tax File Numbers,
device Contact information,
Identity information,
Financial details
icious or criminal attack Rogue employee / insider threat 11-100 Charities Contact information,
Identity information,
Health information,
Other sensitive information
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Health service providers Contact information,
credentials (method Financial details,
unknown) Identity information,
Health information
Malicious or criminal attack Social engineering / impersonation 1 Insurance _ Identity information,
Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Mining & Manufacturing Financial details,
credentials (method Contact information,
unknown) Tax File Numbers
Human error Pl sent to wrong recipient (email) 1 I /st 2lian Government I o2t information
Human error Pl sent to wrong recipient (email) 11-100 Education Contact information,

Financial details

]
8
2
a
3
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™
3



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

jous or criminal attack

Human error
Human error

Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
System fault

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error
Human error

Source of Breach Level 2
Cyberincident

Cyberincident

Failure to use BCC when sending
email
Social engineering / impersonation

Social engineering / impersonation
Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Unauthorised disclosure (verbal)
Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Loss of paperwork / data storage
device

Pl sent to wrong recipient (other)

Cyberincident

Cyberincident
Rogue employee / insider threat

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Unintended access

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Failure to use BCC when sending
email

Source of Breach Level 3
Phishing (compromised
credentials)

Phishing (compromised
credentials)

Hacking

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Malware

Brute-force attack
(compromised credentials)

Hacking

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Ransomware

Phishing (compromised
credentials)
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Global Number of People Affected
2-10

11-100

11-100

1,001-5,000

1,001-5,000

1

1
101-1,000
11-100
101-1,000
1

11-100

1
101-1,000

1,001-5,000

101-1,000

11-100

101-1,000

101-1,000

11-100

101-1,000

1,001-5,000

101-1,000

2-10

Email

Received Date

Respondent Sector Contact Phone BH

Health service providers

Respondent

Contact information,
Identity information,
TaxFile Numbers
Identity information,
Financial details,
Contact information

Property/construction/Architect
s/surveyors

Charities Contact information

Insurance Financial details

Insurance Contact information

Personal services (incl Contact information
employment, child care, vets)
Finance (incl. superannuation) Contact information,
Financial details,

Identity information,

Tax File Numbers
| o2t information
| . information
Financial details,

Identity information,
Contact information,
Health information

Health information,
Contact information,
Identity information,
Financial details

Tax File Numbers,

Health information,
Financial details,

Identity information,
Contact information
[ ' sensitive information
Health information,
Contact information,
Identity information,
Financial details

Identity information,

Other sensitive information
Other sensitive information,
Contact information

[ it
I -t service providers

Education

Insurance

Health service providers

Health service providers
Finance (incl. superannuation)

Australian Government

Health service providers

Interest groups/theatre/sports Contact information
Contact information,
Financial details
Financial details,
Contact information

Finance (incl. superannuation)

Clubs/Pubs

Contact information,
Financial details,

Identity information
Contact information

Online services

Legal, accounting &
management services
Personal services (incl Contact information
employment, child care, vets)
Retail Contact information,
Identity information,
Financial details
Property/construction/Architect Contact information
s/surveyors

Australian Government Identity information,

Other sensitive information
Contact information,
Health information
Identity information,
Financial details,

Contact information

Health service providers

Retail

Contact information,
Financial details

Legal, accounting &
management services

Financial details,
Identity information,
Contact information,
Health information

| o2t nformation

Contact information

Finance (incl. superannuation)

s
S

Charities

Types of Personal Information Involved

ction taken to prevent

Descl n of a reven
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Human error Pl sent to wrong recipient (mail) 1 Insurance Health information,
Contact information,
Identity information,
Financial details
System fault Unintended access 101-1,000 Health service providers Identity information,
Contact information,
Health information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Agriculture, Forestry, Fisheries Contactinformation
credentials)
Malicious or criminal attack Cyberincident Compromised or stolen 1 Retail Contact information,
credentials (method Identity information,
unknown) Financial details,
Health information,
Tax File Numbers
Human error Pl sent to wrong recipient (email) 1 Australian Government Contact information,
Other sensitive information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Personal services (incl Contact information,
device employment, child care, vets) Identity information,
Financial details
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Financial details,
management services Contact information
‘ Malicious or criminal attack Social engineering /impersonation 1 - Retail _ Contactinformation _
| Human error Pl sent to wrong recipient (email) 1 I s once I ! information I
Malicious or criminal attack  Social engineering / impersonation 1,001-5,000 Health service providers Contact information,
Identity information,
Health information,
Other sensitive information
‘ Human error Failure to use BCC when sending 101-1,000 -CmbS/Pubs _Comaninformaxion _
email
Malicious or criminal attack  Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,
Financial details
‘ Human error Pl sent to wrong recipient (email) 1 -Legal, accounting & _Comaninformaxion, _
management services Other sensitive information
Malicious or criminal attack  Social engineering / impersonation 1 Insurance Contact information,
Financial details,
Identity information,
Other sensitive information
Malicious or criminal attack Rogue employee / insider threat 11-100 Health service providers Other sensitive information,
Health information,
Contact information
Malicious or criminal attack Cyberincident Ransomware 11-100 Health service providers Health information,
Tax File Numbers,
Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyber incident Ransomware 11-100 Information Technology Contact information,
Financial details,
Identity information,
Tax File Numbers
‘ Malicious or criminal attack Rogue employee / insider threat 101-1,000 - Personal services (incl _ Contactinformation _
employment, child care, vets)
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Health service providers Contact information,
credentials) Identity information,
Financial details,
Tax File Numbers,
Health information
Human error Loss of paperwork / data storage 11-100 Personal services (incl Identity information,
device employment, child care, vets) Contact information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Religious organisations Contact information,
credentials) Identity information,
Financial details,
Tax File Numbers
‘ Human error Pl sent to wrong recipient (email) 1 -Insurance _Health information, _
Contact information
‘ Malicious or criminal attack Theft of paperwork or data storage 11-100 -Persor\alsemces(mcl _Cor\tactmiormatlon _
device employment, child care, vets)
Malicious or criminal attack Cyber incident Phishing (compromised 11-100 Health service providers Contact information,
credentials) Identity information,
Health information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Finance (incl. superannuation) Contact information,
Identity information,
Financial details,
Tax File Numbers
Malicious or criminal attack Cyber incident Ransomware 101-1,000 -Marke(ing-directmarketing _Contactinforma(iun _
Malicious or criminal attack Cyberincident Phishing (compromised 1 Personal services (incl Contact information,
credentials) employment, child care, vets) Identity information



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)

Social engineering / impersonation

Cyberincident Ransomware
Unauthorised disclosure

(unintended release or publication)
Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (other)

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (other)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Malware
Failure to use BCC when sending
email

Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (mail)

Cyberincident Ransomware

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Cyberincident Hacking
Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)

Loss of paperwork / data storage
device
Cyberincident

Hacking

Unauthorised disclosure
(unintended release or publication)
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Global Number of People Affected Received Date

1

Respondent Sector
Health service providers

101-1,000 Legal, accounting &
management services

101-1,000 Personal services (incl
employment, child care, vets)

2-10 utilities

101-1,000 Property/construction/Architect
s/surveyors

2-10 Finance (incl. superannuation)

1,001-5,000 Retail

1 Personal services (incl
employment, child care, vets)

1 Finance (incl. superannuation)

101-1,000 Business/Professional
Associations

2-10 Australian Government

101-1,000 Insurance

5,001-10,000 Information Technology

11-100 Personal services (incl
employment, child care, vets)

11-100 Business/Professional
Associations

1 Health service providers

1 Finance (incl. superannuation)

101-1,000 Information Technology

2-10 Finance (incl. superannuation)

101-1,000 Mining & Manufacturing

5,001-10,000 Personal services (incl
employment, child care, vets)
Property/construction/Architect

s/surveyors

1,001-5,000

11-100 Finance (incl. superannuation)

1 Health service providers

101-1,000 Business/Professional
Associations

1 Health service providers

Contact Phone BH Email Types of Personal Information Involved

Contact information

Fl
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3
3
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Contact information,
Identity information,
Financial details,

Tax File Numbers

Health information,
Identity information,
Contact information
Contact information,
Financial details,

Identity information,

Tax File Numbers,

Other sensitive information
Contact information,
Identity information,
Financial details,

Other sensitive information,
Tax File Numbers

Financial details,

Contact information

Identity information,
Contact information
Contact information,
Identity information,
Financial details
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Tax File Numbers
Health information,
Other sensitive information,
Contact information
Financial details,
Contact information

Financial details
Contact information

Contact information,
Identity information,
Financial details,
Tax File Numbers
Financial details,
Identity information,
Contact information,
Tax File Numbers,
Health information
Financial details,
Contact information
Tax File Numbers,
Financial details,
Identity information,
Contact information
Contact information,
Identity information,
Financial details
Contact information

Contact information,
Financial details
Contact information

Contact information,
Identity information,
Financial details,
Tax File Numbers
Identity information,
Contact information,
Health information
Financial details

Health information

of action taken to prevent

Descl n of a N



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

System fault
Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident

Social engineering / impersonation

Cyberincident

Pl sent to wrong recipient (email)

Unintended release or publication
Pl sent to wrong recipient (email)
Unauthorised disclosure (verbal)

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (other)

Cyberincident

Rogue employee / insider threat

Cyberincident

Unintended release or publication

Theft of paperwork or data storage
device
Cyberincident

Cyberincident

Unintended release or publication

Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Ransomware

Phishing (compromised
credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Ransomware

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)
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Global Number of People Affected
101-1,000

101-1,000

101-1,000

2-10

101-1,000

101-1,000

11-100

25,001-50,000

11-100

11-100

11-100

101-1,000
1

101-1,000

101-1,000

1,001-5,000

11-100

11-100

101-1,000

1,001-5,000

101-1,000

Received Date Respondent Sector Contact Phone BH Email

Interest groups/theatre/sports

Respondent

Tax File Numbers,
Financial details,
Identity information,
Contact information
Contact information,
Financial details,
Health information

Legal, accounting &
management services

Business/Professional
Associations.

Other sensitive information,
Tax File Numbers,

Financial details,

Contact information
Contact information,
Financial details

Contact information,
Financial details

Insurance

Agriculture, Forestry, Fisheries

CRBs Financial details,
Identity information,
Contact information
Transport Financial details,
Identity information,
Contact information,

Tax File Numbers,

Other sensitive information,
Health information

Tax File Numbers,

Contact information,
Identity information,
Financial details

Identity information,
Contact information
Contact information,

Other sensitive information

Finance (incl. superannuation)

Education

Legal, accounting &
management services

2l
g
3
2
3
o
5
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g
8
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g
3
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Property/construction/Architect
s/surveyors

Contact information,
Identity information,
Health information
To be determined Other sensitive information,
Health information,
Identity information,
Contact information
Property/construction/Architect Contact information
s/surveyors

Contact information
Contact information

Telecommunications
Charities

Education Contact information,
Identity information,
Health information,

Other sensitive information
Contact information
Contact information,
Financial details

Contact information,
Financial details,

Identity information,

Tax File Numbers

Contact information,

Tax File Numbers

Other sensitive information,
Health information,
Contact information,
Identity information
Identity information,
Contact information

Education
Finance (incl. superannuation)

Interest groups/theatre/sports

Finance (incl. superannuation)

Mining & Manufacturing

Finance (incl. superannuation)
Personal services (incl Financial details
employment, child care, vets)
Agriculture, Forestry, Fisheries Contact information,
Financial details,
Identity information
Contact information,
Financial details,
Identity information
Financial details,
Contact information,
Tax File Numbers

CRBs

Finance (incl. superannuation)

Business/Professional
Associations.

Financial details,
Contact information

Types of Personal Information Involved

ction taken to prevent

]
8
2
a
3
-5
™
3
3



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Human error
Human error

Human error
Human error

licious or criminal attack

Human error
System fault
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Human error

Human error

Malicious or criminal attack
Human error
Human error
Human error
Human error
icious or criminal attack

Human error

Malicious or criminal attack

‘ Human error
‘ Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error

licious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident

Unintended release or publication

Loss of paperwork / data storage
device
Pl sent to wrong recipient (mail)

Pl sent to wrong recipient (email)
Loss of paperwork / data storage
device

Cyberincident Ransomware

Failure to use BCC when sending
email
Unintended release or publication

Cyberincident Ransomware

Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure (failure to
redact)

Failure to use BCC when sending
email

Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware
Pl sent to wrong recipient (email)

Pl sent to wrong recipient (mail)

Unauthorised disclosure (verbal)

Pl sent to wrong recipient (email)
Cyberincident Ransomware
Pl sent to wrong recipient (email)

Social engineering / impersonation

Pl sent to wrong recipient (mail)
Cyberincident Ransomware

Cyberincident Ransomware

Cyberincident Malware

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
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Global Number of People Affected
101-1,000

2-10

11-100

101-1,000

2-10

101-1,000

1,001-5,000

101-1,000

11-100

11-100

101-1,000

11-100

11-100

11-100

101-1,000

2-10

Received Date Respondent Sector

Health service providers

Property/construction/Architect
s/surveyors

Health service providers

Personal services (incl
employment, child care, vets)
Health service providers

Finance (incl. superannuation)

Insurance
Finance (incl. superannuation)

Mining & Manufacturing

Property/construction/Architect
/surveyors

Personal services (incl
employment, child care, vets)
Information Technology

Legal, accounting &
management services
Education

Health service providers
Legal, accounting &
management services
Personal services (incl
employment, child care, vets)

Retail

Health service providers

3
3
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I - -communications
I - (incl. superannuation)
Personal services (incl
mployment, child care, vets)
Education

Insurance

Health service providers
Legal, accounting &
management services

Personal services (incl
employment, child care, vets)

Retail

Health service providers

Education

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Identity information,
Financial details,

Contact information,
Health information,

Other sensitive information,
Tax File Numbers

Identity information,
Contact information,

Tax File Numbers

Other sensitive information,
Health information,
Contact information,
Financial details,

Identity information
Contact information

Identity information

Contact information,
Financial details
Contact information
Contact information,
Other sensitive information
Health information,
Tax File Numbers,
Contact information,
Identity information,
Financial details
Contact information

Health information,
Contact information
Contact information,
Identity information
Contact information,
Financial details,
Identity information,
Tax File Numbers
Financial details

Contact information

Contact information,
Financial details

Financial details,

Other sensitive information

Contact information

Contact information,
Health information
I - th information
I Cotact information
I Cotact information

Contact information

Contact information,
Financial details
Financial details,
Identity information,
Contact information
Contact information,
Health information
Contact information

Contact information,
Identity information,
Financial details,

Health information,

Other sensitive information,
Tax File Numbers

Financial details,

Contact information

Health information,

Other sensitive information,
Identity information,
Contact information
Contact information

Types of Personal Information Involved

ction taken to prevent

]
8
2
a
3
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™
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Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

icious or criminal attack

Human error

icious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

licious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2 Source of Breach Level 3

Cyberincident Hacking
Unauthorised disclosure

(unintended release or publication)
Cyberincident Ransomware

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Social engineering / impersonation

Unauthorised disclosure (failure to
redact)

Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure

(unintended release or publication)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (other)

Social engineering / impersonation

Cyberincident Ransomware

Pl sent to wrong recipient (email)
Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (email)
Theft of paperwork or data storage

device

Cyberincident Ransomware

Global Number of People Affected

11-100

5,001-10,000

5,001-10,000

101-1,000

1,001-5,000

101-1,000

101-1,000

2-10
2-10

11-100

2-10

1,001-5,000

101-1,000

101-1,000

11-100

100,001-250,000
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Received Date Respondent Sector
Personal services (incl

employment, child care, vets)

Charities

Charities

Education
Personal services (incl
employment, child care, vets)
Insurance

Australian Government
Legal, accounting &
management services
Insurance

Charities

Legal, accounting &
management services

Retail

Retail

Australian Government
CRBs

Retail

Health service providers

Legal, accounting &

management services
Insurance

Health service providers

Retail

Education

Legal, accounting &

management services

Education

s/surveyors
Religious organisations

Information Technology

Property/construction/Architect

Contact Phone BH Email Types of Personal Information Involved
Contact information,

Financial details,

Identity information,

Tax File Numbers,

Other sensitive information,

Health information

Respondent

Contact information

Contact information,
Identity information,
Financial details,
Other sensitive information,
Health information,
Tax File Numbers
Contact information
Contact information,
Health information
Contact information,
Identity information
Contact information

Contact information,
Financial details,
TaxFile Numbers
Contact information

Identity information,
Health information,

Other sensitive information
Tax File Numbers,

Identity information,
Financial details,

Contact information
Contact information,
Identity information,
Financial details,

Tax File Numbers

Contact information

Contactinformation
Contact information,
Financial details,
Identity information
Identity information,
Financial details,
Tax File Numbers
Health information,
Identity information
Financial details,
Contact information
Contactinformation

Health information,
Contact information
Financial details

Contact information,
Health information,

Other sensitive information
Contact information

Contact information,
Health information

Financial details

Tax File Numbers,
Contact information,
Identity information,
Financial details
Contact information,
Financial details,
Identity information

of action taken to prevent

Descl n of N
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Business/Professional Identity information,
credentials (method Associations. Contact information,
unknown) Tax File Numbers,
Health information,
Other sensitive information
Malicious or criminal attack Theft of paperwork or data storage 210 -Heanh service providers _Heanh information, _
device Contact information
Malicious or criminal attack Cyber incident Brute-force attack 2-10 Online services Contact information,
(compromised credentials) Financial details
Human error Pl sent to wrong recipient (other) 11-100 Health service providers Contact information,
Identity information,
Health information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Religious organisations Other sensitive information,
device Health information,
Contact information,
Identity information
Human error Unauthorised disclosure 1 Travel & Hospitality industry Identity information,
(unintended release or publication) Contact information,
Health information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Property/construction/Architect Financial details,
s/surveyors Identity information,
Contact information,
Health information,
Tax File Numbers
Malicious or criminal attack Cyber incident Compromised o stolen 11-100 Recruitment Agencies Other sensitive information,
credentials (method Contact information,
unknown) Identity information
Human error Unauthorised disclosure 1 Australian Government Contact information,
(unintended release or publication) Identity information
Human error Unauthorised disclosure 2-10 Australian Government Contact information
(unintended release or publication)
Human error Pl sent to wrong recipient (email) I - service providers | o2t information 1
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Legal, accounting & Contact information,
management services Financial details,
Identity information,
Tax File Numbers
Human error Pl sent to wrong recipient (mail) 1 I - st2lian Government I o tact information I
Human error Loss of paperwork / data storage 1 Health service providers Identity information,
device Financial details,
Contact information,
Other sensitive information,
Health information
Malicious or criminal attack Cyberincident Ransomware 101-1,000 Charities Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Real estate agents Contact information,
credentials (method Financial details
unknown)
Human error Pl sent to wrong recipient (email) 11-100 Transport Contact information,
Health information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 -Ir\iormatior\Techr\ology _Comactir\iormation _
System fault Unintended access 2-10 Personal services (incl Contact information
employment, child care, vets)
Human error Unauthorised disclosure (verbal) 1 I - service providers | < 1 irformation 1
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & Tax File Numbers,
management services Contact information,
Identity information
Human error Unauthorised disclosure 101-1,000 Charities Contact information,
(unintended release or publication) Health information
icious or criminal attack Cyberincident Ransomware 1,001-5,000 Health service providers Identity information,
Financial details,
Contact information,
Health information
Human error Unauthorised disclosure 1 Personal services (incl Contact information,
(unintended release or publication) employment, child care, vets) Identity information
Malicious or criminal attack Rogue employee / insider threat 11-100 Australian Government Contact information,
Identity information,
Financial details
Human error Pl sent to wrong recipient (email) 1 Health service providers Identity information,
Contact information,
Health information
Malicious or criminal attack Theft of paperwork or data storage 11-100 Property/construction/Architect Contact information,
device s/surveyors Identity information,
Financial details
Human error Failure to use BCC when sending 11-100 -Chamies _Contactinformation _
email



Case Number

Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Pl sent to wrong recipient (email)

Source of Breach Level 3

Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Social engineering / impersonation

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Social engineering / impersonation

Pl sent to wrong recipient (email)
Theft of paperwork or data storage
device

Social engineering / impersonation

Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)

Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage
device
Social engineering / impersonation

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method
unknown)

Failure to use BCC when sending
email

Cyberincident Phishing (compromised

credentials)
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Global Number of People Affected

1

101-1,000

11-100

5,001-10,000

1,001-5,000

101-1,000

101-1,000

11-100

101-1,000

101-1,000

1,001-5,000

11-100

2-10
2-10

Received Date Respondent Sector

Health service providers

Finance (incl. superannuation)

Legal, accounting &
management services

Business/Professional
Associations

Health service providers

Health service providers
Insurance

Legal, accounting &
management services

Legal, accounting &
management services

Insurance

Education

Finance (incl. superannuation)

Insurance

Personal services (incl

employment, child care, vets)

Health service providers

Health service providers

Agriculture, Forestry, Fisheries

Interest groups/theatre/sports

Australian Government

Legal, accounting &
management services

Legal, accounting &
management services
Education

Insurance

Australian Government
Finance (incl. superannuation)
Insurance

Marketing and market research

ACT Government

Utilities

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved
Identity information,
Contact information,
Health information

Contact information,
Identity information,
Financial details,

Tax File Numbers

Health information,

Other sensitive information,
Identity information,
Contact information
Contact information,
Identity information

Identity information,
Contact information,
Health information

Identity information,
Contact information
Contact information

Contact information,
Identity information,
Financial details
Health information

Contact information

Contactinformation
Contact information,
Financial details

Financial details,

Identity information,
Contact information
Identity information,
Financial details,

Contact information,
TaxFile Numbers,

Health information,

Other sensitive information
Health information

Health information,
Tax File Numbers,
Contact information,
Identity information
Tax File Numbers,
Contact information,
Financial details
Contact information

Tax File Numbers

Tax File Numbers,
Contact information,
Finandial details

Financial details,

Identity information,
Contact information,

Tax File Numbers

Health information,
Contact information
Contact information,
Identity information

ontact information
Contact information,
Identity information,
Financial details

Other sensitive information,
Identity information,
Contact information
Contact information,
Financial details

Contact information

Contact information

ction taken to preve

Descl n of a nt



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

‘ Malicious or criminal attack
Human error
Malicious or criminal attack
Human error
Human error

Human error

Malicious or criminal attack
Malicious or criminal attack

Human error
Malicious or criminal attack
Human error
Malicious or criminal attack

System fault

Human error

Human error

Human error

System fault
Human error
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Rogue employee / insider threat

Source of Breach Level 3

Cyberincident Ransomware
Unauthorised disclosure (verbal)
Cyberincident Hacking

Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Social engineering / impersonation
Rogue employee / insider threat

Pl sent to wrong recipient (mail)
Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Unintended release or publication

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure (failure to
redact)

Unintended access
Unauthorised disclosure
(unintended release or publication)

Rogue employee / insider threat

Cyberincident Malware

Rogue employee / insider threat

Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)

Global Number of People Affected

11-100

1,001-5,000

1
101-1,000

11-100
2-10

11-100

50,001-100,000
2-10

101-1,000

10,001-25,000

11-100

10,001-25,000

11-100

101-1,000
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Received Date Respondent Sector

Finance (incl. superannuation)

Legal, accounting &
management services

Insurance

Finance (incl. superannuation)

Education

Education

Education

Finance (incl. superannuation)
Telecommunications

Insurance
Finance (incl. superannuation)

Legal, accounting &
management services

Retail

Health service providers

Australian Government

Finance (incl. superannuation)

Australian Government

Information Technology
Insurance
Telecommunications
Personal services (incl
employment, child care, vets)

Health service providers

Australian Government
Australian Government

Legal, accounting &

management services

CRBs

Information Technology

Insurance

Health service providers

Respondent Contact Phone BH Email

a
&
2
z
B
E
3
)
E

Types of Personal Information Involved
Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information,
Tax File Numbers
Contact information
Financial details,
Identity information,
Contact information,
Health information,
Tax File Numbers

Contact information,
Health information

Health information,
Contact information,
Identity information
Financial details

Identity information,
Contact information
Financial details
Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information,
Tax File Numbers
Contact information

Contact information,
Identity information,
Health information
Contact information,
Identity information,
Financial details,

Health information,

Other sensitive information
Financial details,

Contact information

Contact information,
Financial details,

Identity information,

Other sensitive information,
Health information

Tax File Numbers

Contact information

Identity information,
Contactinformation
Contact information

Contact information,
Health information
Contact information
Other sensitive information,
Identity information,
Financial details,
Contact information
Financial details,
Identity information,
Contact information,
Tax File Numbers,
Other sensitive information,
Health information
Contact information,
Financial details,
Identity information
Contact information,
Financial details
Financial details,
Contact information
Contact information,
Health information

Description of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack
Malicious or criminal attack
Human error

Human error

Human error
Human error
Human error
Malicious or criminal attack
Human error

Malicious or criminal attack

icious or criminal attack

System fault
Human error

Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

licious or criminal attack
Malicious or criminal attack

Human error

Human error
Malicious or criminal attack
Malicious or criminal attack

Human error
licious or criminal attack

Source of Breach Level 2
Unauthorised disclosure (failure to
redact)

Cyberincident

Social engineering / impersonation

Loss of paperwork / data storage
device

Pl sent to wrong recipient (other)
Unauthorised disclosure (failure to
redact)

Unauthorised disclosure (verbal)
Unauthorised disclosure
(unintended release or publication)
Cyberincident

Unauthorised disclosure
(unintended release or publication)
Rogue employee / insider threat
Rogue employee / insider threat
Unintended release or publication
Unauthorised disclosure
(unintended release or publication)
Social engineering / impersonation
Unauthorised disclosure (failure to

redact)
Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure (verbal)

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident

Source of Breach Level 3

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)
Ransomware

Hacking

Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Brute-force attack
(compromised credentials)

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)
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Global Number of People Affected
2-10

101-1,000

11-100

2-10

2-10

101-1,000

1,001-5,000

101-1,000

101-1,000

11-100

101-1,000

1
1,001-5,000

Received Date Respondent Sector

Australian Government

TAS Government

CRBs

Health service providers

ealth service providers
Australian Government

Australian Government

Australian Government

Finance (incl. superannuation)

Australian Government

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)
Personal services (incl
employment, child care, vets)

Finance (incl. superannuation)

Finance (incl. superannuation)

Legal, accounting &
management services

Education

Agriculture, Forestry, Fisheries

Australian Government

Finance (incl. superannuation)

Health service providers

Charities

Education

Retail

Australian Government

Charities

Professional Organisation

Retail
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Travel & Hospitality industry

Contact Phone BH Email Types of Personal Information Involved
Health information,

Other sensitive information,

Contact information,

Financial details,

Identity information

Tax File Numbers

Respondent

Identity information,
Financial details,
Contact information
Health information,
Contact information
N o2t information

Contact information

[, O+ scnsitive information

Contact information

Contact information,
Financial details

Other sensitive information,
Health information

Financial details,
Contact information
Contact information,
Financial details,

Identity information

o
5
=
g
8
ES
g
3
s
S

Contact information

Contact information,
Identity information,
Financial details

Contact information

Contact information,
Other sensitive information

Contact information,
Finandial details

Financial details,
Contact information
Identity information,
Other sensitive information

Financial details

Identity information,
Contact information,

Tax File Numbers

Other sensitive information

Contact information,
Finandial details

Contact information

Contact information,
Financial details
Contact information,
Health information

Identity information,
Contact information,
Tax File Numbers

Contact information

Health information,
Tax File Numbers,
Financial details,
Identity information,
Contact information

n of action taken to prevent
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved

Malicious or criminal attack Rogue employee / insider threat 1 Retail Contactinformation

| o information

ion taken to prevent

Fl
2
B

Human error Pl sent to wrong recipient (email) 11-100

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,
Contact information
Human error Loss of paperwork / data storage 1 Education Financial details
device
Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,
Identity information
Human error Unauthorised disclosure 101-1,000 Australian Government Contact information,

(unintended release or publication) Identity information,
Health information,

Other sensitive information
Contact information,

Tax File Numbers

Contact information,
Identity information,
Financial details,

TaxFile Numbers,

Health information

Malicious or criminal attack Cyberincident Ransomware 101-1,000 Finance (incl. superannuation)

icious or criminal attack Cyberincident Ransomware 101-1,000 Personal services (incl
employment, child care, vets)

Human error Pl sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details,
Identity information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Personal services (incl Contact information
employment, child care, vets)
Human error Unauthorised disclosure 11-100 Education

(unintended release or publication)

Health information,
Identity information,
Contact information
Health information,

Other sensitive information

Human error Unauthorised disclosure 101-1,000
(unintended release or publication)

Education

Malicious or criminal attack Cyberincident Phishing (compromised 1
credentials)

Finance (incl. superannuation) Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Tax File Numbers

Malicious or criminal attack Cyberincident Ransomware 1,001-5,000 Finance (incl. superannuation)

]
8
2
a
3
-5
™
a
3

3

Malicious or criminal attack Cyberincident Ransomware 11-100 Professional Organisation Contact information
Malicious or criminal attack Theft of paperwork or data storage 1,001-5,000 Finance (incl. superannuation) Contact information
device
icious or criminal attack Cyber incident Phishing (compromised 25,001-50,000 Real estate agents Contact information,
credentials) Financial details,
Identity information
Malicious or criminal attack Social engineering / impersonation 2-10 CRBs Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 Legal, accounting & Contact information
credentials) management services
Malicious or criminal attack Cyber incident Hacking 500,001-1,000,000 Charities Health information,
Identity information,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Education Contact information,
credentials) Financial details,
Identity information,
Health information
Malicious or criminal attack Cyberincident Phishing (compromised 2-10 Legal, accounting & Tax File Numbers
credentials) management services
System fault Unintended release or publication 11-100 Health service providers I - th information
Human error Pl sent to wrong recipient (mail) 1 Finance (incl. superannuation) _ Contact information,
Financial details
Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) [ NG ot information
icious or criminal attack Cyber incident Phishing (compromised 1 Retail Contact information
credentials)
Human error Failure to use BCC when sending 101-1,000 Health service providers _Contactmimmauon
email
Human error Unauthorised disclosure (verbal) 2-10 Travel & Hospitality industry Contact information,
Identity information
Malicious or criminal attack Cyberincident Compromised or stolen 1 Information Technology Identity information,
credentials (method Financial details,
unknown) Contact information
Malicious or criminal attack Cyberincident Compromised or stolen 1 Finance (incl. superannuation) Contact information
credentials (method
unknown)
Human error Unauthorised disclosure (verbal) 1 Insurance Contact information,
Financial details,
Identity information



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Human error

icious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack
Human error
Malicious or criminal attack
Malicious or criminal attack
Human error
Malicious or criminal attack
Human error
Human error
Human error
Human error
Malicious or criminal attack

Human error

Source of Breach Level 2
Theft of paperwork or data storage
device

Source of Breach Level 3

Failure to use BCC when sending
email

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Theft of paperwork or data storage
device

Unintended release or publication

Failure to use BCC when sending
email

Cyberincident Compromised or stolen
credentials (method

unknown)

Social engineering / impersonation

Pl sent to wrong recipient (mail)

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Cyberincident Compromised or stolen
credentials (method
unknown)

Failure to use BCC when sending
email

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure (verbal)
Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)
Cyberincident Ransomware
Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)
Social engineering / impersonation

Unauthorised disclosure (verbal)

Unauthorised disclosure

(unintended release or publication)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Ransomware

Cyberincident

Loss of paperwork / data storage
device
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Phone BH Email Types of Personal Information Involved
Identity information,
Contact information,

Tax File Numbers,

Health information

Health information,
Contact information
Contact information,
Financial details,

Health information,

Other sensitive information,
Tax File Numbers

Health information,
Identity information,
Contact information
Contact information,
Health information

Health information,

Other sensitive information,
Tax File Numbers,

Contact information,
Identity information,
Financial details

Health information,

Other sensitive information,
Identity information,
Contact information
Contact information

Global Number of People Affected Received Date Contact

11-100

Respondent Sector
Legal, accounting &
management services

Respondent

101-1,000 Insurance

1,000,001-10,000,000 Retail

Health service providers

Education
11-100 Property/construction/Architect
s/surveyors

Personal services (incl
employment, child care, vets)

Health service providers

Contact information,
Identity information,

Other sensitive information,
Health information

Contact information,
Identity information,
Health information

Health information,
Identity information,
Contact information
Contact information,

Health information

Contact information,
Identity information,
Health information

Contact information

Personal services (incl
employment, child care, vets)

VIC Government

11-100

Finance (incl. superannuation)

11-100 Health service providers

Health service providers
1,001-5,000

Health service providers

Health service providers Contact information

Business/Professional
Associations

Identity information,
Financial details,
Contact information,
Health information

~
-
S

1 I - service providers I o2t information

1 Finance (incl. superannuation) Contact information,
Financial details,
Health information,
Tax File Numbers

2-10 Finance (incl. superannuation) Financial details,

Identity information,
Contact information

2-10 I ' service providers [ '  information

101-1,000 Personal services (incl Contact information,
employment, child care, vets) Identity information
101-1,000 Personal services (incl Contact information,

employment, child care, vets)

1 [ oine services

Finance (incl. superannuation)

2-10 I - str2lian Government

101-1,000 Retail

Identity information

1 2o letails
Financial details,
Contact information
I o tact information

Contact information

Contact information,
Health information

Australian Government

Contact information,
Financial details

Identity information,
Contact information

Education

Retail

Education Health information

»
s
5

ction taken to prevent

Descl n of a en
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Contact Phone BH Email Types of Personal Information Involved ction taken to prevent

Fl
2
8

3
3
S
a
&
2

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector

Case Number

‘ Human error Unauthorised disclosure (failure to 1 Health service providers _ Health information
redact)
Human error Pl sent to wrong recipient (email) 2-10 Health service providers Health information,
Other sensitive information
‘ Malicious or criminal attack Cyber incident Hacking 101-1,000 Business/Professional _ Contact information
Associations.
Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000 Transport Contact information
credentials)
| Human error Pl sent to wrong recipient (email) 11-100 Education I o act information
‘ System fault Unintended release or publication 1 Education _ Contact information,
Financial details
Malicious or criminal attack Cyberincident Malware 1,001-5,000 Information Technology Identity information,
Contact information,
Health information
‘ Malicious or criminal attack Cyber incident Hacking 5,001-10,000 Health service providers _ Health information,
Contact information
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Health service providers Contact information,
device Identity information,
Other sensitive information
Malicious or criminal attack Cyberincident Ransomware 101-1,000 Health service providers Tax File Numbers,
Financial details,
Contact information
icious or criminal attack Cyber incident Compromised or stolen 11-100 Health service providers Contact information,
credentials (method Identity information
unknown)
Human error Pl sent to wrong recipient (email) 1 Health service providers I - th information
Human error Pl sent to wrong recipient (fax) 2-10 Health service providers Health information,
Identity information,
Contact information
Human error Pl sent to wrong recipient (email) 1 Religious organisations I cic ity information
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Local Government Financial details,
credentials) Contact information,
Tax File Numbers
Malicious or criminal attack Social engineering / impersonation 1 Real estate agents Contact information,
Financial details,
Identity information
System fault Unintended release or publication 2-10 Education Health information,
Other sensitive information
Malicious or criminal attack Rogue employee / insider threat 101-1,000 Telecommunications Identity information,
Contact information
Human error Unauthorised disclosure 11-100 Education Health information,

(unintended release or publication) Other sensitive information
Tax File Numbers,

Identity information,
Financial details,

Contact information

Tax File Numbers,

Contact information
Contact information,
Health information
Identity information,
Contact information,

Other sensitive information
Contact information,
Identity information,

Other sensitive information,
Health information

Other sensitive information,
Contact information,
Identity information,
Finandial details

Health information,
Contact information,
Identity information
Identity information,
Financial details,

Contact information,

Other sensitive information
Tax File Numbers,

Contact information,
Financial details,

Identity information
Identity information,
Contact information,

Other sensitive information
Tax File Numbers,

Identity information,
Financial details

Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation)

Malicious or criminal attack Cyberincident Malware 11-100 Mining & Manufacturing

Human error Pl sent to wrong recipient (other) 1 Health service providers

Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Recruitment Agencies
credentials (method
unknown)

Human error Pl sent to wrong recipient (other) 1 Australian Government

icious or criminal attack - Social engineering / impersonation 2-10 CRBs

Malicious or criminal attack Cyber incident Ransomware 500,001-1,000,000 Health service providers

Human error Pl sent to wrong recipient (email) 2-10 Finance (incl. superannuation)

Local Government

Malicious or criminal attack Cyber incident Ransomware 101-1,000

Recruitment Agencies

Malicious or criminal attack Social engineering /impersonation 1,001-5,000
Malicious or criminal attack Cyberincident Ransomware 1,001-5,000

Health service providers

Finance (incl. superannuation)

Financial details,
Contact information

Malicious or criminal attack Social engineering /impersonation 2-10

Descl n of a reven
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Case Number Contact Phone BH Email Types of Personal Information Involved ction taken to prevent
Contact information,
Identity information,
Tax File Numbers,
Health information

Financial details,

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Malicious or criminal attack Cyberincident Ransomware 11-100 Legal, accounting &
management services

Fl
2
8

3
3
S
a
&
2

Online services

Malicious or criminal attack Cyberincident Compromised or stolen 11-100

credentials (method Contactinformation
unknown)
Human error Pl sent to wrong recipient (mail) 1 Australian Government Contact information
Malicious or criminal attack Rogue employee / insider threat 2-10 Health service providers Health information,
Identity information,
Contact information
Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,
Identity information
Malicious or criminal attack Cyberincident Compromised or stolen 1 Online services Financial details,
credentials (method Contactinformation
unknown)
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Health service providers Contactinformation,

credentials) Financial details,
Identity information,
Health information
Contact information,
Financial details
Financial details,
Contact information

Human error Pl sent to wrong recipient (mail) 1 Education

Human error Pl sent to wrong recipient (mail) 101-1,000 Finance (incl. superannuation)

Human error Unauthorised disclosure (failure to 11-100 Health service providers Contact information

redact)
Malicious or criminal attack Social engineering / impersonation 11-100 Education Health information
icious or criminal attack ~Theft of paperwork or data storage 1,001-5,000 Legal, accounting & Tax File Numbers,
device management services Contact information,
Financial details
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Transport Identity information
credentials (method
unknown)
Human error Pl sent to wrong recipient (email) 1 Telecommunications Contact information
Human error Pl sent to wrong recipient (email) 2-10 Health service providers Contact information,
Identity information,
Health information
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Health service providers Health information,
credentials (method Identity information
unknown)
Malicious or criminal attack ~Social engineering / impersonation 11-100 Telecommunications Identity information,
Contact information
System fault Unintended access 1 Finance (incl. superannuation) | N o rt:ct information
Malicious or criminal attack Cyber incident Phishing (compromised 10,001-25,000 Health service providers Contact information,
credentials) Health information,
Other sensitive information
Human error Pl sent to wrong recipient (email) 2-10 Legal, accounting & _ Contact information,
management services Identity information
Malicious or criminal attack Cyber incident Ransomware 1,000,001-10,000,000 Travel & Hospitality industry Identity information,
Financial details,
Contact information
Malicious or criminal attack Cyber incident Ransomware 5,001-10,000 Business/Professional Contact information,
Associations Financial details,
Identity information,
Other sensitive information,
Health information,
Tax File Numbers
System fault Unintended release or publication 11-100 Charities Other sensitive information,
Identity information,
Financial details,
Contact information
Human error Pl sent to wrong recipient (email) 1 elecommunications I o -t information
Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Financial details,
Identity information
Human error Unauthorised disclosure 1 Health service providers Other sensitive information

(unintended release or publication)

Malicious or criminal attack Cyberincident Hacking 210 Retail Financial details,
Contact information
Tax File Numbers,
Health information,
Financial details,

Contact information

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Health service providers

Contact information,
Financial details,
Identity information,
Health information,
Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 11-100
credentials)

Health service providers

Contact information

Human error Unauthorised disclosure 1
(unintended release or publication)

Charities

Descl n of a en



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error
Malicious or criminal attack

System fault
Human error
Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
System fault

Human error

Malicious or criminal attack

Source of Breach Level 2

Theft of paperwork or data storage
device

Cyberincident

Pl sent to wrong recipient (email)
Social engineering / impersonation

Pl sent to wrong recipient (email)
Cyberincident

Unintended access

Pl sent to wrong recipient (email)
Social engineering / impersonation
Pl sent to wrong recipient (email)

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)
Unauthorised disclosure (verbal)
Social engineering / impersonation
Unauthorised disclosure

(unintended release or publication)

Cyberincident

Social engineering / impersonation

Social engineering / impersonation

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Cyberincident

Social engineering / impersonation

Cyberincident

Cyberincident

Cyberincident
Unintended release or publication
Unauthorised disclosure
(unintended release or publication)

Cyberincident

Source of Breach Level 3

Ransomware

Compromised or stolen
credentials (method
unknown)

Ransomware

Brute-force attack
(compromised credentials)

Hacking

Compromised or stolen
credentials (method
unknown)

Hacking

Phishing (compromised
credentials)

Global Number of People Affected

101-1,000

11-100

1,001-5,000
2-10

11-100

1,001-5,000

11-100

2-10

1,001-5,000

2-10

11-100

1,001-5,000

1,001-5,000

2-10
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Respondent Sector
Legal, accounting &
management services

Travel & Hospitality industry

Health service providers
Recruitment Agencies

Education

Online services

Education

Australian Government

Recruitment Agencies

Health service providers

Recruitment Agencies

Insurance

Recruitment Agencies

Recruitment Agencies

Education

Health service providers
Recruitment Agencies

Insurance

Utilities

Recruitment Agencies

Recruitment Agencies

Health service providers

Business/Professional
Associations.

Recruitment Agencies

Retail

Legal, accounting &
management services

Retail
Health service providers

Health service providers

Health service providers
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a
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1
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a

Finance (incl. superannuation)

Respondent Contact Phone BH Email

Contact information,
Financial details
Financial details,
Identity information,
Contact information,

Tax File Numbers
| . information
Other sensitive information,
Contact information,
Identity information
[ ! ictails

Financial details,

Contact information

Contact information,
Other sensitive information
Other sensitive information,
Contact information
Contact information,
Other sensitive information
Health information,
Contact information
Contact information,
Identity information,

Other sensitive information
Contact information,
Identity information

Other sensitive information,
Identity information,
Contact information
Identity information,
Contact information,

Other sensitive information
Health information,
Contact information

Contactinformation
Contact information,
Identity information,
Other sensitive information
Contact information

Contact information,
Identity information,
Financial details,

Other sensitive information,
Health information,

Tax File Numbers

Contact information,
Identity information,

Other sensitive information
Other sensitive information,
Identity information,
Contact information
Contact information,
Identity information
Identity information,
Financial details,

Contact information
Contact information,
Financial details,

Identity information

Other sensitive information,
Identity information,
Contact information
Financial details,

Contact information
Contact information,
Identity information

Financial details,
Contact information

o
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Identity information

Health information,
Contact information,
Identity information

Types of Personal Information Involved

Other sensitive information,

n to prevent

Description of action take reven




Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2 Source of Breach Level 3
Cyberincident Hacking

Theft of paperwork or data storage
device

Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware

Pl sent to wrong recipient (email)

Rogue employee / insider threat
Cyberincident Malware
Cyberincident

Phishing (compromised
credentials)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Social engineering / impersonation

Pl sent to wrong recipient (mail)
Pl sent to wrong recipient (email)
Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Cyberincident

Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)

Cyberincident Ransomware

Cyberincident Compromised or stolen

credentials (method

unknown)
Unauthorised disclosure
(unintended release or publication)
Pl sent to wrong recipient (email)
Cyberincident Malware

Social engineering / impersonation
Social engineering / impersonation
Cyberincident Compromised or stolen
credentials (method
unknown)

Pl sent to wrong recipient (email)
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Global Number of People Affected
11-100

11-100

1,001-5,000

1,000,001-10,000,000

2-10

1,001-5,000

101-1,000

11-100

11-100

11-100

11-100

25,001-50,000

1
5,001-10,000

101-1,000

2-10
11-100

11-100

Received Date Respondent Sector Contact Phone BH Email

Health service providers
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3
3
S
a
&
2

Identity information,
Contact information,
Health information

Other sensitive information,
Contact information
Identity information,
Financial details,

Contact information,

Other sensitive information,
Health information,
TaxFile Numbers
Contactinformation

Education

Personal services (incl

employment, child care, vets)

Australian Government

Personal services (incl
employment, child care, vets)

Contact information,
Identity information,
Financial details,
Other sensitive information,
Health information
Health information,
Financial details,
Identity information,
Contact information
Contact information,
Identity information
Financial details,
Contact information
Contact information

Insurance

Health service providers

Business/Professional
Associations

Legal, accounting &
management services

Health service providers Contact information

Legal, accounting &
management services
Finance (incl. superannuation)

Contact information,
Financial details
Financial details,
Identity information,
Tax File Numbers
Recruitment Agencies Other sensitive information,
Identity information,
Contactinformation
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Insurance Contact information,
Identity information,
Finandial details
Financial details,
Contact information,
Tax File Numbers

Legal, accounting &
management services

Recruitment Agencies

Other sensitive information,
Contact information,
Identity information
Contact information,
Other sensitive information
Contact information

Recruitment Agencies

Information Technology

Contact information
Financial details,
Health information,
Tax File Numbers
Contact information,
Identity information,
Financial details,
Tax File Numbers,
Health information
Financial details,
Identity information,
Contact information

Insurance
Health service providers

RTDs

Utilities

o
S
2
g
a
3
g
3
5
S

Education
Information Technology Financial details,
Contact information
Contact information,
Financial details
Financial details,
Contact information
Contact information,
Financial details

Finance (incl. superannuation)
Finance (incl. superannuation)

Online services

Education Identity information,
Contact information,

Health information

Types of Personal Information Involved

Description of action taken to prevent
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved ction taken to prevent
Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,
Financial details

Identity information,
Contact information
Australian Government I, ot information

Health service providers Contact information,
Identity information,

Health information

Other sensitive information,
Identity information,
Contact information

System fault Unintended release or publication 1 Professional Organisation

Human error Pl sent to wrong recipient (other) 1
Malicious or criminal attack Cyber incident Phishing (compromised 2-10
credentials)

Malicious or criminal attack Social engineering / impersonation 11-100 Recruitment Agencies

Health service providers Contact information,
Identity information,
Health information

Health information,

Human error Pl sent to wrong recipient (email) 1

Malicious or criminal attack Cyberincident Compromised o stolen 11-100 Health service providers

credentials (method Identity information,
unknown) Contactinformation
Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000 Utilities Contact information,

Identity information,
Financial details,
Health information,
Tax File Numbers
Health information,
Identity information,
Contact information
Contact information,
Identity information,
Health information,
Other sensitive information

credentials)

Human error Unauthorised disclosure 2-10 Education

(unintended release or publication)
Human error Unauthorised disclosure 11-100 Australian Government
(unintended release or publication)

management services Identity information,

Contactinformation

Human error Unauthorised disclosure (verbal) 1 I - (incl. superannuation) [ rt:ct information

Property/construction/Architect Contact information

s/surveyors

Health service providers Contact information,
Identity information,
TaxFile Numbers

Human error Loss of paperwork / data storage 1 Health service providers Health information,
device Identity information,
Contactinformation
Human error Pl sent to wrong recipient (email) 1 I s I o t2ct information
licious or criminal attack  Cyber incident Ransomware 101-1,000 Local Government Contact information,
Identity information,
Financial details,
Tax File Numbers
‘ Human error Pl sent to wrong recipient (other) 2-10 Legal, accounting & Financial details,
I

Malicious or criminal attack ~Social engineering / impersonation 11-100

Malicious or criminal attack Cyberincident Ransomware 101-1,000
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Human error Pl sent to wrong recipient (email) 1,001-5,000
Malicious or criminal attack ~Social engineering / impersonation 101-1,000 Recruitment Agencies Identity information,
Contact information,
Health information,

Other sensitive information
Health information,

Tax File Numbers,

Contact information,
Identity information,
Financial details

Financial details,

Identity information,
Contact information,

Tax File Numbers

Contact information

Property/construction/Architect
s/surveyors

licious or criminal attack  Cyber incident Ransomware 101-1,000

icious or criminal attack Cyberincident Compromised or stolen 101-1,000
credentials (method
unknown)

Religious organisations

Malicious or criminal attack Social engineering / impersonation 11-100 Telecommunications

Malicious or criminal attack Social engineering /impersonation 1 CRBs Identity information,
Financial details,
Contactinformation
Contact information,
Identity information,
Financial details,
Tax File Numbers
Financial details,
Contact information

Malicious or criminal attack Cyber incident Ransomware 101-1,000 Health service providers

Malicious or criminal attack Social engineering / impersonation 1,001-5,000 Retail
Contact information,
Identity information
Contact information,
Identity information,
Health information,
Tax File Numbers

Human error Pl sent to wrong recipient (other) 1 Health service providers

Malicious or criminal attack Cyberincident Ransomware 10,001-25,000 Finance (incl. superannuation)

Contact information,
Financial details,
Identity information,
Tax File Numbers,
Health information

Malicious or criminal attack Cyber incident Ransomware 101-1,000 Mining & Manufacturing

Descl n of a reven



Case Number___Description of eligible data breach  Source of Breach
Human error

Malicious or criminal attack

System fault
Human error

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Pl sent to wrong recipient (email)
Social engineering / impersonation

Unintended access
Pl sent to wrong recipient (email)

Cyberincident

Pl sent to wrong recipient (mail)
Pl sent to wrong recipient (email)

Cyberincident
Unauthorised disclosure

(unintended release or publication)
Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

Cyberincident

Theft of paperwork or data storage
device

Cyberincident

Theft of paperwork or data storage

device

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Social engineering / impersonation

Cyberincident

Social engineering / impersonation

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)
Cyberincident

Cyberincident

Cyberincident

Failure to use BCC when sending
email

Source of Breach Level 3

Compromised o stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Malware

Ransomware

Compromised or stolen
credentials (method
unknown)

Ransomware

Ransomware

Ransomware
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Global Number of People Affected
1

101-1,000
1

100,001-250,000

1,001-5,000

101-1,000

Unknown

101-1,000

1,001-5,000

101-1,000

11-100

11-100

1,001-5,000

11-100

1
11-100
25,001-50,000

101-1,000

1,001-5,000

Rec Contact Phone BH Email

3
a
o
1
S
a

Respondent Sector
Insurance
Recruitment Agencies

Respondent

Contact information
Contact information,
Identity information,
Health information,

Other sensitive information
Financial details,

Contact information

Travel & Hospitality industry

Personal services (incl Other sensitive information
employment, child care, vets)

Insurance

Health information,
Contact information,
Financial details,
Identity information
| o information
Identity information,
Financial details
Financial details,
Contact information

=
E

Finance (incl. superannuation)

Online services

Australian Government Identity information

Legal, accounting & Contact information
management services
Insurance Identity information,

Health information

Contact information,
Financial details,
Identity information,
Health information,
Other sensitive information
Health information,
Identity information,
Contact information
Health information,
Tax File Numbers,
Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Tax File Numbers
Health information,
Other sensitive information,
Identity information,
Contact information
Identity information

Travel & Hospitality industry

Individual

Property/construction/Architect
s/surveyors

Legal, accounting &
management services

Recruitment Agencies

Education

Insurance Identity information,
Contact information
Contact information,
Identity information,
Other sensitive information,
Health information
Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Health information

Recruitment Agencies

Business/Professional
Associations.

Insurance
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Financial details,
Identity information,
Contact information,
Other sensitive information,
Tax File Numbers
Tax File Numbers,
Contact information,
Identity information,
Financial details
Identity information,
Contact information,
Tax File Numbers
Contact information

Finance (incl. superannuation)

Health service providers

Charities

Types of Personal Information Involved

en to prevent

Description of action tak N




Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Social engineering / impersonation

Source of Breach Level 3

Social engineering / impersonation

Theft of paperwork or data storage
device

Cyberincident Phishing (compromised

credentials)

Cyberincident Ransomware

Cyberincident Phishing (compromised
credentials)

Cyberincident Ransomware

Cyberincident Compromised or stolen

credentials (method

unknown)
Loss of paperwork / data storage

device

Pl sent to wrong recipient (email)

Cyberincident Ransomware
Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Phishing (compromised

credentials)

Cyberincident

Theft of paperwork or data storage
device

Unintended release or publication
Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method

unknown)

Theft of paperwork or data storage
device

Pl sent to wrong recipient (other)
Rogue employee / insider threat

Pl sent to wrong recipient (email)
Social engineering / impersonation
Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method

unknown)
Cyberincident Hacking

Cyberincident

Global Number of People Affected

1

1,001-5,000

11-100

25,001-50,000

101-1,000

1,001-5,000

101-1,000

2-10

5,001-10,000

1,001-5,000

101-1,000

101-1,000

11-100
11-100

101-1,000

101-1,000

101-1,000

101-1,000

11-100

11-100
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Received Date Respondent Sector

Legal, accounting &
management services

Charities

Travel & Hospitality industry
Legal, accounting &

management services

Information Technology

Legal, accounting &
management services

Health service providers

Education

Transport

Transport

Health service providers

Legal, accounting &
management services

Retail
Recruitment Agencies

Education

Legal, accounting &
management services

Health service providers
Health service providers
Health service providers

Insurance

Health service providers

Retail

Information Technology

Finance (incl. superannuation)

Finance (incl. superannuation)

Interest groups/theatre/sports

Contact Phone BH Email

Fl
2
8

3
3
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Contact information,
Financial details,
Identity information
Identity information,
Financial details,
Contact information
Tax File Numbers,
Contact information,
Identity information,
Financial details
Contact information,
Identity information,
Other sensitive information,
Health information
Identity information,
Financial details
Financial details,
Identity information,
Contact information,
TaxFile Numbers
Tax File Numbers,
Contact information,
Identity information,
Financial details

Tax File Numbers

Contact information,
Health information,

Other sensitive information
Health information,
Identity information
Financial details,

Contact information,
Health information,

Tax File Numbers

Contact information

Contact information,
Financial details,
Identity information
Tax File Numbers,
Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Tax File Numbers

o
S
Fl
g
8
ES
g
3
s
s

Contact information,
Identity information,
Health information,

Other sensitive information
Health information,

Tax File Numbers,

Identity information,
Financial details,

Contact information
Contact information,
Identity information,

Tax File Numbers

Health information,
Identity information
Contact information

Other sensitive information,
Identity information
Identity information,
Contact information
Contact information,
Identity information,
Health information
Financial details,

Contact information

Contact information,
Identity information,
Financial details,

Health information,

Other sensitive information,
Tax File Numbers

Types of Personal Information Involved

of action taken to prevent

Descl n of a N
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Health service providers Health information,
credentials (method Contact information
unknown)
Human error Loss of paperwork / data storage 11-100 Education Identity information,
device Health information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 - Business/Professional _ Identity information, _
Associations. Contact information
Human error Unauthorised disclosure (verbal) 1 I - th service providers I - th information I
Malicious or criminal attack Social engineering / impersonation 101-1,000 -Travel&Hospnalnymdustry _Contac!miormauon _
Malicious or criminal attack Cyberincident Ransomware 101-1,000 - NSW Government _ TaxFile Numbers _
Malicious or criminal attack Cyber incident Hacking 5,001-10,000 Online services Contact information,
Financial details
Malicious or criminal attack Theft of paperwork or data storage 11-100 Legal, accounting & Health information,
device management services Tax File Numbers,
Contact information,
Identity information
Malicious or criminal attack Cyber incident Malware 1,001-5,000 -Mmmg&ManuIacmrmg _Fmanualdetans _
Human error Loss of paperwork / data storage 1 Australian Government Identity information,
device Contact information,
Health information
Malicious or criminal attack ~ Social engineering / impersonation 1 -Austrahan Government _ Identity information _
Malicious or criminal attack  Social engineering / impersonation 2-10 Recruitment Agencies Identity information,
Contact information,
Health information,
Other sensitive information
Human error Unauthorised disclosure 2-10 Australian Government Contact information
(unintended release or publication)
Human error Unauthorised disclosure (failure to 1 -Ausuauan Government _ Health information, _
redact) Other sensitive information
Human error Unauthorised disclosure 101-1,000 Education Health information,
(unintended release or publication) Contact information
Malicious or criminal attack Rogue employee / insider threat 2-10 - Health service providers _ Financial details, _
Health information
Malicious or criminal attack Cyber incident Malware 50,001-100,000 Information Technology Health information,
Other sensitive information,
Tax File Numbers,
Identity information,
Contact information
Malicious or criminal attack Cyber incident Ransomware 10,001-25,000 - Agriculture, Forestry, Fisheries _ Contact information _
Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,
Identity information,
Financial details
Human error Pl sent to wrong recipient (other) 2-10 I . st2lian Government I (c<tity information I
Human error Pl sent to wrong recipient (email) 2-10 I st 2 lian Government I o tact information I
Malicious or criminal attack Theft of paperwork or data storage 11-100 Information Technology Contact information,
device Identity information,
Tax File Numbers
Malicious or criminal attack Cyber incident Malware 100,001-250,000 -Busir\ess/Profess'\onal _Cor\tactir\iormation _
Associations
Human error Loss of paperwork / data storage 2-10 Personal services (incl Contact information,
device employment, child care, vets) Identity information,
Health information
icious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Property/construction/Architect Contact information
credentials) s/surveyors
Human error Unauthorised disclosure 1 Charities Contact information,
(unintended release or publication) Identity information
Malicious or criminal attack Cyber incident Compromised or stolen 100,001-250,000 Retail Contact information
credentials (method
unknown)
Malicious or criminal attack Theft of paperwork or data storage 2-10 - Health service providers _ Contact information _
device
Malicious or criminal attack Cyber incident Ransomware 5,001-10,000 Finance (incl. superannuation) Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyber incident Compromised or stolen 1 Recruitment Agencies Financial details,
credentials (method Identity information,
unknown) Contact information,
Tax File Numbers
Human error Pl sent to wrong recipient (mail) 1 -Ausuauan Government _Cor\tactmﬁ)rmauon, _
Other sensitive information
Malicious or criminal attack Cyber incident Phishing (compromised 1 -Finance(mcL superannuation) _Contactinformatiun _
credentials)



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack
Human error

Human error

Malicious or criminal attack
System fault
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (other)

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident
Unauthorised disclosure
(unintended release or publication)

Cyberincident

Cyberincident
Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Rogue employee / insider threat
Unintended release or publication
Pl sent to wrong recipient (mail)

Cyberincident

Cyberincident

Pl sent to wrong recipient (fax)

Source of Breach Level 3
Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Compromised o stolen
credentials (method

unknown)
Hacking

Ransomware

Ransomware

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Hacking

Phishing (compromised
credentials)

Malware
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Global Number of People Affected
101-1,000

10,001-25,000

11-100

101-1,000

101-1,000

101-1,000

101-1,000

1,001-5,000

5,001-10,000

5,001-10,000

101-1,000

1,001-5,000

5,001-10,000

101-1,000

Received Date Respondent Sector

Health service providers

Education

Insurance

Insurance

Retail

Education

Business/Professional
Associations

Legal, accounting &
management services

Health service providers

Information Technology

Australian Government

Health service providers

Health service providers

Online services

Legal, accounting &
management services

Health service providers

Legal, accounting &
management services
Health service providers

Information Technology

Health service providers

]
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Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Respondent Contact Phone BH Email

Health information,

Identity information,
Contact information
Financial details,
Identity information,
Contact information,
Health information
Contact information,
Identity information,
Financial details
Financial details,
Contact information,
Health information
Contact information,
Identity information,
Financial details
Identity information,
Financial details,
Contact information,
TaxFile Numbers
Identity information,
Contact information,
Health information
Health information,
Contact information,
Identity information
Tax File Numbers,
Health information,
Contact information,
Financial details

Tax File Numbers,
Health information,
Contact information,
Financial details,
Identity information
Contact information,
Identity information,
Financial details,
Tax File Numbers
Identity information,
Contact information,
Health information
Identity information,
Contact information,
Health information,
Other sensitive information
Contact information,
Identity information,
Health information
Contact information

Contact information,
Identity information,
Financial details,
Health information
Contact information

Financial details

Financial details,
Contact information

Contact information

Contact information,
Financial details

Health information
Health information,

Contact information,
Identity information,
Financial details
Financial details,
Contact information

Health information,

Contact information

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

Other sensitive information,

Other sensitive information,

ction taken to prevent



Case Number___Description of eligible data breach  Source of Breach

System fault

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

icious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Human error
Human error

Human error

Human error

Human error

Malicious or criminal attack

Source of Breach Level 2
Unintended access

Source of Breach Level 3

Social engineering / impersonation

Insecure disposal

Cyberincident Hacking

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure
(unintended release or publication)

Brute-force attack
(compromised credentials)

Cyberincident

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Cyberincident Phishing (compromised

credentials)
Cyberincident Phishing (compromised
credentials)

Cyberincident Phishing (compromised

credentials)

Cyberincident Ransomware

Cyberincident Ransomware

Rogue employee / insider threat
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Social engineering / impersonation

Social engineering / impersonation
Social engineering / impersonation

Pl sent to wrong recipient (email)
Unauthorised disclosure (verbal)
Loss of paperwork / data storage
device

Unauthorised disclosure
(unintended release or publication)

Failure to use BCC when sending
email
Cyberincident Phishing (compromised

credentials)

Global Number of People Affected

101-1,000

11-100

11-100

11-100

101-1,000

11-100

11-100

11-100

1,001-5,000

11-100

5,001-10,000

101-1,000

2-10

1,001-5,000

11-100

101-1,000

50,001-100,000
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Received Date Respondent Sector

Finance (incl. superannuation)
Finance (incl. superannuation)
Australian Government

Media

Insurance
Insurance
Mining & Manufacturing

Recruitment Agencies

Health service providers
Education

Education

Health service providers

Interest groups/theatre/sports

Health service providers

Health service providers

Transport

Telecommunications

Health service providers

Transport

Finance (incl. superannuation)

Finance (incl. superannuation)
Religious organisations
Utilities

Charities

Legal, accounting &
management services

Health service providers

Education

Finance (incl. superannuation)

]
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Respondent Contact Phone BH Email

Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information
Health information,
Identity information,
Contact information
Contact information,
Identity information
Contact information

Contact information

Contact information,
Identity information,
Financial details
Identity information,
Contact information,
Health information,

Tax File Numbers
Contact information

Health information,
Identity information
Tax File Numbers,
Contact information,
Financial details,
Identity information
Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Health information
Identity information,
Financial details,
Contact information,
Health information
Contact information,
Identity information,
Health information
Contact information,
Identity information,
Tax File Numbers,
Health information
Contact information

Contact information

Health information,
Tax File Numbers,
Identity information,
Financial details,
Contact information
Identity information,
Financial details,
Contact information
Contact information,
Identity information
Contact information,
Identity information
Contact information
Contact information
Identity information,
Health information
Health information,
Identity information

Contact information
Tax File Numbers,

Identity information,
Contact information

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

ction taken to prev



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Human error

System fault
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 2
Theft of paperwork or data storage
device

Source of Breach Level 3

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (email)

Unintended release or publication
Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation
Rogue employee / insider threat

Pl sent to wrong recipient (mail)
Rogue employee / insider threat

Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Phishing (compromised
credentials)

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Cyberincident Ransomware

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Failure to use BCC when sending
email

Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)

Global Number of People Affected

11-100

101-1,000

1,001-5,000

11-100

11-100

101-1,000

101-1,000

1,001-5,000

101-1,000

1,001-5,000

1,001-5,000

1,001-5,000

11-100

101-1,000

2-10

11-100
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Received Date Respondent Sector

Health service providers

Travel & Hospitality industry

Education

Education

Education

Recruitment Agencies

Retail

Telecommunications

Legal, accounting &
management services

Health service providers

Professional Organisation

Telecommunications

Legal, accounting &
management services

Health service providers

Information Technology

Travel & Hospitality industry

Finance (incl. superannuation)

Finance (incl. superannuation)

inance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Business/Profess Assoc & unions|

Interest groups/theatre/sports

Agriculture, Forestry, Fisheries

Finance (incl. superannuation)

Contact Phone BH Email Types of Personal Information Involved
Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information

Respondent

Contact information,
Identity information,
Financial details,

TaxFile Numbers,

Health information

Other sensitive information

Contact information,
Identity information
Contact information
Contact information,
Identity information,
Financial details,
Other sensitive information,
Health information,
Tax File Numbers
Financial details,
Contact information
Contact information,
Identity information
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Financial details

Identity information,
Contact information,
Tax File Numbers
Tax File Numbers,
Contact information,
Identity information,
Financial details
Contact information,
Identity information,
Tax File Numbers
Financial details,
Identity information,
Contact information,
Tax File Numbers,
Health information,
Other sensitive information
Identity information,
Financial details,
Contact information,
Tax File Numbers
Tax File Numbers,
Contact information,
Financial details,
Identity information
Identity information,
Health information,
Other sensitive information
Other sensitive information,
Identity information,
Contact information
Identity information,
Contact information

Contact information,
Identity information,
Tax File Numbers
Contact information,
Identity information,
Health information
Contact information

Tax File Numbers,
Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Tax File Numbers
Identity information,
Financial details,

Contact information

n of action taken to prevent




Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

System fault

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Human error

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident
Unintended release or publication

Pl sent to wrong recipient (email)
Social engineering / impersonation

Cyberincident

Cyberincident

Cyberincident

Unauthorised disclosure

(unintended release or publication)

Social engineering / impersonation

Rogue employee / insider threat
Pl sent to wrong recipient (email)
Theft of paperwork or data storage
device

Cyberincident

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation
Social engineering / impersonation
Cyberincident

Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)
Cyberincident

Unauthorised disclosure (failure to
redact)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Social engineering / impersonation

Loss of paperwork / data storage

device

Cyberincident

Cyberincident

Cyberincident

Source of Breach Level 3
Hacking

Brute-force attack
(compromised credentials)

Malware
Compromised or stolen

credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method
unknown)

Hacking

Ransomware

Global Number of People Affected

101-1,000

5,001-10,000

11-100

500,001-1,000,000

1,001-5,000

11-100

2-10

101-1,000

2-10

11-100
11-100

101-1,000

11-100
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Received Date Respondent Sector

Finance (incl. superannuation)
Finance (incl. superannuation)

Recruitment Agencies

Education

Business/Professional
Associations.

Personal services (incl
employment, child care, vets)

Health service providers

Recruitment Agencies

Education

Health service providers

Business/Professional
Associations.
Insurance

Telecommunications

Finance (incl. superannuation)

Insurance

Australian Government

Business/Professional
Associations.

Finance (incl. superannuation)

Travel & Hospitality industry

Transport

Transport

Telecommunications

Legal, accounting &
management services
Recruitment Agencies

Finance (incl. superannuation)

Health service providers

Education

Real estate agents

Agriculture, Forestry, Fisheries

Respondent Contact Phone BH Email

Finance (incl.superannuatior) | ! itoils

Types of Personal Information Involved
Contact information,

Identity information,

Tax File Numbers

Financial details,

Contact information

Health information,
Other sensitive information,
Identity information,
Contact information
Contact information,
Identity information,
Financial details
Identity information,
Financial details,
Contact information
Contact information

Contact information,
Identity information

Contact information,
Identity information,

Other sensitive information,
Health information

Contact information

Other sensitive information,
Financial details,

Contact information
Identity information,
Contact information
Contact information,
Financial details,

Health information

Contact information

Contact information,
Identity information

Contact information,
Identity information
Identity information,
Contact information
Contact information

Contact information
Contact information,
Identity information

Identity information,
Contactinformation

Contact information,
Identity information,
Health information

Contact information

Contact information,
Finandial details

Contact information,
Identity information,
Health information,

Other sensitive information
Identity information,
Financial details,

Contact information
Contact information,
Identity information,
Health information

Health information,

Other sensitive information,
Identity information,
Contact information
Contact information

Tax File Numbers,
Contact information,
Financial details

Description of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Ransomware

Cyberincident Ransomware

Unauthorised disclosure (verbal)

Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised
credentials)

Cyberincident Ransomware

Brute-force attack
(compromised credentials)

Cyberincident

Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware
Social engineering / impersonation
Cyberincident Ransomware
Pl sent to wrong recipient (other)

Social engineering / impersonation

Pl sent to wrong recipient (email)

Failure to use BCC when sending

email

Cyberincident Ransomware
Cyberincident Hacking
Cyberincident Malware
Social engineering / impersonation

Pl sent to wrong recipient (email)

Cyberincident Ransomware
Cyberincident Ransomware

Social engineering / impersonation

Cyberincident Compromised or stolen

credentials (method

unknown)
Cyberincident Ransomware
Cyberincident Ransomware

Social engineering / impersonation

Global Number of People Affected

5,001-10,000

10,001-25,000

11-100

101-1,000

11-100

1,001-5,000

11-100

11-100

101-1,000

2-10

101-1,000

101-1,000

101-1,000

1,001-5,000

11-100

101-1,000
25,001-50,000

25,001-50,000

11-100

101-1,000
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Received Date Respondent Sector

Information Technology

Health service providers

Insurance

Recruitment Agencies

Real estate agents

Finance (incl. superannuation)

Legal, accounting &
management services

s/surveyors

s/surveyors

Australian Government

Finance (incl. superannuation)

Finance (incl. superannuation)

Insurance

Finance (incl. superannuation)

Finance (incl. superannuation)
CRBs

Online services

Health service providers

s/surveyors

Telecommunications

Education
Finance (incl. superannuation)

Education
Interest groups/theatre/sports

Interest groups/theatre/sports
Finance (incl. superannuation)

Retail

Finance (incl. superannuation)

Legal, accounting &
management services

Insurance

Property/construction/Architect

Property/construction/Architect

Property/construction/Architect

Phone BH Email

Respondent Contact

Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Health information,
TaxFile Numbers
Financial details,
Contact information
Contact information,
Identity information,
Health information,

Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information
Financial details,
Contact information
Contact information

Contact information,
Financial details,
Identity information
Identity information,
Financial details,
Contact information,

Financial details

Identity information

Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information

o
5
3
3
a.
o
Iy

Financial details,
Identity information,
Contact information
Contact information,
Financial details
Contact information

Identity information,
Financial details,
Contact information,
Health information,
Tax File Numbers
Contactinformation

Identity information

Financial details,
Contactinformation
I | -tity information

Contact information

]
8
2
a
3
-5
™
3
3

Contact information

Contact information,
Financial details
Identity information,
Contact information,
Health information
Tax File Numbers,
Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information,

Tax File Numbers
ontact information,
Identity information

o

Types of Personal Information Involved

Other sensitive information

Other sensitive information

ction taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

System fault
Malicious or criminal attack

System fault
Human error

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Source of Breach Level 2
Rogue employee / insider threat

Source of Breach Level 3

Unintended release or publication
Theft of paperwork or data storage
device

Unintended release or publication
Pl sent to wrong recipient (email)

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)
Unauthorised disclosure (verbal)
Theft of paperwork or data storage
device

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident

Hacking
Rogue employee / insider threat
Pl sent to wrong recipient (email)

Cyberincident Compromised or stolen

credentials (method

unknown)
Failure to use BCC when sending

email

Pl sent to wrong recipient (other)

Social engineering / impersonation
Cyberincident Ransomware
Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Phishing (compromised

credentials)

Cyberincident

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Ransomware

Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Global Number of People Affected

1

101-1,000
11-100

101-1,000
1

11-100

1
2-10
1,001-5,000

101-1,000

1
10,000,001 or more

11-100

101-1,000

101-1,000

2-10

1,001-5,000

11-100

101-1,000

5,001-10,000

101-1,000

1,001-5,000

1,001-5,000
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Received Date Respondent Sector

Australian Government

I o< & Hospitality industry

Clubs/Pubs

I <! & Hospitality industry

Finance (incl. superannuation)

Health service providers

I oits
I st ian Government

Travel & Hospitality industry

Finance (incl. superannuation)

m
T
g
§
8
s
S
F3
2
S
5
E
3
3
5
s
S

Retail
Business/Professional
ssociations

Health service providers

Personal services (incl
employment, child care, vets)

Health service providers

Travel & Hospitality industry
Recruitment Agencies

Retail

Education

Insurance

Travel & Hospitality industry

Health service providers

Legal, accounting &
management services

Travel & Hospitality industry

Legal, accounting &
management services

Finance (incl. superannuation)

Insurance

Utilities

Respondent Contact Phone BH Email

Identity information,
Contact information
| o2t information
Contact information,
Identity information
| o information
Contact information,
Identity information,
Financial details,
Tax File Numbers
Contact information

| o information
| o information
Contact information,
Financial details,
Identity information,
Health information
Contact information

Contact information
Contact information

Contact information,
Health information
Tax File Numbers

Contact information

Financial details
Identity information,
Contact information,
Health information,
Other sensitive information
Health information,
Tax File Numbers,
Contact information,
Identity information,
Financial details
Contact information

Contact information,
Financial details,
Health information
Tax File Numbers,
Identity information,
Contact information
Contact information,
Identity information,
Financial details,
Tax File Numbers,
Health information,
Other sensitive information
Other sensitive information,
Health information,
Tax File Numbers,
Financial details,
Identity information,
Contact information
Contact information,
Identity information,
Financial details,
Tax File Numbers
Tax File Numbers,
Health information,
Financial details,
Identity information,
Contact information
Contact information,
Identity information,
Financial details
Contact information,
Other sensitive information
Contact information,
Financial details

Types of Personal Information Involved

ion taken to prevent

Descl n of ac N



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
icious or criminal attack
Human error
Malicious or criminal attack
Malicious or criminal attack

Human error

Human error

Human error

Human error

Human error

Malicious or criminal attack

Source of Breach Level 2
Social engineering / impersonation

Source of Breach Level 3

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)

Cyberincident Hacking

Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)

Social engineering / impersonation

Cyberincident Ransomware

Pl sent to wrong recipient (mail
Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat

Cyberincident Ransomware
Loss of paperwork / data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Failure to use BCC when sending
email

Loss of paperwork / data storage
device

Cyberincident Phishing (compromised
credentials)
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Global Number of People Affected
101-1,000

5,001-10,000

101-1,000

10,001-25,000

101-1,000

5,001-10,000

101-1,000

250,001-500,000

11-100

101-1,000

101-1,000

101-1,000

Received Date Respondent Sector Contact Phone BH Email

Recruitment Agencies

Fl
2
8

3
3
S
a
&
2

Health information,

Contact information,
Identity information
Identity information,
Contact information,
Health information
Contact information,
Identity information,
Financial details,
Tax File Numbers
Financial details

Health service providers

Finance (incl. superannuation)

Property/construction/Architect
s/surveyors

Health service providers Financial details,
Identity information,
Contact information,
Tax File Numbers,
Health information
Finance (incl. superannuation) Financial details,
Identity information,
Contact information
Contact information,
Identity information

Transport

Personal services (incl Contact information
employment, child care, vets)
Insurance Contact information,
Identity information,
Financial details

Tax File Numbers,
Contact information,

Identity information

Information Technology

Australian Government
Contact information
Contact information,
TaxFile Numbers

Legal, accounting &
management services
Charities Identity information,
Contact information,
Travel & Hospitality industry Identity information,
Financial details,
Contact information

Marketing and market research Contact information

Retail Contact information,
Financial details,
Identity information,
Tax File Numbers
Agriculture, Forestry, Fisheries Identity information
Personal services (incl
employment, child care, vets)
Recruitment Agencies

Contact information,
Health information
Identity information,
Contact information,
Health information,
Education Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Health information,

Business/Professional
Associations.

Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Health information

Education

Finance (incl. superannuation)

Education Contact information

Health service providers Health information,

Contact information,
Identity information
Contact information,
Identity information

Health service providers

]
8
2
a
3
™
3

Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

Other sensitive information

Other sensitive information

Other sensitive information

of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

System fault
Malicious or criminal attack
Malicious or criminal attack

Human error

Human error
Human error

Human error

icious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Theft of paperwork or data storage
device

Cyberincident Phishing (compromised
credentials)

Unintended access
Social engineering / impersonation

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Loss of paperwork / data storage
device
Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware

Social engineering / impersonation

Pl sent to wrong recipient (email)
Social engineering / impersonation
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure (verbal)
Cyberincident Phishing (compromised
credentials)

Social engineering / impersonation

Social engineering / impersonation
Cyberincident Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident
Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)
Rogue employee / insider threat
Cyberincident Ransomware

Social engineering / impersonation
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Global Number of People Affected
101-1,000

25,001-50,000

101-1,000

101-1,000

101-1,000

2-10

Unknown

11-100

11-100

11-100

11-100

11-100

11-100

101-1,000

101-1,000

101-1,000

2-10

Received Date Respondent Sector

Legal, accounting &
management services

Telecommunications

Health service providers

Charities

Health service providers

Insurance

Legal, accounting &
management services

Utilities

Education

Health service providers

Mining & Manufacturing

CRBs

Health service providers
Transport

Legal, accounting &
management services

Local Government

Recruitment Agencies

Retail

Retail

Charities

Health service providers

Education

Education

Health service providers

Legal, accounting &

management services
Recruitment Agencies

Finance (incl. superannuation)

Finance (incl. superannuation)

Respondent Contact Phone BH Email

Tax File Numbers

Contact information,
Identity information

Identity information,
Contact information,
Health information
Identity information,
Financial details,
Contact information,
Health information,
Tax File Numbers
Health information,
Contact information
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Tax File Numbers
Contact information

Contact information,
Identity information
Financial details,
Contact information
Contact information,
Identity information,
Health information,

TaxFile Numbers,
Identity information,
Financial details,
Contactinformation
Contact information,
Financial details,
Identity information

o
5
2
g
Q
ES
g
3
s
s

Identity information

]
8
2
a
3
-5
™
3
3

Contact information,
Financial details

o
S
Fl
g
8
ES
g
3
s
s

Identity information,
Financial details,
Contact information,
Tax File Numbers,
Health information
Contact information,
Identity information,
Health information,

Financial details,
Contactinformation
Contact information,
Financial details,

Identity information
Contact information,
Identity information

Identity information,
ontact information,
Health information
Identity information,
Contact information,
Health information
Health information,

o

Health information
Tax File Numbers
Health information,

Identity information,
Contact information

Types of Personal Information Involved

Other sensitive information
Other sensitive information,

Other sensitive information

Other sensitive information

Other sensitive information,

ction taken to prevent



Case Number___Description of eligible data breach  Source of Breach
System fault

Malicious or criminal attack

System fault
Human error

Human error

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2 Source of Breach Level 3
Unintended access
Cyberincident Phishing (compromised

credentials)

Unintended release or publication
Failure to use BCC when sending
email

Unauthorised disclosure
(unintended release or publication)

Rogue employee / insider threat

Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident Compromised or stolen

credentials (method
unknown)
Social engineering / impersonation

Cyberincident Ransomware

Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation
Cyberincident Hacking

Social engineering / impersonation

Social engineering / impersonation

Unintended release or publication

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Compromised or stolen
credentials (method

Cyberincident

unknown)
Cyberincident Malware
Cyberincident Hacking

Cyberincident Compromised or stolen
credentials (method

unknown)
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Global Number of People Affected
2-10
101-1,000

1,001-5,000

11-100

1,001-5,000

25,001-50,000

101-1,000
2-10

1,001-5,000

101-1,000

1,001-5,000

101-1,000

2-10

11-100

11-100

250,001-500,000

101-1,000

Received Date

Descl n of a N

Respondent Sector

m
a
c
8
2
S
S

Interest groups/theatre/sports

Interest groups/theatre/sports
Health service providers

Education

Personal services (incl
employment, child care, vets)
Recruitment Agencies

Retail

Health service providers
Information Technology

Insurance

Information Technology

Charities

Legal, accounting &
management services

Mining & Manufacturing

Recruitment Agencies

Insurance

Local Government

Recruitment Agencies

Recruitment Agencies

Transport

Health service providers

Finance (incl. superannuation)

Health service providers

NSW Government

Education

Insurance

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

Types of Personal Information Involved

Contact information
Contact information,
Identity information,
Financial details,

Other sensitive information,
TaxFile Numbers

Identity information,
Contact information
Contact information

Contact information

Health information,
Contact information
Contact information,
Identity information,
Health information,

Other sensitive information
Financial details,

Contact information

Health information
Contact information,
Financial details

Financial details,
Identity information,
Contact information
Contact information,
Identity information,
Financial details,

Health information,

Other sensitive information,
TaxFile Numbers

Financial details

Financial details,
Identity information,
Contact information,
Tax File Numbers,
Health information
Identity information

Identity information,
Contact information,
Health information,

Other sensitive information,
Tax File Numbers
Contactinformation

Financial details,
Tax File Numbers

Contact information,
Identity information,

Other sensitive information,
Health information

Health information,

Other sensitive information,
Identity information,
Contact information
Contact information,
Identity information,

Tax File Numbers

Health information,
Identity information,
ontact information
Contact information,
Identity information,
Financial details,

Tax File Numbers

Health information,
Contact information

Identity information,
Health information,
TaxFile Numbers
Contact information

Contact information,
Financial details

ction taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Human error
System fault
Malicious or criminal attack
System fault
Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2 Source of Breach Level 3
Rogue employee / insider threat

Unauthorised disclosure
(unintended release or publication)

Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Hacking

Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Compromised o stolen
credentials (method
unknown)

Social engineering / impersonation

Unintended access

Theft of paperwork or data storage
device
Cyberincident Ransomware

Unintended release or publication

Cyberincident Ransomware

Pl sent to wrong recipient (email)
Unintended release or publication

Theft of paperwork or data storage
device

Unintended release or publication
Pl sent to wrong recipient (email)
Rogue employee / insider threat
Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised
credentials)

Cyberincident Phishing (compromised
credentials)

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure (verbal)
Pl sent to wrong recipient (email)

Cyberincident Ransomware
Cyberincident Ransomware
Cyberincident Ransomware
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Global Number of People Affected
1

101-1,000

10,001-25,000

101-1,000

11-100

101-1,000

2-10

101-1,000

11-100

101-1,000

11-100

11-100

2-10

11-100

11-100

11-100

2-10

1,001-5,000

25,001-50,000

10,001-25,000

Respondent Sector
Personal services (incl
employment, child care, vets)
Finance (incl. superannuation)

Fl
2
8

3
3
S
a
&
2

Contactinformation

Financial details

Insurance Financial details,
Contact information,
Health information
Contact information,
Financial details,
Identity information
Contact information,
Financial details

Information Technology

Insurance

Education Identity information,
Contact information

Real estate agents Contactinformation

Health service providers Health information,
Identity information,
Contact information
Contact information,
Identity information,
Health information,

Other sensitive information
Health information,
Identity information,
Contact information
Identity information

Recruitment Agencies

Health service providers

Personal services (incl
employment, child care, vets)
Transport Identity information,
Financial details,

Contact information,

Other sensitive information,
Tax File Numbers
Health information,
Contact information,
Identity information
Identity information,
Financial details,

Contact information,
Health information,

Other sensitive information,
Tax File Numbers

Contact information,
Financial details

Identity information,
Contact information
Contact information,
Identity information,

Health information

Health information,
Contact information

Health service providers

Property/construction/Architect
s/surveyors

Retail
Personal services (incl

employment, child care, vets)
Health service providers

Health service providers

o
8
2
g
a
Ed
g
3
3
S

Health service providers
Health service providers Contact information,
Identity information,

Other sensitive information
Other sensitive information,
Identity information
Identity information,
Contact information,

Tax File Numbers
Tax File Numbers,
Contact information,
Financial details

Health information,

Other sensitive information,
Contact information,
Identity information
| o2t nformation

Contact information

Religious organisations

Health service providers

Finance (incl. superannuation)

Finance (incl. superannuation)

inance (incl. superannuation)
Personal services (incl
employment, child care, vets)
Finance (incl. superannuation) Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information
Contact information,
Financial details

Finance (incl. superannuation)

Finance (incl. superannuation)

Received Date

Contact Phone BH Email Types of Personal Information Involved

ction taken to prevent

Descl n of a N



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

System fault

Malicious or criminal attack

Malicious or criminal attack
Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Source of Breach Level 3
Ransomware

Source of Breach Level 2
Cyberincident

Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)

Loss of paperwork / data storage
device

Social engineering / impersonation

Rogue employee / insider threat

Pl sent to wrong recipient (email)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Phishing (compromised
credentials)
Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure
(unintended release or publication)

Unintended access

Compromised or stolen
credentials (method
unknown)

Hacking

Cyberincident

Cyberincident

Unauthorised disclosure (failure to
redact)

Pl sent to wrong recipient (other)
Rogue employee / insider threat

Social engineering / impersonation

Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)

Theft of paperwork or data storage
device

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Cyberincident

Compromised or stolen
credentials (method
unknown)

Hacking

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)
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Global Number of People Affected Received Date

1,001-5,000

Respondent Sector

Insurance

11-100
s/surveyors

Health service providers

Personal services (incl
employment, child care, vets)

10,001-25,000

2-10
1,001-5,000

Health service providers

101-1,000

Australian Government

Australian Government

Health service providers

Business/Professional
ssociations
Health service providers

101-1,000

ducation
Health service providers

2-10
2-10

Mining & Manufacturing

10,001-25,000 Education

Personal services (incl
employment, child care, vets)

101-1,000

Clubs/interest
groups/theatre/sports

1,001-5,000 Travel & Hospitality industry

Travel & Hospitality industry

11-100 Business/Professional

Associations.

11-100 Travel & Hospitality industry

Utilities

Finance (incl. superannuation)

Property/construction/Architect

Finance (incl. superannuation)

Finance (incl. superannuation)

Marketing and market research

Contact Phone BH Email

Respondent

Health information,

Tax File Numbers,

Contact information,
Identity information,
Financial details

Contact information,
Identity information,
Financial details

Contact information,
Identity information,
Financial details,

Health information,
TaxFile Numbers

Health information,

Other sensitive information,
Identity information,
Contact information
Identity information,
Contact information
Financial details,
Identity information,
Contact information,

Tax File Numbers,

Other sensitive information,
Health information

Identity information
Contact information

Contact information

Tax File Numbers,
Contact information

Contact information,
Identity information,
Health information

Other sensitive information,
Contact information
Contact information,
Identity information,
Health information

Contact information,
Identity information
Identity information,
Contact information
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Other sensitive information,
Health information

Health information,

Other sensitive information,
Tax File Numbers,

Contact information,
Identity information,
Financial details

Financial details,

Identity information,
Contact information,

Tax File Numbers

Contact information,
Identity information

Identity information,
Financial details,
Contact information,
TaxFile Numbers

Contact information,
Identity information

Tax File Numbers
Financial details,
Contact information
Contact information,

Identity information
Contact information

Types of Personal Information Involved

of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2 Source of Breach Level 3

Social engineering / impersonation

Cyberincident Hacking

Social engineering / impersonation

Social engineering / impersonation
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Social engineering / impersonation

Pl sent to wrong recipient (other)

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised o stolen
credentials (method
unknown)

Social engineering / impersonation

Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation

Global Number of People Affected

1,001-5,000

1,000,001-10,000,000

1,001-5,000

101-1,000

101-1,000

1,001-5,000

11-100

11-100

101-1,000

11-100

25,001-50,000

1,001-5,000

11-100
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Received Date Respondent Sector

Health service providers

Telecommunications

Finance (incl. superannuation)

Finance (incl. superannuation)

s/surveyors

Finance (incl. superannuation)

Real estate agents

Recruitment Agencies

Insurance

Insurance

Insurance

Travel & Hospitality industry

Recruitment Agencies

Recruitment Agencies

Retail

Recruitment Agencies

Recruitment Agencies

Recruitment Agencies

Agriculture, Forestry, Fisheries

Transport

Marketing and market research

Finance (incl. superannuation)

Property/construction/Architect

Respondent Contact Phone BH Email

Contact information,
Financial details,
Identity information,
Tax File Numbers,
Health information,
Other sensitive information
Contact information,
Identity information
Identity information,
Financial details,
Contact information
Financial details,
Contact information
Contact information,
Financial details,
Tax File Numbers
Financial details,
Identity information,
Contact information
Identity information,
Contact information

TaxFile Numbers,
Other sensitive information,
Health information,
Financial details,
Identity information,
Contactinformation
Contact information,
Identity information,
Financial details
Identity information,
Contact information
Contact information,
Identity information

Contact information,
Financial details

Identity information,
Financial details,

Contact information,

Health information,

Other sensitive information,
TaxFile Numbers

Tax File Numbers,

Other sensitive information,
Health information,
Contact information,
Financial details,

Identity information
Contactinformation

Contact information,
Identity information,
Health information,

Other sensitive information
Other sensitive information,
Health information,

Tax File Numbers,

Identity information,
Financial details,

Contact information
Contact information,
Financial details,

Identity information,

Tax File Numbers,

Health information,

Other sensitive information
Tax File Numbers,

Identity information,
Financial details,

Contact information
Contact information,
Financial details,

Identity information
Contact information

Contact information,
Financial details

Types of Personal Information Involved

n of action taken to prevent

Desc ni



Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack
Human error
Malicious or criminal attack

Malicious or criminal attack

Human error
Human error
Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

licious or criminal attack

Source of Breach Level 2
Unauthorised disclosure
(unintended release or publication)

Source of Breach Level 3

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Brute-force attack
(compromised credentials)

Cyberincident

Loss of paperwork / data storage
device

Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Ransomware

Unauthorised disclosure
(unintended release or publication)

Insecure disposal

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Malware
Cyberincident Phishing (compromised
credentials)

Cyberincident Ransomware

Cyberincident Ransomware

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Social engineering / impersonation
Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)

Cyberincident Ransomware

Global Number of People Affected

1,001-5,000

50,001-100,000

101-1,000

101-1,000

101-1,000

101-1,000

101-1,000

11-100

11-100

11-100

1
1,000,001-10,000,000

2-10

1,001-5,000

5,001-10,000

10,001-25,000

11-100

Unknown
11-100

1,001-5,000

101-1,000
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Received Date Respondent Sector Contact Phone BH Email

Local Government
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Financial details,
Identity information,
TaxFile Numbers
Contact information

Retail

Health service providers Contact information,
Identity information,
Financial details,
Tax File Numbers
Financial details,
Identity information
Identity information,
Financial details,
Contact information,
Tax File Numbers
Contact information,
Identity information
Contact information

Health service providers
Legal, accounting &
management services
Finance (incl. superannuation)

Australian Government

Clubs/Pubs Contact information

utilities Contact information,
Financial details
Health service providers Identity information,
Contact information,
Health information
Contact information,
Financial details

Insurance

Business/Professional
Associations

Contact information,
Identity information

Education Health information

Finance (incl. superannuation) Health information,
Tax File Numbers,
Identity information,
Contact information
Contact information
Contact information

Insurance
Information Technology

Contact information,
Identity information
Contact information

Information Technology

Information Technology

Health service providers Contact information,
Identity information,
Financial details,
TaxFile Numbers,
Health information

Health information,

Information Technology

Tax File Numbers,
Financial details,
Identity information,
Contact information
Contact information,
Identity information
Contact information
Contact information,
Identity information,
Financial details,
Tax File Numbers
Identity information,
Contact information
Contact information,
Financial details
Financial details,
Identity information,
Contact information,
Tax File Numbers
Tax File Numbers,
Health information,
Contact information,
Identity information,
Financial details

Social Media

Charities
Finance (incl. superannuation)

Insurance
Legal, accounting &

management services
Professional Organisation

Health service providers
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Types of Personal Information Involved

Other sensitive information,

Other sensitive information,

of action taken to prevent



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

System fault

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Malware
Unintended release or publication

Brute-force attack
(compromised credentials)

Cyberincident

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)
Cyberincident Phishing (compromised
credentials)

Unauthorised disclosure
(unintended release or publication)

Cyberincident Malware

Cyberincident Phishing (compromised
credentials)

Cyberincident Hacking

Cyberincident Compromised or stolen
credentials (method

unknown)

Pl sent to wrong recipient (mail)

Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised o stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Cyberincident

Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Ransomware

Unauthorised disclosure (verbal)
Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)
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Global Number of People Affected
1,001-5,000

2-10

100,001-250,000

11-100

101-1,000

101-1,000

5,001-10,000

101-1,000

2-10

5,001-10,000

101-1,000

25,001-50,000

1,000,001-10,000,000

101-1,000

500,001-1,000,000

101-1,000

2-10

11-100

101-1,000

Received Date Respondent Sector

Retail

Real estate agents

Religious organisations

Health service providers

Education

Health service providers

Finance (incl. superannuation)
Personal services (incl

employment, child care, vets)

Charities

Legal, accounting &
management services

Legal, accounting &

management services

Interest groups/theatre/sports

Information Technology

Retail

Real estate agents

Online services

Legal, accounting &
management services

Insurance
Recruitment Agencies

NSW Government

Personal services (incl
employment, child care, vets)

Personal services (incl
employment, child care, vets)

Respondent Contact Phone BH Email

Financial details,
Identity information,
Contact information
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Health information,

Contact information,
Identity information

Identity information,
Financial details,
Contact information,
Health information
Identity information,
Contact information,
Health information,

Tax File Numbers,
Contact information,
Identity information,
Financial details
Identity information,
Contact information
Contact information,
Identity information,

Health information
Contact information,
Identity information,
Financial details,

Tax File Numbers,
Financial details,
Identity information,
Contact information
Contact information,
Financial details,
Tax File Numbers
Identity information,
Contact information

Contact information

Contact information,
Identity information,
Financial details,
Health information,
Tax File Numbers
Identity information,
Contact information

TaxFile Numbers,
Financial details,

Identity information,
Contactinformation
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Identity information,
Contact information,

Health information
Contact information,
Identity information,
Financial details,
Tax File Numbers,

Contact information,
Health information,

Health information,
Contact information,
Financial details

Types of Personal Information Involved

Other sensitive information

Other sensitive information

Other sensitive information,

Other sensitive information
Other sensitive information,

Other sensitive information,

Other sensitive information

Other sensitive information

of action taken to prevent
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved ction taken to prevent

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000 Personal services (incl Financial details,
credentials (method employment, child care, vets) Identity information,
unknown) Contact information,

Health information,

Other sensitive information,

TaxFile Numbers
Malicious or criminal attack Cyberincident Brute-force attack 2-10 Personal services (incl Health information,

(compromised credentials) employment, child care, vets) Contact information,
Identity information
Contact information,

Financial details

Human error Pl sent to wrong recipient (email) 1 Finance (incl. superannuation)

System fault Unintended access 1 Personal services (incl

employment, child care, vets)

Contact information,
Identity information,
Financial details
Financial details,
Identity information,
Contact information

Human error Unauthorised disclosure 101-1,000
(unintended release or publication)

Australian Government

Malicious or criminal attack Cyberincident Brute-force attack 11-100
(compromised credentials)

Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Property/construction/Architect
s/surveyors

Identity information,
Contact information,

Tax File Numbers,

Health information

Health information,

Other sensitive information,
Contact information,
Identity information

Health information

Malicious or criminal attack Social engineering /impersonation 11-100 Recruitment Agencies

Human error Unauthorised disclosure 1
(unintended release or publication)

Personal services (incl
employment, child care, vets)
Malicious or criminal attack Social engineering /impersonation 2-10 Insurance Identity information,
Contactinformation
Health information,

Identity information,
Contact information

icious or criminal attack Cyberincident Ransomware 1,000,001-10,000,000 Insurance

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 10,001-25,000 Online services

Contact information,
Financial details

System fault Unintended release or publication 101-1,000 Personal services (incl Contact information
employment, child care, vets)

Recruitment Agencies

Malicious or criminal attack  Social engineering / impersonation 11-100 e
Identity information,

Other sensitive information,
Health information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Contact information

credentials)

Finance (incl. superannuation)

Malicious or criminal attack Social engineering / impersonation 2-10 Recruitment Agencies Contact information,
Identity information,

Other sensitive information,
Health information

Other sensitive information,
Identity information,
Financial details,

Contact information
Contact information,
Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2-10 CRBs

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Property/construction/Architect
s/surveyors

Malicious or criminal attack Theft of paperwork or data storage 11-100 Retail Identity information,
device Financial details,
Contact information
Malicious or criminal attack Social engineering /impersonation 210 Recruitment Agencies Health information,
Other sensitive information,
Identity information,
Contactinformation
Malicious or criminal attack Cyberincident Malware 25,001-50,000 Education Contact information,
Financial details
Malicious or criminal attack Cyberincident Brute-force attack 11-100 Travel & Hospitality industry Financial details,
(compromised credentials) Contactinformation
Human error Pl sent to wrong recipient (email) 1 Australian Government Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyberincident Brute-force attack 101-1,000 Retail Contact information,

(compromised credentials) Financial details

]
8
2
a
3
-5
™
3
3



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error
Human error
Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error

System fault

Malicious or criminal attack
System fault

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Brute-force attack
(compromised credentials)

Cyberincident

Cyberincident Ransomware

Pl sent to wrong recipient (email)

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Rogue employee / insider threat
Cyberincident Compromised or stolen
credentials (method
unknown)
Unauthorised disclosure

(unintended release or publication)

Unintended release or publication

Cyberincident Compromised or stolen

credentials (method

unknown)
Unintended release or publication
Social engineering / impersonation
Cyberincident Ransomware

Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen

credentials (method

Cyberincident

unknown)
Social engineering / impersonation
Social engineering / impersonation
Cyberincident Ransomware
Cyberincident Malware
Failure to use BCC when sending
email
Pl sent to wrong recipient (email)
Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method

unknown)
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Global Number of People Affected
101-1,000

Unknown

1,001-5,000

5,001-10,000

101-1,000

1,001-5,000

11-100

11-100

11-100

11-100

1,001-5,000

101-1,000

2-10

1,001-5,000

101-1,000

Received Date Respondent Sector Contact Phone BH Email

Health service providers
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Contactinformation

Insurance Contact information,
Financial details,

Health information

Travel & Hospitality industry

Financial details,
Identity information,
Contact information,

Health information
Contact information,
Financial details,
Identity information,
Health information,
TaxFile Numbers

Online services

Legal, accounting &
management services
Health service providers

Tax File Numbers,
Contact information
Contact information

Recruitment Agencies Contact information,
Identity information,

Health information,

Legal, accounting &
management services
Real estate agents

Tax File Numbers,
Contact information
Contact information,
Identity information,
Financial details
Health information

Education

Personal services (incl Contact information
employment, child care, vets)
Charities Contact information,
Financial details

Recruitment Agencies Contact information,
Identity information
Identity information,
Contact information,

Recruitment Agencies

Health information
Contact information,
Identity information,
Financial details
Identity information,
Financial details,
Contact information,
Tax File Numbers
Financial details,
Contact information

Health service providers

Legal, accounting &
management services

Finance (incl. superannuation)

Finance (incl. superannuation) Contact information,
Financial details,
Identity information,
Tax File Numbers
Identity information,
Financial details,
Contact information
Contact information,
Financial details
Financial details,
Identity information,
Contact information,
Tax File Numbers,
Health information
Financial details,
Contact information

Utilities

Finance (incl. superannuation)

Property/construction/Architect
s/surveyors

Retail
Utilities Contact information

Legal, accounting &
management services

Contact information,
Health information,

Contact information,
Identity information,
Financial details,
Tax File Numbers
Financial details,
Identity information,
Contact information

Information Technology

Types of Personal Information Involved

Other sensitive information,

Other sensitive information

Other sensitive information,

Other sensitive information

of action taken to prevent

Descl n of a N
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent
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‘ Malicious or criminal attack Theft of paperwork or data storage 2-10 -Legal, accounting & _Idenmyir\forma(ior\, _
device management services Other sensitive information
Malicious or criminal attack Cyberincident Compromised o stolen 1 Insurance Health information,
credentials (method Financial details,
unknown) Contactinformation
‘ Malicious or criminal attack Social engineering /impersonation 2-10 - Insurance _ Contact information, _
Identity information
Malicious or criminal attack Theft of paperwork or data storage 2-10 Property/construction/Architect Identity information,
device s/surveyors Contactinformation
‘ Malicious or criminal attack Social engineering /impersonation 1 -Ausuauan Government _ Identity information, _
Contact information
Malicious or criminal attack Social engineering / impersonation 2-10 Insurance Contact information,
Identity information
Human error Pl sent to wrong recipient (email) 1 Religious organisations Identity information,
Contact information,
Other sensitive information
Malicious or criminal attack Theft of paperwork or data storage 1 Personal services (incl Health information,
device employment, child care, vets) Contact information,
Identity information
System fault Unintended access 2-10 Finance (incl. superannuation) Identity information,
Financial details,
Contactinformation
Malicious or criminal attack Theft of paperwork or data storage 1 Legal, accounting & Identity information,
device management services Health information,
Other sensitive information
Malicious or criminal attack Social engineering / impersonation 11-100 Recruitment Agencies Other sensitive information,
Health information,
Identity information,
Contactinformation
Malicious or criminal attack Social engineering / impersonation 11-100 Recruitment Agencies Contact information,
Identity information,
Health information,
Other sensitive information
Malicious or criminal attack Cyberincident Ransomware 101-1,000 Personal services (incl Contact information,
employment, child care, vets) Identity information,
Other sensitive information
Malicious or criminal attack Rogue employee / insider threat 11-100 Property/construction/Architect Financial details,
s/surveyors Contact information
Human error Unauthorised disclosure 1 Health service providers Health information,
(unintended release or publication) Identity information,
Contactinformation
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Health service providers Contact information
credentials (method
unknown)
Malicious or criminal attack Cyberincident Ransomware Unknown Health service providers Contact information,
Identity information,
Health information
Human error Failure to use BCC when sending 101-1,000 Education Contact information
email
Malicious or criminal attack Cyberincident Ransomware 2-10 Information Technology Contact information,
Identity information,
Financial details
Malicious or criminal attack Cyber incident Ransomware 11-100 Real estate agents Financial details,
Identity information,
Contact information,
Tax File Numbers,
Other sensitive information
Malicious or criminal attack Cyber incident Malware 2-10 Legal, accounting & Tax File Numbers
management services
Malicious or criminal attack Cyberincident Compromised or stolen 11-100 Insurance Health information,
credentials (method Contact information,
unknown) Financial details
Malicious or criminal attack  Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,
Identity information,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 1 Finance (incl. superannuation) Contact information,
credentials) Financial details
Malicious or criminal attack  Social engineering / impersonation 2-10 -Finance(mcL superannuation) _Finanmaldetans _
Human error Pl sent to wrong recipient (email) 1 I . ction I |- information I
Malicious or criminal attack Social engineering / impersonation 11-100 Recruitment Agencies Health information,
Other sensitive information,
Tax File Numbers,
Financial details,
Identity information,
Contact information
Malicious or criminal attack Social engineering /impersonation 210 Recruitment Agencies Contact information,
Identity information,
Other sensitive information,
Health information
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Case Number Contact Phone BH Email Types of Personal Information Involved ction taken to preve
Contact information,
Identity information,
Financial details
Identity information,
Contact information,
Health information,

Other sensitive information

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Real estate agents.
credentials)
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Malicious or criminal attack ~Social engineering / impersonation 2-10 Recruitment Agencies

Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Contactinformation

credentials)

Health service providers

Malicious or criminal attack Social engineering /impersonation 1 Finance (incl. superannuation) Identity information,
Financial details,

Contact information
Identity information,

Health information

Human error Unauthorised disclosure 2-10
(unintended release or publication)

Health service providers

Malicious or criminal attack Cyberincident Phishing (compromised 11-100
credentials)

Finance (incl. superannuation) Contact information,
Financial details,
Identity information,
Tax File Numbers
Insurance Contact information,
Identity information
Identity information,
Health information
Identity information,
Contact information
Contact information

Malicious or criminal attack ~Social engineering / impersonation 2-10
Human error Pl sent to wrong recipient (email) 1 Health service providers
Malicious or criminal attack ~Social engineering / impersonation 1 Insurance

Malicious or criminal attack Cyberincident Phishing (compromised 101-1,000
credentials)

Health service providers

Malicious or criminal attack Cyberincident Ransomware 10,001-25,000 Health service providers Contact information,
Identity information,
Health information

Identity information,

Contact information

Malicious or criminal attack Cyberincident Phishing (compromised 1,001-5,000
credentials)

Property/construction/Architect
s/surveyors

Human error Pl sent to wrong recipient (email) 1 Health service providers Contact information,
Identity information,

Health information

Other sensitive information,
Identity information,
Contact information

Health information,
Identity information,
Contact information
Contact information,
Identity information,

Other sensitive information
Contact information

Human error Unauthorised disclosure 101-1,000
(unintended release or publication)

Health service providers

Malicious or criminal attack Cyber incident Ransomware Unknown Insurance

Human error Pl sent to wrong recipient (email) 2-10 Personal services (incl

employment, child care, vets)

Retail

Malicious or criminal attack Cyber incident Ransomware 101-1,000

Malicious or criminal attack Cyber incident Brute-force attack 11-100
(compromised credentials)

Finance (incl. superannuation) Contact information,

Financial details
Contact information

Malicious or criminal attack Rogue employee / insider threat 2-10 Telecommunications

Malicious or criminal attack Cyberincident Malware 5,001-10,000 Finance (incl. superannuation) Financial details,
Identity information,
Contact information,
Tax File Numbers
Contact information

Contact information,

Telecommunications
Legal, accounting &

System fault Unintended release or publication 100,001-250,000
Malicious or criminal attack Theft of paperwork or data storage 2-10

‘ device management services Financial details,
Tax File Numbers

Human error Pl sent to wrong recipient (email) 1 Travel & Hospitality industry Contact information,
Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 1 Legal, accounting & Identity information,

management services Contact information

Human error Unauthorised disclosure 1 Insurance Contact information

(unintended release or publication)

Malicious or criminal attack Social engineering /impersonation 1,001-5,000 Personal services (incl

employment, child care, vets)

Tax File Numbers,
Health information,
Contact information
Human error Unauthorised disclosure 1 Contact information

(unintended release or publication)

Finance (incl. superannuation)

Malicious or criminal attack Cyberincident Hacking 2-10 Australian Government Contact information,
Financial details
Contact information,
Financial details,

Identity information

Malicious or criminal attack Cyber incident Hacking 2-10 Finance (incl. superannuation)
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Case Number___Description of eligible data breach  Source of Breach

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

System fault
Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

Malicious or criminal attack

System fault
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack
System fault

Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Source of Breach Level 2
Pl sent to wrong recipient (email)

Social engineering / impersonation

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Cyberincident

Cyberincident

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Failure to use BCC when sending

email
Cyberincident

Unintended release or publication
Cyberincident

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Cyberincident

Cyberincident

Unintended release or publication
Cyberincident

Cyberincident

Social engineering / impersonation
Social engineering / impersonation
Theft of paperwork or data storage
device

Unintended release or publication

Cyberincident

Social engineering / impersonation
Insecure disposal

Cyberincident

Cyberincident

Pl sent to wrong recipient (mail)
Cyberincident

Source of Breach Level 3

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Brute-force attack
(compromised credentials)

Ransomware

Ransomware

Phishing (compromised
credentials)

Ransomware

Compromised or stolen
credentials (method
unknown)

Compromised or stolen
credentials (method
unknown)

Ransomware

Compromised or stolen
credentials (method
unknown)
Ransomware

Hacking
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Global Number of People Affected
1

11-100

101-1,000

25,001-50,000

5,001-10,000

101-1,000

101-1,000

1
5,001-10,000

1
5,001-10,000

11-100

50,001-100,000
101-1,000

101-1,000

5,001-10,000

2-10

11-100

11-100

250,001-500,000

101-1,000

101-1,000

11-100

11-100
1,000,001-10,000,000

Received Date Respondent Sector Contact Phone BH Email

Legal, accounting &
management services

Respondent Types of Personal Information Involved
Financial details,

Contact information,

Other sensitive information
Other sensitive information,
Health information,
Contact information,
Identity information

Health information,

Other sensitive information
Health information,
Identity information,
Contact information

Recruitment Agencies

Education

Health service providers

Finance (incl. superannuation) Contact information

Finance (incl. superannuation) Contactinformation,

Financial details

Education Other sensitive information

Utilities Contact information

Education Contact information

Legal, accounting &
management services

Contact information,
Identity information,
Financial details,
Tax File Numbers

EY
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Real estate agents Contact information,
Financial details,
Identity information,
Tax File Numbers

Australian Government Contact information,

Other sensitive information

I 2 (incl. superannuation) | o icails

Charities

Financial details,
Identity information,
Contact information,
Tax File Numbers
Tax File Numbers,
Other sensitive information,
Health information,
Financial details,
Identity information,
Contact information
[ o tact information
Contact information,
Identity information,
Financial details,
Tax File Numbers
Contact information,
Financial details,
Identity information
Identity information,
Contact information
Contact information,
Financial details
Identity information,
Other sensitive information
Identity information,
Contact information
Contact information,
Identity information,
Financial details,
Health information
Contact information,
Financial details

Property/construction/Architect
s/surveyors

n
2
K
S
3
3
Z
2.
2
=)
o
S
E

Legal, accounting &
management services

Online services

Property/construction/Architect
s/surveyors

Finance (incl. superannuation)
Finance (incl. superannuation)

Telecommunications

Information Technology

Insurance

Legal, accounting & TaxFile Numbers
management services

Australian Government

Identity information

Property/construction/Architect
s/surveyors
I i ce (incl. superannuation)

Retail

Identity information

o
5
s
3
2.
N
o
o
8
@

Identity information,
Contact information

Description of action taken to prevent



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

licious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack
Human error
System fault
Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)

Pl sent to wrong recipient (email)
Cyberincident Phishing (compromised

credentials)

Theft of paperwork or data storage
device

Rogue employee / insider threat

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)
Ransomware

Cyberincident

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Brute-force attack
(compromised credentials)

Cyberincident

Social engineering / impersonation

Cyberincident Phishing (compromised

credentials)
Pl sent to wrong recipient (mail)

Unauthorised disclosure
(unintended release or publication)
Cyberincident Compromised or stolen
credentials (method
unknown)

Theft of paperwork or data storage

device

Rogue employee / insider threat

Cyberincident Phishing (compromised

credentials)

Pl sent to wrong recipient (email)

Cyberincident Hacking
Pl sent to wrong recipient (email)

Unintended release or publication
Cyberincident Brute-force attack

(compromised credentials)

Cyberincident Ransomware
Unintended access
Cyberincident Ransomware

Global Number of People Affected

1,001-5,000

101-1,000

101-1,000

11-100

2-10

101-1,000

101-1,000

101-1,000

1,001-5,000

11-100

11-100

1,001-5,000

11-100

1,001-5,000
1,001-5,000

10,001-25,000

1,001-5,000
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Received Date Respondent Sector

Finance (incl. superannuation)

I :cction

Health service providers

Legal, accounting &
management services

Health service providers

Insurance
Finance (incl. superannuation)

Interest groups/theatre/sports

Health service providers

Transport

Utilities

Personal services (incl
employment, child care, vets)

Recruitment Agencies

Legal, accounting &
management services

Health service providers

Finance (incl. superannuation)

Insurance

Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)

Recruitment Agencies

Legal, accounting &
management services

Legal, accounting &
management services

Education

Telecommunications
Insurance

s/surveyors
Finance (incl. superannuation)

Information Technology

Property/construction/Architect

Respondent Contact Phone BH Email

Contact information,
Identity information

| . information
Health information,
Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Other sensitive information,
Tax File Numbers
Health information,
Identity information,
Contact information
/N o2t information
Contact information,
Identity information,
Financial details
Other sensitive information,
Contact information,
Identity information
Contact information,
Health information

Identity information,
Financial details,
Contact information,
Health information,
TaxFile Numbers
Contact information,
Financial details
Contact information,
Health information

Health information,

Other sensitive information,
Contact information,
Identity information
Identity information,
Contact information,

Tax File Numbers

Health information,
Identity information
Contact information

Contact information,
Financial details,

Health information

Other sensitive information,
Identity information
Identity information,
Contact information,

Other sensitive information,
Health information

Health information,
Contact information,
Identity information
Identity information,
Contact information,
Health information

Tax File Numbers,

Identity information

Health information,

Other sensitive information
Contact information
Contact information

Identity information,
Contact information,
Tax File Numbers
Contact information,
Financial details
Contact information,
Financial details,
Identity information,
Health information

Types of Personal Information Involved

ction taken to prevent
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Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Human error

Human error
Malicious or criminal attack

icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Phishing (compromised
credentials)

Unauthorised disclosure
(unintended release or publication)

Pl sent to wrong recipient (email)
Social engineering / impersonation
Social engineering / impersonation
Theft of paperwork or data storage
device

Brute-force attack
(compromised credentials)

Cyberincident

Unintended access

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure (verbal)
Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Brute-force attack
(compromised credentials)

Cyberincident

Unauthorised disclosure
(unintended release or publication)

Cyberincident Ransomware

Cyberincident Ransomware

Cyberincident Compromised or stolen
credentials (method
unknown)

Brute-force attack

(compromised credentials)

Cyberincident

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)

Rogue employee / insider threat
Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method

Cyberincident

Cyberincident

unknown)
Cyberincident Ransomware
Cyberincident Hacking
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Global Number of People Affected
1,001-5,000

25,001-50,000

11-100

11-100

1,001-5,000

101-1,000

1,001-5,000

1,001-5,000

11-100

11-100

100,001-250,000

101-1,000

Unknown

11-100

Received Date Respondent Sector

Legal, accounting &
management services

Retail

Health service providers
Finance (incl. superannuation)

Insurance

Business/Professional
Associations

Retail

Insurance

Health service providers

ustralian Government
Health service providers

Health service providers

Interest groups/theatre/sports

Education

Health service providers

Legal, accounting &
management services

Real estate agents

Australian Government

Finance (incl. superannuation)

Legal, accounting &
management services
Insurance

Insurance

Online services

Agriculture, Forestry, Fisheries

Insurance

Personal services (incl
employment, child care, vets)
Information Technology

Respondent Contact Phone BH Email

Contact information,
Identity information,

Contact information

Financial details,
Identity information
Financial details

Identity information,
Financial details,

Contact information
Identity information,
Financial details,

Contact information
Identity information,
Contact information

Health information,
Identity information,
Financial details,
Contact information
Contact information,
Identity information,
Health information

Health information,
Contact information
Contact information,
Identity information,
Health information,
Tax File Numbers
Identity information

Identity information,
Financial details,
Contact information,
Health information,

Tax File Numbers
Health information,
Contact information,
Identity information
Identity information,
Financial details,
Contact information,
Health information,

Identity information,
Contact information,
Health information,

Health information,
Identity information

Contact information,
Finandial details

Financial details,
Contact information
Health information,
Financial details,
Contact information
Identity information,

Identity information,
Contact information

Contact information

Contact information,
Financial details,
Health information
Contact information,
Identity information
Identity information,
Financial details,

Contact information

Types of Personal Information Involved

Other sensitive information

[ - sciisiive information

Other sensitive information,

Other sensitive information

Other sensitive information

Other sensitive information

n of action taken to prevent
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Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

licious or criminal attack

Malicious or criminal attack

Other
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack
Human error

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Cyberincident

Unauthorised disclosure

(unintended release or publication)

Cyberincident

Cyberincident

Cyberincident

Social engineering / impersonation

Pl sent to wrong recipient (other)
Cyberincident

Cyberincident

Cyberincident

Social engineering / impersonation

Cyberincident

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Cyberincident

Rogue employee / insider threat

Cyberincident

Cyberincident

Rogue employee / insider threat

Rogue employee / insider threat
Pl sent to wrong recipient (mail)

Social engineering / impersonation

Source of Breach Level 3
Ransomware

Compromised o stolen
credentials (method
unknown)

Compromised o stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Hacking

Compromised or stolen
credentials (method
unknown)
Ransomware

Ransomware

Ransomware

Ransomware

Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)
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Global Number of People Affected
10,001-25,000

101-1,000

101-1,000

101-1,000

101-1,000

2-10

1,001-5,000

11-100

101-1,000

5,001-10,000

2-10

11-100

101-1,000

Received Date Contact Phone BH Email Types of Personal Information Involved
Health information,

Identity information,

Contact information

Contact information,

Financial details,

Identity information,

Health information

Respondent Sector
Health service providers

Respondent

Legal, accounting &
management services

Health service providers Contact information,

Health information
Health service providers Financial details,
Identity information,
Contact information,
Health information
Health information,
Tax File Numbers,
Contact information,
Financial details
Contact information,
Financial details

Property/construction/Architect
s/surveyors

Finance (incl. superannuation)

Contact information,
Identity information,
Health information,

Other sensitive information
I . information
Identity information,
Contact information

Recruitment Agencies

Retail
Finance (incl. superannuation)

Media Contact information,
Financial details,
Identity information,
TaxFile Numbers

To be determined Tax File Numbers
Recruitment Agencies Health information,
Other sensitive information,
Contact information,
Identity information
Financial details,

Contact information,

Tax File Numbers

Legal, accounting &
management services

Recruitment Agencies

Other sensitive information,
Health information,
Contact information,
Identity information
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Travel & Hospitality industry
Recruitment Agencies

Contact information,
Identity information,
Health information,

Other sensitive information
Other sensitive information,
Health information,
Identity information,
Contact information
Contact information,
Identity information,
Financial details,

Health information,

Other sensitive information,
Tax File Numbers

Health information

Recruitment Agencies

VIC Government

Health service providers
Mining & Manufacturing Contact information,
Identity information,
Health information
Health service providers Identity information,
Contact information
Health service providers Contact information,
Identity information,

Health information

Other sensitive information,
Contact information
Contact information,
Identity information
Identity information,
ontact information,

Other sensitive information,
Health information

Religious organisations

Education

Recruitment Agencies

o

ction taken to prevent
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Contact Phone BH Email

Malicious or criminal attack Cyberincident Malware 1,001-5,000 Telecommunications

Respondent Types of Personal Information Involved
Health information,

Other sensitive information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

ction taken to prevent

Malicious or criminal attack Cyber incident Brute-force attack 1,001-5,000
(compromised credentials)

Finance (incl. superannuation) Financial details,
Identity information,
Contact information
Contact information,
Identity information,

Other sensitive information,
Health information

Malicious or criminal attack Social engineering / impersonation 2-10 Recruitment Agencies

F3
2
S
£
3
3
3
5
s
S

Human error Unauthorised disclosure (verbal) 1
Malicious or criminal attack Social engineering / impersonation 1

ealth service providers
Finance (incl. superannuation) Contact information,
Financial details

Identity information,
Contact information

Malicious or criminal attack Social engineering /impersonation 210 Insurance

Human error Pl sent to wrong recipient (mail) 1 Insurance Contact information,
Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,
Contact information

Human error Unauthorised disclosure 101-1,000 Retail Contact information

(unintended release or publication)

Malicious or criminal attack Social engineering / impersonation 101-1,000

Recruitment Agencies Contact information,
Identity information,
Health information,
Other sensitive information

Malicious or criminal attack Social engineering /impersonation 11-100 Recruitment Agencies

Other sensitive information,
Health information,
Identity information,
Contactinformation

icious or criminal attack Cyber incident Compromised or stolen 1 Australian Government Identity information,
credentials (method Contact information
unknown)
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Health service providers
credentials (method
unknown)
Malicious or criminal attack Cyber incident Ransomware 1,001-5,000 QLD Government Contact information,
Identity information,
Financial details,
Tax File Numbers
Malicious or criminal attack ~Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,
Contact information
Malicious or criminal attack Social engineering / impersonation 2-10 CRBs Contact information,
Financial details,
Identity information
Malicious or criminal attack Cyberincident Compromised or stolen 1,001-5,000 Online services Identity information,
credentials (method Financial details,
unknown) Contact information
Human error Pl sent to wrong recipient (email) 2-10 Health service providers I - i details
Human error Unauthorised disclosure (failure to 2-10 Legal, accounting & Contact information
redact) management services
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 To be determined Contact information
credentials)
Human error Unauthorised disclosure 11-100 To be determined Contact information

(unintended release or publication)

Malicious or criminal attack Social engineering / impersonation 101-1,000

Finance (incl. superannuation) Contact information,
Financial details,
Identity information,
Tax File Numbers
Financial details,
Contact information
Contact information,

icious or criminal attack  Cyber incident Malware 101-1,000 Education

Malicious or criminal attack Cyber incident Compromised or stolen 1,001-5,000 Travel & Hospitality industry

credentials (method Identity information
unknown)
Malicious or criminal attack Cyberincident Ransomware 1,001-5,000 Legal, accounting & Contact information,
management services Tax File Numbers
Malicious or criminal attack Social engineering / impersonation 101-1,000 Recruitment Agencies Health information,
Other sensitive information,
Contact information,
Identity information
Malicious or criminal attack Cyberincident Ransomware 11-100 Finance (incl. superannuation) Identity information,
Contactinformation
Malicious or criminal attack Cyberincident Compromised or stolen 2-10 Property/construction/Architect Contact information,
credentials (method s/surveyors Identity information,
unknown) Financial details,

Descl n of a reven

Tax File Numbers



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

licious or criminal attack

Human error

licious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Cyberincident

Cyberincident

Social engineering / impersonation

Theft of paperwork or data storage
device

Cyberincident

Rogue employee / insider threat

Social engineering / impersonation
Pl sent to wrong recipient (email)
Theft of paperwork or data storage
device

Rogue employee / insider threat

Cyberincident

Cyberincident

Loss of paperwork / data storage
device

Cyberincident

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident

Cyberincident

Insecure disposal
Cyberincident

Cyberincident

Social engineering / impersonation

Unauthorised disclosure (failure to
redact)

Theft of paperwork or data storage
device

Unauthorised disclosure
(unintended release or publication)

Cyberincident

Pl sent to wrong recipient (email)

Cyberincident

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Ransomware

Hacking

Malware

Compromised or stolen
credentials (method
unknown)
Ransomware

Brute-force attack
(compromised credentials)

Compromised or stolen

credentials (method
unknown)

Ransomware

Compromised or stolen
credentials (method
unknown)

Phishing (compromised
credentials)

Ransomware

Hacking

Ransomware
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Global Number of People Affected Received Date

500,001-1,000,000

Respondent Sector
Information Technology

11-100 Mining & Manufacturing

1,001-5,000 Retail

1 Insurance

101-1,000 Legal, accounting &
management services

101-1,000 Retail

1,001-5,000 Religious organisations

1 Personal services (incl
employment, child care, vets)

2-10 Finance (incl. superannuation)

1 Retail

2-10 Personal services (incl
employment, child care, vets)

2-10 To be determined

1 Education

11-100 Education

1,000,001-10,000,000 Retail

101-1,000 Finance (incl. superannuation)

1 Health service providers

101-1,000 Personal services (incl
employment, child care, vets)

2-10 Insurance

11-100 Real estate agents

1,001-5,000 Health service providers

101-1,000 Retail

11-100 Australian Government

11-100 Education

101-1,000 Education

1 Personal services (incl
employment, child care, vets)

1 Australian Government

101-1,000 Business/Professional

Associations

1,001-5,000 Mining & Manufacturing

Contact Phone BH Email Types of Personal Information Involved

Contact information

Fl
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Tax File Numbers,
Identity information,
Financial details,
Contact information
Contact information

Contact information,
Financial details,
Health information
Tax File Numbers,
Financial details,
Identity information,
Contact information
Contact information,
Identity information,
Financial details
Contact information,
Identity information,
Other sensitive information
Financial details

Financial details,
Contact information
Financial details

Other sensitive information

Tax File Numbers,
Identity information,
Contact information

Contact information,
Identity information,
Health information
Financial details,
Contact information

Contact information,
Financial details,
Identity information
Contact information,
Health information
Identity information,
Financial details,
Contact information,
Health information,
Tax File Numbers
Contact information,
Financial details,
Identity information
Financial details
Identity information

Tax File Numbers,
Contact information,
Identity information
Identity information

Other sensitive information,
Health information
Health information,
Contact information
Other sensitive information

Identity information,
Contact information,
Other sensitive information
Contact information,
Identity information
Identity information,
Financial details,

Contact information,

Tax File Numbers

ction taken to prevent
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Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack
System fault

Human error

Human error

Malicious or criminal attack
Malicious or criminal attack
Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

System fault
Human error

Human error

Malicious or criminal attack

Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Cyberincident

Source of Breach Level 3
Compromised or stolen
credentials (method
unknown)

Cyberincident Malware
Unintended release or publication

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)
Cyberincident Compromised or stolen
credentials (method
unknown)
Compromised or stolen
credentials (method
unknown)

Cyberincident
Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

Social engineering / impersonation

Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Unintended release or publication
Pl sent to wrong recipient (mail)

Unauthorised disclosure (failure to
redact)

Cyberincident Ransomware

Social engineering / impersonation

Social engineering / impersonation

Cyberincident Compromised or stolen

credentials (method
unknown)
Social engineering / impersonation

Pl sent to wrong recipient (email)

Rogue employee / insider threat

Social engineering / impersonation
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Global Number of People Affected
101-1,000

11-100

101-1,000

2-10

11-100

101-1,000

101-1,000

11-100

101-1,000

11-100

101-1,000

1,001-5,000

11-100

10,001-25,000

11-100

Received Date Respondent Sector Contact Phone BH Email

Legal, accounting &
management services

Respondent

Identity information,
Financial details,
Contact information,
Tax File Numbers
Contact information,
Financial details

Retail
Finance (incl. superannuation) Contact information,
Financial details
Identity information,
Contact information,
Health information

Health service providers

Professional Organisation Contact information,
Identity information
Contact information,

Identity information

Mining & Manufacturing

Personal services (incl Contact information

employment, child care, vets)

Health service providers Contactinformation

Recruitment Agencies Contact information,

Identity information,

Health information
Identity information,
Contact information,
Health information,

Recruitment Agencies

Recruitment Agencies Health information,

Identity information,
Contact information
Contact information,
Identity information

Finance (incl. superannuation)

Finance (incl. superannuation) Identity information,
Financial details,
Contactinformation
Contactinformation,
Financial details

Interest groups/theatre/sports

Insurance Financial details,
Identity information,

Contact information

o
S
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g
8
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Education
Health service providers

Contact information,
Identity information,
Health information
Health service providers Contact information
Finance (incl. superannuation) Contact information,
Identity information,
Finandial details
Identity information,
Contact information,
Health information,

Recruitment Agencies

Recruitment Agencies
Health information,

Contact information,
Identity information

Information Technology Contactinformation

Mining & Manufacturing Contact information

Education Contact information,
Identity information,
Health information
Finance (incl. superannuation) Identity information,
Financial details,
Contact information
Contact information,
Financial details,
Identity information,
Health information,

QLD Government

Tax File Numbers

Types of Personal Information Involved

Other sensitive information,

Other sensitive information

Other sensitive information,

Other sensitive information
Other sensitive information,

Other sensitive information,

Description of action taken to prevent



FOIREQ23/00054 160

Contact Phone BH Email Types of Personal Information Involved ction taken to prevent
Tax File Numbers,
Health information,
Identity information,
Financial details,

Contact information

Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Malicious or criminal attack Theft of paperwork or data storage 101-1,000 Media

device

Respondent

Malicious or criminal attack Cyberincident Malware 2-10 Finance (incl. superannuation) Tax File Numbers

Human error Pl sent to wrong recipient (email) 1 Insurance Identity information,
Contact information
Contact information,
Identity information,
Financial details,
Other sensitive information
Tax File Numbers,
Financial details,
Identity information,
Contact information
Contact information,
Identity information,
Financial details

Tax File Numbers,
Health information,
Other sensitive information,
Contact information,
Financial details,
Identity information
Financial details,
Identity information,
Contact information,
Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101-1,000 Transport

Business/Professional
Associations

Malicious or criminal attack Cyberincident Ransomware 11-100

Human error Unauthorised disclosure 1 Finance (incl. superannuation)

(unintended release or publication)

Malicious or criminal attack Cyberincident 101-1,000 Information Technology

Malicious or criminal attack Cyberincident Hacking 1,001-5,000 Finance (incl. superannuation)

Personal services (incl
employment, child care, vets)

Other sensitive information,
Health information,
Contact information,
Identity information
Identity information,
Contact information
Contact information,

Human error Pl sent to wrong recipient (email) 1
Malicious or criminal attack Cyberincident Malware 10,001-25,000 Mining & Manufacturing

Human error Loss of paperwork / data storage 2-10 Health service providers

Descl n of a en

device Identity information,
Health information,
Other sensitive information
Malicious or criminal attack Cyberincident Other 2-10 Mining & Manufacturing Identity information
Human error Pl sent to wrong recipient (email) 1 Health service providers Identity information,
Contact information,
Health information
Malicious or criminal attack Rogue employee / insider threat 101-1,000 Health service providers Health information,
Contact information,
Identity information,
Financial details
Malicious or criminal attack Rogue employee / insider threat 11-100 Business/Professional Financial details,
Associations Identity information,
Contact information
Human error Pl sent to wrong recipient (mail) 2-10 Finance (incl. superannuation) | N o rt:ct information
Malicious or criminal attack Cyberincident Compromised or stolen 10,000,001 or more Personal services (incl Contact information
credentials (method employment, child care, vets)
unknown)
icious or criminal attack Cyber incident Ransomware 2-10 Information Technology Contact information,
Identity information,
Tax File Numbers
Human error Pl sent to wrong recipient (email) 1 Legal, accounting & Tax File Numbers,
management services Identity information,
Contact information
Malicious or criminal attack Cyberincident Ransomware 2-10 Information Technology _ Contact information
icious or criminal attack Cyber incident Compromised or stolen 1,001-5,000 Legal, accounting & Contact information,
credentials (method management services Identity information,
unknown) Financial details,
Tax File Numbers
Malicious or criminal attack Theft of paperwork or data storage 11-100 Personal services (incl Health information,
device employment, child care, vets) Other sensitive information,
Identity information,
Contact information
Malicious or criminal attack Cyberincident Phishing (compromised 210 Health service providers Contact information,
credentials) Identity information,
Financial details
Malicious or criminal attack  Social engineering / impersonation 1 Australian Government _ Identity information,
Contact information
Malicious or criminal attack ~Social engineering / impersonation 101-1,000 Recruitment Agencies Contact information,
Identity information,
Other sensitive information,
Health information



Case Number___Description of eligible data breach  Source of Breach

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack
Malicious or criminal attack
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
icious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault
Human error
Malicious or criminal attack
Human error
Human error
Malicious or criminal attack
Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Source of Breach Level 2
Social engineering / impersonation

Source of Breach Level 3

Social engineering / impersonation

Pl sent to wrong recipient (email)

Cyberincident Hacking
Social engineering / impersonation

Social engineering / impersonation
Cyberincident Malware
Cyberincident Ransomware
Pl sent to wrong recipient (email)

Cyberincident Ransomware

Social engineering / impersonation

Rogue employee / insider threat
Cyberincident Phishing (compromised
credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)

Social engineering / impersonation

Cyberincident Hacking

Unintended release or publication
Pl sent to wrong recipient (other)
Rogue employee / insider threat

Pl sent to wrong recipient (email)
Pl sent to wrong recipient (email)

Theft of paperwork or data storage
device

Theft of paperwork or data storage
device

Pl sent to wrong recipient (email)

Unauthorised disclosure (failure to
redact)

Cyberincident Compromised or stolen
credentials (method
unknown)

Cyberincident Ransomware

Pl sent to wrong recipient (email)

Cyberincident Compromised or stolen
credentials (method

unknown)
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Global Number of People Affected Received Date Respondent Sector

11-100 - Recruitment Agencies

1 - o

1 - Australian Government

101-1,000 Legal, accounting &
management services

o - -

11-100 - Recruitment Agencies

10,001-25,000 - Retail

101-1,000 -Mmmg&Manuracturing

1 I -t service providers

1,001-5,000 - Retail

1 - Australian Government

2-10 Clubs/interest
groups/theatre/sports

11-100 Personal services (incl
employment, child care, vets)

101-1,000 - Health service providers

1 Personal services (incl
employment, child care, vets)

101-1,000 Business/Professional
Associations

101-1,000 - Information Technology

' - socultiedts

1 Personal services (incl
employment, child care, vets)

1 ustralian Government

1 - Recruitment Agencies

11-100 - Health service providers

11-100 - Health service providers

11-100 -Australian Government

e - e

1 - NSW Government

101-1,000 Property/construction/Architect
s/surveyors

1 - Health service providers

1 - Real estate agents

Contact Phone BH Email

Fl
2
8

3
3
S
a
&
2

o
o
2
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a
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Types of Personal Information Involved
Identity information,
Contact information,
Health information,

Other sensitive information
Contact information,
Financial details,

Identity information
Contact information,
Identity information
Identity information,
Financial details,

Contact information
Contact information,
Financial details,

Other sensitive information
Other sensitive information,
Health information,
Identity information,
Contact information
Contact information,
Financial details

Identity information,
Contact information,
Health information,

Tax File Numbers

=
2
o]
5
3
3
3
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s
S

Tax File Numbers,

Contact information,
Identity information,
Financial details

Identity information,
Contact information,
Other sensitive information
Health information

Contact information,
Identity information

Contact information

Contact information,
Identity information,
Financial details,

Tax File Numbers

Financial details,

Identity information,
Contact information
Health information,

Other sensitive information
Contact information,

Other sensitive information
Health information,
Identity information

Contact information,
Financial details

Identity information,
Contact information,
Health information

Identity information,
Contact information,
Health information

Other sensitive information,
Contact information,
Identity information
Contact information,
Identity information
Tax File Numbers

Tax File Numbers,
Health information,
Identity information,
Financial details,
Contact information
Contact information,
Identity information,
Health information
Financial details,

Contact information

ction taken to prevent

Descl n of a N
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Case Number___Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Descl n of action taken to prevent
Malicious or criminal attack  Social engineering / impersonation 11-100 Recruitment Agencies Contact information,
Identity information,
Health information,
Other sensitive information
Malicious or criminal attack Cyberincident Phishing (compromised 1 Finance (incl. superannuation) Tax File Numbers,
credentials) Identity information,
Financial details,
Contact information
Human error Loss of paperwork / data storage 2-10 Charities Contact information,
device Financial details,
Other sensitive information
Human error Pl sent to wrong recipient (other) 1 I s\ Government I, - File Numbers I
Human error Pl sent to wrong recipient (email) 1 Health service providers Health information,
Identity information,
Contact information
Malicious or criminal attack Cyberincident Ransomware 210 - Agriculture, Forestry, Fisheries _ Other sensitive information, _
Contact information
Malicious or criminal attack Theft of paperwork or data storage 2-10 Health service providers Contact information,
device Health information
Malicious or criminal attack Social engineering / impersonation 11-100 Health service providers Contact information,
Identity information,
Financial details,
Health information,
Other sensitive information
Malicious or criminal attack Cyber incident Ransomware 1,001-5,000 Personal services (incl Tax File Numbers,
employment, child care, vets) Contact information,
Identity information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Legal, accounting & Tax File Numbers,
management services Contact information,
Financial details,
Identity information
Malicious or criminal attack Social engineering / impersonation 1 - Insurance _ Identity information, _
Contact information
icious or criminal attack Cyber incident Ransomware 2-10 Agriculture, Forestry, Fisheries Contact information,
Identity information,
Tax File Numbers
Human error Pl sent to wrong recipient (email) 1 -Legal, accounting & _Finanmaldexans _
management services
Malicious or criminal attack Cyber incident Phishing (compromised 1,001-5,000 Property/construction/Architect Financial details,
credentials) s/surveyors Identity information,
Contact information,
Tax File Numbers
Malicious or criminal attack Cyber incident Compromised or stolen 5,001-10,000 Real estate agents Contact information,
credentials (method Identity information,
unknown) Financial details
Malicious or criminal attack Cyber incident Compromised or stolen 2-10 Recruitment Agencies Identity information,
credentials (method Contact information,
unknown) Health information,
Other sensitive information
Malicious or criminal attack Cyber incident Phishing (compromised 101-1,000 Retail Health information,
credentials) Tax File Numbers,
Contact information,
Identity information,
Financial details
Malicious or criminal attack Social engineering /impersonation 210 - Insurance _ Contact information, _
Health information
Malicious or criminal attack Cyber incident Ransomware 101-1,000 Transport Contact information,
Identity information
Human error Loss of paperwork / data storage 11-100 Personal services (incl Identity information,
device employment, child care, vets) Contact information,
Health information
Human error Pl sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,
Financial details
Malicious or criminal attack Cyberincident Compromised or stolen 1,000,001-10,000,000 Interest groups/theatre/sports Contact information
credentials (method
unknown)
Malicious or criminal attack Theft of paperwork or data storage 11-100 Health service providers ontact information,
device Identity information,
Health information
Malicious or criminal attack Theft of paperwork or data storage 2-10 Real estate agents Tax File Numbers,
device Identity information,
Financial details,
Contact information
Human error Unauthorised disclosure (failure to 2-10 -Legal, accounting & _Contactinforma(ior\ _
redact) management services
Malicious or criminal attack Social engineering /impersonation 101-1,000 - Property/construction/Architect _ Contactinformation _
s/surveyors
System fault Unintended release or publication 1 I ;.o ce I, ot information I
Human error Pl sent to wrong recipient (email) 11-100 Education Contact information,
Identity information,
Health information
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Case Number Contact Phone BH Email Types of Personal Information Involved of action taken to prevent
Health information,
Financial details,

Contact information
Contact information,
Financial details,

Identity information,

Tax File Numbers,

Health information,

Other sensitive information
Health information,

Other sensitive information,
Financial details,

Contact information
Contact information,
Identity information,
Health information,

Other sensitive information
Other sensitive information,
Health information,
Identity information,
Contact information
Contact information,
Identity information,

Tax File Numbers

Tax File Numbers,

Identity information,
Financial details,

Contact information
Contact information,
Identity information,

Tax File Numbers

Contact information,
Financial details,

Identity information,

Tax File Numbers

Contact information,
Financial details,

Identity information,

Other sensitive information,
Health information

Description of eligible data breach  Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector
Currently unknown 1 Finance (incl. superannuation)

Fl
2
8

3
3
S
a
&
2

Malicious or criminal attack ~Social engineering / impersonation 101-1,000 Recruitment Agencies

Malicious or criminal attack Cyberincident Ransomware Unknown Information Technology

Malicious or criminal attack Social engineering /impersonation 101-1,000 Recruitment Agencies

Malicious or criminal attack 11-100 Australian Government.

Malicious or criminal attack Theft of paperwork or data storage 2-10 Education

device
Human error Pl sent to wrong recipient (email) 2-10 Personal services (incl
employment, child care, vets)

Human error Pl sent to wrong recipient (email) 1 NSW Government

Malicious or criminal attack Cyber incident Malware 10,001-25,000 Marketing and market research

Malicious or criminal attack Social engineering / impersonation 101-1,000 Health service providers

Malicious or criminal attack Cyber incident Phishing (compromised 2-10 Contact information

credentials)

Information Technology

Education

Human error Pl sent to wrong recipient (email) 2-10 Health information,

Other sensitive information
Financial details,

Contact information

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation)

Malicious or criminal attack Cyber incident Compromised or stolen 1,001-5,000 Australian Government
credentials (method

unknown)

Malicious or criminal attack Cyberincident Ransomware 101-1,000 Finance (incl. superannuation)
Malicious or criminal attack Cyber incident Compromised or stolen 101-1,000 Australian Government
credentials (method
unknown)

Identity information

1,001-5,000 Australian Government Identity information,
Contact information,

Other sensitive information,
Health information

Tax File Numbers,

Contact information,
Identity information,
Finandial details

Financial details,

Contact information
Contact information,
Financial details,

Identity information

Tax File Numbers

Malicious or criminal attack Cyberincident Compromised or stolen 101-1,000
credentials (method
unknown)

Property/construction/Architect
s/surveyors

Malicious or criminal attack Social engineering / impersonation 2-10 Finance (incl. superannuation)

Malicious or criminal attack Social engineering /impersonation 2-10 CRBs

Malicious or criminal attack Cyber incident Ransomware 11-100 Retail

Malicious or criminal attack 25,001-50,000 Retail Identity information,
ontact information
Contact information,
Tax File Numbers,
Health information

Contact information

Malicious or criminal attack Cyberincident Phishing (compromised 11-100 Utilities

credentials)

Malicious or criminal attack Cyber incident Ransomware 101-1,000 Transport

Human error Pl sent to wrong recipient (email) 2-10 Travel & Hospitality industry Contact information,
Identity information

Financial details,

Malicious or criminal attack Cyberincident Brute-force attack 11-100
(compromised credentials)

Finance (incl. superannuation)

Contact information

Descl n of a N



Case Number

Description of eligible data breach  Source of Breach
Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

System fault
Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Source of Breach Level 2
Social engineering / impersonation

Source of Breach Level 3

Cyberincident Phishing (compromised

credentials)

Social engineering / impersonation

Unauthorised disclosure
(unintended release or publication)

Unauthorised disclosure
(unintended release or publication)

Failure to use BCC when sending
email

Unintended access

Pl sent to wrong recipient (email)

Cyberincident Phishing (compromised

credentials)
Rogue employee / insider threat

Cyberincident Ransomware

Cyberincident Phishing (compromised

credentials)

Unintended release or publication

Cyberincident Ransomware

Social engineering / impersonation

Cyberincident Malware

Social engineering / impersonation

Cyberincident Ransomware

Cyberincident Brute-force attack
(compromised credentials)
Cyberincident Compromised or stolen
credentials (method
unknown)
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Global Number of People Affected Received Date Respondent Sector

11-100 Education
Unknown Legal, accounting &
management services
101-1,000 Recruitment Agencies
2-10 Health service providers
101-1,000 Legal, accounting &
management services
101-1,000 Health service providers
1 Finance (incl. superannuation)
2-10 Australian Government
2-10 NT Government
2-10 Health service providers

5,001-10,000 Finance (incl. superannuation)

11-100 Personal services (incl
employment, child care, vets)

101-1,000 Finance (incl. superannuation)

11-100 Retail

1 Finance (incl. superannuation)

Unknown Mining & Manufacturing

11-100 Recruitment Agencies

1 Charities

11-100 Education

1,000,001-10,000,000 Online services

]
8
2
a
3

Contact Phone BH Email Types of Personal Information Involved
Contact information,

Other sensitive information

Health information,

Contact information,

Identity information

Identity information,

Contact information,

Health information,

Other sensitive information

Contact information

Respondent

Contact information,
Financial details

Contact information

Health information

Other sensitive information,
Contact information,
Financial details,

Identity information
Contact information,

Tax File Numbers

Contact information

Financial details,
Identity information,
Contact information,
Tax File Numbers,
Health information
Health information,
Contact information,
Identity information,
Financial details
Financial details,
Contact information,
Tax File Numbers
Tax File Numbers,
Health information,
Other sensitive information,
Contact information,
Financial details,

Identity information
Contact information,
Finandial details

Identity information,
Contact information,

Other sensitive information,
Health information

Health information,

Other sensitive information,
Contact information
Contact information,
Financial details

of action taken to prevent





