
Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 2–10 Real estate agents Contact information,

Identity information,

Financial details

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Human error PI sent to wrong recipient (fax) 2–10 Health service providers Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (fax) 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Education Health information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Hacking 101–1,000 Charities Contact information

Other 1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Legal, accounting & 

management services

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware 2–10 Personal services (incl 

employment, child care, vets)

Contact information

Currently unknown 1 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

10,001–25,000 Retail Contact information,

Financial details

Human error PI sent to wrong recipient (fax) 1 Health service providers Contact information,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Finance (incl. superannuation) Contact information,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Retail Tax file number,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Charities Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Hacking 10,001–25,000 Information Technology Contact information,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Tax file number,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

10,001–25,000 Personal services (incl 

employment, child care, vets)

Financial details,

Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

101–1,000 Education Contact information,

Health information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Transport Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information

Human error Loss of paperwork / data storage 

device

1 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Health information

Malicious or criminal attack Cyber incident Hacking 2–10 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Charities Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Health information

Human error Failure to use BCC when sending 

email

11–100 Utilities Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Online services Contact information

System fault Unintended release or publication 2–10 Legal, accounting & 

management services

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Agriculture, Forestry, Fisheries Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Tax file number,

Contact information,

Identity information,

Financial details

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Education Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Transport Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 2–10 Travel & Hospitality industry Contact information

Human error PI sent to wrong recipient (email) 2–10 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Contact information

Human error Loss of paperwork / data storage 

device

1 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Hacking 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Health information,

Tax file number

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information,

Contact information

System fault Unintended access 2–10 Education Contact information,

Identity information

Human error PI sent to wrong recipient (email) 101–1,000 Insurance Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 11–100 Property/construction/Architect

s/surveyors

Financial details

Malicious or criminal attack Cyber incident Hacking 101–1,000 Finance (incl. superannuation) Tax file number,

Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

1 Clubs/Pubs Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1 Telecommunications Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure (failure to 

redact)

1 Legal, accounting & 

management services

Financial details

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information

System fault Unintended access 2–10 Insurance Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Hacking 2–10 Business/Professional 

Associations

Contact information,

Financial details,

Identity information,

Health information,

Tax file number,

Other sensitive information

Human error Failure to use BCC when sending 

email

11–100 Insurance Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Contact information,

Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Business/Professional 

Associations

Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax file number,

Health information

Human error Unauthorised disclosure (failure to 

redact)

1,001–5,000 Education Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Real estate agents Contact information

Malicious or criminal attack Cyber incident Hacking 1 Real estate agents Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Tax file number,

Other sensitive information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Property/construction/Architect

s/surveyors

Financial details,

Contact information

System fault Unintended release or publication 1 Local Government Contact information,

Identity information,

Tax file number

System fault Unintended release or publication 101–1,000 Telecommunications Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 1 Online services Contact information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Health information

System fault Unintended access 2–10 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Retail Identity information,

Financial details,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 11–100 Finance (incl. superannuation) Contact information,

Health information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Tax file number,

Contact information,

Financial details

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Clubs/Pubs Contact information,

Financial details,

Other sensitive information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Property/construction/Architect

s/surveyors

Identity information,

Contact information

Human error Insecure disposal 11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Human error Insecure disposal 11–100 Health service providers Contact information

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Financial details,

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Identity information,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (mail) 1 Insurance Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 1 Insurance Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Hacking 100,001–250,000 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 1 Health service providers Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 11–100 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information

Human error Unauthorised disclosure (failure to 

redact)

101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Health service providers Identity information,

Health information

Malicious or criminal attack Cyber incident Hacking 11–100 Retail Tax file number,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Transport Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Insurance Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Transport Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Business/Professional 

Associations

Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Business/Professional 

Associations

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 2–10 Education Contact information,

Health information

Human error PI sent to wrong recipient (mail) 1 Business/Professional 

Associations

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Identity information,

Contact information,

Health information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Loss of paperwork / data storage 

device

1 Religious organisations Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Hacking Unknown Online services Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Tax file number,

Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Information Technology Tax file number,

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Education Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Online services Contact information,

Financial details,

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 250,001–500,000 Online services Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (other) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Charities Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Legal, accounting & 

management services

Tax file number,

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (other) 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (fax) 1 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Other sensitive information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Personal services (incl 

employment, child care, vets)

Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Contact information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Insurance Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Agriculture, Forestry, Fisheries Contact information,

Financial details

Human error Failure to use BCC when sending 

email

1,001–5,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Interest groups/theatre/sports Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Real estate agents Contact information

Human error Loss of paperwork / data storage 

device

1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Travel & Hospitality industry Financial details,

Identity information

Human error Failure to use BCC when sending 

email

11–100 Utilities Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Tax file number

Human error Unauthorised disclosure (failure to 

redact)

1 Education Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

10,001–25,000 Property/construction/Architect

s/surveyors

Tax file number,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Health service providers Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Travel & Hospitality industry Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information,

Health information

System fault Unintended release or publication 1,001–5,000 Health service providers Other sensitive information,

Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Identity information,

Contact information,

Other sensitive information,

Health information

Human error Insecure disposal 11–100 Health service providers Health information,

Contact information,

Identity information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Health information,

Contact information,

Identity information,

Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Agriculture, Forestry, Fisheries Financial details,

Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Business/Professional 

Associations

Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Tax file number,

Contact information,

Identity information,

Financial details
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (other) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Information Technology Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Hacking 11–100 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Legal, accounting & 

management services

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

10,001–25,000 Retail Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (other) 2–10 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 101–1,000 Health service providers Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Mining & Manufacturing Financial details,

Identity information,

Contact information,

Health information,

Tax file number

Human error PI sent to wrong recipient (email) 101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Education Contact information,

Other sensitive information

Human error Unauthorised disclosure (failure to 

redact)

101–1,000 Utilities Contact information

System fault Unintended release or publication 2–10 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Agriculture, Forestry, Fisheries Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Finance (incl. superannuation) Financial details

System fault Unintended access 1,001–5,000 Finance (incl. superannuation) Financial details,

Contact information,

Tax file number

Human error PI sent to wrong recipient (mail) 1 Insurance Health information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Health service providers Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

Unknown Insurance Contact information

Human error PI sent to wrong recipient (other) 2–10 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (other) 11–100 Retail Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware 10,001–25,000 Interest groups/theatre/sports Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Health information,

Tax file number

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Mining & Manufacturing Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Transport Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 2–10 Travel & Hospitality industry Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Transport Health information,

Identity information,

Contact information

System fault Unintended release or publication 101–1,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Education Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Malware 11–100 Real estate agents Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

10,001–25,000 Telecommunications Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Other 101–1,000 Transport Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware Unknown Personal services (incl 

employment, child care, vets)

Contact information,

Other sensitive information

Human error Loss of paperwork / data storage 

device

1,001–5,000 Charities Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Utilities Contact information

Human error PI sent to wrong recipient (mail) 11–100 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Tax file number,

Contact information,

Financial details

Human error Failure to use BCC when sending 

email

1,001–5,000 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

Unknown Business/Professional 

Associations

Contact information,

Identity information,

Financial details,

Other sensitive information,

Tax file number,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Telecommunications Identity information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Retail Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Contact information,

Other sensitive information,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Finance (incl. superannuation) Health information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Hacking 11–100 Telecommunications Contact information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Telecommunications Contact information

Malicious or criminal attack Cyber incident Hacking 2–10 Information Technology Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Contact information,

Financial details,

Health information

Human error Loss of paperwork / data storage 

device

1 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information

System fault Unintended release or publication 11–100 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Human error Loss of paperwork / data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Financial details

Human error Unauthorised disclosure (failure to 

redact)

11–100 Education Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Retail Contact information,

Financial details,

Identity information,

Tax file number

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Identity information

Human error Loss of paperwork / data storage 

device

1,001–5,000 Health service providers Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Health information,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Contact information

System fault Unintended release or publication 1,001–5,000 Clubs/Pubs Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Business/Professional 

Associations

Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Marketing - direct marketing Identity information

System fault Unintended release or publication 11–100 Religious organisations Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Rogue employee / insider threat 10,001–25,000 Health service providers Contact information,

Financial details,

Identity information,

Other sensitive information,

Health information

Human error Insecure disposal 11–100 Personal services (incl 

employment, child care, vets)

Health information,

Other sensitive information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Telecommunications Identity information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

System fault Unintended access 11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Utilities Contact information,

Identity information

Human error Failure to use BCC when sending 

email

11–100 Education Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Health information,

Tax file number,

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Telecommunications Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (mail) 101–1,000 Insurance Contact information,

Health information

Human error PI sent to wrong recipient (mail) 1 Health service providers Other sensitive information

Human error Insecure disposal 101–1,000 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Online services Health information,

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Contact information

System fault Unintended access 1 Retail Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Religious organisations Health information,

Other sensitive information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Legal, accounting & 

management services

Tax file number

Human error PI sent to wrong recipient (fax) 2–10 Health service providers Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Travel & Hospitality industry Financial details

Malicious or criminal attack Cyber incident Hacking 101–1,000 Travel & Hospitality industry Contact information

Human error PI sent to wrong recipient (email) 11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Australian Government Other sensitive information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Legal, accounting & 

management services

Financial details,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Telecommunications Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Health information,

Contact information,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information

System fault Unintended access 11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 2–10 Travel & Hospitality industry Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Travel & Hospitality industry Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Legal, accounting & 

management services

Contact information,

Financial details,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Education Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Retail Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure (verbal) 11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Information Technology Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Charities Tax file number,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Telecommunications Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Human error PI sent to wrong recipient (email) 1,001–5,000 Mining & Manufacturing Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Financial details,

Contact information,

Tax file number

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Charities Identity information,

Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Human error Loss of paperwork / data storage 

device

1 Legal, accounting & 

management services

Contact information,

Financial details

System fault Unintended access 1 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Telecommunications Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Contact information

Human error Unauthorised disclosure (verbal) 2–10 Personal services (incl 

employment, child care, vets)

Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

Unknown Travel & Hospitality industry Financial details,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Real estate agents Contact information,

Financial details,

Identity information,

Health information,

Tax file number,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Malware 11–100 Travel & Hospitality industry Contact information

Human error PI sent to wrong recipient (email) 1 Mining & Manufacturing Contact information,

Financial details,

Tax file number

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Education Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Legal, accounting & 

management services

Other sensitive information

System fault Unintended release or publication 11–100 Mining & Manufacturing Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Travel & Hospitality industry Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 1 Insurance Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Online services Contact information,

Identity information,

Financial details,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 1 Legal, accounting & 

management services

Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Tax file number,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Mining & Manufacturing Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Financial details,

Contact information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Retail Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Education Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Tax file number,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

System fault Unintended release or publication 11–100 Property/construction/Architect

s/surveyors

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Australian Government Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Education Contact information,

Financial details,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Health service providers Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Agriculture, Forestry, Fisheries Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Telecommunications Identity information

Human error PI sent to wrong recipient (email) 11–100 Religious organisations Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Interest groups/theatre/sports Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 1 Property/construction/Architect

s/surveyors

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

Unknown Health service providers Contact information,

Identity information,

Health information

Human error Loss of paperwork / data storage 

device

1 Legal, accounting & 

management services

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Retail Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Tax file number,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Information Technology Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Personal services (incl 

employment, child care, vets)

Identity information,

Financial details,

Contact information,

Tax file number,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Financial details,

Tax file number

System fault Unintended release or publication 101–1,000 Property/construction/Architect

s/surveyors

Other sensitive information,

Identity information,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Utilities Contact information

System fault Unintended release or publication 11–100 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Business/Professional 

Associations

Contact information

System fault Unintended release or publication 1 Telecommunications Contact information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Financial details,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Malware 10,001–25,000 Health service providers Contact information,

Identity information,

Health information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Property/construction/Architect

s/surveyors

Financial details,

Contact information

System fault Unintended access 101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (other) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (fax) 1 Health service providers Identity information,

Contact information,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Legal, accounting & 

management services

Contact information,

Financial details

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

System fault Unintended release or publication 101–1,000 Mining & Manufacturing Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Contact information

Human error Unauthorised disclosure (failure to 

redact)

11–100 Health service providers Health information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Charities Health information,

Other sensitive information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Tax file number,

Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 11–100 Health service providers Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Hacking 100,001–250,000 Finance (incl. superannuation) Contact information

System fault Unintended release or publication 10,001–25,000 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Tax file number,

Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Telecommunications Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Agriculture, Forestry, Fisheries Contact information,

Identity information,

Tax file number

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (mail) 11–100 Health service providers Financial details,

Contact information

Human error Insecure disposal 11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Retail Tax file number,

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Education Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

System fault Unintended access 2–10 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Hacking 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 1,001–5,000 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Financial details,

Contact information,

Tax file number

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

50,001–100,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (mail) 2–10 Health service providers Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Australian Government Financial details,

Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Tax file number,

Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Charities Tax file number,

Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Identity information,

Financial details,

Contact information,

Tax file number,

Health information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Utilities Identity information,

Contact information

System fault Unintended access 5,001–10,000 Agriculture, Forestry, Fisheries Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Property/construction/Architect

s/surveyors

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Marketing and market research Contact information,

Financial details,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Mining & Manufacturing Financial details

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Business/Professional 

Associations

Financial details,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Tax file number,

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Malware 2–10 Mining & Manufacturing Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

100,001–250,000 Information Technology Financial details,

Identity information,

Contact information,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information

System fault Unintended release or publication 11–100 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Information Technology Contact information

Malicious or criminal attack Rogue employee / insider threat 1,001–5,000 Real estate agents Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Retail Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Agriculture, Forestry, Fisheries Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Malware 250,001–500,000 Travel & Hospitality industry Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Identity information,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (mail) 1 Education Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Insurance Contact information,

Identity information

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Identity information

Malicious or criminal attack Cyber incident Other 11–100 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Charities Contact information,

Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Transport Contact information,

Financial details,

Identity information,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information,

Health information
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Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Insurance Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Education Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Australian Government Health information,

Other sensitive information,

Identity information,

Financial details,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Identity information

Human error PI sent to wrong recipient (mail) 101–1,000 Education Identity information

Human error PI sent to wrong recipient (other) 2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error Unauthorised disclosure (verbal) 2–10 Insurance Contact information

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Health information,

Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Interest groups/theatre/sports Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Information Technology Tax file number,

Other sensitive information,

Health information,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Mining & Manufacturing Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

1 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 11–100 Insurance Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Mining & Manufacturing Contact information,

Financial details
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Malicious or criminal attack Rogue employee / insider threat 11–100 Agriculture, Forestry, Fisheries Financial details,

Identity information,

Contact information,

Health information,

Tax file number,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

11–100 Finance (incl. superannuation) Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Mining & Manufacturing Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Health service providers Health information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Contact information,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

50,001–100,000 Transport Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Property/construction/Architect

s/surveyors

Financial details

Human error PI sent to wrong recipient (email) 1 Insurance Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Telecommunications Identity information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Retail Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Information Technology Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Information Technology Financial details,

Contact information,

Tax file number

Human error Loss of paperwork / data storage 

device

2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Contact information,

Identity information,

Health information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Religious organisations Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Information Technology Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Telecommunications Contact information,

Identity information
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Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Real estate agents Contact information

Human error Loss of paperwork / data storage 

device

2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 1 Property/construction/Architect

s/surveyors

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Business/Professional 

Associations

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Malware 5,001–10,000 Information Technology Tax file number,

Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Travel & Hospitality industry Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Identity information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Financial details,

Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Travel & Hospitality industry Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Identity information,

Contact information,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Retail Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 100,001–250,000 Social Media Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Tax file number,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information
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Malicious or criminal attack Rogue employee / insider threat 1,001–5,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Other sensitive information,

Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Information Technology Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Education Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Insurance Health information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Property/construction/Architect

s/surveyors

Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Health service providers Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Retail Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Utilities Contact information

System fault Unintended release or publication 2–10 Information Technology Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Health service providers Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (mail) 1 Education Other sensitive information

System fault Unintended release or publication 1,001–5,000 Retail Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Hacking 1,000,001–10,000,000 Travel & Hospitality industry Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Legal, accounting & 

management services

Tax file number,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Personal services (incl 

employment, child care, vets)

Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Contact information,

Identity information

Human error Insecure disposal 11–100 Charities Contact information,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (email) 1 Insurance Health information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Media Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Mining & Manufacturing Financial details,

Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Education Contact information

Human error Loss of paperwork / data storage 

device

101–1,000 Health service providers Contact information,

Identity information,

Health information
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Human error Loss of paperwork / data storage 

device

2–10 Charities Health information,

Other sensitive information,

Contact information

Human error PI sent to wrong recipient (fax) 1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Religious organisations Other sensitive information,

Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Legal, accounting & 

management services

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Religious organisations Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Religious organisations Other sensitive information,

Health information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Real estate agents Financial details,

Identity information,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Mining & Manufacturing Contact information

Human error Failure to use BCC when sending 

email

11–100 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Clubs/Pubs Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Financial details,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Identity information,

Financial details,

Contact information,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Finance (incl. superannuation) Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Personal services (incl 

employment, child care, vets)

Financial details,

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Health information,

Other sensitive information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Contact information,

Financial details,

Identity information
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Real estate agents Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Mining & Manufacturing Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Contact information

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Charities Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Interest groups/theatre/sports Tax file number,

Other sensitive information,

Health information,

Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Business/Professional 

Associations

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Health information,

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Identity information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Mining & Manufacturing Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Interest groups/theatre/sports Contact information

System fault Unintended access 2–10 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended release or publication 1 Media Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Other sensitive information,

Health information,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Travel & Hospitality industry Financial details,

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 11–100 Insurance Contact information,

Health information

Human error Loss of paperwork / data storage 

device

11–100 Education Health information,

Contact information

System fault Unintended release or publication 101–1,000 Telecommunications Contact information

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Business/Professional 

Associations

Contact information
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Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Contact information,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 1 TAS Government Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Information Technology Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Business/Professional 

Associations

Health information,

Tax file number,

Other sensitive information,

Contact information,

Identity information,

Financial details

System fault Unintended release or publication 1,001–5,000 Religious organisations Identity information,

Contact information,

Other sensitive information,

Health information

Human error Insecure disposal 101–1,000 Real estate agents Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Mining & Manufacturing Health information,

Other sensitive information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Legal, accounting & 

management services

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Malware 5,001–10,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Finance (incl. superannuation) Financial details,

Contact information,

Health information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Tax file number,

Contact information,

Financial details

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Insurance Contact information,

Financial details

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Information Technology Contact information,

Financial details

Human error PI sent to wrong recipient (other) 101–1,000 Education Contact information,

Tax file number

Human error Loss of paperwork / data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Financial details,

Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (fax) 1 Health service providers Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Utilities Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Utilities Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Contact information
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Human error Loss of paperwork / data storage 

device

1 Australian Government Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Malware 10,000,001 or more Travel & Hospitality industry Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,

Tax file number

Human error Unauthorised disclosure (failure to 

redact)

1 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Transport Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Health service providers Contact information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Education Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Retail Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Health service providers Financial details,

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Religious organisations Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Contact information,

Identity information,

Financial details,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Identity information,

Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Malware 10,001–25,000 Marketing - direct marketing Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Religious organisations Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Travel & Hospitality industry Contact information,

Identity information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Travel & Hospitality industry Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information
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System fault Unintended release or publication Unknown Education Contact information,

Identity information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Transport Contact information

Human error PI sent to wrong recipient (mail) 2–10 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Mining & Manufacturing Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Insurance Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Health information,

Financial details,

Identity information,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

System fault Unintended release or publication 1,001–5,000 Utilities Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Transport Identity information

Malicious or criminal attack Cyber incident Malware 2–10 Media Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

5,001–10,000 Insurance Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 1 Property/construction/Architect

s/surveyors

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Interest groups/theatre/sports Contact information

Human error PI sent to wrong recipient (email) 1 Business/Professional 

Associations

Financial details,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Financial details,

Tax file number

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

250,001–500,000 Media Contact information,

Identity information

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information
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Malicious or criminal attack Rogue employee / insider threat 11–100 Travel & Hospitality industry Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Agriculture, Forestry, Fisheries Financial details,

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Travel & Hospitality industry Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Health service providers Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Retail Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Transport Financial details,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

25,001–50,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Information Technology Financial details,

Contact information,

Tax file number

System fault Unintended release or publication 101–1,000 Telecommunications Contact information

Human error Loss of paperwork / data storage 

device

1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware Unknown Mining & Manufacturing Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Charities Contact information

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

5,001–10,000 Mining & Manufacturing Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Retail Financial details

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Travel & Hospitality industry Contact information

Human error PI sent to wrong recipient (email) 1 Debt collectors Health information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Financial details

System fault Unintended release or publication 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Telecommunications Contact information,

Financial details

Malicious or criminal attack Cyber incident Other 10,001–25,000 Online services Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information
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Human error PI sent to wrong recipient (mail) 1 Health service providers Health information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Malware 2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Financial details,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Tax file number,

Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Information Technology Contact information,

Financial details

Human error PI sent to wrong recipient (other) 101–1,000 Health service providers Health information

Human error Failure to use BCC when sending 

email

101–1,000 Utilities Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Hacking 100,001–250,000 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Utilities Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Financial details,

Identity information,

Contact information,

Other sensitive information,

Tax file number

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Travel & Hospitality industry Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Contact information

System fault Unintended release or publication 1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Marketing and market research Financial details,

Contact information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Other sensitive information
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Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (mail) 1 Charities Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Mining & Manufacturing Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Financial details

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Education Contact information

Malicious or criminal attack Rogue employee / insider threat 1,001–5,000 Health service providers Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

11–100 Education Identity information,

Contact information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

11–100 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Retail Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Insurance Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Agriculture, Forestry, Fisheries Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Agriculture, Forestry, Fisheries Financial details,

Identity information,

Contact information,

Health information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Health information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Contact information,

Identity information,

Financial details,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Health information,

Identity information,

Contact information
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Malicious or criminal attack Rogue employee / insider threat 2–10 Legal, accounting & 

management services

Contact information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

5,001–10,000 Insurance Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 2–10 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Retail Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Business/Professional 

Associations

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Social engineering / impersonation 1 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Hacking 2–10 Business/Professional 

Associations

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Other 1,001–5,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Personal services (incl 

employment, child care, vets)

Contact information

System fault Unintended release or publication 1,001–5,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information,

Tax file number

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Telecommunications Financial details,

Identity information,

Contact information,

Health information,

Tax file number,

Other sensitive information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Retail Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Health information,

Tax file number

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Loss of paperwork / data storage 

device

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (mail) 11–100 Health service providers Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Property/construction/Architect

s/surveyors

Financial details

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 SA Government Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 11–100 Education Contact information,

Identity information,

Other sensitive information,

Health information

System fault Unintended release or publication 1,001–5,000 Education Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Telecommunications Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Business/Professional 

Associations

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Utilities Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

2–10 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Other sensitive information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Religious organisations Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

250,001–500,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Contact information,

Financial details,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Information Technology Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information

s22(1)(a)(ii)
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Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Insurance Financial details,

Identity information,

Contact information,

Health information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax file number

Human error PI sent to wrong recipient (other) 1 Health service providers Other sensitive information,

Health information,

Contact information

Malicious or criminal attack Cyber incident Other 101–1,000 Retail Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Marketing and market research Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Other sensitive information,

Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Human error Unauthorised disclosure (verbal) 1 Health service providers Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Health information,

Contact information,

Financial details

System fault Unintended access 2–10 Health service providers Health information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Health information,

Other sensitive information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Legal, accounting & 

management services

Financial details,

Contact information,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Other sensitive information,

Health information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information,

Other sensitive information,

Health information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Identity information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Mining & Manufacturing Tax file number,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Contact information,

Health information

Human error Loss of paperwork / data storage 

device

1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Hacking 10,001–25,000 Retail Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Education Financial details

Human error PI sent to wrong recipient (mail) 1 Insurance Identity information,

Financial details,

Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Business/Professional 

Associations

Contact information,

Financial details

Human error Unauthorised disclosure (verbal) 2–10 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

Unknown Health service providers Contact information,

Health information

System fault Unintended access 101–1,000 Telecommunications Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Financial details,

Contact information,

Health information

System fault Unintended release or publication 101–1,000 Australian Government Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 11–100 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Business/Professional 

Associations

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Retail Contact information,

Financial details

Human error PI sent to wrong recipient (email) 101–1,000 Education Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Charities Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Australian Government Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Malware 101–1,000 Finance (incl. superannuation) Tax file number,

Financial details,

Identity information,

Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Information Technology Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Tax file number,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Transport Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Agriculture, Forestry, Fisheries Health information,

Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Health information

System fault Unintended release or publication 11–100 Media Other sensitive information,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Malware 11–100 Mining & Manufacturing Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,000,001 or more Social Media Contact information

Human error Loss of paperwork / data storage 

device

11–100 Legal, accounting & 

management services

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Interest groups/theatre/sports Financial details,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Insurance Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Identity information,

Contact information

Human error PI sent to wrong recipient (other) 101–1,000 Agriculture, Forestry, Fisheries Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure (verbal) 1 Utilities Contact information

Human error Loss of paperwork / data storage 

device

1 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 1 Telecommunications Contact information,

Identity information

Malicious or criminal attack Cyber incident Other 11–100 Online services Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Charities Financial details,

Contact information,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Charities Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Financial details

Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Human error Unauthorised disclosure (failure to 

redact)

11–100 Australian Government Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Financial details
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Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Mining & Manufacturing Identity information,

Contact information,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Education Contact information,

Other sensitive information

System fault Unintended release or publication 1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Information Technology Contact information

Human error Unauthorised disclosure (failure to 

redact)

5,001–10,000 Personal services (incl 

employment, child care, vets)

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Hacking 2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Real estate agents Financial details,

Contact information,

Tax file number

Human error Failure to use BCC when sending 

email

11–100 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Health service providers Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Identity information,

Contact information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Legal, accounting & 

management services

Tax file number,

Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Travel & Hospitality industry Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 10,001–25,000 Information Technology Contact information

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

s22(1)(a)(ii)

FOIREQ23/00054 034FOIREQ23/00054 034



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Insurance Contact information,

Financial details,

Identity information,

Health information,

Tax file number,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Travel & Hospitality industry Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Education Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Health information

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Business/Professional 

Associations

Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Finance (incl. superannuation) Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 VIC Government Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Utilities Contact information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 2–10 CRBs Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Mining & Manufacturing Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Identity information,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Charities Contact information,

Identity information,

Financial details,

Other sensitive information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Personal services (incl 

employment, child care, vets)

Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information
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Human error Loss of paperwork / data storage 

device

Unknown Legal, accounting & 

management services

Health information,

Tax file number,

Other sensitive information,

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Retail Financial details,

Identity information,

Contact information,

Tax file number

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Legal, accounting & 

management services

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Travel & Hospitality industry Contact information,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Education Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Tax file number,

Health information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Charities Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Information Technology Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information,

Health information

Human error Failure to use BCC when sending 

email

1,001–5,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Rogue employee / insider threat 100,001–250,000 Information Technology Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 11–100 Australian Government Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Utilities Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Health information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Health information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Transport Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Australian Government Health information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 11–100 Education Contact information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Legal, accounting & 

management services

Health information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (email) 101–1,000 Australian Government Contact information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Transport Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Media Contact information,

Financial details

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Retail Tax file number,

Contact information,

Financial details,

Identity information

Human error Failure to use BCC when sending 

email

11–100 Education Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (fax) 1 Health service providers Health information

Human error Unauthorised disclosure (verbal) 1 Utilities Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Australian Government Contact information

System fault Unintended release or publication 2–10 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

10,001–25,000 Business/Professional 

Associations

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Real estate agents Contact information,

Identity information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended release or publication 1 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

System fault Unintended release or publication 101–1,000 Australian Government Contact information

Human error Loss of paperwork / data storage 

device

11–100 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

100,001–250,000 Australian Government Identity information,

Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Insurance Health information

Human error Unauthorised disclosure (verbal) 1 Health service providers Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Health information,

Tax file number,

Contact information,

Identity information,

Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Travel & Hospitality industry Contact information,

Identity information

Human error PI sent to wrong recipient (other) 2–10 Insurance Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Retail Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 11–100 Insurance Identity information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

10,000,001 or more Information Technology Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Retail Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Financial details,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Education Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Contact information

Malicious or criminal attack Cyber incident Hacking 250,001–500,000 Retail Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Transport Financial details,

Identity information,

Contact information,

Health information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 11–100 Telecommunications Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Insurance Identity information,

Financial details,

Contact information,

Other sensitive information,

Tax file number,

Health information

Human error PI sent to wrong recipient (mail) 1 Charities Health information,

Other sensitive information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Other sensitive information,

Health information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

50,001–100,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

Unknown Online services Contact information,

Financial details,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Health information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

5,001–10,000 Travel & Hospitality industry Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Travel & Hospitality industry Tax file number,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Health service providers Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

100,001–250,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Mining & Manufacturing Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Retail Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Health service providers Contact information,

Identity information

Human error Failure to use BCC when sending 

email

1,001–5,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Education Identity information,

Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Retail Contact information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Finance (incl. superannuation) Contact information,

Financial details

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Transport Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Health service providers Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Education Identity information

Human error PI sent to wrong recipient (email) 2–10 Travel & Hospitality industry Contact information

System fault Unintended release or publication 10,001–25,000 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Insurance Financial details,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

50,001–100,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Interest groups/theatre/sports Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Travel & Hospitality industry Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Health service providers Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Education Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Australian Government Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Retail Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 VIC Government Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Contact information,

Financial details,

Identity information,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (mail) 2–10 Retail Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Finance (incl. superannuation) Contact information,

Health information,

Tax file number

System fault Unintended release or publication 1 Legal, accounting & 

management services

Tax file number,

Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Other sensitive information,

Health information,

Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 2–10 Education Contact information

s22(1)(a)(ii)
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System fault Unintended release or publication 1 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Tax file number,

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Religious organisations Contact information,

Other sensitive information

Human error Loss of paperwork / data storage 

device

101–1,000 Unions Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Finance (incl. superannuation) Contact information,

Health information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Charities Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error Insecure disposal 11–100 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended release or publication 5,001–10,000 Education Health information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Utilities Financial details,

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (other) 1 Legal, accounting & 

management services

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Other 1 Utilities Contact information,

Financial details

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Interest groups/theatre/sports Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

10,001–25,000 Health service providers Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Contact information,

Other sensitive information,

Health information
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 NSW Government Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information

Human error PI sent to wrong recipient (email) 2–10 Utilities Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Tax file number

System fault Unintended release or publication 101–1,000 Information Technology Tax file number,

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Australian Government Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Other sensitive information,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Telecommunications Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Information Technology Financial details,

Contact information,

Tax file number,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Identity information,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

5,001–10,000 Clubs/Pubs Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Clubs/Pubs Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Human error Unauthorised disclosure (failure to 

redact)

11–100 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Retail Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information,

Other sensitive information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 101–1,000 Utilities Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure (failure to 

redact)

11–100 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Retail Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number,

Health information

s22(1)(a)(ii)

FOIREQ23/00054 042FOIREQ23/00054 042
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System fault Unintended release or publication 101–1,000 Education Identity information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Property/construction/Architect

s/surveyors

Financial details

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Education Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Health information

Human error Insecure disposal 5,001–10,000 Retail Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Personal services (incl 

employment, child care, vets)

Contact information

Human error PI sent to wrong recipient (other) 2–10 Telecommunications Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax file number

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Travel & Hospitality industry Financial details

Malicious or criminal attack Cyber incident Other 101–1,000 Online services Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

50,001–100,000 WA Government Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

10,001–25,000 Finance (incl. superannuation) Identity information,

Contact information

System fault Unintended access 1 Retail Contact information

Human error Failure to use BCC when sending 

email

1,001–5,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Identity information,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Business/Professional 

Associations

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Australian Government Health information

s22(1)(a)(ii)

FOIREQ23/00054 043FOIREQ23/00054 043



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,000,001–10,000,000 Retail Contact information

Malicious or criminal attack Cyber incident Other 101–1,000 Real estate agents Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Interest groups/theatre/sports Identity information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Finance (incl. superannuation) Tax file number,

Contact information

Human error Unauthorised disclosure (verbal) 2–10 Finance (incl. superannuation) Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Personal services (incl 

employment, child care, vets)

Tax file number,

Identity information,

Financial details,

Contact information

System fault Unintended access 1,001–5,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Health information,

Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Business/Professional 

Associations

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Business/Professional 

Associations

Contact information,

Identity information

Human error Loss of paperwork / data storage 

device

11–100 Education Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Personal services (incl 

employment, child care, vets)

Identity information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Travel & Hospitality industry Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (mail) 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Legal, accounting & 

management services

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Contact information

Human error Unauthorised disclosure (verbal) 2–10 Insurance Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Agriculture, Forestry, Fisheries Identity information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Education Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Insurance Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Education Contact information,

Financial details,

Tax file number,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

System fault Unintended release or publication 1 Health service providers Contact information

System fault Unintended release or publication 25,001–50,000 Online services Health information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Malware 11–100 Business/Professional 

Associations

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Transport Other sensitive information,

Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Education Contact information,

Financial details

System fault Unintended release or publication 1,001–5,000 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

100,001–250,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Travel & Hospitality industry Identity information,

Financial details

Malicious or criminal attack Cyber incident Malware 25,001–50,000 Information Technology Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Postal & courier Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Mining & Manufacturing Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended release or publication 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Interest groups/theatre/sports Contact information,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

2–10 Legal, accounting & 

management services

Tax file number,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 10,001–25,000 Real estate agents Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Education Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Agriculture, Forestry, Fisheries Contact information,

Other sensitive information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Education Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

25,001–50,000 Media Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Identity information,

Contact information

Human error Insecure disposal 11–100 Education Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Real estate agents Contact information,

Financial details,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Identity information,

Financial details,

Contact information,

Tax file number,

Other sensitive information,

Health information

System fault Unintended access 11–100 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Interest groups/theatre/sports Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Insurance Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Legal, accounting & 

management services

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Transport Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Education Health information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Transport Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,000,001 or more Retail Contact information,

Financial details,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Education Contact information,

Identity information,

Financial details,

Tax file number,

Other sensitive information,

Health information

System fault Unintended access 100,001–250,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Information Technology Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Personal services (incl 

employment, child care, vets)

Health information,

Tax file number,

Contact information,

Identity information,

Financial details

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Other sensitive information,

Health information

System fault Unintended access 101–1,000 Education Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax file number

Human error PI sent to wrong recipient (mail) 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Health information

Human error PI sent to wrong recipient (email) 11–100 Charities Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (other) 2–10 Education Contact information,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Retail Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Identity information,

Financial details,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Utilities Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

Unknown Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Health service providers Contact information,

Identity information,

Financial details,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (fax) 1 Health service providers Contact information,

Identity information,

Health information

Human error Loss of paperwork / data storage 

device

101–1,000 Education Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information,

Health information

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 11–100 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Health service providers Contact information,

Financial details,

Identity information,

Tax file number

System fault Unintended release or publication 1 Telecommunications Contact information

Malicious or criminal attack Social engineering / impersonation 1 Health service providers Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Australian Government Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Health service providers Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information,

Other sensitive information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Education Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Utilities Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Health service providers Health information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

Unknown Religious organisations Contact information,

Identity information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Agriculture, Forestry, Fisheries Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Religious organisations Identity information,

Financial details,

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Utilities Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Telecommunications Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Charities Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 1 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Education Health information,

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 QLD Government Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Identity information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Contact information,

Financial details

System fault Unintended access 11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Australian Government Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Online services Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 1 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Online services Tax file number,

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Information Technology Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Human error Loss of paperwork / data storage 

device

1 Property/construction/Architect

s/surveyors

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 1,000,001–10,000,000 Travel & Hospitality industry Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Health information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

Unknown Education Identity information,

Financial details,

Contact information,

Health information,

Tax file number,

Other sensitive information

System fault Unintended release or publication 50,001–100,000 Telecommunications Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Health service providers Health information,

Contact information,

Identity information

Human error Failure to use BCC when sending 

email

101–1,000 Charities Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking Unknown Media Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Telecommunications Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 2–10 Health service providers Health information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 SA Government Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Health information,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Online services Financial details

Human error Loss of paperwork / data storage 

device

1 Charities Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Insurance Contact information,

Identity information,

Financial details,

Tax file number,

Health information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Malware 5,001–10,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Telecommunications Contact information,

Identity information

Malicious or criminal attack Cyber incident Other 5,001–10,000 Online services Health information,

Financial details,

Contact information

System fault Unintended release or publication 1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Charities Health information,

Contact information

Malicious or criminal attack Cyber incident Malware 25,001–50,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Finance (incl. superannuation) Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 1 Property/construction/Architect

s/surveyors

Tax file number,

Other sensitive information,

Health information,

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Utilities Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Health information,

Tax file number,

Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Interest groups/theatre/sports Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Australian Government Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Health service providers Identity information,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Clubs/Pubs Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Media Financial details,

Contact information

System fault Unintended access 11–100 Interest groups/theatre/sports Contact information,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Education Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Utilities Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

Unknown Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Education Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

System fault Unintended access 101–1,000 Education Contact information,

Health information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Charities Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 5,001–10,000 Real estate agents Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Real estate agents Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Online services Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

50,001–100,000 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Information Technology Identity information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Tax file number,

Other sensitive information,

Financial details,

Identity information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Identity information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Business/Professional 

Associations

Financial details,

Identity information,

Contact information,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Retail Contact information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Other sensitive information,

Health information,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 1 Mining & Manufacturing Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Other 2–10 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Transport Identity information,

Contact information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Interest groups/theatre/sports Contact information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Retail Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Financial details,

Identity information,

Tax file number,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Human error Loss of paperwork / data storage 

device

1 Finance (incl. superannuation) Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 10,001–25,000 Information Technology Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

25,001–50,000 Health service providers Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 10,001–25,000 Information Technology Contact information

Human error PI sent to wrong recipient (email) 1 QLD Government Tax file number,

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Information Technology Identity information

Malicious or criminal attack Cyber incident Malware 5,001–10,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 1 Education Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Mining & Manufacturing Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

250,001–500,000 Mining & Manufacturing Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (mail) 1 Utilities Contact information

System fault Unintended access 101–1,000 Retail Contact information,

Financial details

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (mail) 1 Utilities Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Mining & Manufacturing Tax file number,

Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Health service providers Contact information,

Identity information,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Insurance Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Telecommunications Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax file number

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Financial details,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Insurance Contact information,

Identity information,

Health information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Education Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Tax file number,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 CRBs Contact information,

Identity information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Information Technology Contact information,

Financial details,

Health information

Human error Loss of paperwork / data storage 

device

1 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Contact information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Mining & Manufacturing Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Education Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended release or publication 1 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Property/construction/Architect

s/surveyors

Contact information,

Tax file number

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

Human error PI sent to wrong recipient (fax) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Charities Other sensitive information,

Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

101–1,000 Education Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Online services Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Retail Health information,

Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Financial details,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 5,001–10,000 Agriculture, Forestry, Fisheries Contact information

Human error Insecure disposal 11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Malicious or criminal attack Rogue employee / insider threat 5,001–10,000 Health service providers Identity information,

Financial details,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Insurance Contact information

Human error Loss of paperwork / data storage 

device

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (other) 2–10 Health service providers Health information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Identity information

Human error PI sent to wrong recipient (mail) 1 Insurance Health information

Human error PI sent to wrong recipient (other) 1 Health service providers Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Travel & Hospitality industry Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

50,001–100,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Malware 11–100 Health service providers Financial details,

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 101–1,000 Personal services (incl 

employment, child care, vets)

Other sensitive information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Telecommunications Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Education Health information,

Contact information,

Identity information,

Financial details

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Utilities Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Marketing and market research Financial details

Malicious or criminal attack Cyber incident Ransomware Unknown Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Malware Unknown Online services Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Financial details

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Health information

System fault Unintended release or publication 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Legal, accounting & 

management services

Tax file number,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Mining & Manufacturing Identity information

Human error PI sent to wrong recipient (email) 11–100 Property/construction/Architect

s/surveyors

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Business/Professional 

Associations

Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Tax file number,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Tax file number,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Retail Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Tax file number,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Religious organisations Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Health information,

Tax file number,

Other sensitive information

s22(1)(a)(ii)

FOIREQ23/00054 056FOIREQ23/00054 056



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

System fault Unintended access 101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Financial details,

Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Australian Government Health information,

Contact information,

Identity information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 WA Government Tax file number,

Contact information,

Identity information,

Financial details

System fault Unintended release or publication 10,001–25,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

System fault Unintended release or publication 101–1,000 Agriculture, Forestry, Fisheries Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Tax file number,

Contact information

Human error PI sent to wrong recipient (fax) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Malware 2–10 Real estate agents Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 101–1,000 Mining & Manufacturing Financial details,

Identity information,

Contact information,

Tax file number,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Media Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Retail Contact information,

Financial details

Human error Unauthorised disclosure (verbal) 1 Australian Government Contact information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Contact information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 11–100 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Malware 50,001–100,000 SA Government Identity information,

Financial details,

Contact information,

Tax file number,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Identity information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information,

Health information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Health information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 11–100 Legal, accounting & 

management services

Tax file number,

Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Financial details,

Other sensitive information

s22(1)(a)(ii)

FOIREQ23/00054 057FOIREQ23/00054 057



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Education Health information,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 11–100 Insurance Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Health service providers Health information,

Contact information,

Financial details

Human error Failure to use BCC when sending 

email

11–100 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Malware 2–10 Transport Contact information

Human error PI sent to wrong recipient (mail) 1 Retail Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended access 10,001–25,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

5,001–10,000 Education Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Insurance Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Real estate agents Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 10,001–25,000 Telecommunications Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 1 Insurance Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Health service providers Identity information,

Financial details,

Contact information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information,

Tax file number

System fault Unintended release or publication 101–1,000 Real estate agents Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 1,001–5,000 Telecommunications Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (email) Unknown Health service providers Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Religious organisations Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Travel & Hospitality industry Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Interest groups/theatre/sports Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Mining & Manufacturing Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

s22(1)(a)(ii)

FOIREQ23/00054 058FOIREQ23/00054 058



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Retail Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Health information

Malicious or criminal attack Cyber incident Hacking 2–10 Property/construction/Architect

s/surveyors

Health information,

Tax file number,

Other sensitive information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Telecommunications Contact information

Human error Loss of paperwork / data storage 

device

1 Health service providers Contact information,

Identity information,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (fax) 1 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Interest groups/theatre/sports Contact information,

Identity information,

Financial details,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Telecommunications Contact information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Other 1 Charities Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Clubs/Pubs Contact information

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Insurance Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1,001–5,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

25,001–50,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Health information,

Tax file number,

Contact information,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 11–100 Travel & Hospitality industry Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Travel & Hospitality industry Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Identity information

Human error Insecure disposal 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Contact information

s22(1)(a)(ii)

FOIREQ23/00054 059FOIREQ23/00054 059



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Contact information,

Health information

System fault Unintended release or publication 11–100 Retail Contact information

Human error PI sent to wrong recipient (email) 11–100 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure (verbal) 1 Insurance Financial details

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 11–100 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Retail Financial details

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Retail Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Contact information

System fault Unintended release or publication 11–100 Retail Contact information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (mail) 1 Utilities Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Online services Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

2–10 Property/construction/Architect

s/surveyors

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Information Technology Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Hacking 11–100 Interest groups/theatre/sports Financial details,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Property/construction/Architect

s/surveyors

Health information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Information Technology Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

Human error Loss of paperwork / data storage 

device

1 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Australian Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 1 Personal services (incl 

employment, child care, vets)

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Mining & Manufacturing Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Telecommunications Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Telecommunications Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Contact information,

Identity information,

Financial details,

Other sensitive information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Tax file number,

Identity information,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Tax file number,

Other sensitive information,

Health information,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Health service providers Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Religious organisations Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Religious organisations Other sensitive information,

Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Hacking 2–10 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Health information

Human error Loss of paperwork / data storage 

device

1 Australian Government Health information,

Other sensitive information,

Contact information,

Identity information

System fault Unintended release or publication 1 Utilities Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Interest groups/theatre/sports Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Marketing and market research Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Transport Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Australian Government Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Financial details,

Identity information,

Tax file number

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Health information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Financial details

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Financial details,

Contact information,

Other sensitive information,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Business/Professional 

Associations

Other sensitive information,

Health information,

Contact information

Malicious or criminal attack Cyber incident Hacking 50,001–100,000 VIC Government Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 11–100 Travel & Hospitality industry Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 2–10 Clubs/interest 

groups/theatre/sports

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Education Health information,

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 101–1,000 Insurance Identity information

Human error PI sent to wrong recipient (email) 11–100 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information,

Tax file number

System fault Unintended access 2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Identity information,

Financial details

Human error PI sent to wrong recipient (mail) 2–10 Health service providers Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Marketing and market research Contact information,

Financial details

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 1 Transport Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information,

Identity information,

Other sensitive information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Business/Professional 

Associations

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information,

Identity information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Telecommunications Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Travel & Hospitality industry Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Identity information,

Contact information

Other 50,001–100,000 Finance (incl. superannuation) Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Information Technology Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Utilities Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Mining & Manufacturing Tax file number,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Transport Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

250,001–500,000 Travel & Hospitality industry Identity information,

Financial details,

Contact information,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Tax file number

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Tax file number,

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 11–100 Online services Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Human error Unauthorised disclosure (verbal) 2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Health information,

Other sensitive information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Financial details,

Contact information

System fault Unintended release or publication 11–100 Interest groups/theatre/sports Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Insurance Health information,

Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 2–10 NT Government Contact information,

Tax file number

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information

System fault Unintended access 101–1,000 Retail Tax file number,

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Contact information

Human error Loss of paperwork / data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 2–10 Health service providers Identity information,

Financial details,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Legal, accounting & 

management services

Health information,

Other sensitive information,

Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 2–10 Insurance Health information

Malicious or criminal attack Cyber incident Malware 11–100 Health service providers Health information,

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Other sensitive information

System fault Unintended access 101–1,000 Professional Organisation Identity information

System fault Unintended release or publication 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 50,001–100,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information

Human error Loss of paperwork / data storage 

device

101–1,000 Education Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Travel & Hospitality industry Tax file number,

Contact information,

Financial details

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Travel & Hospitality industry Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Insurance Contact information

System fault Unintended release or publication 11–100 Health service providers Contact information,

Health information

System fault Unintended release or publication 1,001–5,000 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Information Technology Identity information,

Contact information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 101–1,000 Finance (incl. superannuation) Tax file number,

Contact information,

Financial details

Human error Failure to use BCC when sending 

email

1,001–5,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Utilities Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Charities Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Financial details,

Tax file number,

Health information

System fault Unintended release or publication 1 Finance (incl. superannuation) Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Identity information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Tax file number,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Agriculture, Forestry, Fisheries Identity information,

Financial details,

Contact information

System fault Unintended access 11–100 Education Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Health information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Human error PI sent to wrong recipient (email) 2–10 Charities Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Mining & Manufacturing Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 101–1,000 Education Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Telecommunications Financial details,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Human error Loss of paperwork / data storage 

device

101–1,000 Charities Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (mail) 2–10 Health service providers Contact information,

Identity information,

Health information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Retail Contact information

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information

Malicious or criminal attack Cyber incident Hacking 10,001–25,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Agriculture, Forestry, Fisheries Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Health information,

Tax file number,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Insurance Health information,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Interest groups/theatre/sports Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Online services Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Information Technology Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Retail Other sensitive information,

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Religious organisations Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 ACT Government Other sensitive information,

Health information,

Contact information,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 ACT Government Contact information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Human error PI sent to wrong recipient (other) 1 Health service providers Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Transport Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Information Technology Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Utilities Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Utilities Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Travel & Hospitality industry Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (fax) 1 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Mining & Manufacturing Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number

Human error Loss of paperwork / data storage 

device

11–100 Education Contact information

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Business/Professional 

Associations

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Legal, accounting & 

management services

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 11–100 Travel & Hospitality industry Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Education Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Health information,

Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Real estate agents Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Travel & Hospitality industry Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Information Technology Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Tax file number,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Media Contact information

s22(1)(a)(ii)

FOIREQ23/00054 067FOIREQ23/00054 067



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Education Health information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Online services Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 2–10 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Insurance Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure (verbal) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Australian Government Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Health service providers Contact information

System fault Unintended release or publication 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Legal, accounting & 

management services

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Health service providers Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Education Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Transport Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Travel & Hospitality industry Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information,

Identity information,

Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Retail Contact information

Malicious or criminal attack Cyber incident Ransomware 1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 SA Government Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Retail Contact information,

Financial details

Human error PI sent to wrong recipient (email) 11–100 Education Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

25,001–50,000 Travel & Hospitality industry Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Identity information,

Other sensitive information

Human error PI sent to wrong recipient (email) 101–1,000 Retail Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Business/Professional 

Associations

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Personal services (incl 

employment, child care, vets)

Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Health service providers Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Insurance Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Charities Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Education Contact information

System fault Unintended release or publication 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Australian Government Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Agriculture, Forestry, Fisheries Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 10,001–25,000 Finance (incl. superannuation) Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 101–1,000 Health service providers Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information,

Financial details,

Identity information,

Other sensitive information,

Tax file number,

Health information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

System fault Unintended release or publication 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Education Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information

System fault Unintended release or publication 11–100 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Information Technology Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

25,001–50,000 Media Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Health service providers Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Other sensitive information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Financial details,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 NSW Government Contact information,

Identity information,

Financial details,

Other sensitive information,

Tax file number,

Health information

Human error Unauthorised disclosure (verbal) 1 Utilities Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Utilities Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Real estate agents Financial details

Human error PI sent to wrong recipient (email) 1 Education Health information

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Online services Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Agriculture, Forestry, Fisheries Financial details,

Contact information,

Tax file number

Human error PI sent to wrong recipient (mail) 2–10 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Legal, accounting & 

management services

Other sensitive information,

Health information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Education Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Information Technology Tax file number,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 2–10 Insurance Contact information

Human error PI sent to wrong recipient (email) 1 Clubs/interest 

groups/theatre/sports

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

25,001–50,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details,

Contact information,

Tax file number

s22(1)(a)(ii)
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Malicious or criminal attack Cyber incident Hacking 11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Other sensitive information,

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Health service providers Contact information,

Financial details,

Identity information,

Health information

System fault Unintended access 101–1,000 Education Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Charities Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Health information

Human error PI sent to wrong recipient (other) 2–10 Health service providers Health information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Legal, accounting & 

management services

Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Mining & Manufacturing Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

50,001–100,000 Transport Identity information,

Financial details,

Contact information,

Tax file number,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Identity information,

Contact information,

Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Mining & Manufacturing Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Mining & Manufacturing Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Legal, accounting & 

management services

Tax file number,

Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Charities Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Human error Failure to use BCC when sending 

email

11–100 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Retail Contact information

System fault Unintended release or publication 11–100 Information Technology Contact information

Human error PI sent to wrong recipient (other) 2–10 Retail Contact information,

Other sensitive information

s22(1)(a)(ii)
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Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Health service providers Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Tax file number,

Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 11–100 Education Tax file number,

Contact information,

Financial details

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Human error PI sent to wrong recipient (email) 11–100 Education Health information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Personal services (incl 

employment, child care, vets)

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 1,000,001–10,000,000 Retail Contact information

Malicious or criminal attack Cyber incident Hacking 10,001–25,000 Online services Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Education Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Retail Other sensitive information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Legal, accounting & 

management services

Other sensitive information,

Contact information

System fault Unintended access 10,001–25,000 Marketing and market research Other sensitive information,

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Retail Tax file number,

Health information,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (mail) 2–10 Utilities Contact information

Human error PI sent to wrong recipient (email) 1,001–5,000 NSW Government Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Financial details

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 1 Utilities Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Education Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Health information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Hacking 101–1,000 Agriculture, Forestry, Fisheries Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended access 11–100 Education Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 11–100 Mining & Manufacturing Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Utilities Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Insurance Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Utilities Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

System fault Unintended access 1,001–5,000 Education Contact information,

Other sensitive information

Human error Unauthorised disclosure (verbal) 2–10 Finance (incl. superannuation) Financial details

Human error PI sent to wrong recipient (email) 11–100 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Tax file number,

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Utilities Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,000,001 or more Online services Contact information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Utilities Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Financial details

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Transport Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Real estate agents Contact information,

Identity information,

Financial details

Human error Loss of paperwork / data storage 

device

1 Australian Government Health information,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Transport Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Identity information,

Financial details,

Contact information,

Health information,

Tax file number

Human error PI sent to wrong recipient (mail) 2–10 Legal, accounting & 

management services

Tax file number,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Retail Contact information

Human error Loss of paperwork / data storage 

device

101–1,000 Education Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Media Health information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Information Technology Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

1,001–5,000 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Hacking 25,001–50,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Financial details,

Identity information,

Contact information,

Health information,

Tax file number,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Clubs/Pubs Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

25,001–50,000 Information Technology Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure (verbal) 2–10 Education Other sensitive information

Malicious or criminal attack Cyber incident Hacking 2–10 Health service providers Financial details

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Education Financial details,

Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Tax file number,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Health information,

Other sensitive information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Religious organisations Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Health information

System fault Unintended release or publication 2–10 Business/Professional 

Associations

Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Hacking 2–10 Retail Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 ACT Government Identity information,

Contact information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Malware 2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Insurance Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (fax) 1 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 1 Postal & courier Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Personal services (incl 

employment, child care, vets)

Financial details,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Financial details,

Contact information,

Tax file number

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Tax file number,

Other sensitive information,

Health information,

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information

Human error Unauthorised disclosure (verbal) 1 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Insurance Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Online services Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Utilities Contact information,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Charities Contact information,

Financial details

Human error Unauthorised disclosure (failure to 

redact)

2–10 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Travel & Hospitality industry Identity information

Human error PI sent to wrong recipient (email) 1 Education Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Hacking 250,001–500,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Identity information,

Financial details,

Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Human error PI sent to wrong recipient (email) 2–10 Education Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 101–1,000 Insurance Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information

System fault Unintended release or publication 2–10 Insurance Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Charities Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information,

Contact information

Human error Unauthorised disclosure (verbal) 1 Insurance Contact information

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 101–1,000 Australian Government Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 ACT Government Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Retail Contact information,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Tax File Numbers,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Malware 500,001–1,000,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Retail Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Health service providers Contact information,

Identity information,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 11–100 Retail Identity information,

Financial details,

Contact information,

Tax file number

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information

Human error Failure to use BCC when sending 

email

101–1,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Rogue employee / insider threat 50,001–100,000 Real estate agents Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax file number,

Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Interest groups/theatre/sports Identity information,

Contact information,

Health information,

Tax file number

Human error PI sent to wrong recipient (email) 11–100 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Legal, accounting & 

management services

Tax file number

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Health information,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Human error PI sent to wrong recipient (other) 11–100 Education Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Debt collectors Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 1 Clubs/Pubs Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Retail Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Information Technology Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Other sensitive information,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 1 Retail Contact information

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

10,001–25,000 Online services Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (other) 2–10 Education Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Contact information,

Identity information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

10,001–25,000 Travel & Hospitality industry Contact information,

Identity information

System fault Unintended release or publication 2–10 Australian Government Health information

Human error PI sent to wrong recipient (email) 11–100 Legal, accounting & 

management services

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Retail Contact information

Malicious or criminal attack Cyber incident Ransomware 100,001–250,000 Unions Financial details,

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Tax file number,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 101–1,000 Travel & Hospitality industry Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Postal & courier Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Online services Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

1 Australian Government Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information

Human error Loss of paperwork / data storage 

device

11–100 VIC Government Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Health information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Identity information

System fault Unintended release or publication 1,001–5,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Religious organisations Identity information,

Financial details,

Contact information,

Health information,

Tax file number,

Other sensitive information

System fault Unintended release or publication 1,001–5,000 Telecommunications Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Financial details,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information,

Tax file number,

Other sensitive information

System fault Unintended access 11–100 Online services Contact information,

Financial details

System fault Unintended release or publication 1,001–5,000 Online services Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Religious organisations Contact information,

Financial details,

Identity information,

Health information,

Tax file number

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Tax file number,

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Health service providers Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Other sensitive information,

Health information,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Identity information,

Contact information,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 11–100 Mining & Manufacturing Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Business/Professional 

Associations

Other sensitive information,

Contact information

Human error PI sent to wrong recipient (email) 1 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Personal services (incl 

employment, child care, vets)

Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Utilities Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

50,001–100,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Mining & Manufacturing Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Retail Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Hacking 11–100 Transport Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Education Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware Unknown Transport Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Identity information,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Health service providers Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Agriculture, Forestry, Fisheries Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Travel & Hospitality industry Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Tax file number,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 5,001–10,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (other) 1 Education Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Interest groups/theatre/sports Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Identity information,

Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 2–10 Education Contact information,

Health information

Malicious or criminal attack Cyber incident Other Unknown Online services Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Malware 2–10 Legal, accounting & 

management services

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Retail Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Financial details,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Marketing and market research Contact information

Human error Loss of paperwork / data storage 

device

1 Australian Government Contact information,

Identity information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,

Financial details

Human error Failure to use BCC when sending 

email

2–10 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number

Human error Failure to use BCC when sending 

email

2–10 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Tax file number,

Contact information,

Identity information,

Financial details

System fault Unintended access 101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 2–10 Health service providers Identity information,

Health information

Human error Loss of paperwork / data storage 

device

1 Health service providers Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Legal, accounting & 

management services

Tax file number,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Property/construction/Architect

s/surveyors

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Telecommunications Contact information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Finance (incl. superannuation) Contact information

System fault Unintended release or publication 50,001–100,000 Transport Identity information

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Malware 100,001–250,000 Media Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Tax file number,

Financial details

System fault Unintended access 101–1,000 Telecommunications Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Retail Contact information,

Identity information

Human error PI sent to wrong recipient (other) 1 Legal, accounting & 

management services

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Agriculture, Forestry, Fisheries Contact information,

Identity information,

Tax file number

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Education Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Tax file number

Human error Unauthorised disclosure (failure to 

redact)

1 Charities Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Social Media Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Business/Professional 

Associations

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Education Financial details,

Contact information,

Tax file number

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Interest groups/theatre/sports Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Other sensitive information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Malware 11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Other 2–10 CRBs Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Other 250,001–500,000 Online services Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1 SA Government Contact information,

Tax file number

Human error Insecure disposal 2–10 Retail Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 11–100 Personal services (incl 

employment, child care, vets)

Tax file number,

Health information,

Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

10,001–25,000 Education Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 11–100 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Education Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Retail Health information,

Contact information

Human error Insecure disposal 101–1,000 Health service providers Health information,

Contact information,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Other sensitive information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Other sensitive information,

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Education Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Personal services (incl 

employment, child care, vets)

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 2–10 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

25,001–50,000 Health service providers Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Education Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Malware 11–100 Health service providers Health information,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Identity information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

System fault Unintended release or publication 101–1,000 Education Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Malware 101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Insurance Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

25,001–50,000 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,000,001 or more Online services Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 11–100 Telecommunications Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Identity information,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Tax file number,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Mining & Manufacturing Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Legal, accounting & 

management services

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Health service providers Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (other) 2–10 Health service providers Contact information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Property/construction/Architect

s/surveyors

Other sensitive information,

Contact information,

Financial details,

Identity information

Human error Failure to use BCC when sending 

email

1,001–5,000 Australian Government Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 2–10 Insurance Health information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Telecommunications Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Identity information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Contact information,

Identity information,

Financial details,

Health information

Human error PI sent to wrong recipient (email) 1 Business/Professional 

Associations

Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 1,000,001–10,000,000 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Real estate agents Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Other 11–100 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Transport Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Hacking Unknown Online services Contact information

System fault Unintended release or publication 101–1,000 Personal services (incl 

employment, child care, vets)

Identity information

Human error PI sent to wrong recipient (mail) 1 Insurance Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Information Technology Financial details,

Contact information,

Tax file number

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware 11–100 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Marketing and market research Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Interest groups/theatre/sports Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Health service providers Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Travel & Hospitality industry Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Hacking 11–100 Online services Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Cyber incident Other 1,001–5,000 Health service providers Health information,

Tax file number,

Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

2–10 Business/Professional 

Associations

Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

25,001–50,000 Utilities Contact information,

Financial details

Human error Failure to use BCC when sending 

email

2–10 Australian Government Other sensitive information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Hacking 11–100 Health service providers Financial details,

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Information Technology Tax file number,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Mining & Manufacturing Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Charities Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Health service providers Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Personal services (incl 

employment, child care, vets)

Health information,

Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Education Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number

System fault Unintended release or publication 11–100 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Insurance Tax file number,

Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Telecommunications Contact information

Human error Failure to use BCC when sending 

email

11–100 Australian Government Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 CRBs Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Contact information,

Identity information,

Tax file number,

Health information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information,

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Contact information,

Identity information,

Health information

Human error Failure to use BCC when sending 

email

1,001–5,000 Health service providers Contact information

System fault Unintended access 11–100 Health service providers Health information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Retail Contact information,

Financial details

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Contact information,

Identity information

Human error Loss of paperwork / data storage 

device

101–1,000 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 CRBs Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Education Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Hacking 11–100 Agriculture, Forestry, Fisheries Financial details,

Contact information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Telecommunications Contact information,

Financial details

Human error PI sent to wrong recipient (email) 11–100 Business/Professional 

Associations

Contact information,

Health information

Human error PI sent to wrong recipient (fax) 1 Health service providers Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Real estate agents Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Health service providers Health information,

Contact information,

Identity information,

Financial details

System fault Unintended access 11–100 Property/construction/Architect

s/surveyors

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

System fault Unintended access 1,001–5,000 Insurance Contact information,

Financial details,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Charities Health information,

Other sensitive information,

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Utilities Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Mining & Manufacturing Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Tax file number

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Other sensitive information,

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Identity information,

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Information Technology Tax file number,

Contact information,

Identity information

Human error PI sent to wrong recipient (other) 2–10 Legal, accounting & 

management services

Contact information,

Tax file number

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended release or publication 10,001–25,000 Health service providers Other sensitive information,

Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 101–1,000 Personal services (incl 

employment, child care, vets)

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Retail Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Education Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Education Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Identity information

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Identity information,

Contact information

Human error Unauthorised disclosure (verbal) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Financial details,

Identity information,

Contact information,

Tax file number

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

25,001–50,000 Retail Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Travel & Hospitality industry Contact information,

Identity information,

Financial details,

Tax file number

Malicious or criminal attack Cyber incident Malware 5,001–10,000 Health service providers Tax file number,

Health information,

Financial details,

Identity information,

Contact information

Human error Failure to use BCC when sending 

email

1,001–5,000 Interest groups/theatre/sports Contact information

Human error Unauthorised disclosure (verbal) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

25,001–50,000 Education Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 2–10 Property/construction/Architect

s/surveyors

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Education Contact information,

Identity information,

Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Real estate agents Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 25,001–50,000 Information Technology Tax file number,

Contact information,

Identity information,

Financial details

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (other) 1 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Health information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Transport Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Education Other sensitive information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (other) 1 Legal, accounting & 

management services

Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Education Financial details

Human error Unauthorised disclosure (verbal) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

System fault Unintended release or publication 1 Finance (incl. superannuation) Financial details

Human error Loss of paperwork / data storage 

device

1 Health service providers Identity information,

Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details

Human error PI sent to wrong recipient (email) 11–100 Health service providers Contact information

System fault Unintended release or publication 11–100 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 25,001–50,000 Personal services (incl 

employment, child care, vets)

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Online services Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 VIC Government Contact information,

Financial details,

Tax file number

System fault Unintended release or publication 11–100 Australian Government Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 1 Health service providers Other sensitive information

Malicious or criminal attack Cyber incident Hacking 2–10 Education Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information,

Tax file number

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Legal, accounting & 

management services

Financial details,

Contact information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

1 Interest groups/theatre/sports Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information

Human error Failure to use BCC when sending 

email

250,001–500,000 Online services Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Mining & Manufacturing Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Clubs/Pubs Contact information,

Identity information,

Tax file number

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,000,001–10,000,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Health information,

Tax File Numbers

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Health information,

Tax file number

Malicious or criminal attack Rogue employee / insider threat 2–10 Transport Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Retail Contact information,

Financial details,

Identity information,

Health information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Health information

System fault Unintended access 2–10 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Education Contact information,

Financial details,

Identity information,

Tax file number

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information,

Identity information,

Other sensitive information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Information Technology Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Recruitment Agencies Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Contact information

System fault Unintended release or publication 1 Education Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Clubs/Pubs Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Insurance Financial details,

Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Tax file number,

Health information,

Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Insurance Contact information,

Identity information,

Financial details,

Health information,

Tax file number

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error PI sent to wrong recipient (mail) 1 Retail Contact information

Human error Unauthorised disclosure (verbal) 1 Telecommunications Contact information

Malicious or criminal attack Cyber incident Malware 1 Travel & Hospitality industry Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information,

Tax file number

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 10,001–25,000 Retail Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 1 Australian Government Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Travel & Hospitality industry Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (other) 1 Legal, accounting & 

management services

Tax file number,

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Transport Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Telecommunications Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Charities Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Other Unknown Retail Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Legal, accounting & 

management services

Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Human error Loss of paperwork / data storage 

device

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Other 2–10 Insurance Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Identity information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware 101–1,000 Finance (incl. superannuation) Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Health service providers Financial details,

Identity information,

Tax File Numbers

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

System fault Unintended access 101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Identity information,

Health information,

Tax file number

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Legal, accounting & 

management services

Tax file number,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Tax file number

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Interest groups/theatre/sports Health information,

Tax File Numbers,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Real estate agents Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

Unknown Transport Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Transport Other sensitive information,

Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Business/Professional 

Associations

Contact information

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information,

Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Health service providers Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Telecommunications Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Financial details,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 50,001–100,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Legal, accounting & 

management services

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Mining & Manufacturing Tax File Numbers,

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Legal, accounting & 

management services

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Health information

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Mining & Manufacturing Health information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Real estate agents Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Finance (incl. superannuation) Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Tax File Numbers,

Contact information,

Financial details,

Identity information

Human error Failure to use BCC when sending 

email

11–100 Clubs/Pubs Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Insurance Contact information,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Utilities Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Identity information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Mining & Manufacturing Tax File Numbers,

Contact information,

Identity information

System fault Unintended release or publication 10,001–25,000 Transport Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Health service providers Identity information,

Financial details,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers,

Other sensitive information

Human error PI sent to wrong recipient (email) 101–1,000 Personal services (incl 

employment, child care, vets)

Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Education Contact information,

Financial details

System fault Unintended release or publication 1 Insurance Identity information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Transport Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 50,001–100,000 Health service providers Financial details,

Identity information,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Identity information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Retail Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Financial details,

Identity information,

Contact information

System fault Unintended release or publication 25,001–50,000 Telecommunications Contact information

Malicious or criminal attack Cyber incident Hacking 1 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 TAS Government Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Financial details

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Hacking 1 Finance (incl. superannuation) Health information,

Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Education Financial details,

Identity information,

Contact information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Hacking 1 Retail Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 Australian Government Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Telecommunications Financial details,

Identity information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Tax File Numbers,

Identity information,

Financial details,

Contact information

Human error Failure to use BCC when sending 

email

11–100 Education Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Other sensitive information

System fault Unintended access 101–1,000 Finance (incl. superannuation) Tax File Numbers,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Health information,

Other sensitive information,

Financial details,

Identity information,

Contact information

System fault Unintended access 2–10 Finance (incl. superannuation) Contact information,

Identity information

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information

Human error PI sent to wrong recipient (other) 2–10 Education Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Australian Government Health information,

Other sensitive information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Telecommunications Identity information,

Contact information

System fault Unintended release or publication 1 Education Identity information,

Financial details

Human error PI sent to wrong recipient (email) 11–100 Australian Government Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 1 Business/Professional 

Associations

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Professional Organisation Financial details,

Contact information,

Tax File Numbers

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Health information,

Contact information,

Financial details,

Identity information

Human error Loss of paperwork / data storage 

device

1 Australian Government Identity information,

Financial details,

Health information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Property/construction/Architect

s/surveyors

Identity information

Human error PI sent to wrong recipient (email) 2–10 Marketing and market research Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

System fault Unintended release or publication 11–100 Health service providers Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Insurance Identity information,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Tax File Numbers

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Financial details

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Mining & Manufacturing Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

System fault Unintended access 1,001–5,000 Telecommunications Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Financial details,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Other sensitive information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

50,001–100,000 Charities Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (other) 2–10 Australian Government Contact information,

Identity information,

Other sensitive information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Education Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Marketing and market research Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Health service providers Health information,

Other sensitive information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 1,000,001–10,000,000 Travel & Hospitality industry Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Utilities Tax File Numbers,

Other sensitive information,

Health information,

Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Tax File Numbers

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Online services Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Health information,

Other sensitive information

Human error Unauthorised disclosure (verbal) 1 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Agriculture, Forestry, Fisheries Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Retail Tax File Numbers,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 11–100 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 1 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Information Technology Tax File Numbers,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Utilities Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Insurance Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Tax File Numbers,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (mail) 1 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Personal services (incl 

employment, child care, vets)

Financial details,

Identity information,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Marketing and market research Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Hacking 2–10 Real estate agents Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Health information,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Financial details,

Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Online services Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax File Numbers,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

10,001–25,000 Online services Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Agriculture, Forestry, Fisheries Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Insurance Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Information Technology Tax File Numbers,

Contact information,

Identity information,

Financial details

Human error Failure to use BCC when sending 

email

11–100 Charities Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Education Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Identity information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Legal, accounting & 

management services

Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Agriculture, Forestry, Fisheries Health information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Telecommunications Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Retail Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Tax File Numbers

System fault Unintended access 1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Online services Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Identity information,

Contact information,

Health information,

Other sensitive information

System fault Unintended release or publication 11–100 Real estate agents Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Insurance Health information,

Other sensitive information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Media Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

250,001–500,000 Online services Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Contact information,

Financial details,

Identity information,

Tax File Numbers,

Other sensitive information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Health information,

Tax File Numbers

Human error PI sent to wrong recipient (other) 1 Australian Government Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 11–100 Property/construction/Architect

s/surveyors

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Travel & Hospitality industry Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Identity information,

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Insurance Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Malware 101–1,000 Health service providers Contact information

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Transport Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 11–100 Charities Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Travel & Hospitality industry Identity information,

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Hacking 1,000,001–10,000,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information

Human error Loss of paperwork / data storage 

device

1 Health service providers Other sensitive information,

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Identity information,

Contact information,

Health information,

Other sensitive information

s22(1)(a)(ii)
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 2–10 Legal, accounting & 

management services

Tax File Numbers

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Health information,

Other sensitive information,

Identity information,

Contact information

System fault Unintended release or publication 11–100 Debt collectors Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Other sensitive information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Personal services (incl 

employment, child care, vets)

Health information,

Other sensitive information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Tax File Numbers,

Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Health information

Human error PI sent to wrong recipient (other) 1 Business/Professional 

Associations

Other sensitive information,

Contact information

Human error PI sent to wrong recipient (mail) 101–1,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Financial details,

Contact information,

Health information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Health information

System fault Unintended release or publication 11–100 Online services Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Health information,

Other sensitive information,

Tax File Numbers,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Malware 25,001–50,000 Retail Financial details

Malicious or criminal attack Cyber incident Hacking Unknown Mining & Manufacturing Health information,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Postal & courier Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Retail Financial details,

Identity information,

Contact information,

Tax File Numbers

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Australian Government Health information,

Contact information,

Identity information

System fault Unintended release or publication 101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Contact information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Political/lobbying Other sensitive information,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 101–1,000 Finance (incl. superannuation) Financial details

s22(1)(a)(ii)

FOIREQ23/00054 101FOIREQ23/00054 101



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 NSW Government Identity information,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Business/Professional 

Associations

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details,

Tax File Numbers

Human error PI sent to wrong recipient (email) 2–10 Health service providers Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details

System fault Unintended release or publication 1,001–5,000 Telecommunications Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Travel & Hospitality industry Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Personal services (incl 

employment, child care, vets)

Contact information

System fault Unintended release or publication 2–10 CRBs Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Religious organisations Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Business/Professional 

Associations

Contact information,

Financial details,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 100,001–250,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Australian Government Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Health service providers Contact information,

Identity information,

Tax File Numbers,

Health information

Malicious or criminal attack Cyber incident Ransomware 2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Health information,

Identity information,

Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

System fault Unintended release or publication 101–1,000 Insurance Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Insurance Health information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Health information,

Contact information

Human error Failure to use BCC when sending 

email

11–100 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Health information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Business/Professional 

Associations

Tax File Numbers,

Health information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Telecommunications Contact information,

Financial details,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Religious organisations Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Finance (incl. superannuation) Tax File Numbers

Human error PI sent to wrong recipient (email) 1,001–5,000 Political/lobbying Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

50,001–100,000 Online services Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

10,000,001 or more Marketing and market research Contact information,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Tax File Numbers,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Identity information,

Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Health information,

Contact information,

Identity information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Mining & Manufacturing Financial details,

Contact information,

Other sensitive information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Other sensitive information,

Health information,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Health information,

Other sensitive information,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (other) 1 Australian Government Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Postal & courier Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Postal & courier Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information

System fault Unintended release or publication 11–100 Health service providers Health information

Malicious or criminal attack Cyber incident Malware 101–1,000 Legal, accounting & 

management services

Other sensitive information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Contact information,

Identity information,

Financial details,

Other sensitive information,

Tax File Numbers

Human error Failure to use BCC when sending 

email

11–100 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Interest groups/theatre/sports Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error Unauthorised disclosure (failure to 

redact)

1 Legal, accounting & 

management services

Other sensitive information,

Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Mining & Manufacturing Financial details,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Travel & Hospitality industry Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 2–10 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (other) 1 Utilities Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Tax File Numbers,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Property/construction/Architect

s/surveyors

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Health information,

Contact information

Malicious or criminal attack Cyber incident Hacking 2–10 Information Technology Contact information

Human error PI sent to wrong recipient (mail) 2–10 Australian Government Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Other sensitive information,

Health information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

250,001–500,000 Real estate agents Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Finance (incl. superannuation) Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Mining & Manufacturing Tax File Numbers,

Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Other sensitive information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Retail Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Tax File Numbers,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Charities Identity information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

10,001–25,000 Charities Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Information Technology Contact information,

Identity information,

Financial details,

Tax File Numbers

System fault Unintended release or publication 1,001–5,000 Telecommunications Financial details,

Identity information,

Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 11–100 Real estate agents Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Health service providers Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 2–10 Charities Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Other sensitive information,

Health information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Legal, accounting & 

management services

Contact information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Information Technology Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Transport Tax File Numbers,

Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Tax File Numbers,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 2–10 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Insurance Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Retail Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

100,001–250,000 Travel & Hospitality industry Health information,

Other sensitive information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Insurance Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 2–10 Mining & Manufacturing Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Retail Health information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 1 Recruitment Agencies Contact information

Human error Loss of paperwork / data storage 

device

2–10 Education Contact information,

Health information

System fault Unintended release or publication 1,001–5,000 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Legal, accounting & 

management services

Financial details,

Contact information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Information Technology Financial details

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Identity information,

Contact information,

Other sensitive information

Human error Failure to use BCC when sending 

email

11–100 Education Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Telecommunications Financial details,

Contact information

System fault Unintended release or publication 2–10 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Insurance Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Health service providers Identity information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Mining & Manufacturing Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Postal & courier Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Finance (incl. superannuation) Tax File Numbers,

Health information,

Financial details,

Identity information,

Contact information
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Human error PI sent to wrong recipient (other) 1 Australian Government Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Personal services (incl 

employment, child care, vets)

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

500,001–1,000,000 Health service providers Health information,

Other sensitive information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Religious organisations Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information,

Tax File Numbers,

Other sensitive information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Identity information

Malicious or criminal attack Cyber incident Ransomware 11–100 Retail Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Real estate agents Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Religious organisations Contact information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (email) 11–100 Australian Government Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 11–100 Business/Professional 

Associations

Contact information,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Transport Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Business/Professional 

Associations

Contact information,

Identity information,

Financial details
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Tax File Numbers,

Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Health information,

Other sensitive information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Information Technology Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Transport Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Financial details,

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Legal, accounting & 

management services

Tax File Numbers,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Hacking 101–1,000 Health service providers Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Travel & Hospitality industry Contact information

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Financial details

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Business/Professional 

Associations

Financial details,

Contact information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Health service providers Other sensitive information,

Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

25,001–50,000 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Financial details,

Contact information
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Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Mining & Manufacturing Contact information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Real estate agents Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Real estate agents Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error Unauthorised disclosure (verbal) 1 Insurance Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Utilities Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Telecommunications Contact information

Malicious or criminal attack Cyber incident Hacking 2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Tax File Numbers

System fault Unintended release or publication 1 Health service providers Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Agriculture, Forestry, Fisheries Contact information,

Health information

System fault Unintended release or publication 1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Retail Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 1 Property/construction/Architect

s/surveyors

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Real estate agents Contact information,

Financial details,

Tax File Numbers

Human error Failure to use BCC when sending 

email

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Legal, accounting & 

management services

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 50,001–100,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Transport Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Travel & Hospitality industry Tax File Numbers,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Agriculture, Forestry, Fisheries Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Agriculture, Forestry, Fisheries Identity information,

Financial details,

Contact information

s22(1)(a)(ii)

FOIREQ23/00054 110FOIREQ23/00054 110



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 2–10 Charities Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

10,001–25,000 Interest groups/theatre/sports Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Tax File Numbers,

Health information

Human error Loss of paperwork / data storage 

device

2–10 Education Tax File Numbers

Human error PI sent to wrong recipient (email) 2–10 Health service providers Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Retail Contact information

Human error Loss of paperwork / data storage 

device

11–100 Recruitment Agencies Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Mining & Manufacturing Identity information,

Contact information

System fault Unintended release or publication 1 Health service providers Contact information

Human error PI sent to wrong recipient (email) 5,001–10,000 Insurance Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 1,000,001–10,000,000 Media Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Information Technology Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Other sensitive information

Human error Loss of paperwork / data storage 

device

11–100 Education Health information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Tax File Numbers

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Legal, accounting & 

management services

Financial details,

Tax File Numbers

System fault Unintended release or publication 2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Real estate agents Contact information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax File Numbers

Human error PI sent to wrong recipient (email) 11–100 Education Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Health information,

Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Real estate agents Identity information,

Financial details,

Contact information
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Malicious or criminal attack Rogue employee / insider threat 101–1,000 Legal, accounting & 

management services

Contact information,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 11–100 Education Health information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Contact information,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 11–100 Health service providers Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Legal, accounting & 

management services

Health information,

Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Insurance Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Telecommunications Contact information

System fault Unintended release or publication 10,001–25,000 Telecommunications Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

System fault Unintended release or publication 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Malware 11–100 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 CRBs Contact information,

Identity information,

Financial details

Human error Loss of paperwork / data storage 

device

1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Retail Contact information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Business/Professional 

Associations

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Australian Government Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Identity information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Telecommunications Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Insurance Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure (failure to 

redact)

2–10 Health service providers Contact information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

11–100 Health service providers Health information,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information
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Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Other sensitive information,

Contact information,

Identity information

System fault Unintended access 101–1,000 Online services Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Real estate agents Identity information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Health information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 1 Business/Professional 

Associations

Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Information Technology Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Tax File Numbers,

Other sensitive information,

Financial details,

Contact information

Human error Failure to use BCC when sending 

email

5,001–10,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Retail Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Retail Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Utilities Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details,

Other sensitive information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1,001–5,000 Utilities Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Tax File Numbers

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Identity information,

Contact information
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Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 101–1,000 Education Identity information,

Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Postal & courier Contact information,

Identity information

Human error Loss of paperwork / data storage 

device

1 Health service providers Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Health information,

Other sensitive information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Mining & Manufacturing Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Personal services (incl 

employment, child care, vets)

Health information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 11–100 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Financial details,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Telecommunications Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Professional Organisation Identity information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Finance (incl. superannuation) Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Retail Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Charities Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Mining & Manufacturing Financial details,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Contact information,

Financial details
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Identity information,

Financial details,

Contact information

Human error Failure to use BCC when sending 

email

11–100 Charities Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Utilities Contact information

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Financial details,

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Insurance Health information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Tax File Numbers,

Health information,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Other sensitive information

Human error Loss of paperwork / data storage 

device

11–100 Finance (incl. superannuation) Health information,

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (other) 1 Australian Government Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Clubs/Pubs Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Online services Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Identity information,

Other sensitive information

System fault Unintended access 101–1,000 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Retail Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Utilities Contact information

Human error Failure to use BCC when sending 

email

2–10 Charities Contact information
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Human error PI sent to wrong recipient (mail) 1 Insurance Health information,

Contact information,

Identity information,

Financial details

System fault Unintended access 101–1,000 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Agriculture, Forestry, Fisheries Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Retail Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Health information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Human error Failure to use BCC when sending 

email

101–1,000 Clubs/Pubs Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Financial details,

Identity information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Other sensitive information,

Health information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Health service providers Health information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Information Technology Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Identity information,

Financial details,

Tax File Numbers,

Health information

Human error Loss of paperwork / data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Religious organisations Contact information,

Identity information,

Financial details,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Insurance Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Marketing - direct marketing Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information
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Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Health service providers Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Tax File Numbers

Human error PI sent to wrong recipient (email) 101–1,000 Personal services (incl 

employment, child care, vets)

Health information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Utilities Contact information,

Financial details,

Identity information,

Tax File Numbers,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Other sensitive information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Retail Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Business/Professional 

Associations

Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (other) 2–10 Australian Government Health information,

Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Insurance Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 5,001–10,000 Information Technology Financial details

Human error Failure to use BCC when sending 

email

11–100 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Business/Professional 

Associations

Contact information,

Identity information,

Financial details,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Financial details,

Identity information,

Contact information,

Tax File Numbers,

Health information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Information Technology Tax File Numbers,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Mining & Manufacturing Contact information

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Human error Loss of paperwork / data storage 

device

1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Business/Professional 

Associations

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Interest groups/theatre/sports Tax File Numbers,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Business/Professional 

Associations

Other sensitive information,

Tax File Numbers,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Insurance Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Agriculture, Forestry, Fisheries Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Transport Financial details,

Identity information,

Contact information,

Tax File Numbers,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Tax File Numbers,

Contact information,

Identity information,

Financial details

System fault Unintended release or publication 2–10 Education Identity information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Other sensitive information

Human error Unauthorised disclosure (verbal) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 To be determined Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information

Human error PI sent to wrong recipient (email) 1 Telecommunications Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Charities Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Education Contact information,

Identity information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 101–1,000 Education Contact information

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Interest groups/theatre/sports Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Mining & Manufacturing Other sensitive information,

Health information,

Contact information,

Identity information

System fault Unintended release or publication 11–100 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 CRBs Contact information,

Financial details,

Identity information

System fault Unintended release or publication 2–10 Finance (incl. superannuation) Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Business/Professional 

Associations

Financial details,

Contact information
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Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Other sensitive information,

Health information,

Contact information,

Financial details,

Identity information

System fault Unintended release or publication 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error Loss of paperwork / data storage 

device

1 Health service providers Identity information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Insurance Contact information

Human error Loss of paperwork / data storage 

device

1 Finance (incl. superannuation) Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Mining & Manufacturing Health information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Human error Failure to use BCC when sending 

email

11–100 Property/construction/Architect

s/surveyors

Contact information

System fault Unintended release or publication 2–10 Personal services (incl 

employment, child care, vets)

Health information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Information Technology Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error Unauthorised disclosure (failure to 

redact)

11–100 Education Financial details

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Financial details,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 11–100 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

Human error Unauthorised disclosure (verbal) 1 Telecommunications Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Personal services (incl 

employment, child care, vets)

Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Education Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 11–100 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Education Contact information
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Malicious or criminal attack Cyber incident Hacking 11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Financial details,

Identity information,

Tax File Numbers,

Other sensitive information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

5,001–10,000 Charities Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Charities Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 11–100 Education Contact information

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Charities Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Retail Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information

Human error PI sent to wrong recipient (other) 2–10 Australian Government Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Ransomware 11–100 Retail Identity information,

Financial details,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Legal, accounting & 

management services

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Health information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Retail Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Property/construction/Architect

s/surveyors

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Religious organisations Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 100,001–250,000 Information Technology Contact information,

Financial details,

Identity information
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Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Business/Professional 

Associations

Identity information,

Contact information,

Tax File Numbers,

Health information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Online services Contact information,

Financial details

Human error PI sent to wrong recipient (other) 11–100 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Religious organisations Other sensitive information,

Health information,

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Travel & Hospitality industry Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Recruitment Agencies Other sensitive information,

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information

Human error Loss of paperwork / data storage 

device

1 Health service providers Identity information,

Financial details,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Charities Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Real estate agents Contact information,

Financial details

Human error PI sent to wrong recipient (email) 11–100 Transport Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Information Technology Contact information

System fault Unintended access 2–10 Personal services (incl 

employment, child care, vets)

Contact information

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Charities Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Identity information,

Financial details,

Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 11–100 Australian Government Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details

Human error Failure to use BCC when sending 

email

11–100 Charities Contact information
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Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Legal, accounting & 

management services

Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Business/Professional 

Associations

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 1,001–5,000 Health service providers Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Human error PI sent to wrong recipient (email) 2–10 Education Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Identity information,

Financial details,

Contact information,

Tax File Numbers,

Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Health service providers Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Health information,

Tax File Numbers,

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Agriculture, Forestry, Fisheries Tax File Numbers,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Australian Government Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

1 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Health information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Marketing and market research Contact information,

Financial details

Human error Failure to use BCC when sending 

email

11–100 ACT Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Utilities Contact information
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Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax File Numbers

Human error Unauthorised disclosure (verbal) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Health information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 11–100 Education Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Contact information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Education Health information,

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Rogue employee / insider threat 2–10 Telecommunications Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Insurance Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Retail Contact information

System fault Unintended release or publication 1 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Contact information,

Financial details,

Identity information,

Other sensitive information,

Health information

System fault Unintended access 50,001–100,000 Information Technology Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Insurance Contact information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Telecommunications Identity information,

Contact information

Malicious or criminal attack Cyber incident Malware 10,001–25,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Australian Government Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Other sensitive information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax File Numbers,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 CRBs Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Information Technology Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Insurance Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Health information
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Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Health information,

Other sensitive information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 TAS Government Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Identity information,

Financial details,

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Australian Government Contact information

Human error Unauthorised disclosure (verbal) 1 Australian Government Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Other sensitive information,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

System fault Unintended release or publication 1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure (failure to 

redact)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Agriculture, Forestry, Fisheries Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Identity information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Hacking 11–100 Health service providers Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Charities Other sensitive information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,000,001–10,000,000 Retail Contact information

Human error Unauthorised disclosure (verbal) 2–10 Australian Government Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Charities Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Professional Organisation Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Travel & Hospitality industry Health information,

Tax File Numbers,

Financial details,

Identity information,

Contact information
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Malicious or criminal attack Rogue employee / insider threat 1 Retail Contact information

Human error PI sent to wrong recipient (email) 11–100 Retail Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

1 Education Financial details

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Australian Government Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Tax File Numbers,

Health information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Health information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 11–100 Professional Organisation Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

25,001–50,000 Real estate agents Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Hacking 500,001–1,000,000 Charities Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Education Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Tax File Numbers

System fault Unintended release or publication 11–100 Health service providers Health information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Retail Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Human error Unauthorised disclosure (verbal) 2–10 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Information Technology Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure (verbal) 1 Insurance Contact information,

Financial details,

Identity information
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Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Identity information,

Contact information,

Tax File Numbers,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Insurance Health information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,000,001–10,000,000 Retail Contact information,

Financial details,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Education Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Property/construction/Architect

s/surveyors

Health information,

Other sensitive information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

System fault Unintended release or publication 2–10 Personal services (incl 

employment, child care, vets)

Health information,

Other sensitive information,

Identity information,

Contact information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 11–100 VIC Government Contact information,

Identity information,

Health information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Health information,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Contact information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Business/Professional 

Associations

Identity information,

Financial details,

Contact information,

Health information

Human error Unauthorised disclosure (verbal) 1 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Financial details,

Health information,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Online services Financial details

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure (verbal) 2–10 Australian Government Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Retail Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 2–10 Retail Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Education Health information
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Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Health information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Business/Professional 

Associations

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Transport Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Contact information

System fault Unintended release or publication 1 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Information Technology Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Health service providers Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Health service providers Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Tax File Numbers,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Human error PI sent to wrong recipient (fax) 2–10 Health service providers Health information,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Religious organisations Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Local Government Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Real estate agents Contact information,

Financial details,

Identity information

System fault Unintended release or publication 2–10 Education Health information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Telecommunications Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Mining & Manufacturing Tax File Numbers,

Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Recruitment Agencies Identity information,

Contact information,

Other sensitive information

Human error PI sent to wrong recipient (other) 1 Australian Government Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Other sensitive information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 500,001–1,000,000 Health service providers Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Local Government Tax File Numbers,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Recruitment Agencies Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Tax File Numbers,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details,

Contact information
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Malicious or criminal attack Cyber incident Ransomware 11–100 Legal, accounting & 

management services

Contact information,

Identity information,

Tax File Numbers,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Online services Financial details,

Contact information

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Online services Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information,

Financial details,

Identity information,

Health information

Human error PI sent to wrong recipient (mail) 1 Education Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 101–1,000 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

11–100 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Education Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Transport Identity information

Human error PI sent to wrong recipient (email) 1 Telecommunications Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Health information,

Identity information

Malicious or criminal attack Social engineering / impersonation 11–100 Telecommunications Identity information,

Contact information

System fault Unintended access 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

10,001–25,000 Health service providers Contact information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 1,000,001–10,000,000 Travel & Hospitality industry Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Business/Professional 

Associations

Contact information,

Financial details,

Identity information,

Other sensitive information,

Health information,

Tax File Numbers

System fault Unintended release or publication 11–100 Charities Other sensitive information,

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Telecommunications Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Finance (incl. superannuation) Financial details,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Other sensitive information

Malicious or criminal attack Cyber incident Hacking 2–10 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Tax File Numbers,

Health information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

1 Charities Contact information
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Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 11–100 Travel & Hospitality industry Financial details,

Identity information,

Contact information,

Other sensitive information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1,001–5,000 Health service providers Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Other sensitive information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Education Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Online services Financial details,

Contact information

System fault Unintended access 1,001–5,000 Education Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 11–100 Australian Government Other sensitive information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Recruitment Agencies Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Identity information,

Contact information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Health information,

Contact information

Human error Unauthorised disclosure (verbal) 1 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Utilities Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Other sensitive information,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Business/Professional 

Associations

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Legal, accounting & 

management services

Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 2–10 Retail Financial details,

Contact information

System fault Unintended release or publication 11–100 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Health information,

Contact information,

Identity information
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Malicious or criminal attack Cyber incident Hacking 11–100 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Education Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Personal services (incl 

employment, child care, vets)

Identity information,

Financial details,

Contact information,

Other sensitive information,

Health information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Contact information

Malicious or criminal attack Cyber incident Ransomware 1,000,001–10,000,000 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Insurance Health information,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Business/Professional 

Associations

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (email) 11–100 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Recruitment Agencies Other sensitive information,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information

Human error PI sent to wrong recipient (email) 1 Religious organisations Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Recruitment Agencies Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Recruitment Agencies Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

25,001–50,000 Information Technology Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Financial details,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 RTDs Contact information,

Identity information,

Financial details,

Tax File Numbers,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Utilities Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Education Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Information Technology Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Online services Contact information,

Financial details

Human error PI sent to wrong recipient (email) 11–100 Education Identity information,

Contact information,

Health information
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Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended release or publication 1 Professional Organisation Identity information,

Contact information

Human error PI sent to wrong recipient (other) 1 Australian Government Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Other sensitive information,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Utilities Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Health information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Australian Government Contact information,

Identity information,

Health information,

Other sensitive information

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Utilities Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Local Government Contact information,

Identity information,

Financial details,

Tax File Numbers

Human error PI sent to wrong recipient (other) 2–10 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Contact information,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1,001–5,000 Interest groups/theatre/sports Identity information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Health information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Religious organisations Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 11–100 Telecommunications Contact information

Malicious or criminal attack Social engineering / impersonation 1 CRBs Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Retail Financial details,

Contact information

Human error PI sent to wrong recipient (other) 1 Health service providers Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Finance (incl. superannuation) Contact information,

Identity information,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Mining & Manufacturing Contact information,

Financial details,

Identity information,

Tax File Numbers,

Health information
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Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Malicious or criminal attack Social engineering / impersonation 1 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

System fault Unintended access 2–10 Travel & Hospitality industry Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Insurance Health information,

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (mail) 101–1,000 Utilities Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

100,001–250,000 Online services Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Australian Government Identity information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Legal, accounting & 

management services

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Identity information,

Health information

Malicious or criminal attack Cyber incident Malware Unknown Travel & Hospitality industry Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Individual Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Property/construction/Architect

s/surveyors

Health information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Health information,

Other sensitive information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Business/Professional 

Associations

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Insurance Contact information,

Financial details,

Identity information,

Health information

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Human error PI sent to wrong recipient (email) 11–100 Interest groups/theatre/sports Financial details

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Unions Financial details,

Identity information,

Contact information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Identity information,

Contact information,

Tax File Numbers

Human error Failure to use BCC when sending 

email

2–10 Charities Contact information
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Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Charities Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Travel & Hospitality industry Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Information Technology Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Tax File Numbers

Human error Loss of paperwork / data storage 

device

101–1,000 Health service providers Contact information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 2–10 Education Health information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Transport Financial details,

Contact information,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Transport Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Health service providers Tax File Numbers,

Health information,

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax File Numbers

System fault Unintended release or publication 11–100 Retail Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Health information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Legal, accounting & 

management services

Contact information,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (other) 1 Health service providers Health information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Other sensitive information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Information Technology Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information,

Tax File Numbers

s22(1)(a)(ii)

FOIREQ23/00054 133FOIREQ23/00054 133



Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Health information,

Contact information

Human error Loss of paperwork / data storage 

device

11–100 Education Identity information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Business/Professional 

Associations

Identity information,

Contact information

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 NSW Government Tax File Numbers

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Online services Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Health information,

Tax File Numbers,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Mining & Manufacturing Financial details

Human error Loss of paperwork / data storage 

device

1 Australian Government Identity information,

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Australian Government Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Contact information

Human error Unauthorised disclosure (failure to 

redact)

1 Australian Government Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Education Health information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Financial details,

Health information

Malicious or criminal attack Cyber incident Malware 50,001–100,000 Information Technology Health information,

Other sensitive information,

Tax File Numbers,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Agriculture, Forestry, Fisheries Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (other) 2–10 Australian Government Identity information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Information Technology Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Malware 100,001–250,000 Business/Professional 

Associations

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Charities Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

100,001–250,000 Retail Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Recruitment Agencies Financial details,

Identity information,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (mail) 1 Australian Government Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Finance (incl. superannuation) Contact information
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Education Financial details,

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Insurance Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Insurance Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Identity information,

Financial details,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (other) 101–1,000 Education Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Business/Professional 

Associations

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Tax File Numbers,

Health information,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Tax File Numbers,

Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Information Technology Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Online services Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information

System fault Unintended release or publication 11–100 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Health service providers Health information,

Other sensitive information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Malware 101–1,000 Information Technology Financial details,

Contact information

Human error PI sent to wrong recipient (fax) 1 Health service providers Other sensitive information,

Health information,

Contact information
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System fault Unintended access 101–1,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Human error Insecure disposal 11–100 Australian Government Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Media Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Mining & Manufacturing Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Education Other sensitive information,

Health information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Tax File Numbers,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Interest groups/theatre/sports Identity information,

Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Health service providers Identity information,

Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Transport Contact information,

Identity information,

Tax File Numbers,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Telecommunications Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Transport Health information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Religious organisations Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Utilities Contact information

Human error Unauthorised disclosure (verbal) 1 Charities Contact information

Human error Loss of paperwork / data storage 

device

1 Legal, accounting & 

management services

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information,

Identity information

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

50,001–100,000 Finance (incl. superannuation) Tax File Numbers,

Identity information,

Contact information
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Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Travel & Hospitality industry Contact information,

Identity information,

Financial details,

Tax File Numbers,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Education Other sensitive information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Identity information

System fault Unintended release or publication 1 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Other sensitive information,

Health information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Recruitment Agencies Contact information,

Identity information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Retail Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 Telecommunications Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Business/Profess Assoc & unions Financial details,

Identity information,

Contact information,

Tax File Numbers,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Interest groups/theatre/sports Identity information,

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Professional Organisation Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Telecommunications Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Legal, accounting & 

management services

Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information,

Identity information,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Travel & Hospitality industry Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Agriculture, Forestry, Fisheries Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information
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Malicious or criminal attack Cyber incident Hacking 101–1,000 Finance (incl. superannuation) Contact information,

Identity information,

Tax File Numbers

System fault Unintended release or publication 5,001–10,000 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

500,001–1,000,000 Education Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Malware 2–10 Business/Professional 

Associations

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Rogue employee / insider threat 2–10 Education Contact information

Human error PI sent to wrong recipient (email) 11–100 Health service providers Other sensitive information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Business/Professional 

Associations

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Insurance Contact information,

Financial details,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Telecommunications Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Australian Government Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Business/Professional 

Associations

Contact information

Human error PI sent to wrong recipient (email) 11–100 Finance (incl. superannuation) Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Transport Identity information,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Transport Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Telecommunications Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Education Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Hacking 2–10 Real estate agents Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Agriculture, Forestry, Fisheries Tax File Numbers,

Contact information,

Financial details
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Information Technology Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Health service providers Identity information,

Financial details,

Contact information,

Health information,

Tax File Numbers

Human error Unauthorised disclosure (verbal) 1 Insurance Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Identity information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Legal, accounting & 

management services

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Australian Government Identity information,

Financial details,

Contact information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (other) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Social engineering / impersonation 1 CRBs Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Online services Contact information,

Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Identity information,

Financial details,

Contact information,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Telecommunications Contact information

Malicious or criminal attack Cyber incident Malware 11–100 Education Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Education Identity information

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Retail Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 11–100 Finance (incl. superannuation) Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Rogue employee / insider threat 1 Australian Government Identity information,

Contact information

System fault Unintended release or publication 101–1,000 Travel & Hospitality industry Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Clubs/Pubs Contact information,

Identity information

System fault Unintended release or publication 101–1,000 Travel & Hospitality industry Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Health service providers Contact information

Human error PI sent to wrong recipient (email) 1 Charities Contact information

Human error Unauthorised disclosure (verbal) 2–10 Australian Government Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1,001–5,000 Travel & Hospitality industry Contact information,

Financial details,

Identity information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 1 Education Health information

Malicious or criminal attack Cyber incident Hacking 10,000,001 or more Retail Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Business/Professional 

Associations

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Personal services (incl 

employment, child care, vets)

Tax File Numbers

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

Human error PI sent to wrong recipient (other) 1 Travel & Hospitality industry Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 2–10 Retail Health information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Travel & Hospitality industry Tax File Numbers,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Tax File Numbers,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Legal, accounting & 

management services

Other sensitive information,

Health information,

Tax File Numbers,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Travel & Hospitality industry Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Tax File Numbers,

Health information,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (email) 1,001–5,000 Insurance Contact information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Utilities Contact information,

Financial details
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Health information,

Other sensitive information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Property/construction/Architect

s/surveyors

Financial details

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Health service providers Financial details,

Identity information,

Contact information,

Tax File Numbers,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Transport Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Information Technology Tax File Numbers,

Contact information,

Identity information

Human error PI sent to wrong recipient (mail) 1 Australian Government Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Contact information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 5,001–10,000 Charities Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Travel & Hospitality industry Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

250,001–500,000 Marketing and market research Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Retail Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 11–100 Agriculture, Forestry, Fisheries Identity information

Human error Loss of paperwork / data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Education Health information,

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Business/Professional 

Associations

Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (email) 101–1,000 Education Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information,

Health information

Human error Failure to use BCC when sending 

email

2–10 Education Contact information

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information,

Identity information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

25,001–50,000 Telecommunications Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Charities Identity information,

Financial details,

Contact information,

Health information,

Tax File Numbers

System fault Unintended access 101–1,000 Health service providers Health information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

1 Utilities Contact information

Human error Loss of paperwork / data storage 

device

101–1,000 Education Contact information,

Identity information

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware Unknown Mining & Manufacturing Other sensitive information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 CRBs Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 1 Transport Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Legal, accounting & 

management services

Contact information,

Financial details

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Local Government Identity information,

Financial details,

Contact information,

Tax File Numbers,

Health information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 11–100 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Retail Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Charities Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 101–1,000 Education Identity information,

Contact information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Health information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Health information,

Other sensitive information,

Identity information,

Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

System fault Unintended access 2–10 Education Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Interest groups/theatre/sports Contact information,

Identity information,

Financial details,

Other sensitive information,

Tax File Numbers

System fault Unintended release or publication 1,001–5,000 Interest groups/theatre/sports Identity information,

Contact information

Human error Failure to use BCC when sending 

email

11–100 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Education Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Personal services (incl 

employment, child care, vets)

Health information,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

25,001–50,000 Retail Financial details,

Contact information

Human error PI sent to wrong recipient (email) 101–1,000 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Information Technology Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Information Technology Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 101–1,000 Charities Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Financial details,

Identity information,

Contact information,

Tax File Numbers,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Mining & Manufacturing Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Local Government Financial details,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Health information,

Other sensitive information,

Identity information,

Contact information

System fault Unintended release or publication 11–100 Transport Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 250,001–500,000 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Health information,

Contact information

Malicious or criminal attack Cyber incident Malware 1 NSW Government Identity information,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Hacking 101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Contact information,

Financial details
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Rogue employee / insider threat 1 Personal services (incl 

employment, child care, vets)

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Information Technology Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 10,001–25,000 Education Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Real estate agents Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

System fault Unintended access 101–1,000 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Personal services (incl 

employment, child care, vets)

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Transport Identity information,

Financial details,

Contact information,

Other sensitive information,

Tax File Numbers

System fault Unintended release or publication 1 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Retail Contact information,

Financial details

System fault Unintended release or publication 101–1,000 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Identity information,

Health information

System fault Unintended release or publication 11–100 Health service providers Health information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Contact information,

Identity information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Religious organisations Other sensitive information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Tax File Numbers,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Finance (incl. superannuation) Health information,

Other sensitive information,

Contact information,

Identity information

Human error Unauthorised disclosure (verbal) 1 Finance (incl. superannuation) Contact information

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 25,001–50,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Finance (incl. superannuation) Contact information,

Financial details
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Finance (incl. superannuation) Health information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Human error Loss of paperwork / data storage 

device

1 Health service providers Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 10,001–25,000 Personal services (incl 

employment, child care, vets)

Financial details,

Identity information,

Contact information,

Tax File Numbers,

Other sensitive information,

Health information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Marketing and market research Tax File Numbers,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Australian Government Contact information,

Identity information,

Health information

System fault Unintended access 1 Australian Government Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Business/Professional 

Associations

Contact information,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

1 Health service providers Identity information,

Contact information

Human error PI sent to wrong recipient (other) 2–10 Education Contact information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Mining & Manufacturing Health information,

Other sensitive information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Education Financial details,

Identity information,

Contact information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Clubs/interest 

groups/theatre/sports

Identity information,

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Travel & Hospitality industry Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Business/Professional 

Associations

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 11–100 Travel & Hospitality industry Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Utilities Contact information
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Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Health service providers Contact information,

Financial details,

Identity information,

Tax File Numbers,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 1,000,001–10,000,000 Telecommunications Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Real estate agents Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Tax File Numbers,

Other sensitive information,

Health information,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Identity information,

Financial details

Human error PI sent to wrong recipient (other) 1 Insurance Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Travel & Hospitality industry Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Tax File Numbers,

Other sensitive information,

Health information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Other sensitive information,

Health information,

Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Financial details,

Identity information,

Tax File Numbers,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

25,001–50,000 Agriculture, Forestry, Fisheries Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Transport Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Marketing and market research Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details
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Human error Unauthorised disclosure 

(unintended release or publication)

1,001–5,000 Local Government Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

50,001–100,000 Retail Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information,

Identity information,

Financial details,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Health service providers Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 101–1,000 Finance (incl. superannuation) Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Australian Government Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Clubs/Pubs Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Utilities Contact information,

Financial details

Human error Loss of paperwork / data storage 

device

11–100 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 11–100 Business/Professional 

Associations

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Education Health information

Human error Insecure disposal 2–10 Finance (incl. superannuation) Health information,

Other sensitive information,

Tax File Numbers,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,000,001–10,000,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Malware 2–10 Information Technology Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Health service providers Contact information,

Identity information,

Financial details,

Tax File Numbers,

Health information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Information Technology Health information,

Other sensitive information,

Tax File Numbers,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 11–100 Social Media Contact information,

Identity information

Human error PI sent to wrong recipient (email) Unknown Charities Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Professional Organisation Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Health service providers Tax File Numbers,

Health information,

Contact information,

Identity information,

Financial details
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Malicious or criminal attack Cyber incident Malware 1,001–5,000 Retail Financial details,

Identity information,

Contact information

System fault Unintended release or publication 2–10 Real estate agents Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

100,001–250,000 Religious organisations Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Education Identity information,

Financial details,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Identity information,

Contact information,

Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

5,001–10,000 Retail Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Malware 101–1,000 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Hacking 5,001–10,000 Charities Contact information,

Identity information,

Financial details,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Legal, accounting & 

management services

Other sensitive information,

Tax File Numbers,

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Legal, accounting & 

management services

Contact information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Interest groups/theatre/sports Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

25,001–50,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,000,001–10,000,000 Retail

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Contact information,

Identity information,

Financial details,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

500,001–1,000,000 Online services Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax File Numbers,

Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure (verbal) 1 Insurance Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 NSW Government Contact information,

Identity information,

Financial details,

Tax File Numbers,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Personal services (incl 

employment, child care, vets)

Health information,

Contact information,

Financial details
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Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Personal services (incl 

employment, child care, vets)

Financial details,

Identity information,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Personal services (incl 

employment, child care, vets)

Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Contact information,

Financial details

System fault Unintended access 1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Australian Government Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Identity information,

Contact information,

Tax File Numbers,

Health information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Health information,

Other sensitive information,

Contact information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,000,001–10,000,000 Insurance Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 10,001–25,000 Online services Contact information,

Financial details

System fault Unintended release or publication 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Other sensitive information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Property/construction/Architect

s/surveyors

Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Retail Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Malware 25,001–50,000 Education Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Travel & Hospitality industry Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Retail Contact information,

Financial details
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

Unknown Travel & Hospitality industry Financial details,

Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Online services Contact information,

Financial details,

Identity information,

Health information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Tax File Numbers,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 5,001–10,000 Legal, accounting & 

management services

Tax File Numbers,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Real estate agents Contact information,

Identity information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Education Health information

System fault Unintended release or publication 2–10 Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

50,001–100,000 Charities Contact information,

Financial details

System fault Unintended release or publication 11–100 Recruitment Agencies Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Health service providers Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 11–100 Utilities Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information,

Tax File Numbers,

Health information

Malicious or criminal attack Cyber incident Malware 1,001–5,000 Retail Financial details,

Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Utilities Contact information

Human error PI sent to wrong recipient (email) 2–10 Legal, accounting & 

management services

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Information Technology Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Retail Financial details,

Identity information,

Contact information
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Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Health information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Property/construction/Architect

s/surveyors

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 Australian Government Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Religious organisations Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Personal services (incl 

employment, child care, vets)

Health information,

Contact information,

Identity information

System fault Unintended access 2–10 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Legal, accounting & 

management services

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 11–100 Property/construction/Architect

s/surveyors

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware Unknown Health service providers Contact information,

Identity information,

Health information

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Information Technology Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 11–100 Real estate agents Financial details,

Identity information,

Contact information,

Tax File Numbers,

Other sensitive information

Malicious or criminal attack Cyber incident Malware 2–10 Legal, accounting & 

management services

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Insurance Health information,

Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details

Human error PI sent to wrong recipient (email) 1 Education Health information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Health information,

Other sensitive information,

Tax File Numbers,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Real estate agents Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Health service providers Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Health service providers Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware Unknown Insurance Health information,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 2–10 Telecommunications Contact information

Malicious or criminal attack Cyber incident Malware 5,001–10,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax File Numbers

System fault Unintended release or publication 100,001–250,000 Telecommunications Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Legal, accounting & 

management services

Contact information,

Financial details,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Travel & Hospitality industry Contact information,

Financial details,

Identity information

Malicious or criminal attack Rogue employee / insider threat 1 Legal, accounting & 

management services

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Insurance Contact information

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Personal services (incl 

employment, child care, vets)

Tax File Numbers,

Health information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Hacking 2–10 Australian Government Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 2–10 Finance (incl. superannuation) Contact information,

Financial details,

Identity information
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Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details,

Contact information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Other sensitive information,

Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Education Health information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

101–1,000 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

25,001–50,000 Finance (incl. superannuation) Contact information,

Financial details

Human error Unauthorised disclosure 

(unintended release or publication)

1 Education Other sensitive information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

5,001–10,000 Utilities Contact information

Human error Failure to use BCC when sending 

email

101–1,000 Education Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Tax File Numbers

System fault Unintended release or publication 1 Retail Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Real estate agents Contact information,

Financial details,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

5,001–10,000 Charities Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Tax File Numbers,

Other sensitive information,

Health information,

Financial details,

Identity information,

Contact information

System fault Unintended release or publication 50,001–100,000 Telecommunications Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Online services Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 5,001–10,000 Property/construction/Architect

s/surveyors

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Finance (incl. superannuation) Identity information,

Other sensitive information

System fault Unintended release or publication 11–100 Telecommunications Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 250,001–500,000 Information Technology Contact information,

Identity information,

Financial details,

Health information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Financial details

Human error Insecure disposal 101–1,000 Legal, accounting & 

management services

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Australian Government Identity information

Malicious or criminal attack Cyber incident Ransomware 11–100 Property/construction/Architect

s/surveyors

Identity information

Human error PI sent to wrong recipient (mail) 11–100 Finance (incl. superannuation) Financial details

Malicious or criminal attack Cyber incident Hacking 1,000,001–10,000,000 Retail Identity information,

Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Finance (incl. superannuation) Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Education Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Health service providers Health information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 11–100 Health service providers Health information,

Identity information,

Contact information

Human error PI sent to wrong recipient (email) 1 Insurance Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Interest groups/theatre/sports Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Transport Identity information,

Financial details,

Contact information,

Health information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 101–1,000 Utilities Contact information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Personal services (incl 

employment, child care, vets)

Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Health information,

Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Legal, accounting & 

management services

Identity information,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (mail) 1 Health service providers Health information,

Identity information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Contact information,

Financial details,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Finance (incl. superannuation) Other sensitive information,

Identity information

Malicious or criminal attack Rogue employee / insider threat 1 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Recruitment Agencies Health information,

Contact information,

Identity information

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Legal, accounting & 

management services

Tax File Numbers,

Identity information

Human error PI sent to wrong recipient (email) 11–100 Education Health information,

Other sensitive information

System fault Unintended release or publication 1,001–5,000 Telecommunications Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Insurance Contact information

Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Property/construction/Architect

s/surveyors

Identity information,

Contact information,

Tax File Numbers

System fault Unintended access 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Information Technology Contact information,

Financial details,

Identity information,

Health information
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Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Legal, accounting & 

management services

Contact information,

Identity information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Retail Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details

Malicious or criminal attack Social engineering / impersonation 11–100 Insurance Identity information,

Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Business/Professional 

Associations

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

2–10 Retail Identity information,

Contact information

System fault Unintended access 2–10 Insurance Health information,

Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure (verbal) 1 Australian Government Other sensitive information

Malicious or criminal attack Theft of paperwork or data storage 

device

25,001–50,000 Health service providers Health information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Identity information,

Health information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Interest groups/theatre/sports Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Education Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information,

Tax File Numbers

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Health service providers Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 2–10 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Real estate agents Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Australian Government Health information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (email) 11–100 Legal, accounting & 

management services

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Insurance Health information,

Financial details,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Insurance Identity information,

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

100,001–250,000 Online services Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Agriculture, Forestry, Fisheries Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Insurance Contact information,

Financial details,

Health information

Malicious or criminal attack Cyber incident Ransomware Unknown Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 11–100 Information Technology Identity information,

Financial details,

Contact information
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Malicious or criminal attack Cyber incident Ransomware 10,001–25,000 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Legal, accounting & 

management services

Contact information,

Financial details,

Identity information,

Health information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Financial details,

Identity information,

Contact information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Property/construction/Architect

s/surveyors

Health information,

Tax File Numbers,

Contact information,

Financial details

Malicious or criminal attack Cyber incident Hacking 101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Human error PI sent to wrong recipient (other) 1 Retail Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Media Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 11–100 To be determined Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Health information,

Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 1 Legal, accounting & 

management services

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Other sensitive information,

Health information,

Contact information,

Identity information

Other 1 Travel & Hospitality industry Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 VIC Government Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

11–100 Mining & Manufacturing Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Health service providers Identity information,

Contact information

Malicious or criminal attack Rogue employee / insider threat 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Religious organisations Other sensitive information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Education Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Identity information,

Contact information,

Other sensitive information,

Health information
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Malicious or criminal attack Cyber incident Malware 1,001–5,000 Telecommunications Health information,

Other sensitive information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,001–5,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information

Human error Unauthorised disclosure (verbal) 1 Health service providers Health information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 1 Insurance Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Retail Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Australian Government Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Health service providers

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 QLD Government Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Online services Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 2–10 Health service providers Financial details

Human error Unauthorised disclosure (failure to 

redact)

2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 To be determined Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 To be determined Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Malware 101–1,000 Education Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Legal, accounting & 

management services

Contact information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Health information,

Other sensitive information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 11–100 Finance (incl. superannuation) Identity information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Property/construction/Architect

s/surveyors

Contact information,

Identity information,

Financial details,

Tax File Numbers
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Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

500,001–1,000,000 Information Technology Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Mining & Manufacturing Tax File Numbers,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Retail Contact information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Financial details,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Legal, accounting & 

management services

Tax File Numbers,

Financial details,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Malware 101–1,000 Retail Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 1,001–5,000 Religious organisations Contact information,

Identity information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Personal services (incl 

employment, child care, vets)

Financial details

Human error PI sent to wrong recipient (email) 2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

1 Retail Financial details

Malicious or criminal attack Rogue employee / insider threat 2–10 Personal services (incl 

employment, child care, vets)

Other sensitive information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 To be determined Tax File Numbers,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 1 Education

Human error Loss of paperwork / data storage 

device

11–100 Education Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

1,000,001–10,000,000 Retail Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Finance (incl. superannuation) Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Personal services (incl 

employment, child care, vets)

Identity information,

Financial details,

Contact information,

Health information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Insurance Contact information,

Financial details,

Identity information

Human error Insecure disposal 11–100 Real estate agents Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Health service providers Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Retail Tax File Numbers,

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 11–100 Australian Government Identity information

Human error Unauthorised disclosure (failure to 

redact)

11–100 Education Other sensitive information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Education Health information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Personal services (incl 

employment, child care, vets)

Other sensitive information

Malicious or criminal attack Cyber incident Hacking 1 Australian Government Identity information,

Contact information,

Other sensitive information

Human error PI sent to wrong recipient (email) 101–1,000 Business/Professional 

Associations

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Mining & Manufacturing Identity information,

Financial details,

Contact information,

Tax File Numbers
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Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Malware 11–100 Retail Contact information,

Financial details

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Contact information,

Financial details

Human error PI sent to wrong recipient (email) 2–10 Health service providers Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Professional Organisation Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Mining & Manufacturing Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Personal services (incl 

employment, child care, vets)

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Health information,

Other sensitive information,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

11–100 Finance (incl. superannuation) Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Interest groups/theatre/sports Contact information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Financial details,

Identity information,

Contact information

System fault Unintended release or publication 1 Education Contact information

Human error PI sent to wrong recipient (mail) 1 Health service providers Contact information,

Identity information,

Health information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 11–100 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1,001–5,000 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Other sensitive information,

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,001–25,000 Information Technology Contact information

Malicious or criminal attack Social engineering / impersonation 1 Mining & Manufacturing Contact information

Human error PI sent to wrong recipient (email) 1 Education Contact information,

Identity information,

Health information

Malicious or criminal attack Rogue employee / insider threat 11–100 Finance (incl. superannuation) Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 1 QLD Government Contact information,

Financial details,

Identity information,

Health information,

Other sensitive information,

Tax File Numbers
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Malicious or criminal attack Theft of paperwork or data storage 

device

101–1,000 Media Tax File Numbers,

Health information,

Identity information,

Financial details,

Contact information

Malicious or criminal attack Cyber incident Malware 2–10 Finance (incl. superannuation) Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Transport Contact information,

Identity information,

Financial details,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 11–100 Business/Professional 

Associations

Tax File Numbers,

Financial details,

Identity information,

Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

1 Finance (incl. superannuation) Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident 101–1,000 Information Technology Tax File Numbers,

Health information,

Other sensitive information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Hacking 1,001–5,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Personal services (incl 

employment, child care, vets)

Other sensitive information,

Health information,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Malware 10,001–25,000 Mining & Manufacturing Identity information,

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Health service providers Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Other 2–10 Mining & Manufacturing Identity information

Human error PI sent to wrong recipient (email) 1 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Rogue employee / insider threat 101–1,000 Health service providers Health information,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Rogue employee / insider threat 11–100 Business/Professional 

Associations

Financial details,

Identity information,

Contact information

Human error PI sent to wrong recipient (mail) 2–10 Finance (incl. superannuation) Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

10,000,001 or more Personal services (incl 

employment, child care, vets)

Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Information Technology Contact information,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Tax File Numbers,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Information Technology Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Legal, accounting & 

management services

Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Health information,

Other sensitive information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Health service providers Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Australian Government Identity information,

Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Contact information,

Identity information,

Other sensitive information,

Health information
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Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Contact information,

Financial details,

Identity information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information,

Identity information

Malicious or criminal attack Cyber incident Hacking 101–1,000 Legal, accounting & 

management services

Identity information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 11–100 Retail Contact information,

Financial details,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Malware 10,001–25,000 Retail Contact information,

Financial details

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Mining & Manufacturing Identity information,

Contact information,

Health information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Health service providers Health information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Retail Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 1 Australian Government Identity information,

Contact information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 2–10 Clubs/interest 

groups/theatre/sports

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Health service providers Contact information

Malicious or criminal attack Social engineering / impersonation 1 Personal services (incl 

employment, child care, vets)

Contact information,

Identity information,

Financial details,

Tax File Numbers

Malicious or criminal attack Cyber incident Hacking 101–1,000 Business/Professional 

Associations

Financial details,

Identity information,

Contact information

System fault Unintended release or publication 101–1,000 Information Technology Health information,

Other sensitive information

Human error PI sent to wrong recipient (other) 1 Social Media Contact information,

Other sensitive information

Malicious or criminal attack Rogue employee / insider threat 1 Personal services (incl 

employment, child care, vets)

Health information,

Identity information

Human error PI sent to wrong recipient (email) 1 Australian Government Contact information

Human error PI sent to wrong recipient (email) 1 Recruitment Agencies Contact information,

Financial details

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Identity information,

Contact information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (email) 11–100 Australian Government Other sensitive information,

Contact information,

Identity information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Insurance Contact information,

Identity information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 NSW Government Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Property/construction/Architect

s/surveyors

Tax File Numbers,

Health information,

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1 Real estate agents Financial details,

Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1 Finance (incl. superannuation) Tax File Numbers,

Identity information,

Financial details,

Contact information

Human error Loss of paperwork / data storage 

device

2–10 Charities Contact information,

Financial details,

Other sensitive information

Human error PI sent to wrong recipient (other) 1 NSW Government Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Health service providers Health information,

Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Agriculture, Forestry, Fisheries Other sensitive information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Health service providers Contact information,

Health information

Malicious or criminal attack Social engineering / impersonation 11–100 Health service providers Contact information,

Identity information,

Financial details,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware 1,001–5,000 Personal services (incl 

employment, child care, vets)

Tax File Numbers,

Contact information,

Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Legal, accounting & 

management services

Tax File Numbers,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Insurance Identity information,

Contact information

Malicious or criminal attack Cyber incident Ransomware 2–10 Agriculture, Forestry, Fisheries Contact information,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 1 Legal, accounting & 

management services

Financial details

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

1,001–5,000 Property/construction/Architect

s/surveyors

Financial details,

Identity information,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

5,001–10,000 Real estate agents Contact information,

Identity information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

2–10 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

101–1,000 Retail Health information,

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Insurance Contact information,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Transport Contact information,

Identity information

Human error Loss of paperwork / data storage 

device

11–100 Personal services (incl 

employment, child care, vets)

Identity information,

Contact information,

Health information

Human error PI sent to wrong recipient (mail) 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,000,001–10,000,000 Interest groups/theatre/sports Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

11–100 Health service providers Contact information,

Identity information,

Health information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Real estate agents Tax File Numbers,

Identity information,

Financial details,

Contact information

Human error Unauthorised disclosure (failure to 

redact)

2–10 Legal, accounting & 

management services

Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Property/construction/Architect

s/surveyors

Contact information

System fault Unintended release or publication 1 Insurance Contact information

Human error PI sent to wrong recipient (email) 11–100 Education Contact information,

Identity information,

Health information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Currently unknown 1 Finance (incl. superannuation) Health information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Contact information,

Financial details,

Identity information,

Tax File Numbers,

Health information,

Other sensitive information

Malicious or criminal attack Cyber incident Ransomware Unknown Information Technology Health information,

Other sensitive information,

Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Contact information,

Identity information,

Health information,

Other sensitive information

Malicious or criminal attack 11–100 Australian Government Other sensitive information,

Health information,

Identity information,

Contact information

Malicious or criminal attack Theft of paperwork or data storage 

device

2–10 Education Contact information,

Identity information,

Tax File Numbers

Human error PI sent to wrong recipient (email) 2–10 Personal services (incl 

employment, child care, vets)

Tax File Numbers,

Identity information,

Financial details,

Contact information

Human error PI sent to wrong recipient (email) 1 NSW Government Contact information,

Identity information,

Tax File Numbers

Malicious or criminal attack Cyber incident Malware 10,001–25,000 Marketing and market research Contact information,

Financial details,

Identity information,

Tax File Numbers

Malicious or criminal attack Social engineering / impersonation 101–1,000 Health service providers Contact information,

Financial details,

Identity information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 Information Technology Contact information

Human error PI sent to wrong recipient (email) 2–10 Education Health information,

Other sensitive information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,001–5,000 Australian Government Identity information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Finance (incl. superannuation)

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Australian Government Identity information

Other 1,001–5,000 Australian Government Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

101–1,000 Property/construction/Architect

s/surveyors

Tax File Numbers,

Contact information,

Identity information,

Financial details

Malicious or criminal attack Social engineering / impersonation 2–10 Finance (incl. superannuation) Financial details,

Contact information

Malicious or criminal attack Social engineering / impersonation 2–10 CRBs Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Ransomware 11–100 Retail Tax File Numbers

Malicious or criminal attack 25,001–50,000 Retail Identity information,

Contact information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Utilities Contact information,

Tax File Numbers,

Health information

Malicious or criminal attack Cyber incident Ransomware 101–1,000 Transport Contact information

Human error PI sent to wrong recipient (email) 2–10 Travel & Hospitality industry Contact information,

Identity information

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Finance (incl. superannuation) Financial details,

Contact information
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Case Number Description of eligible data breach Source of Breach Source of Breach Level 2 Source of Breach Level 3 Global Number of People Affected Received Date Respondent Sector Respondent Contact Phone BH Email Types of Personal Information Involved Description of action taken to prevent

Malicious or criminal attack Social engineering / impersonation 11–100 Education Contact information,

Other sensitive information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

Unknown Legal, accounting & 

management services

Health information,

Contact information,

Identity information

Malicious or criminal attack Social engineering / impersonation 101–1,000 Recruitment Agencies Identity information,

Contact information,

Health information,

Other sensitive information

Human error Unauthorised disclosure 

(unintended release or publication)

2–10 Health service providers Contact information

Human error Unauthorised disclosure 

(unintended release or publication)

101–1,000 Legal, accounting & 

management services

Contact information,

Financial details

Human error Failure to use BCC when sending 

email

101–1,000 Health service providers Contact information

System fault Unintended access 1 Finance (incl. superannuation) Health information

Human error PI sent to wrong recipient (email) 2–10 Australian Government Other sensitive information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

2–10 NT Government Contact information,

Tax File Numbers

Malicious or criminal attack Rogue employee / insider threat 2–10 Health service providers Contact information

Malicious or criminal attack Cyber incident Ransomware 5,001–10,000 Finance (incl. superannuation) Financial details,

Identity information,

Contact information,

Tax File Numbers,

Health information

Malicious or criminal attack Cyber incident Phishing (compromised 

credentials)

11–100 Personal services (incl 

employment, child care, vets)

Health information,

Contact information,

Identity information,

Financial details

System fault Unintended release or publication 101–1,000 Finance (incl. superannuation) Financial details,

Contact information,

Tax File Numbers

Malicious or criminal attack Cyber incident Ransomware 11–100 Retail Tax File Numbers,

Health information,

Other sensitive information,

Contact information,

Financial details,

Identity information

Malicious or criminal attack Social engineering / impersonation 1 Finance (incl. superannuation) Contact information,

Financial details

Malicious or criminal attack Cyber incident Malware Unknown Mining & Manufacturing

Malicious or criminal attack Social engineering / impersonation 11–100 Recruitment Agencies Identity information,

Contact information,

Other sensitive information,

Health information

Malicious or criminal attack Cyber incident Ransomware 1 Charities

Malicious or criminal attack Cyber incident Brute-force attack 

(compromised credentials)

11–100 Education Health information,

Other sensitive information,

Contact information

Malicious or criminal attack Cyber incident Compromised or stolen 

credentials (method 

unknown)

1,000,001–10,000,000 Online services Contact information,

Financial details
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