FOIREQ25/00368 1

F SourceO: SourceOfBreach_Level2 SourceOfBreach_Level3 N Affi Days to Identify [Days to Notify |NDBs [¢]
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident |Phishing (compromised credentials) Unknown 101-1,000 3 5 1 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 11-100 16 15 1 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware Unknown 101-1,000 0 5 1 No
Mining & Malicious or criminal

Contact information; Financial details Manufacturing attack Theft of paperwork or data storage device Unknown 1,001-5,000 0 0 1 No
Mining &

Contact information ! turing System fault Uni release or publi Unknown 11-100 45 9 1 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 11-100 4 33 1 No

Contact information; Financial details; Tax Mining &

File Numbers Manufacturing Human error Pl sent to wrong recipient (email) Unknown 1,001-5,000 0 2 1 No

Contact information; Financial details; Tax Mining &

File Numbers Manufacturing Human error Pl sent to wrong recipient (email) Unknown 1 0 4 1 No

Contact information; Financial details; Tax Mining &

File Numbers I turing System fault Unif release or publi Unknown 11-100 5 15 1 No

Contact information; Financial details; Tax Mining & Malicious or criminal

File Numbers Manufacturing attack Cyber incident Brute-force attack (compromised credentials) Unknown 101-1,000 2 7 1 No

Contact information; Financial details; Tax Mining &

File Numbers " turing System fault Uni release or publi Unknown 101-1,000 0 39 1 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 101-1,000 8 4 1 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 11-100 169 38 1 No
Mining & Malicious or criminal

Financial details Manufacturing attack Theft of paperwork or data storage device Unknown 2-10 2 1 1 No
Mining & Malicious or criminal

Contact information; Financial details Manufacturing attack Cyber incident |Malware Unknown 2-10 1 No
Mining & Malicious or criminal

Contact information; Financial details Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 1,001-5,000 52 17 1 No
Mining & Malicious or criminal

Contact information; Financial details Manufacturing attack Cyber incident |Malware Unknown 11-100 122 7 1 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 101-1,000 319 27 1 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident |Phishing (compromised credentials) Unknown 5,001-10,000 0 3 1 No
Mining & Malicious or criminal

Contact information; Identity information Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 11-100 236 31 1 No

Contact information; Financial details; Tax  [Mining & Malicious or criminal

File Numbers Manufacturing attack Social engineering / impersonation Unknown 1 0 23 1 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Ransomware Unknown 101-1,000 0 4 1 No
Mining & Malicious or criminal Compromised or stolen ci (method

Contact information Manufacturing attack Cyber incident unknown) Unknown 101-1,000 1 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident unknown) Unknown 1 73 31 1 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 2-10 451 29 1 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information; Financial details Manufacturing attack Cyber incident unknown) Unknown 11-100 4 7 1 No

Contact information; Financial details; Health [Mining & Malicious or criminal

information; Identity information Manufacturing attack Cyber incident |Phishing (compromised Unknown 101-1,000 0 24 1 No
Mining & Malicious or criminal

Contact information; Financial details Manufacturing attack Cyber incident Brute-force attack (compromised cr ials) Unknown 5,001-10,000 0 7 1 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Ransomware Unknown Unknown i No
Mining & Malicious or criminal Compromised or stolen credentials (method

Financial details Manufacturing attack Cyber incident unknown) Unknown 1 238 5 1 No
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Mining & Malicious or criminal

Contact information; Financial details [Manufacturing attack Cyber incident [Phishing (compromised credentials) Unknown 101-1,000 83 1 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 101-1,000 1 6 No

Contact information; Health information; Mining & Malicious or criminal

Other sensitive information Manufacturing attack Cyber incident Phishing (compromised credentials) Unknown 11-100 1 14 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware Unknown 5,001-10,000 1 7 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident [Malware Unknown 11-100 0 1 No

Contact information; Health information; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware Unknown 11-100 0 25 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident ) 5,001-10,000 5,001-10,000 21 0 No
Mining & Malicious or criminal

Identity information Manufacturing attack Cyber incident Hacking Unknown 11-100 0 9 Yes
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Phishing (compromised credentials) 101-1,000 101-1,000 0 0 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information; Financial details Manufacturing attack Cyber incident unknown) Unknown 101-1,000 40 31 No
Mining &

Contact information Manufacturing Human error Failure to use BCC when sending email Unknown 1,001-5,000 0 3 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident unknown) 101-1,000 101-1,000 42 30 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 2-10 101-1,000 113 129 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information; Identity information Manufacturing attack Cyber incident unknown) 1 1 0 12 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Rogue employee / insider threat Unknown 1 16 3 No
Mining & Malicious or criminal

Contact information; Financial details Manufacturing attack Cyber incident Phishing (compromised credentials) 101-1,000 101-1,000 1 50 No
Mining & Unauthorised disclosure (unintended release or

Financial details Manufacturing Human error publication) 1 1 10 1 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident unknown) 250,001-500,000 250,001-500,000 1 4 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident |Phishing (compromised credentials) 2-10 2-10 7 235 No

Contact information; Financial details; Mining & Malicious or criminal Compromised or stolen credentials (method

Identity information; Tax File Numbers Manufacturing attack Cyber incident unknown) 11-100 11-100 36 163 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information Manufacturing attack Cyber incident |Phishing (compromised credentials) 1 1 317 29 No
Mining & Unauthorised disclosure (unintended release or

Identity information Manufacturing Human error publication) 1 1 1 93 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Hacking 101-1,000 101-1,000 450 35 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 101-1,000 101-1,000 1 7 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident unknown) 11-100 11-100 6 15 No

Contact information; Financial details; Mining & Malicious or criminal Compromised or stolen credentials (method

Identity information; Tax File Numbers Manufacturing attack Cyber incident unknown) 1 101-1,000 76 21 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 2-10 2-10 56 80 No

Contact information; Financial details; Tax Mining & Malicious or criminal Compromised or stolen credentials (method

File Numbers Manufacturing attack Cyber incident unknown) 11-100 11-100 2 13 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 1 1 0 1 No
Mining & Malicious or criminal

Contact information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 2-10 1,001-5,000 7 33 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident ) 1,001-5,000 1,001-5,000 0 2 No

Contact information; Financial details; Health [Mining & Malicious or criminal

information; Identity information Manufacturing attack Cyber incident Malware 101-1,000 101-1,000 86 30 No
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Mining & Malicious or criminal

Contact information; Identity information Manufacturing attack Cyber incident Phishing (compromised credentials) 2-10 2-10 0 1 No

Financial details; Identity information; Tax File |Mining & Malicious or criminal Compromised or stolen credentials (method

Numbers Manufacturing attack Cyber incident unknown) Unknown 11-100 55 51 No

Contact information; Financial details; Mining & Malicious or criminal Compromised or stolen ials (method

Identity information; Tax File Numbers Manufacturing attack Cyber incident unknown) 1,001-5,000 1,001-5,000 66 168 No
Mining & Malicious or criminal

Contact information; Tax File Numbers Manufacturing attack Cyber incident Hacking 11-100 11-100 2 6 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident |Phishing (compromised credentials) Unknown 11-100 7 15 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Hacking 10,001-25,000 250,001-500,000 3 16 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 11-100 11-100 49 58 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 11-100 11-100 5 50 No
Mining & Malicious or criminal

Contact information; Identity information Manufacturing attack Cyber incident |Phishing (compromised credentials) 2-10 2-10 1 14 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 30 90 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident ) 1,001-5,000 1,001-5,000 0 4 No

Contact information; Health information; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 11-100 11-100 212 22 No
Mining & Malicious or criminal

Identity information Manufacturing attack Social engineering / ir ion 11-100 11-100 2 23 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 2 16 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal Compromised or stolen credentials (method

Numbers Manufacturing attack Cyber incident ) 1,001-5,000 1,001-5,000 1 59 No

Contact information; Identity information; Tax |Mining & Malicious or criminal

File Numbers Manufacturing attack Cyber incident Ransomware 11-100 10,001-25,000 3 97 No

Contact information; Financial details; Health [Mining & Malicious or criminal

information; Identity information Manufacturing attack Cyber incident Ransomware 101-1,000 1,001-5,000 92 51 No

Contact information; Identity information; Tax |Mining & Malicious or criminal

File Numbers Manufacturing attack Cyber incident Ransomware 11-100 1,001-5,000 237 103 No
Mining & Malicious or criminal

Contact information; Financial details Manufacturing attack Cyber incident |Malware 1,001-5,000 1,001-5,000 88 26 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Hacking 11-100 11-100 5 11 No
Mining & Malicious or criminal

Health information; Tax File Numbers Manufacturing attack Cyber incident Hacking 11-100 Unknown 35 69 No

Contact information; Financial details; Other |Mining & Malicious or criminal

sensitive information Manufacturing attack Cyber incident Hacking 1,001-5,000 1,001-5,000 12 29 No

Contact information; Financial details; Mining & Malicious or criminal Compromised or stolen credentials (method

Identity information Manufacturing attack Cyber incident ) 101-1,000 101-1,000 68 29 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 101-1,000 101-1,000 1 15 No

Contact information; Financial details; Tax  [Mining & Malicious or criminal

File Numbers Manufacturing attack Cyber incident Hacking 101-1,000 101-1,000 0 71 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 11-100 11-100 21 220 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 1,001-5,000 1,001-5,000 1 7 No
Mining & Malicious or criminal

Health information Manufacturing attack Cyber incident Ransomware 2-10 2-10 51 40 No

Contact information; Financial details; Health |Mining & Malicious or criminal

information; Identity information Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 10 12 No
Mining &

Contact information Manufacturing Human error Failure to use BCC when sending email 101-1,000 101-1,000 0 0 No
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Mining & Malicious or criminal

Contact information |Manufacturing attack Cyber incident Hacking 1,001-5,000 50,001-100,000 0 32 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information; Identity information Manufacturing attack Cyber incident unknown) 2-10 2-10 5 29 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident unknown) 101-1,000 101-1,000 0 10 No

Contact information; Financial details; Tax Mining & Malicious or criminal Compromised or stolen credentials (method

File Numbers Manufacturing attack Cyber incident unknown) 2-10 2-10 17 29 No
Mining & Malicious or criminal

Contact information |Manufacturing attack Cyber incident Phishing (compromised 101-1,000 101-1,000 0 36 No

Contact information; Health information;

Identity information; Other sensitive Mining & Malicious or criminal

information Manufacturing attack Cyber incident Ransomware 1,001-5,000 1,001-5,000 10 41 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 1 22 No
Mining & Malicious or criminal

Contact information; Tax File Numbers Manufacturing attack Cyber incident Malware 11-100 11-100 119 78 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 7 52 No
Mining & Malicious or criminal

Financial details Manufacturing attack Cyber incident Malware 1,001-5,000 1,001-5,000 489 51 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information Manufacturing attack Cyber incident Brute-force attack promised cr 11-100 11-100 3 291 No

Contact information; Financial details;

Identity information; Other sensitive Mining & Malicious or criminal

information; Tax File Numbers Manufacturing attack Cyber incident Ransomware Unknown Unknown 0 33 No
Mining & Malicious or criminal

Identity information Manufacturing attack Social engineering / impersonation 1 1 8 1 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal Compromised or stolen credentials (method

sensitive information; Tax File Numbers Manufacturing attack Cyber incident unknown) 11-100 2-10 94 7 No

Contact information; Health information; Mining & Malicious or criminal Compromised or stolen credentials (method

Identity information Manufacturing attack Cyber incident ) 11-100 11-100 0 125 No

Contact information; Financial details; Mining & Malicious or criminal

|dentity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 11-100 11-100 39 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 11-100 1,001-5,000 48 44 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information; Identity information Manufacturing attack Cyber incident unknown) 101-1,000 101-1,000 4 12 No
Mining & Malicious or criminal

Contact information Manufacturing attack Social engineering / impersonation 1 1 1 3 No
Mining & Malicious or criminal

Contact information; Identity information Manufacturing attack Cyber incident Malware 2-10 10,001-25,000 235 156 No
Mining & Malicious or criminal Compromised or stolen ci ials (method

Identity information ing attack Cyber incident unknown) 2-10 2-10 5 289 No

Contact information; Health information; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 18 9 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information ing attack Cyber incident Hacking 1,001-5,000 1,001-5,000 36 16 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Ransomware 2-10 101-1,000 0 13 No
Mining & Malicious or criminal

Contact information; Financial details ing attack Cyber incident [Malware 11-100 11-100 0 6 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 1,001-5,000 1,001-5,000 5 23 No
Mining & Malicious or criminal

Financial details Manufacturing attack Social engineering / impersonation 1 1 7 3 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 1,001-5,000 1,001-5,000 0 351 No
Mining &

Contact information; Identity information Manufacturing Human error Loss of paperwork / data storage device 11-100 11-100 528 84 No
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Contact information; Health information;

Mining &

Malicious or criminal

Compromised or stolen credentials (method

Identity information Manufacturing attack Cyber incident unknown) 2-10 2-10 1 28 No

Contact information; Health information;

Identity information; Other sensitive Mining & Malicious or criminal

information Manufacturing attack Cyber incident Hacking 101-1,000 101-1,000 20 29 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Phishing (compromised credentials) 1,001-5,000 5,001-10,000 7 2 No

Contact information; Financial details; Tax Mining & Malicious or criminal

File Numbers ing attack Cyber incident Hacking 1,001-5,000 10,001-25,000 20 6 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information Manufacturing attack Cyber incident Hacking 101-1,000 Unknown 1 30 No

Contact information; Identity information; Tax |Mining & Malicious or criminal

File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 0 15 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information; Financial details Manufacturing attack Cyber incident unknown) 100,001-250,000 100,001-250,000 0 60 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information Manufacturing attack Cyber incident Ransomware 11-100 11-100 1 14 No

Contact information; Identity information; Tax [Mining & Malicious or criminal

File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 2-10 2-10 20 39 No

Contact information; Health information; Mining & Unauthorised disclosure (unintended release or

Identity information Manufacturing Human error publication) 11-100 11-100 1 25 No
Mining & Malicious or criminal

Contact information; Identity information Manufacturing attack Cyber incident Phishing (compromised credentials) 101-1,000 101-1,000 2 14 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 11-100 11-100 1 30 No

Contact information; Financial details; Health [Mining & Malicious or criminal

information; Identity information Manufacturing attack Theft of paperwork or data storage device 2-10 2-10 0 30 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 1 25,001-50,000 0 214 No

Contact information; Health information; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 12 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 1 1,001-5,000 3 29 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 1,001-5,000 29 275 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Hacking 1 5,001-10,000 2 7 Yes

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 2-10 2-10 2 58 No
Mining & Malicious or criminal

Financial details Manufacturing attack Cyber incident |Malware 101-1,000 101-1,000 72 4 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Hacking 1,001-5,000 1,001-5,000 0 45 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 1,001-5,000 1,001-5,000 0 32 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal Compromised or stolen credentials (method

Numbers Manufacturing attack Cyber incident unknown) 101-1,000 101-1,000 15 6 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 1 7 No
Mining & Malicious or criminal

Identity information Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 0 15 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal Compromised or stolen credentials (method

Numbers Manufacturing attack Cyber incident ) 101-1,000 101-1,000 47 63 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Brute-force attack (compromised credentials) 101-1,000 101-1,000 3 13 No
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Mining & Unauthorised disclosure (unintended release or

Contact information [Manufacturing Human error publication) 11-100 101-1,000 0 7 No
Mining &

Contact information; Identity information Manufacturing Human error Pl sent to wrong recipient (email) 1 1 0 9 No
Mining &

Financial details; Other sensitive information |Manufacturing Human error Pl sent to wrong recipient (other) 2-10 2-10 6 5 No

Financial details; Identity information; Tax File |Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 11-100 5,001-10,000 70 33 Yes

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers ! turing attack Cyber incident Brute-force attack (compromised ci 11-100 11-100 5 30 No

Contact information; Financial details; Mining & Malicious or criminal

|dentity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 0 43 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 4 32 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Malware 101-1,000 101-1,000 65 32 No
Mining & Malicious or criminal

Financial details; Identity information Manufacturing attack Cyber incident |Phishing (compromised credentials) 1 1 3 15 No
Mining & Malicious or criminal Compromised or stolen credentials (method

Contact information Manufacturing attack Cyber incident unknown) 1 1 0 0 No

Contact information; Identity information; Mining & Malicious or criminal

Other sensitive information Manufacturing attack Cyber incident Hacking 101-1,000 101-1,000 0 11 No
Mining & Malicious or criminal

Contact information Manufacturing attack Cyber incident Malware 11-100 11-100 328 44 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 0 17 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 55 29 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 1 4 No

Contact information; Financial details; Mining & Malicious or criminal

|dentity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 11-100 1,001-5,000 0 48 No

Contact information; Health information; Mining & Malicious or criminal

Identity information Manufacturing attack Cyber incident Ransomware 11-100 11-100 0 0 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Ransomware 10,001-25,000 10,001-25,000 1 29 No
Mining & Malicious or criminal

Contact information; Identity information Manufacturing attack Cyber incident Ransomware 101-1,000 5,001-10,000 63 18 No

Contact information; Financial details; Health

information; Identity information; Tax File Mining & Malicious or criminal

Numbers Manufacturing attack Cyber incident Brute-force attack (compromised credentials) ~ [101-1,000 101-1,000 2 5 No

Contact information; Financial details; Health

information; Identity information; Other Mining & Malicious or criminal

sensitive information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 101-1,000 262 32 No

Contact information; Health information; Mining & Malicious or criminal

Identity information Manufacturing attack Cyber incident Phishing (compromised credentials) 2-10 2-10 8 32 No
Mining & Malicious or criminal

Contact information I turing attack Social engi ing /i 5,001-10,000 5,001-10,000 22 40 No

Contact information; Financial details; Mining & Malicious or criminal

Identity information; Tax File Numbers Manufacturing attack Cyber incident Phishing (compromised credentials) 2-10 2-10 14 21 No

Contact information; Identity information; Tax [Mining & Malicious or criminal

File Numbers Manufacturing attack Cyber incident [Ransomware 11-100 11-100 3 7 No
Mining & Malicious or criminal
Manufacturing attack Cyber incident Hacking 11-100 1 57 30 Yes
Mining & Malicious or criminal

Contact information; Financial details Manufacturing attack Cyber incident Phishing (compromised credentials) 1,001-5,000 1,001-5,000 0 9 No
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Mining & Malicious or criminal
Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 101-1,000 1,001-5,000 22 61 No
Contact information; Financial details; Health
information; Identity information; Tax File Mining & Malicious or criminal
Numbers ing attack Cyber incident Ransomware 1,001-5,000 1,001-5,000 0 23 No
Contact information; Financial details; Mining & Malicious or criminal
Identity information Manufacturing attack Cyber incident Malware 11-100 11-100 -148 299 No
Health information; Identity information; Mining & Malicious or criminal
Other sensitive information; Tax File Numbers |Manufacturing attack Cyber incident Hacking 101-1,000 101-1,000 8 27 No
Contact information; Financial details; Health
information; Identity information; Other Mining & Malicious or criminal
sensitive information Manufacturing attack Cyber incident Hacking 11-100 11-100 0 28 No
Mining & Malicious or criminal
Contact information; Financial details Manufacturing attack Cyber incident |Phishing (compromised credentials) 1 101-1,000 186 98 No
Contact information; Financial details; Mining & Malicious or criminal
Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 2-10 2-10 10 25 No
Contact information; Health information; Mining & Malicious or criminal
|dentity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 11-100 11-100 16 28 No
Mining &
Contact information Manufacturing System fault Uni i release or publication 1 1 1 0 No
Contact information; Financial details; Health [Mining & Malicious or criminal
information; Other sensitive information Manufacturing attack Cyber incident Hacking 11-100 5,001-10,000 0 195 No
Contact information; Health information; Mining & Malicious or criminal Compromised or stolen credentials (method
|dentity information; Tax File Numbers Manufacturing attack Cyber incident unknown) 1,001-5,000 101-1,000 17 54 No
Contact information; Financial details; Mining & Malicious or criminal
Identity information; Tax File Numbers Manufacturing attack Cyber incident Ransomware 1,001-5,000 1,001-5,000 0 0 No






