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Background
The OAIC has recently implemented GA4 to gain more detailed insights into how users 
interact with its website. This upgrade is part of a broader strategy to enhance user 
engagement, improve digital service delivery, and support organisational efficiency.

To ensure that the integration of GA4 aligns with privacy obligations and community 
expectations, the OAIC has internally conducted a PIA which focussed on how web analytics 
data is collected, used, and managed, and considered the potential privacy impacts on 
users.

The OAIC has subsequently commissioned this external PIA. This document aims to assess 
potential privacy risks associated with the adoption of GA4 and to provide recommendations 
that ensure compliance with relevant privacy obligations and best practices.

About GA4
The OAIC’s website team currently oversees the implementation and ongoing management 
of GA4.

GA4 is integrated with the OAIC’s website to collected and process web analytics to provide 
key metrics on web traffic, click-through rates, time spent on pages, downloads, and other 
user behaviours. Insights from the collected metrics are used to produce reports which are 
used by the website team to optimise the user journey and improve the overall website 
experience.

At this stage, the information collected via GA4 includes:

device IP address (collected and stored in an anonymized format)
search terms and pages visited on the OAIC website
date and time when pages were accessed
downloads, time spent on page and bounce rate
referring domain and out link if applicable
device type, operating system and browser information
device screen size
geographic location (city).

Geographic location information is limited to country and city level, with no street addresses, 
latitudes or longitudes collected from users. 

GTM is used to manage and deploy tracking codes on the website. GTM acts as a container 
that controls when and how data collection scripts execute, allowing the OAIC to configure 
which analytics data is captured without requiring direct code changes to the website.
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The OAIC has configured its GA4 implementation with minimal data collection settings, 
meaning that only the essential metrics outlined above are being collected from website 
visitors. 

De-identification of data

The OAIC has advised that Google processes the information collected via GA4 to remove 
directly identifying elements before it becomes accessible to the OAIC. This processing 
includes IP address truncation and the removal of other directly identifying information.

When Google Analytics is implemented, a JavaScript tracking code is deployed on each
page of the website. This code collects data on user interactions based on the configuration 
settings established by the OAIC.

Google processed the collected data to remove directly identifying elements before
transferring it to US-based cloud servers. Specifically, IP addresses are truncated1 so that 
full IP addresses are not stored in GA4 reports and are not accessible to the OAIC’s website 
team.

GA4 dashboard

The OAIC’s website team accesses analytics data through the GA4 interface and reporting 
dashboards (Attachment 1: GA4 dashboard reports). These dashboards are used to 
analyse website performance data and generate insights for internal stakeholders only.

Strict access controls are enforced to safeguard data within GA4. All access to the platform 
is browser-based and managed exclusively by OAIC’s website team. Access to dashboards 
and analytics data is granted on a need-to-know basis, with detailed logs maintained to 
monitor all user activity.

Any changes to user access permissions are recorded within GA4’s audit logs. Login 
credentials are not shared under any circumstances, and access details will be regularly 
reviewed and updated – particularly when team members leave the organisation – to ensure 
continued security and accountability.

Analytics data in the GA4 dashboard is retained for 2 months after which reports are 
automatically purged from the accessible interface.

Cookies and unique identifiers

GA4 uses cookies and similar tracking technologies to assign unique identifiers to website 
visitors. These identifiers enable the tracking of user sessions and behaviour patterns across 
the website.

The OAIC's privacy policy includes information on how web analytics data is collected and 
managed through Google Analytics (without referring specifically to GA4). The privacy policy 

1 [UA] IP masking in Universal Analytics [Legacy] - Analytics Help
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