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Executive summary

Background

The Office of the Australian Privacy Commissioner (OAIC) has engaged elevenM to
undertake a privacy impact assessment (PIA) of the web analytics implementation on its
website at https://www.oaic.gov.au/ (website). This assessment covers:

e the existing Google Analytics 4 (GA4) implementation and configuration
e web analytics data collection facilitated through Google Tag Manager (GTM).

Findings

This assessment has identified no compliance risks associated with the OAIC’s current
implementation of GA4. The configuration reflects a low-risk approach to web analytics, with
minimal data collection settings, strong access controls, and appropriate transparency
measures.

While no compliance recommendations have been made, two best practice
recommendations are provided in this report to further enhance user transparency and align
with community expectations.

— Publish a dedicated web analytics notice that outlines the types of

data collected, the purpose of collection, and how users can manage or opt out of tracking.

_ Update the website’s cookie banner to include more specific

information about web analytics data collection and provide direct links to relevant privacy
information and user control options.

Next steps
The OAIC (in conjunction with other stakeholders) should:

1. Consider and respond in writing, at a senior management level, to the findings
outlined in this document.

2. Ensure that any risks identified in this document are recorded and managed
according to its risk management framework.

3. Consider publishing this PIA (or a summary of it) on its website or otherwise making
its findings publicly available.
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Introduction

Background

The OAIC has recently implemented GA4 to gain more detailed insights into how users
interact with its website. This upgrade is part of a broader strategy to enhance user
engagement, improve digital service delivery, and support organisational efficiency.

To ensure that the integration of GA4 aligns with privacy obligations and community
expectations, the OAIC has internally conducted a PIA which focussed on how web analytics
data is collected, used, and managed, and considered the potential privacy impacts on
users.

The OAIC has subsequently commissioned this external PIA. This document aims to assess
potential privacy risks associated with the adoption of GA4 and to provide recommendations
that ensure compliance with relevant privacy obligations and best practices.

About GA4

The OAIC’s website team currently oversees the implementation and ongoing management
of GA4.

GA4 is integrated with the OAIC’s website to collected and process web analytics to provide
key metrics on web traffic, click-through rates, time spent on pages, downloads, and other
user behaviours. Insights from the collected metrics are used to produce reports which are
used by the website team to optimise the user journey and improve the overall website
experience.

At this stage, the information collected via GA4 includes:

e device IP address (collected and stored in an anonymized format)
e search terms and pages visited on the OAIC website

e date and time when pages were accessed

¢ downloads, time spent on page and bounce rate

o referring domain and out link if applicable

e device type, operating system and browser information

e device screen size

e geographic location (city).

Geographic location information is limited to country and city level, with no street addresses,
latitudes or longitudes collected from users.

GTM is used to manage and deploy tracking codes on the website. GTM acts as a container
that controls when and how data collection scripts execute, allowing the OAIC to configure
which analytics data is captured without requiring direct code changes to the website.
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The OAIC has configured its GA4 implementation with minimal data collection settings,
meaning that only the essential metrics outlined above are being collected from website
visitors.

De-identification of data

The OAIC has advised that Google processes the information collected via GA4 to remove
directly identifying elements before it becomes accessible to the OAIC. This processing
includes IP address truncation and the removal of other directly identifying information.

When Google Analytics is implemented, a JavaScript tracking code is deployed on each
page of the website. This code collects data on user interactions based on the configuration
settings established by the OAIC.

Google processed the collected data to remove directly identifying elements before
transferring it to US-based cloud servers. Specifically, IP addresses are truncated' so that
full IP addresses are not stored in GA4 reports and are not accessible to the OAIC’s website
team.

GA4 dashboard

The OAIC’s website team accesses analytics data through the GA4 interface and reporting
dashboards (Attachment 1: GA4 dashboard reports). These dashboards are used to
analyse website performance data and generate insights for internal stakeholders only.

Strict access controls are enforced to safeguard data within GA4. All access to the platform
is browser-based and managed exclusively by OAIC’s website team. Access to dashboards
and analytics data is granted on a need-to-know basis, with detailed logs maintained to
monitor all user activity.

Any changes to user access permissions are recorded within GA4’s audit logs. Login
credentials are not shared under any circumstances, and access details will be regularly
reviewed and updated — particularly when team members leave the organisation — to ensure
continued security and accountability.

Analytics data in the GA4 dashboard is retained for 2 months after which reports are
automatically purged from the accessible interface.

Cookies and unique identifiers

GA4 uses cookies and similar tracking technologies to assign unique identifiers to website
visitors. These identifiers enable the tracking of user sessions and behaviour patterns across
the website.

The OAIC's privacy policy includes information on how web analytics data is collected and
managed through Google Analytics (without referring specifically to GA4). The privacy policy

T[UA] IP masking in Universal Analytics [Legacy] - Analytics Help
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contains two separate sections addressing cookies, including guidance on how users can
disable cookies through their browser settings.

Upon visiting the website, users are presented with a pop-up banner that informs them about
the use of cookies and provides a link to the privacy policy.

Scope

This PIA considers the privacy impacts of implementing GA4 on individuals, specifically
focussing on privacy compliance obligations and reputational risks, and makes
recommendations to address identified risks.

This document represents a holistic consideration of the practical privacy impacts of
implementing and using GA4 and is not legal advice.

Any differences between the design of this activity reflected in this document and the final
design as deployed should be considered in a new or updated PIA.

In scope

This PIA considers the risks that, in implementing and operating GA4, the OAIC may not
comply with the Privacy Act 1988 (Cth) (Privacy Act) and the 13 Australian Privacy
Principles (APPs) set out in Schedule 1 of the Privacy Act.

This PIA is intended to meet all requirements under the Privacy (Australian Government
Agencies — Governance) APP Code 2017 (Cth) (Privacy Code).

Out of scope

This PIA does not consider:

e the OAIC’s existing privacy practices, except to the extent that GA4 implementation
may impact them

e technical security controls for GA4

e the privacy or security capabilities of third parties that interact with GA4

e compliance requirements arising under legislation other than the Privacy Act and the
Privacy Code

e any public consultation carried out in relation to the project, and any related
reputational privacy concerns.

We have assumed that the OAIC has existing programs to ensure general agency-wide
compliance with the Privacy Act.
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Methodology

Information gathering
This analysis relies on information gathered through:

e written responses to questionnaires completed by the OAIC
e consultation meetings with OAIC personnel
e review of publicly available materials.

These sources are detailed in Attachment 2: Information gathering interviews & materials.

Structure of analysis

The analysis of privacy impacts is organised by reference to the information lifecycle
illustrated below:

Privacy governance

v

Collection of personal information

v

Dealing with personal information

v

Integrity of personal information

v

Access to, and correction of, personal information

Each stage of the information lifecycle is addressed in a separate section of the analysis.
Each section provides a summary of the relevant privacy compliance obligations as they
relate to how the implementation of GA4 involves handling personal information, and
detailed commentary on whether those obligations are being met.
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Where a specific recommendation is classified as ‘Compliance’, it indicates that this item
alone may constitute a compliance gap and action should be prioritised. However,

even findings classified as ‘Best practice’ have significance as they are aspects of privacy
management and may constitute ‘reasonable steps’ under APP 1.2.

Information flows

The flow of information between entities is depicted in the diagram below.

OAIC website analysis

Third Party Individual Google Analytics 4

Third party sites refers

Individual initiates
interaction

Individual browsers the

Engagement data is
collected by Google
¢ Analytics and stored in US
servers. Data processing
is performed

OAIC consumes web
interaction results through
the dashboard
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Web Analytics
Privacy Impact Assessment

Final (25/09/2025)

References and Key Terms

References to documents and key terms in this document are described below.

Term Meaning

Australian Privacy means the 13 Australian Privacy Principles set out in
Principles or APPs Schedule 1 of the Privacy Act.

OAIC APP Guidelines means the Australian Privacy Principles guidelines

published by the Office of the Australian Information
Commissioner at https://www.oaic.gov.au/privacy/australian-
privacy-principles-quidelines/.

OAIC PIA Guidance means the Guide to undertaking privacy impact
assessments published by the Office of the Australian
Information Commissioner at

https://www.oaic.gov.au/privacy/quidance-and-advice/guide-
to-undertaking-privacy-impact-assessments/.

Personal Information has the meaning given in the Privacy Act.
Privacy Act means the Privacy Act 1988 (Cth).
Sensitive Information has the meaning given in the Privacy Act.
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Attachment 1: GA4 dashboard reports

| & =]
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Web Analytics
Privacy Impact Assessment

Final (25/09/2025)

Website search

*Search terms used within the websites search forms*

Search term
(redacted)
Credit report.

nal information

Al

optus
sensitive information
5303374330122935

data breach

consent

incident

annual report

credit report

privacy act

Credit check

Privacy Act 1988
medibank

privacy act 1988

privacy policy

privacy principles

gantas

privacy

privacy impact assessment
bunnings

serious harm

Page tile
Search | DAIC
Search | DAIC
Search | DAIC
Search | OAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | OAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC
Search | DAIC

Search | DAIC

shboard reporting pe

arch term used -
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Web Analytics
Privacy Impact Assessment

Final (25/09/2025)

Attachment 2: Information gathering interviews &
materials

Interviews
Date OAIC attendees elevenM attendees Topics
1 30/6/2025 _ r Kick off meeting
2 04/7/2025 _ _ Use of Web Analytics
Emails
Date Respondent General topic
1 16/6/2025 SATENNSNEEN Follow up questions on Web analytics
Documents
Title

1 OAIC PIA — Google Analytics Privacy Impact Assessment

2 OAIC privacy policy accessed from https://www.oaic.gov.au/about-the-OAIC/our-corporate-
information/plans-policies-and-procedures/privacy-policy on 18 July 2025.

3 Google Analytics Dashboard reports
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