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Dear Secretary
 
Please see attached correspondence for your attention.
 
Kind regards
 

 Elizabeth Tydd (she/her)
Information Commissioner
Office of the Australian Information Commissioner
Sydney | GPO Box 5288 Sydney NSW 2001
  E 

 
Executive assistants: lucy.roberts@oaic.gov.au & larissa.butler@oaic.gov.au
The OAIC acknowledges Traditional Custodians of Country across Australia and
their continuing connection to land, waters and communities. We pay our respect
to First Nations people, cultures and Elders past and present.
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agencies in this context. However, my office will provide agencies with targeted and 
individualised feedback, to assist them to lift their overall capability in handling 
these types of government records. 

Next steps 

I request that your agency provide the following by 13 December 2024:  

1. Response to the questions via the following link: 
. We request that the 

questions are completed by the senior officer in your agency with senior 
operational responsibility for information management. We anticipate that this 
will take that officer approximately an hour to complete. 

 
2. Provide an SES contact officer should further information be required as part of 

the process.  

If you have any questions or if your staff would like to discuss this project further, 
please contact Heath Baker, Director, Compliance team, Regulatory Action Branch, 
on  or heath.baker@oaic.gov.au. 

Yours sincerely 

 

 
 
 

Elizabeth Tydd 
Australian Information Commissioner 

22 November 2024   
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Q10. How likely is it that people in your agency use EMS for work purposes?

Q11. Does your agency endorse, encourage or prefer the use of one (or more) EMS apps for work
purposes? Does it prohibit the use of any EMS apps for work purposes?

Q12. What is the name (or names) of the EMS apps endorsed, encouraged or preferred by your agency?

Q7. Does your agency prohibit the use of EMS for work purposes?

This question was not displayed to the respondent.

Q8. Does your agency have a policy (or polices) that prohibits the use of EMS by staff in your agency?

This question was not displayed to the respondent.

Q9. If "yes", please email a copy of the policy and/or procedures to
assessments@oaic.gov.au
Please provide the name of each policy and/or procedure that will be emailed below.

This question was not displayed to the respondent.

Q13. In the future, does your agency plan to permit the use of EMS for work purposes?
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Q20. Does your agency have any additional policies and procedures that, while not specifically relating to
EMS, your agency considers informs staff of how they should use EMS at your agency?

This question was not displayed to the respondent.

Q21. If "yes", please email a copy of the additional policy and/or
procedures to assessments@oaic.gov.au
Please provide the name of each additional policy and/or procedure that will be emailed below.

This question was not displayed to the respondent.

Q22. Please identify which page or paragraph of the policy, procedure or guidance states:
(Please record "N/A" if not addressed)

This question was not displayed to the respondent.

Q23. Does your agency have a policy of requiring or allowing specific categories of staff in your agency
use EMS systems for work purposes?

This question was not displayed to the respondent.

Q24. What are those categories? (Tick all that apply)

This question was not displayed to the respondent.

Q25. Do those categories of staff use EMS for internal communication?

This question was not displayed to the respondent.

Q26. Do those categories of staff use EMS to communicate internally for any of the following purposes
(select all that apply):

This question was not displayed to the respondent.

Q27. Do those categories of staff use EMS for external communication?

This question was not displayed to the respondent.

Q28. Do those categories of staff use EMS to communicate externally for any of the following purposes
(select all that apply):

This question was not displayed to the respondent.

Q29. Who do they communicate with externally? (eg Ministers, other agencies, stakeholders)

This question was not displayed to the respondent.
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Q30. Are the EMS messages from staff at any level used to convey personal information of members of
the public?
personal information means information or an opinion about an identified individual, or an individual who is reasonably identifiable
 

This question was not displayed to the respondent.
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From: MATTES,Lynley on behalf of TYDD,Liz
Sent: Tuesday, 4 March 2025 17:52
To:
Cc: OAIC - Compliance; OAIC - Executive Assistant
Subject: Information Commissioner Report on the Use of Messaging Apps in the APS 

[SEC=OFFICIAL]
Attachments: Messaging apps final report.pdf; DVA - messaging apps individual 

reports.docx.pdf; Letter to Alison Frame re Report on the use of Messaging Apps 
in the APS 04032025.pdf

Dear Secretary  

Please see attached correspondence for your attention.

Kind regards

Elizabeth Tydd (she/her)
Information Commissioner 
Office of the Australian Information Commissioner
Sydney | GPO Box 5288 Sydney NSW 2001
E

Executive Officer:  lynley.mattes@oaic.gov.au
Executive Assistants:  lucy.roberts@oaic.gov.au & larissa.butler@oaic.gov.au

connection to land, waters and communities. We pay our respect to First Nations people, cultures and 
Elders past and present.
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Foreword 
Our digital environment demands a shift from a compartmentalised to a holistic approach to 
information governance by government agencies. No longer can we readily apply a linear 
interpretation to what constitutes: a ‘document’;1 government information; a ‘record of an agency’;2 

or readily detach personal information from non-personal information. We must view our information 

governance obligations through the broadest lens and integrate the statutory safeguards that 
Parliament has determined to apply to what should be treated as a national resource to be managed 
for public purposes.3  

As a public asset we must implement policies and practices to uphold these information governance 

safeguards. We must know: 

• How are we managing information – directly within agencies or indirectly through outsourcing 

arrangements?4 

• What information governance requirements apply?5 

• How are we meeting those requirements?  

• What information we are collecting and/or preserving?6 

• Why are we collecting and/or preserving that information? 

• How robust our systems and processes are in managing information governance requirements? 

These are questions for all leaders including agency heads, oversight bodies and audit and risk 
committees. For many these are novel and complex questions in the context our digital environment. 

For all of us they are significant questions. As a regulator of information access and privacy rights they 

are of paramount concern to the Office of the Australian Information Commissioner (OAIC).  

Records must be created and maintained7 to uphold these legislative requirements and the 
fundamental human rights of information access and privacy oversighted and promoted by the OAIC. 

Likewise, Australian Public Service (APS) values and the object of the Public Service Act 19998 (PS Act) 

remain immutable.  

The purpose of this report is to examine the prevalence and application of messaging apps. Applying 
this fundamental knowledge, we can raise awareness of information governance obligations and 

contextualise those requirements within the parameters of the technology in use. Equipped with this 
knowledge we can provide effective regulatory guidance.  

 

1 FOI Act s 4 

2 ibid 

3 FOI Act s 3(3) 

4 FOI Act s 6C 

5 Essential statutory requirements under the FOI Act, Privacy Act and National Archives Act 

6 Archives Act s 24 and s 31 

7 APS Values and Code of Conduct in practice, Section 4.7 and National Archives’ Information Management Standard for 

Australian Government, Principle 2 

8 PS Act s 3 
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Introduction 
Accountability and transparency are essential for good government. They are enabled by good 
recordkeeping and a strong freedom of information (FOI) system.  

Accountability relies on information – such as decisions of government, and the evidence and advice 

on which those decisions are based – being appropriately recorded and managed. These records 

must be securely retained in an accessible manner for as long as required to meet ongoing business 
needs and legal requirements.  

Under the Archives Act, National Archives is responsible for overseeing Commonwealth 
recordkeeping, by determining standards and providing advice on information management to 

Australian Government agencies, and authorising disposal of Commonwealth records.10  

The FOI Act sets out the public’s right to access documents held by government.11 The OAIC oversees 

the operation of the FOI Act and reviews decisions made under it by agencies and ministers. 

The FOI system makes transparency the government’s default position; it ensures agencies12 provide 
access to government information with limited exceptions, rather than maintaining secrecy with 

limited public access to information. FOI supports better-informed decision-making by increasing 

public participation in government processes. FOI also enables increased scrutiny and review of 
government decisions.13 Further, FOI is a key mechanism to enable people to know what information 

government holds about them. 

The Privacy Act deals with how agencies and organisations handle personal information. The Privacy 

Act is another key mechanism to enable people to know what information government holds about 
them.14 It requires Australian Government agencies to ensure the personal information they handle is 

collected, held, used and disclosed within a robust legal framework. 

Together, the obligations under the Archives Act, FOI Act and Privacy Act ensure that the government 

both records information appropriately and provides public access to that information. 

  

 

10 The Archives Act stipulates that the lawful disposal or destruction of information received or created by 

Australian Government agencies will (in most circumstances) require the permission of National Archives. 

11 FOI Act s11 

12 With some exceptions, such as intelligence agencies 

13 FOI Act s3 

14 Privacy Act Schedule 1, Australian Privacy Principle s 12.1, subject to exceptions set out in s 12.2 
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Recordkeeping, privacy and FOI when using messaging apps 

Information created or received by officials constitutes Commonwealth records for the purposes of 
the Archives Act,19 and needs to be handled in accordance with National Archives’ standards and 

guidance. This extends to official information sent or received via messaging apps, including 

disappearing messages.  

Rights of access to personal information held by organisations including government are enshrined 
under the Privacy Act.20 Likewise access to government records and obligations including those that 
secure access even in outsourced service delivery21 search and retrieval, providing assistance to 

applicants, timely decision-making and proactive release of prescribed information together with 

proactive release of information are all governed under the FOI Act. These obligations must be 
supported through information governance policies and procedures that reflect our digital 
environment. Messaging apps are an established a feature of the digital government environment. 

In the context of digital government agencies’ information holdings are increasing exponentially and 
that situation demands a focus on record creation and keeping.  

While all information sent or received by people in an official capacity are Commonwealth records, 

not all records will necessarily need to be captured and retained in an agency’s recordkeeping 
system. For records that agencies need to keep, they must be retained as long as required to meet 

minimum retention periods stipulated in relevant records authorities issued by National Archives.22 
This includes agency-specific authorities and general records authorities. Failure to adequately 

identify, capture and retain messages communicated via apps (including disappearing messages) 
that are created or received by agency staff in connection with the conduct of agency business, may 

breach the Archives Act and be considered unlawful destruction of a Commonwealth record.23 

Under the FOI Act every person has a legally enforceable right to obtain access to documents of an 

agency or official document of a minister, other than exempt documents. For the purposes of FOI, the 
definition of ‘document’ includes electronically stored information.24  

In late 2024 the OAIC asked 25 agencies to complete a questionnaire to better understand Australian 

Government agency information governance practices and policies in the context of messaging apps. 

Twenty-two of the 25 agencies responded. Appendix A has more information about our methodology. 
  

 

19 Archives Act s 3(1) 

20 Privacy Act Schedule 1 Australian Privacy Principle (APP) 12 

21 FOI Act s6C 

22 See Normal administrative practice (NAP) | naa.gov.au  

23 Archives Act s 24 

24 Under s 4 of the FOI Act, the definition of document includes ‘any article on which information has been stored or 

recorded, either mechanically or electronically’ 
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Part 2: What are agencies’ policies and practices 
regarding the use of messaging apps? 
In addition to completing a questionnaire, we asked agencies to share their policies and procedures 

related to their use of messaging apps for work purposes. Of the 8 agencies that advised they have 
policies and/or procedures relating to the use of messaging apps (see Figure 6), 7 (87%) provided 
relevant policies and/or procedures. This chapter highlights some similarities and differences in these 
policies and procedures. 

Policies and procedures should reflect legislated rights and extant legislated or APS policy 

obligations. In summary these policies/procedures should contain information to secure: 

• record creation and retention requirements – archive requirements26 

• security and classification requirements27 

• FOI obligations28 

• privacy obligations.29 

Six agencies’ policies and/or procedures directly reference messaging apps and distinguish the 
standards applicable to the use of these services. The other agency’s policy related to storing 
information more generally. It grouped messaging apps with email and social media, and addressed 

ICT security as it relates to device use.  

The 3 agencies that prohibit the use of messaging apps have policies to this effect. We have not 

reviewed their policies in this chapter. 

Do policies address archiving requirements? 

Under the Archives Act, agencies are responsible for identifying, capturing and retaining 
Commonwealth records that are required to provide evidence of business activities and decisions. 

They must then determine how to retain official records in a manner that preserves their authenticity, 

reliability, integrity and useability.  

The National Archives requires agencies to determine the value of Commonwealth records by 
assessing their overall significance based on their purpose and content, and any ongoing business 

needs or legal requirements to retain the records30 – including identifying minimum retention 

requirements for these records in applicable National Archives’ issued records authorities.31  

 

26 See National Archives’ Information Management Standard for Australian Government and Getting started with information 

management | naa.gov.au 

27 See Chapter 9 of PSPF Release 2024 - Guidelines 

28 See Freedom of information guidelines | OAIC 

29 See Australian Privacy Principles guidelines | OAIC and Government agencies | OAIC 

30 See Managing social media and instant messaging (IM) | naa.gov.au and Appraisal and sentencing | naa.gov.au 
31 A records authority is a legal instrument that allows agencies to make decisions about keeping, destroying or 
transferring Australian Government records. Records authorities are used to determine how long to keep records and 
provide permission for the destruction of records once this time has passed. 
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Part 3: Findings and recommendations 
Based on the analysis in chapters 2 and 3, this chapter identifies findings about Australian 
government agencies’ use of messaging apps and makes recommendations to address those findings. 
We will revisit this topic in 2 years (2027) to understand how use of messaging apps in the APS has 

evolved. 

  

These findings and recommendations are directed to preserve rights by assisting agencies to 
more readily comply with their information management, FOI and privacy obligations. As 

agencies which promote access to information, we note our role in supporting agencies 

mature their approach to managing information in messaging apps. 

The OAIC will work with National Archives to support the agencies to understand their 

recordkeeping, FOI and privacy obligations.  

The OAIC will: 

1. Work with National Archives to support the agencies to understand their recordkeeping, 

FOI and privacy obligations. 

2. Revisit this topic in 2 years (2027) to understand how use of messaging apps in the APS 

has evolved 

Recommendations for agencies 

1. Agencies should review existing policies or develop a policy to clearly set out whether or 

not they permit the use of messaging apps for work purposes. 

2. Agencies that permit the use of messaging apps for work purposes should have policies 

and/or procedures about the use of those apps that address information management, 
FOI, privacy and security considerations that: 

o adequately address FOI requirements, including those relevant to accessing records 
under the FOI Act, and recordkeeping obligations under the Archives Act 

o explain how to extract information from messaging apps, either in response to an FOI 
request or to store on recordkeeping systems 

o address whether accounts created for official purposes, using phone numbers linked 
to agency-issued phones, are required to communicate official information 

o adequately address privacy requirements including those relevant to accessing and 
amending records under the Privacy Act 

o address the security classification of information that messaging apps can handle 

o explain when the disappearing message functionality must be turned off, and how to 
do so 

o confirm whether staff are permitted to use messaging apps to communicate the 
personal information of members of the public. 
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3. Agencies should examine the features of messaging apps necessary to support official 

work. They should conduct appropriate due diligence on apps, consider the implications 

for communications with other agencies, and develop policies and procedures specific to 
individual apps. 

4. Agencies that permit the use of messaging apps should conduct due diligence to ensure 

any preferred messaging apps collects and handles personal information appropriately, 

this may be achieved through a privacy threshold assessment. 

  

Finding 1: Use of messaging apps is widespread in government 

agencies 

Of the 22 agencies that responded to our questions, 16 agencies (73%) permitted the use of 
messaging apps for work purposes. However, only 3 (14%) had policies prohibiting their use. 

Three (14%) had no position on their use. Of the 3 agencies that had no position on their use, 2 

respondents speculated it was unlikely messaging apps were being used for work purposes but one 
respondent thought they definitely were. 

Based on these results it is reasonable to infer that the use of messaging apps is widespread across 
Australian Government agencies. 

Unless agencies have a policy of specifically prohibiting the use of messaging apps, they should 
consider there is a reasonable likelihood that their staff are using messaging apps for work purposes. 

Recommendation 1: Agencies should review existing policies or develop a policy to clearly set 
out whether or not they permit the use of messaging apps for work purposes. 

Finding 2: Policies and procedures to guide the use of 

messaging apps require review and revision to meet legislative 

obligations 

Information generated or communicated in messaging apps – in people’s capacity as Australian 

Government officials – is subject to the Archives Act, the Privacy Act, the FOI Act and security 
classification requirements, just like other communications methods. However, messaging apps 
present novel considerations that can complicate compliance with these statutes. 

Eight (50%) of the 16 agencies that permitted the use of messaging apps did not have policies 
and/procedures regarding the use of messaging apps for work purposes. Of the 7 agencies that 

provided relevant policies/procedures: 

• 1 (14%) agency provided policies/procedures addressing essential archiving requirements  

• 5 (71%) agencies provided policies/procedures addressing essential security classification 

requirements 
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• 5 (71%) agencies provided policies/procedures including some guidance to distinguish between 

personal communication and government communication 

• 2 (28%) agencies provided policies/procedures addressing essential FOI search requirements 

• 2 (28%) agencies provided policies/procedures addressing essential FOI and archiving 
requirements relevant to disappearing messaging functionality.  

To navigate the novel considerations that arise from the use of messaging apps and ensure that they 
are able to uphold legislative obligations and the legislated rights of the community, agency staff 

require policies and procedures that are specific to messaging apps. 

Recommendation 2: Agencies that permit the use of messaging apps for work purposes should 
have policies and/or procedures about the use of those apps that address information 

management, FOI, privacy and security considerations that: 

• adequately address FOI requirements, including those relevant to accessing records 
under the FOI Act, and recordkeeping obligations under the Archives Act 

• explain how to extract information from messaging apps, either in response to an FOI 

request or to store on recordkeeping systems 

• address whether accounts created for official purposes, using phone numbers linked to 
agency-issued phones, are required to communicate official information 

• adequately address privacy requirements including those relevant to accessing and 
amending records under the Privacy Act 

• address the security classification of information that messaging apps can handle 

• explain when the disappearing messaging functionality must be turned off, and how to 

do so 

• confirm whether staff are permitted to use messaging apps to communicate the 
personal information of members of the public. 

Finding 3: There may be benefits to agencies using one 

messaging app across the agency 

Eleven (69%) of the 16 agencies that permit the use of messaging apps for work purposes, endorsed, 

encouraged or preferred the use of one app. (One agency endorsed, encouraged or preferred 2 apps.) 

There are likely to be benefits to agencies only allowing the use of one messaging app across the 
agency. Only allowing one app means: 

• all staff are working off one platform, meaning they do not need to create accounts across multiple 
apps to communicate with colleagues, or track communications across multiple apps 

• agencies would only need to do due diligence on one app (to ensure that app offered appropriate 

security and privacy protections) 
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• agencies would only need to create procedures for one app to instruct staff how to conduct FOI 

searches, transfer records onto official agency records systems, or turn off the app’s disappearing 
message capabilities. 

If agencies allow staff to communicate with staff in other agencies, there are ‘network effects’ where it 

may become attractive for agencies to converge to the same app. We note it is critical for agencies to 
do their own due diligence on apps to satisfy themselves they meet the necessary privacy and security 
requirements. 

Recommendation 3: Agencies should examine the features of messaging apps necessary to 
support official work. They should conduct appropriate due diligence on apps, consider the 

implications for communications with other agencies, and develop policies and procedures 

specific to individual apps. 

Finding 4: Agencies’ use of messaging apps may adversely 

impact their ability to uphold their privacy, FOI and 

recordkeeping obligations 

This report found that 6 (32%) of the agencies that permitted the use of messaging apps, or had no 
position on their use, were unsure whether staff were using messaging apps to convey personal 

information about members of the public. 

If an agency permits the use of messaging apps for work purposes, the agency has obligations to 

ensure the app handles personal information appropriately. 

If agency staff are using (or even possibly using) messaging apps to convey personal information, 

agencies are required to ensure this information is being collected, held, disclosed and destroyed 
appropriately. As well as being made available in response to FOI applications, and kept as records in 

line with archival obligations, that information must be able to be corrected or annotated consistent 

with the FOI Act,32 and accessed and corrected (or have a statement associated) consistent with the 
Privacy Act.33 This is particularly important if personal information relates to a decision being made in 

relation to that person. 

Recommendation 4: Agencies that permit the use of messaging apps should conduct due 
diligence to ensure any preferred messaging app collects and handles personal information 
appropriately, this may be achieved through a privacy threshold assessment. 

  

 

32 See Part V of the FOI Act 

33 See APPs 12 and 13 in Schedule 1 of the Privacy Act 
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Part 2: Recommendation 

Recommendation 1 

  

  

Recommendation 2 

  

 

Recommendation 3 

  

Recommendation 4 
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