


























































profile information, behavioural patterns, and engagement data - to form a more reliable basis for determining that
an account is held by user who is ordinarily resident in Australia, or that it may be held by an age-restricted user, to
the extent permissible within obligations in privacy laws. 49’

16.  Page 25 – ‘Providers should continue to monitor signals over time , to the extent permissible; in case there is a
change indicating that further age assurance may need to be conducted.’

o   As eSafety are aware, the OAIC is conscious about the need for clarity regarding the legal basis for ongoing
monitoring – we there recommend adding a qualifier such as the above in underline.

17.  Page 30 – ‘Successive validation, or a waterfall approach, that escalates only when prior methods are insufficient
in isolation or inconclusive, or where the measures create cumulative confidence, is a way to balance assurance
strength with user experience and proportionate impacts on privacy.’ Suggest the addition of the underlined
wording to acknowledge the high impact on privacy but noting this may be proportionate in this case.

18.  Page 32 - ‘Examples of reasonable steps providers can take to prevent, detect and respond to circumvention’ –
recommend adding qualifiers to this heading such as replacing ‘can’ with ‘may’ and perhaps removing
‘reasonable’ and just describing these as ‘steps’ to allow space for assessment of what would be reasonable in
the circumstances.

Recommend also adding a link to OAIC guidance on sensitive information = Chapter B: Key concepts | OAIC.
 
Recommended revised wording for 2.4.2
 

19. We strongly recommend the following amendments (see underline and strikethrough) to this section, including the
addition of the below callout box:

 
2.4.2 Privacy-preservingcompliant and data-minimising
Privacy and the protection of personal information is important for everyone's agency, dignity, and safety.[1]

 
What is personal information?

Personal information includes a broad range of information, or an opinion, that could identify an individual. This
may include information such as a person’s name, date of birth, contact details and images or videos where a
person is identifiable. What is personal information will vary, depending on whether a person can be identified or is
reasonably identifiable in the circumstances. Personal information is a broad concept and includes information
which can reasonably be linked with other information to identify an individual.

Sensitive information is a subset of personal information that is generally afforded a higher level of privacy
protection. Examples of sensitive information include photographs or videos where sensitive information such as
race or health information can be inferred, biometric templates, biometric information that is to be used for the
purpose of automated biometric verification or biometric identification, as well as information about an
individual’s political opinions or religious or philosophical beliefs.
Importantly, information can be personal information whether or not it is true. 
 
Steps to comply with the SMMA obligations will not be reasonable unless they are private, data-minimising, secure
and trustworthycomply with privacy laws, including Part 4A of the Act and the Privacy Act.
Providers must comply with the information[2] and privacy[3] obligations under Part 4A of the Act, as well as the
Privacy Act and Australian Privacy Principles regulated by the OAIC. Providers should also have regard to any
guidance from released by the OAIC. 
Providers should assess the minimum information and data needed to make decisions appropriate for their
service and circumstances. Policies should be calibrated to ensure the collection, use and retention is
proportionate, necessary and compliant with applicable privacy laws. 
eSafety acknowledges that effective age assurance measures are likely to involve the collection handling of
personal information, but providers are strongly encouraged to take a data minimising approach, use non-personal
information as far as possible, and avoid collection of handling sensitive personal information.45 (footnote:
Chapter B: Key concepts | OAIC)
eSafety does not expect platforms to retain user data personal information as a record of individual age checks.
See Part X for more informationdetail about the types of informationdata, indicators and metrics that eSafety may
require to assess compliance.
When determining what information is proportionate to collect, providers must consider their obligations under the
Privacy Act. Providers should also have regard to eSafety’s advice above regarding the data associated with
accuracy and effectiveness of measures, and below regarding the principle of proportionality. Providers should
also consider relevant guidance from the OAIC.  
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[3] OSA s 63F
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changes in red underline and strikethrough :
0. Page 7 – ‘Readers can expect a thorough examination of age assurance technologies,

including their effectiveness against a broad range of criteria in ISO/IEC FDIS 27566
including accuracy, interoperability, reliability, ease of use, minimisation of bias,
protection of privacy and data security and readiness for deployment.’

1. Page 29 - In summary, age verification is a technically mature, privacy-conscious and
inclusive method of age assurance. When implemented with strong safeguards,
ethical oversight and adherence to international standards and Australian laws, it
offers a viable and trustworthy solution for protecting children and enforcing age-
based access controls in Australia’s digital environment.

2. Page 30 – Most providers implemented robust, privacy-focused data handling
practices, such as securely binding DOB to individuals, minimising retention and
returning binary age signals (e.g., “Over 18”) - though some configurations retained
more data than strictly necessary.

3. Page 32 – Vendors demonstrated strong alignment with privacy and security
expectations in international standards

4. Page 42 - Successive validation systems demonstrated internal consistency and
standards alignment. Providers articulated well-defined escalation logic, fallback
triggers and confidence thresholds, supported by privacy-preserving data handling
and compliance with clauses from ISO/IEC FDIS 27566.

 
3. Given the Trial methodology, we also recommend removing references to ‘privacy

by design’.
0. For example on page 28 – ‘Privacy by design and data minimisation were consistently

observed across the participating providers’ and page 42 – ‘Strong privacy-by-design
principles were observed across successive validation stages’.  

1. Privacy-by-design has a very specific meaning in the Australian context and does not
carry weight without application of the Australian Privacy Principles – see: Privacy by
design | OAIC.

 
4. Discussion of the adequate amount of personal and sensitive information for

different systems and contexts would be a valuable addition to the main report.
0. This would be an insightful addition given the report contains several findings

regarding data minimisation and unnecessary data retention.

1. This information should be lifted out of practice statements and any other relevant
documents and ideally summarised in the main report.

 
5. There are numerous references to privacy, especially in the sections on age

estimation and age inference, which require far more detail and specificity to be
meaningful and informative.
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0. Without this detail, terms such as ‘privacy sensitive’, ‘privacy-respecting’, ‘privacy-
preserving’ are inflated.

1. We recommend these phrases be replaced with a specific description of the relevant
risk and control/mitigation.

2. We also recommend checking and fixing areas of the report that make claims that are
inconsistent when read together. For example on page 28 – ‘Privacy by design and
data minimisation were consistently observed across the participating providers. In
most cases, systems were designed to avoid long-term storage of full identity or
biometric information.’

3. This should be fixed through using less conclusive phrasing and adding numbers and
detail to neutrally explain the ways in which a method or technology mitigates a
described risk.

 
6. We request the following adjustments to references to the OAIC in Methodology

and Ethics – Part B.
0. Page 46 – We would like the below text in red strikethrough to be removed for

accuracy as our intention with the meeting on 13 March 2025 was simply to be briefed
on the privacy aspects of the Trial within our capacity as an external stakeholder.

‘B11.2 Engagement with the OAIC
Ethics oversight and privacy compliance

•       The Trial proactively liaised with the OAIC to adapt safeguarding
practices around personal and biometric data for minors, including
collaboration on the Trial’s Ethics Committee.

Participant privacy safeguards
•       The School information pack, the informative guide created to assist

schools with understanding what participation in the Trial would look
like, clearly informed participants and families that they could
contact the OAIC with any concerns about privacy or data use,
embedding regulatory oversight at the participant-facing level.’

o   Page 48,74,and 81– We would like the below text in red strikethrough to be
removed for accuracy. The OAIC provided invited feedback as an external
stakeholder but was not required to provide checks and clearances as may
have been the case for others listed.

‘When it came to Final Report Production, the quality control associated
with that included the necessary pre-publication checks and clearances
that were required to include:

•       The Department.

•       eSafety Commissioner and Office of the Australian Information
Commissioner (OAIC).

•       Ethics Review in accordance with the AIATSIS Code of Ethics for
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delete all copies of this transmission together with any attachments.

FOIREQ25/00438   049
























