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Slide 10: 
Rule 1: Many online services will need to follow the rules in the Code

These include online services: 
· that you use in your daily life, like messaging apps, games, and education websites, and education websites, and
· that the adults in your life use to record and share personal information about you, like school apps used by teachers to message your parents or apps that parents use to track their babies’ sleep

	Scenario 1 
You overhear your parent or carer talking about an app they used to use when you were younger called, ‘The Kid Diary’, where the educators would fill in the ‘diary’ on your pre-school days. The diary had lots of pictures of you playing, listening at story time, and videos of you dancing during dress-up time. You have never seen this diary, and you didn’t even know that it existed. You ask yourself, “how is it possible that you didn’t know that your personal information was being collected, used and shared, when it is all about you?”




Once the Code is in place, many online services that students use and ones that they do not use will need to follow the rules in the Code. This means that even online services that aren’t made for students, or aren’t used by them, like ‘The Kid Diary’ app example, will need to follow the rules in the Code.

	Time to vote for Rule 1

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike















Slide 11: 
Rule 2: To protect your personal information, online services have to either give everyone better privacy protections or check your age

If the online service is used by both children and adults, the online service can either give adults the same privacy protections as children or check your age. Checking your age will not stop you or limit your use of the online service but it will make sure that the online service is taking care of your personal information in the right way. 

	Scenario 2 
You are excited to play 'The King of Wizards' with your parent or carer, but the game doesn't know who is a child and who is an adult. The game takes care of both you and your parent or carer's personal information in the same way.




Once the Code is in place, online services need to make sure that these rules apply to children's personal information.  

This means that online games like ‘The King of Wizards’ (or real-world examples). will need to make sure they have the right privacy protections in place. If the game is not going to apply the same protections to adults as they must for children, they might need to check a student’s age before they  play the game. 

Checking their age will not stop them or limit student's use of games, but it will make sure that the game is taking care of their personal information in the right way.

	Time to vote for Rule 2

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 3: Online services can only collect, use or share the bare minimum amount of your personal information they need to run the app, game or website unless you choose differently

Online services can do this by raising the standard when it comes to privacy protections and giving you (and your parent or carer) the control to change your privacy settings to share more personal information, if that is what you want

	Scenario 3 
To start playing 'The King of Wizards’ game with your parent or carer, it asks you to sign up and create an account with your name, your email address, your date of birth and your phone number.  You try to close the message, but you can't seem to play the game without giving the game the personal information it is asking for.




Once the Code is in place, online services will give you more control over your personal information by giving you (and your parent or carer) the choice to change your privacy settings to share extra personal information (more than the bare minimum to run an app, game or website), if that is what you want. 
 
This means that online games like ‘The King Wizard’ will need to raise the standard when it comes to their privacy protections and only collect, use or share the bare minimum amount of personal information they need to run the game, unless a student (and their parent or carer) choose differently.  

	Time to vote for Rule 3

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 4: Online services need to be fair and take care of your personal information in a way that is best for you

When online services collect, use or share your personal information it must be in your best interests (meaning it is best for you and fair).

	Scenario 4 
There is a cool online shopping game called ‘Shop With Me’, that lets you pretend to shop. 
 
You download the game and to play you must create a profile, which asks for a username, a profile picture, your birthday, and your address. 

What makes this game so fun, is that there are ads that tell you that you can buy the real-life version of things you are pretend buying in this game. You can click a button that says, ‘Buy me now’ and get things delivered to your house in two days. 




Once the Code is in place, online services must stop and think about if what they do with a children’s personal information (like show ads that are specially for them) is what is best for them.  
 
This means that online games like ‘Shop With Me’ will need to ask themselves if it is fair to show a child ads that have been specially picked just for them. 
 
If the answer is that it is unfair and not in their best interest, the online service must not use or share a child’s personal information to figure out what ads they should be showing them to try to get them to buy something.   

	Time to vote for Rule 4

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 5: Online services need to ask for your permission to do things with your personal information

If you are 15 years old or older, you can make your own decisions about your personal information online. Online services can go to you directly to ask for your permission. 
 
If you are under 15 years old, your parent or carer will need to be asked for permission to make decisions about your personal information online.

	Scenario 5 
Imagine you are a 15-year-old in a private secondary school. 

The school has developed its own app called ‘School Homework’ that will connect you with other students at your school to do homework together. 
 
The app needs some personal information (first and last name, date of birth, email address, school year and class name) to create an account and this personal information will be shared to make sure you go to that school and to connect you with the right students. 

Because you are 15 years old, the app can go directly to you to ask for your permission to share that personal information.




Once the Code is in place, if a student is 15 years-old or older, online services no longer need to get permission from their parents or carers to collect, use, or share a child's personal information. They will now go straight to the student, and they can give permission by saying either ‘yes’ or ‘no’. 
 
If a student is under 15-years-old, online services will need to ask their parent or carer for permission to make a decision about their personal information online by either saying ‘yes’ or ‘no’. 
 
This means that online apps, such as the example ‘School Homework’ (or Google Classroom or Seesaw), will ask for a student’s permission directly, if they are 15-years-old and older. If the student is under 15-years-old, the app will need to ask permission from a parent or carer. 
 
	Time to vote for Rule 5

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike





Slide 15: If you think that Rule 5 should have a different age limit, what age do you think children should be allowed to give permission without their parents or carer's permission?  

	12
	13
	14
	15
	16
	17
	18+
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Rule 6: If you are under 15-years, in some situations online services will need to involve both you and your parent, to get permission to change your privacy protections 

If you choose to allow an online service to: 
· use or share your personal information for some reason beyond the bare minimum to run the app, game, or website (like to show you ads that have been specially picked, just for you), or 
· collect sensitive information (which is personal information that needs to be treated extra carefully, like your health information).
· 
The online service will ask you first to give permission to share your personal information so that you get to have a say (part of getting that permission means that the online service must give you an explanation of what the change means so that you understand what will happen and why). 

The online service will then ask your parent or carer if they give permission, either ‘yes’ or ‘no’, because they have ultimate say. Only once your parent or carer has said ‘yes’ can permission be granted and the change to your privacy protections happen.

	Scenario 6 
Think back to the scenario with the ‘School Homework’ app, but you are your actual age.

This app is being used at your primary school. Your friends tell you that there is a setting within the ‘School Homework’ app that you can change and this change means that your personal information will be shared with all the homework tutors in your suburb. Your friend tells you that he has been able to get so much help from the tutor in his suburb, and his maths is improving because of it! 




Once the Code is in place, online services will need to tell you what making a change will do, it will then ask you if it’s okay to email your parent or carer (or let them know some other way) to tell them that you have asked for a change in your privacy  settings. It is then up to your parent or carer to give the final ultimate permission by saying either ‘yes’ or ‘no’, for that change to happen. 

This means online apps like ‘School Homework’ will need to ask permission in a way that involves both you and your parent or carer, if the app wants to use or share your personal information in a specific way.

	Time to vote for Rule 6

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 7: Online services must not trick you into giving them permission

Online services must not deliberately trick, confuse, or pressure you into giving permission to collect, use, or share your personal information. This means online services cannot do things like be sneaky and hide buttons that give you a choice to say 'no'.

	Scenario 7 
Imagine a website called ‘Soccer Friend’ that shows your soccer games, the results of weekly games, and who is coming first. A message box pops up that says: 
 
“90% of your friends have shared their contact list and allowed access to their photos. 
Allow access and unlock player profiles to see which player is ranked number 1!” 
 
You don’t really want to share your photo gallery and your contact list, but you really want to see who the number 1 ranked player is. 
 
You click the big green button that says, ‘I give permission’, missing the smaller button that says, ‘I am happy without the special extras’.



Once the Code is in place, online services will not be allowed to trick a child and take advantage of their fear of missing out, to pressure them to say ‘yes’ and hand over their personal information that they do not want or need to share. 
 
This means that websites like ‘Soccer Friend’ (or real-world examples like Spond or Band) will not be allowed to trick, confuse, or pressure a student into giving them permission to collect their personal information.

	Time to vote for Rule 7

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 8: Online services must make sure that the permission they get from you (or your parent or carer) is 'good' permission

When online services ask for your permission to collect, use or share your personal information online, they need to tick the 6 boxes below for that permission to be 'good' permission: 
· without pressuring, tricking or confusing you into making a decision (voluntary), 
· give you all the right information you need to make a decision (informed),  
· ask you often and at the right times because permission does not last forever (current),  
· make sure that you know that you are allowed to take back your permission at any point (be withdrawn), 
· make sure that you understand ‘why’ they need your personal information and ‘what for’ (specific),
· make sure that you have clearly agreed and given your permission with a solid ‘yes’, because when you say ‘maybe’ or nothing at all, it is a ‘no’ (unambiguous).
	Scenario 8
Think about the ‘Soccer Friend’ website with the message box pop up that says: 
 
“90% of your friends have shared their contact list and allowed access to their photos. Allow access and unlock player profiles to see which player is ranked number 1!” 

The online service: 
· has put pressure on you. 
· has not told you what will happen if you do and don’t give them access. 
· cannot just ask you once for permission. 
· did not tell you that you can take the permission back at any time.
· did not tell you why they want to access your contact list and photos.
· did not make it clear that there was a “permission granted” as well as a “permission denied” option.
This means that the websites did not tick the 6 boxes (voluntary, informed, current, be withdrawn, specific, ambiguous). 

They did not do the right things to get ‘good’ permission from you.




	Time to vote for Rule 8

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 9: Online services must make sure you can access and understand what they do with your personal information

Online services must make sure that their privacy policies and any notices that 'pop up' that tell you what they do with your personal information, is child-friendly. That means they need to be easy to read and understood by you (no big words!).
 
Online services must make it easy for you to find the instructions on the app, game or website that tell you how to ask for what personal information the online service knows about you. 

Online services must make it easy for you and your parent or carer to ask for what personal information is known about you and what the app, game or website does with it. 

Online services must make it easy for you to ask them to stop showing you ads that have been specially picked, just for you and the main goal of the ads are to get you to buy things.

	Scenario 9 

You want to ask ‘The Kid Diary’: do they still have the diary entries? who can see the diary entries? did they share the diary entries with anyone other than your parent or carer and the pre-school? If they did, who did they share it with, and why? 

You and your parent or carer visit the website for ‘The Kid Diary’ app to find out more information. When you do eventually find the right information, you find that the words are big and long, and nothing makes much sense. 




Once the Code is in place, online services must tell students the important things about their online privacy in a way that is easy to find and easy to understand.  Online services must also make it easy for a student and their parent or carer to ask to see what personal  information an online service has about them. 
 
This means that online apps, like the example ‘The Kid Diary’, will need to design their app so that it is easy for users to find information on how to get help and write their privacy documents in a way that can be easily read and understood.  This will help students and their parents or carers understand how 
to ask an online service what personal information they have about them.
 
	Time to vote for Rule 9

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike











Slide 20: 
Rule 10: Online services must answer you within 30 days (in most cases) if you ask to see, change or delete your personal information

Online services must respond to you (or your parent or carer) within a fair amount of time, if you ask to see, change or delete what personal information they know about you. If it takes longer than 30 days, the online services must explain to you why it is going to take longer.

	Scenario 10 

Your parent or carer has now asked ‘The Kid Diary’ all the questions that you want answers to. 
 
It’s been three months since your parent or carer asked the questions and you have not heard anything from the online service (not a peep!). 
 
You start to worry that you will never get the answers to your questions.




Once the Code is in place, online services must answer a user within 30 days. If it is going to take a bit longer because there is lots of information for them to go through, that’s allowed, but there must be a good reason for it and they must explain that reason to the user. 
 
This means that online apps like ‘The Kid Diary’ will need to answer a student’s (or parent/carer’s) questions within 30 days, and if they look at their questions and decide that it is going to take longer than that, they must let the student know and explain the reasons why it is going to take a longer time.

	Time to vote for Rule 10

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 11: Online services must delete your personal information if you (or your parent or carer) ask for it to be permanently deleted

You can now ask an online service to permanently delete the personal information they have collected about you, and they have to do it unless there is a good reason they cannot (like a law says that they can’t).

	Scenario 11 
Keep thinking back to the ‘The Kid Diary’.
 
What happens if another parent or carer at school can see these diary entries, and they tell their child, and then that child tells everyone at school? 
 
You really wish that you could just ask ‘The Kid Diary’ if they could permanently delete all the diary entries that are about you.




Once the Code is in place, the user will be able to go directly to online services and ask them to permanently delete all records of their personal information. If the online service does not have a good reason to say no (like a law stops them), they have to say ‘yes’ and delete their personal information forever from their records. 
 
This means online apps like ‘The Kid Diary’ will need to delete a child’s personal information if they or their parent or carer asks (unless there is a law that stops them). Once their personal information has been deleted forever from ‘The Kid Diary’ records, the service need to tell the user it has been done. 
 

	Time to vote for Rule 11

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 12: Online services must tell you when your physical location can be seen by other people and parental controls are being used

Online services must tell you if your parent or carer can see your physical location or can see or control the activity that you are doing when using an app, game or website. Online services must also tell you if and when another user of the same online service can see where your physical location is by tracking your device (like your phone, tablet or smart watch).

	Scenario 12.1 
 
'Chat Circle’ allows parents and carers to see who is messaging you and what is in those messages. Your friend got a message from an unknown number on her messaging app and responded, “how do I know you?”. 
 
When she got home, her mum had seen the messages, and they had a talk about how to be safe online and what to do when she gets messages from an unknown number. Your friend found the talk helpful but cannot figure out how her mum found out and saw the messages from the unknown number. 



Once the Code is in place, online services must tell the user if their parent or carer can see their online activity (including their physical location) while they are using the app, game or website. 
This means online services, like the ‘Chat Circle’ messaging app (or real-world examples like Kids Messenger), will need to make it known to the user that their parent or carer can see their online activity (including their physical location) when they are using the service. 
 
	Time to vote for Rule 12 (Scenario 12.1)

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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	Scenario 12.2 
Your friend asks you: “Why did you say that you couldn't come over to my place on the weekend? I know that you were at the movies!” 

You ask her how she knew, and she tells you it is because she saw it on an online messaging app that you and your friends use. 

You ask your other friend if that is true and she shows you that she can also see where you are by looking at the app. 



Once the Code is in place, online services must tell the user if another user of the online service can see their physical location, by tracking their device (like a phone, tablet or smart watch). Online services must tell the user as soon as the location tracking starts and when the tracking is happening. 

This means that online messaging apps like ‘Chat Circle’ will need to make it known to the user if and when any other user of the same service can see their physical location.  

	Time to vote for Rule 12 (Scenario 12.2)

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike


Slide 24: 
Rule 13: Online services must make it easy for you to ask questions and complain if there is a problem with your personal information

Online services must give you all the information you need in a way that you can understand, so that if you have questions or something goes wrong in how they have collected, used, or shared your personal information, you feel like you can easily ask a question or tell the online service that there is a problem (this is called, ‘making a complaint’). 

	Scenario 13 

Think back to the “Chat Circle” scenario (see scenario 12.2) 

You know that everyone on your friend list can see where you are but can everyone in the entire world who is also using ‘Chat Circle’ see your physical location? 
 
You try to find the answer on the app’s website, but no luck. You cannot find information about what personal information of yours that ‘Chat Circle’ is sharing with others. 




Once the Code is in place, online services must make it easy for the user to ask questions so that if something goes wrong in how they have collected, used, or shared their personal information, they feel like they can easily tell the online service that there is a problem (this is called, ‘making a complaint’). 
 
This means that online apps like ‘Chat Circle’ will need to make it easy for the user to ask questions and get the help they need. 

	Time to vote for Rule 13

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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Rule 14: Online services will need to think and plan before they act

	Scenario 14 

​The soccer website ‘Soccer Friend’ wants to create a new and improved version of their website.​ This version is going to collect a lot more personal information about children because they are going to add new functions like ads for fancy soccer boots, special profiles for soccer players, and the ability to chat online.​
​
The owner of the website is told by one of his workers that the website might need to think more carefully about the impacts these new functions will have on children’s online privacy.​ But the owner of the website wants to hurry up and make the new website before his competitor does.
​
Work on the new website starts immediately without thinking about how these new functions will impact children’s online privacy.​




Once the Code is in place, online services will need to plan (stop, think, write and record) how they will protect children’s online privacy before they add extra functions to their app, game or website. 
 
Online services will also need to make their plan available for others to see (like the OAIC) and make sure that the people who work for the online service who look at your personal information often, are trained to protect children's online privacy. 
 
This means that websites like this 'Soccer Friend’ won’t be able to rush into anything new or change the way they collect children’s personal information, without planning how they will protect children’s online privacy before they add extra functions to the app, game or website. 

	Time to vote for Rule 14

	Like 🙂
	Dislike 😟
	Neither 😐 like nor dislike
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