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Attorney-General and Cabinet Secretary   
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Dear Attorney-General 

Congratulations on your appointment as Attorney-General and Cabinet Secretary. I 

look forward to working with your office and Department to deliver for the Australian 

community in the public interest. As the Attorney-General with responsibility for 

information management, privacy and freedom of information there are real 
opportunities to ensure a strengthened regulatory regime that is fit for purpose and 

serves the community into the future.    

The Australian and global privacy landscape is in an evolutionary phase, resulting 
from the domination of digital platforms in the global economy and increased 

consumer awareness of their privacy rights. I welcome the review of the Privacy Act 

as the means by which the Australian privacy framework can be recalibrated to 
address privacy risks that have emerged from the increased sharing of personal 

information through the digital economy and accelerated as a result of the COVID-19 

pandemic. Applying our regulatory lens to proposed legislative amendments to 

establish a privacy regime for the next decade is work that motivates my staff.  

The Office of the Australian Information Commissioner (OAIC) plays a critical role in 

relation to a number of other significant initiatives across the economy, including the 

Consumer Data Right, the Digital Identity and cyber security.  The common thread of 
my advice and our role across all these initiatives is to ensure that government and 

businesses can innovate with confidence by accountably protecting personal 

information and affording individuals meaningful choice, control and transparency 
over the use of their personal information. We also seek global alignment to the 

extent possible, to support a flourishing domestic economy and protect Australians’ 

information wherever it flows.  

We continue to support integrity, transparency and accountability of government 
through year on year increases to the efficiency with which we acquit our 

responsibilities under the Freedom of Information Act 1982. However as you will see 

from the attached information, we are unable to keep up with the incoming work 
with less funding for this function than we received in 2014-15, owing to the 

increased volume and complexity of the work.   
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Please find attached an overview of the current strategic priorities of the OAIC. 

I look forward to the opportunity to discuss the work of my office with you. 

Yours sincerely 

 

Angelene Falk 

Australian Information Commissioner and Privacy Commissioner 

8 June 2022   

Encl.  
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Our role and priorities 

The Office of the Australian Information Commissioner’s (OAIC’s) purpose is to promote and uphold 
privacy and information access rights. We operate as a contemporary regulator that strives to 

respond to community expectations through our strategic and regulatory priorities, enhancing our 

capability, managing risk effectively and cooperating and collaborating with other regulators 
domestically and internationally. We provide guidance to support voluntary compliance, respond to 
individual complaints and applications, as well as take action on our own initiative to increase 
compliance with privacy and FOI regimes. 

Our privacy regulatory priorities1 are also informed by our environment, including the ubiquitous, 

global and growing nature of the digital economy, which offers Australian consumers and businesses 
significant opportunities but also carries privacy risks. The OAIC takes regulatory action that seeks to 
hold organisations including global digital businesses to account. 

The OAIC is an integrity agency, supporting transparency and accountability of government through 
its FOI functions. The statutory independence of the office and the jurisdictional inclusion of most 
federal government agencies and ministers positions the OAIC alongside agencies such as the 
Commonwealth Ombudsman, ACLEI and the ANAO as part of an existing integrity framework for 

government. Our focus on proactive publication of government-held information has the potential to 

unlock whole-of-government efficiencies through reduced reliance on formal FOI mechanisms. In 
concert with the development of a more comprehensive pro-disclosure approach to government-held 

information, our promotion of the development of administrative access schemes supports the long-
standing Open Government agenda, with a view to engendering greater trust in and transparency of 

government. 

 

 

1 The OAIC’s privacy regulatory priorities are: online platforms and social media and high privacy impact technologies, the 

security of personal information, particularly in the finance and health sectors, assurance and co-regulation of the 

Consumer Data Right, new personal information handling practices arising out of the COVID-19 pandemic.  

OAIC OAICgov

Our am ition

The OAIC has outlined our strategic 
priorities for            which we will 
pursue in line with our guiding principles 

Through this wor   we will deliver on our 
purpose and achieve our long term vision 
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What the community is concerned about 

We see  to increase Australians’ trust and confidence in the handling of personal information and 

access to government held information as principles that are fundamental to our human rights, 

democratic principles and underpin a trusted, innovative digital economy. The importance of these 
rights to Australians is reflected in the 3 yearly survey into Community Attitudes to Privacy, which 
informed our key regulatory priorities. In particular, the survey found that 70% of Australians say that 
privacy is a major concern and 87% want more control and choice over the collection of their 

personal information. Australians are increasingly questioning the purpose of data collection 

practices and privacy is the leading consideration when choosing an app or program to download, 
ahead of quality, convenience or price.  

According to our 2020 community attitudes to privacy survey, trust in organisations and agencies with 

respect to their personal information handling practices is down 13% and 14% respectively since 
2007. Community expectations regarding the transparency and accountability of Australian 
Government agencies are also reflected in a significant and increasing number of applications for 
review of FOI decisions.  

 

In relation to the handling of personal information  Australian’s are most concerned a out data 
breaches, identity theft and fraud. The Notifiable Data Breaches (NDB) Scheme provides 
unprecedented visibility into how Australian entities are meeting the challenges associated with 

protecting personal information  Over the four years of the scheme’s operation  the causes of data 
breaches have remained consistent, with approximately 34% attributable to human error, 61% to 
malicious or criminal attacks (including cyber) and 4% to systems faults. The sectors experiencing the 
greatest number of reportable breaches has also been broadly consistent, being health service 

providers followed by the finance sector. The OAIC produces bi-annual statistical reports about the 

NDB scheme, to ensure the causes of breaches are understood. We also work closely with other 

OAIC OAICgov

Trust in personal information handling

 ince       there has  een a 

general downward trend in 

trust in the personal 

information handling of 

most organisation types:

 trust in federal 

government departments 

is down    

 trust in companies in 

general is down     

 roportion of Australians considering each organisation trustworthy from      to     
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agencies in relation to nascent or proposed domestic reporting regimes, including the notification of 

cyber incidents under the Security Legislation Amendment (Critical Infrastructure Protection) Act 2022, 
the Data Availability and Transparency Act 2022, and the Ransomware Action Plan.  

 

Privacy law reform 

Our research shows Australians want government to do more to protect them from harmful privacy 

practices, want more control and choice over the use of their personal information and increased 
rights, such as being able to ask businesses to delete their information, to seek compensation in the 

courts for a breach of privacy, to know when their personal information is used in automated 

decision-making, and to object to certain data practices while still being able to access and use the 

service.  

We have drawn on our regulatory experience to make recommendations to the review of the Privacy 

Act2 that see  to ensure Australia’s privacy regime continues to operate effectively and promotes 

innovation and growth. Key recommendations include: 

• Organisational accountability: enhancing organisational accountability to ensure regulated 

entities are confident to innovate and use data within the boundaries of the law, informed by 

community expectations 

• A contemporary approach to regulation: establishing a regulatory framework that supports 

proactive and targeted regulation, strategic enforcement, efficient and more direct redress 

for individuals and appropriate deterrents for non-compliance 

• Enabling privacy self-management: empowering consumers to exercise choice and control 

over their personal information through new rights and enhanced transparency 

• Global interoperability: minimising friction to ensure consistency of protection across the 

economy and the protection of personal information wherever it flows. 

 

2 Privacy Act Review – Discussion Paper (oaic.gov.au) 
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We consider the review provides an opportunity to enhance effective regulation, and provide a fair 

and flexible privacy framework, capable of meeting the challenges of rapidly evolving, global digital 
markets – one that, consistent with community expectations, protects privacy rights, ensures entities 

are accountable for the personal information they hold, and builds public trust to support a 
successful economy. 

 
 

 
 

 
 

   

How we acquit our functions: international and domestic 

cooperation using the full range of regulatory tools 

Strategically and operationally, the OAIC cooperates with other domestic and international regulators 

and Commonwealth, State and Territory agencies. Globally interoperable data protection laws and 
enforcement are increasingly important protections for all consumers online, while reducing 

unnecessary burdens on business. We collaborate to ensure that the Australian digital economy and 
innovation is supported through a strong foundation in privacy and data protection, while bracing 

Australia’s data protection standing in relation to international trade agreements   

Key features of the OAIC’s international strategy3 include: 

Global Privacy Assembly  

• I hold leadership positions in the global forum of data protection and privacy regulators – the 

Global Privacy Assembly (GPA) as a member of the GPA Executive Committee and the 

inaugural chair of the Strategic Direction Sub-Committee.  

• The OAIC also co-chairs the G A’s Digital Citizen and Consumer Wor ing Group  which is 

focussed on promoting regulatory cooperation between the privacy and consumer protection 

and competition regulatory spheres.  

• The OAIC also provides leadership through the development and sponsorship of resolutions 

adopted by the GPA. Most recently the OAIC authored resolutions on Facial Recognition 

Technology, Notifiable Data Breach best practice, and cross-regulatory cooperation with 

other regulators. These resolutions allow the OAIC to influence global debates to strengthen 

protections for Australians’ personal information so that they may confidently participate in 

today’s digital world  

• The OAIC also participates in a number of GPA working groups, which facilitate collaboration 

with other GPA members on key policy areas and enforcement.  

 

 

3 OAIC international strategy 2020–2021 - Home 
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Asia Pacific Privacy Authorities Forum  

• The OAIC was a founding member of the Asia Pacific Privacy Authorities Forum (APPA), which 

is the regional network of privacy regulators in the Asia Pacific.  

International Conference of Information Commissioners  

• The OAIC participates in the International Conference of Information Commissioners (ICIC) 
which connects Information Commissioners, Ombudspersons and other bodies charged with 
overseeing the implementation of access to public information legislation, to foster the 
protection and promotion of access to public information.  

• The OAIC authored the first resolution of the Conference, on proactive publication of 
information relating to the COVID-19 pandemic.  

Bilateral relationships 

• Personal information data flows do not conform to geographical boundaries, and the OAIC 

has enhanced its global influence through MOUs with Singapore, the UK Information 

Commissioner’s Office (ICO) and the Irish Data  rotection Commission. The OAIC is also a 

member of international cross border enforcement arrangements, such as the GPA Global 

Cross Border Enforcement Cooperation Arrangement, and the APEC Cross Border Privacy 

Enforcement Arrangement. These arrangements have supported joint regulatory initiatives 

including between the OAIC, Canada and the US Federal Trade Commission. 

• The OAIC has recently finalised a joint investigation with the UK ICO into the information 

handling practices of Clearview AI Inc. This investigation was conducted under our MOU with 

the UK ICO and GPA Global Cross Border Enforcement Cooperation Arrangement. 

• The OAIC also seeks to build the capacity of FOI regimes in the Asia Pacific through 

engagements with countries such as Samoa and the Philippines.   

Key features of the OAIC’s domestic collaboration include: 

Domestically, the OAIC is a co-regulator of the Consumer Data Right (CDR) with the ACCC, and, 

working with ACCC, Treasury and the Data Standards Board, has supported its expansion and 

integrity through policy, advice, educative, compliance, monitoring and enforcement statutory roles.  

We have strengthened our domestic collaboration and influence as founding members of the Digital 
Platforms Regulators Forum (DP-Reg), through which the OAIC, ACCC, ACMA and eSafety work 

together for the effective regulation of digital platforms4. We have close engagement with the Office of 

the National Data Commissioner through my role on the National Data Advisory Council as well as in 
relation to intersections between our offices resulting from the passage of the Data Availability and 
Transparency Act 2022.  We have also been instrumental in the establishment of a Cyber Regulators 
Group, which facilitates cooperation of domestic regulators with a role in cyber resilience and 

enforcement.  

 

4 Addressing online harms central to Digital Platform Regulators Forum - Home (oaic.gov.au) 
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The OAIC also engages with domestic privacy and information access regulators, to influence the 

development of policies, practices and regulatory activities to support consistent national privacy 
and information access rights for all Australians.  

Regulatory posture: 

The complexity of personal information flows in the digital economy and the significant information 

asymmetry between digital platforms and individuals necessitates less reliance on the traditional 
individual complaint-based mechanisms for addressing privacy risks and harms, requiring increased 

proactive investigation and enforcement activity. The OAIC has increased its capability for a stronger 
enforcement posture over the past three years through recruitment, training, restructure and 
operational support. This has resulted in increased regulation of the digital ecosystem, demonstrated 

through outcomes such as the commencement of civil penalty proceedings in the Federal Court 

against Facebook Inc and Facebook Ireland5 (for the first time in the OAIC’s history)  and  inding 
determinations regarding global companies use of facial recognition technologies such as Clearview 

AI6 and 7-Eleven7. The changed enforcement posture and focus on global, digital and significant 

privacy risks and harms is more expensive than the traditional complaint-handling dispute resolution 
approach of the office. At the same time, there is consistently high engagement from the community 
in the OAIC’s statutory privacy complaint handling functions   

Budget and staffing 

There is an opportunity for government to consider the future capability and capacity required to 

position the federal privacy and information access regulator to meet community expectations within 
the domestic and international digital economy and the existing and foreshadowed Commonwealth 
integrity framework. 

The OAIC’s funding for privacy functions was increased from 2019-20 with additional funding 
provided for specific privacy regulatory programs through short-term, terminating 

measures. Significant funding pressure is expected with the cessation of terminating funding in 2022-

23 and 2023-    reducing the OAIC’s budget in 2024-25 by 43% as compared to 2022-23. 

With the exception of approximately $1M funding provided in the 2020-21 Budget for the FOI 
Commissioner and   staff  the OAIC’s FOI funding has remained relatively static since 2017-18. During 

the same period the OAIC experienced significant yearly increases to the volume of FOI work. Prior to 
the proposed disbandment of the OAIC in 2014-15, the FOI funding was $4.7M and we received 373 IC 

review applications. In 2021-22 the OAIC has $3.5M in FOI funding and expects to receive in excess of 
1800 IC review applications. 

Statistics - FOI 

The OAIC’s most critical  udget pressure relates to its FOI functions  The office continues to receive 

year-on-year increases in the number of Information Commissioner (IC) reviews requested. Over the 

 

5 Commissioner launches Federal Court action against Facebook - Home (oaic.gov.au) 

6 Commissioner initiated investigation into Clearview AI, Inc. (Privacy) [2021] AICmr 54 (14 October 2021) (austlii.edu.au) 

7 Commissioner initiated investigation into 7-Eleven Stores Pty Ltd (Privacy) (Corrigendum dated 12 October 2021) [2021] 

AICmr 50 (29 September 2021) (austlii.edu.au) 
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same period, and without additional resources, we increased IC review finalisations. As at 1 May 2022, 

we have finalised 1187 IC reviews in 2021-22. While the majority (70%) of these matters are finalised 
within 120 days, the number of IC reviews on hand over 12 months old continues to increase (from 81, 

or 14% in 2017-18 to 667, or 52% in 2020-21). Older matters are those that cannot be resolved through 
early resolution processes, and generally progress to a decision under s 55K of the FOI Act.   

 

*The 2021-22 figures were from 1 June 2021 to 24 May 2022. 

The number of FOI complaints has also increased. In 2016-17 the OAIC received 36 FOI complaints and 
finalised 18. In 2020-21 we received 151 FOI complaints and finalised 174. As at 1 May 2022, we have 

received 172 complaints this financial year.  

Since the proposed disbandment of the OAIC in 2014-15, while operating the function on a 

significantly reduced budget, the IC review caseload has increased by a factor of 5 and the FOI 
complaint caseload by a factor of more than 6.6. 

The OAIC has implemented, and will continue to implement, efficiencies to further improve 
productivity and address the volume of incoming work, within the resources available to us. However, 

efficiencies cannot keep pace with the continuing rise in the volume and complexity of the work, nor 

can efficiency measures effectively manage the entrenched and complex matters that are not 
resolved through early resolution processes.   

The OAIC continues to prioritise the prevention of harm to Australians and support of the privacy and 

information access rights that underpin a vibrant democracy and economy. We have pivoted to a 

stronger enforcement posture in response to the increased ris  to Australians’ data resulting from our 
engagement in the global digital economy, and leveraged our international standing to protect 
Australians’ data wherever it flows  Our a ility to continue to have domestic and international impact 
in relation to policy, education, compliance and to take enforcement action through the courts which 

can take a number of years, is, however, impacted by our current baseline funding position.  
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