DOCUMENT 1

Notifiable Data Breach Form
About this form
Notifiable Data Breach statement
This form is used to inform the Australian Information Commissioner of an
‘eligible data breach’ where required by the Privacy Act 1988.
Part one is the 'statement' about a data breach required by section 26WK of the Privacy Act. If you are required to
notify individuals of the breach, in your notification to those individuals you must provide them with the information
you have entered into part one of the form.
The OAIC encourages entities to voluntarily provide additional information about the eligible data breach in part two of
this form. Part two of the form is optional, but the OAIC may need to contact you to seek further information if you do
not complete this part of the form.
Before completing this form, we recommend that you read our resource What to include in an eligible data breach
statement.
If you are unsure whether your entity has experienced an eligible data breach, you may wish to review the Identifying
eligible data breaches resource.
The OAIC will send an acknowledgement of your statement about an eligible data breach on receipt with a reference
number.
You can save this form at any point and return to complete it within 3 days. To save your form, click on the Save For
Later button on the top right-hand corner of this form. If you do not submit your saved form within 3 days, your saved
information will be permanently erased.
Refreshing your browser will clear any information that you have not saved. If you need to refresh your browser while
completing this form and wish to keep your changes, please save the form first.

Your personal information
We will handle personal information collected in this form (usually only your name and contact details) in accordance
with the Australian Privacy Principles.
We collect this information to consider and respond to your breach notification. We may use it to contact you.
More information about how the OAIC handles personal information is available in our privacy policy.

Part one - Statement about an eligible data breach
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About part one
The information that you provide to the OAIC in part one of this form must also be included in your notification to
individuals (if notification is required).

Organisation/agency details
You must complete this section
Organisation/agency name *
Department of Health
Phone *
(02) 6289 1555

Email *
privacy@health.gov.au

Address Line 1 *
MDP 62
Address Line 2
GPO Box 9848
Suburb *
CANBERRA

State *

Postcode *

ACT

2601

Other contact details
Please mark correspondence to the attention of the ‘Privacy Officer’

Description of the eligible data breach
You must complete this section
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A description of the eligible data breach: *
On 28 May 2015 the Department of Health (the Department) conducted a public consultation regarding proposed
legislative changes to the Healthcare Identifiers Act 2010 and the Personally Controlled Electronic Health Records
Act 2012. Submissions were invited from interested parties and closed at 5 pm Wednesday 24 June 2015.
Any person could make a submission, including by uploading a submission as an electronic file through a portal
administered by the Department.
Persons making submissions were asked to provide consent to publish their submission, or alternatively to publish
their submission with their name removed. It was the practice of the Department to de-identify the published
submissions, including cleansing metadata.
The submissions were published on the following websites:
• ehealth.gov.au, between 31 August 2015 and 4 March 2016; and
• myhealthrecord.gov.au, between 4 March 2016 and 6 March 2019.
On 5 March 2019 the Australian Digital Health Agency (Agency) became aware that some of the Microsoft Word
submissions contained metadata within the document’s properties. In some documents this metadata contained
personal information about identified individuals.
The Agency investigated the matter and notified the Department of the incident on 6 March 2019.
It is possible that third parties could have accessed personal information about an author of some of these
submissions. This could occur if the author’s personal information was not removed from the document’s metadata
prior to uploading. A third party could have opened the submission from one of the websites listed above, and could
view the metadata via the document properties.
On 6 March 2019 the Agency removed all personal information that was previously contained within the metadata
fields from the submissions published on the My Health Record website.

Information involved in the data breach
You must complete this section
Kind or kinds of personal information involved in the data breach: *
Opinions relating to the My Health Records system
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In addition, please select any categories that apply:

Financial details
Tax File Number (TFN)
Identity information

(e.g. Centrelink Reference Number, passport number, driver license
number)
Contact information

(e.g. home address, phone number, email address)
Health information
Other sensitive information

(e.g. sexual orientation, political or religious views)

Recommended steps
You must complete this section
Steps your organisation/agency recommends that individuals take to reduce the risk that they experience serious
harm as a result of this data breach: *
The Agency removed all personal information from the affected submissions. Steps have been taken to remove or
restrict versions of the submissions from archival websites. As such, individuals are not required to take any further
steps to mitigate the risk of this data breach.

Other entities affected
This section is optional
If the data breach described above was also a data breach of another organisation/agency, you may provide their
identity and contact details to further assist individuals.
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Was another organisation/agency affected?
Yes

No

Please provide contact details for the organisation/agency:
Organisation/agency name
Australian Digital Health Agency
Phone
(02) 8298 2600

Email
help@digitalhealth.gov.au

Address Line 1
Level 25, 175 Liverpool Street
Address Line 2

Suburb
SYDNEY

State
NSW

Postcode
2000

Other contact details

Part two - Additional information
About part two
The OAIC encourages entities to provide additional information to assist us in understanding the eligible data breach.
Part two of the form is optional, but the OAIC may need to contact you to seek further information if you do not
complete this part of the form. The OAIC recommends you complete as many questions as possible, but you may
leave a field blank if the answer is not known.
The information that you provide on part two of the form does not need to be included in your notification to
individuals, and you may request that it be held in confidence by the OAIC.

Your contact details
Title
Mr
First Name
s 22 - Out of scope

Last Name
s 22 - Out of scope
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Phone

Email

s 47E(d) - Certain operations of agencies

s 22 - Out of scope @health.gov.au

Breach details
Date the breach occurred
You may provide your best estimate if the exact date is not known:
31 Aug 2015

Date the breach was discovered
You may provide your best estimate if the exact date is not known:
05 Mar 2019

Primary cause of the data breach
Malicious or criminal attack
System fault
Human error

Description of how the data breach occurred
Individuals provided submissions to the Department as part of a public consultation into proposed legislative
changes.
The Department’s normal business practice was to remove personal information from a submission, and cleanse
personal information from the metadata within the document prior to publishing the document on a website.
In this instance, due to human error, 21 of the submissions contained personal information within the document’s
metadata fields that had not been effectively removed by the Department prior to uploading to a public Australian
Government website.
Following the establishment of the Agency on 1 July 2016, responsibility for administration of the website hosting
the submissions was transferred from the Department to the Agency.
On 5 March 2019 a member of the public advised the Agency that there was a possible data breach due to personal
information being disclosed within the metadata fields of one submission.

Number of individuals whose personal information is involved in the data breach
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1
2 – 10
11 - 100
101 - 1,000
1,001 - 10,000
10,001 - 100,000
100,001 - 1,000,000
1,000,001 - 10,000,000
10,000,001 or more

Exact number of individuals whose personal information is involved in the data breach
Please provide your best estimate:
21

Description of any action, including remedial action, you have taken, or you are intending to take, to assist
individuals whose personal information was involved in the data breach.
The metadata information has been removed from the submissions on the website, and steps have been taken to
remove or restrict the content from archived websites.

Description of any action you have taken, or you are intending to take, to prevent reoccurrence.
The Agency has informed the Department that it has reviewed its procedures to ensure that personal information
within metadata is removed when information is uploaded to its websites, including when website content is
transferred to it by a third party.
The Department undertakes numerous public consultations on matters within its portfolio responsibilities. As such,
the Department will review its process for publishing material provided by third parties, including submissions by
members of the public, to ensure an assessment of the privacy implications of the publication is undertaken.
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How do you intend to notify individuals who are likely to be at risk of serious harm as a result of the data
breach? When will this occur? If you do not intend to notify individuals because of an exception under s
26WN or s 26WP, please provide your reasons for relying on the relevant exception.
The Department’s assessment concluded that of the 21 submissions that contained personal information within the
document’s metadata fields, only two may likely result in serious harm to the individuals to whom the information
relates.
The Department has email addresses for the two individuals.
However, the email addresses are over three years old and there is a risk the information is out of date. Therefore,
the Department proposes to use that email address to contact the individuals and request they call a nominated
officer in the Department, who will then inform them of the details of the breach.

List any other data protection authorities, law enforcement bodies or regulatory bodies that you have
reported this data breach to.
Not applicable

You may wish to separately report an incident to the Australian Cyber Security Centre if it raises cyber security
concerns.

Additional information
Is there any other information you wish to provide at this stage, or any matters that you wish to draw to the OAIC’s
attention?
You can provide additional information below, or attach supporting documents when you submit this form.
If you wish to provide further information or documents after you submit the form, you may email them to
enquiries@oaic.gov.au.
The breach was identified by the Agency on 5 March 2019 as a result of a member of the public contacting the
Agency via its website. On 6 March 2019 the Agency notified the Department and undertook a preliminary review of
the matter, in consultation with the Department.
On 27 March 2019 the Agency provided its preliminary review to the Department.
The Department considered the Agency’s preliminary review and it was determined that the Department is best
placed to carry out the data breach assessment in collaboration with the Agency. The Department’s assessment
was completed on 7 May 2019.
Due to the involvement of two agencies requiring ongoing consultations, and the complexities around the facts of
the data breach, the assessment was unable to be finalised within 30 days.
The assessment also needed to consider the issue regarding two agencies ‘holding’ the information and which
agency should be responsible for notification under the Notifiable Data Breach Scheme. The assessment found that
the Department should be responsible for notification as it had the most direct relationship with the individuals
affected.
The Department’s data breach assessment found that of the 21 submissions that were published with personal
information in the metadata, only 2 give rise to circumstances in which a reasonable person would conclude that the
disclosure would be likely to result in serious harm to any of the individuals to whom the information relates.
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Attachments

I request that the information provided in part two of this form is held by the OAIC in confidence.
The OAIC will respect the confidence of commercially or operationally sensitive information provided voluntarily in
support of a data breach notification, and will only disclose this information after consulting with you, and with your
agreement or where required by law.

Review and submit
Submitting your form
Please review the information that you have provided about the data breach. If you would like to change anything, you
can return to the relevant section by using the
Go Back button.
Once you are ready to submit your form, click the Submit button below.
Once you submit your form, you will be taken to a confirmation page. This page will provide a receipt number for your
submission, and you will be able to download a copy of your completed form or have a copy sent to an email address
of your choice.
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Notifiable Data Breach Form
About this form
Notifiable Data Breach statement
This form is used to inform the Australian Information Commissioner of an
‘eligible data breach’ where required by the Privacy Act 1988.
Part one is the 'statement' about a data breach required by section 26WK of the Privacy Act. If you are required to
notify individuals of the breach, in your notification to those individuals you must provide them with the information
you have entered into part one of the form.
The OAIC encourages entities to voluntarily provide additional information about the eligible data breach in part two of
this form. Part two of the form is optional, but the OAIC may need to contact you to seek further information if you do
not complete this part of the form.
Before completing this form, we recommend that you read our resource What to include in an eligible data breach
statement.
If you are unsure whether your entity has experienced an eligible data breach, you may wish to review the Identifying
eligible data breaches resource.
The OAIC will send an acknowledgement of your statement about an eligible data breach on receipt with a reference
number.
You can save this form at any point and return to complete it within 3 days. To save your form, click on the Save For
Later button on the top right-hand corner of this form. If you do not submit your saved form within 3 days, your saved
information will be permanently erased.
Refreshing your browser will clear any information that you have not saved. If you need to refresh your browser while
completing this form and wish to keep your changes, please save the form first.

Your personal information
We will handle personal information collected in this form (usually only your name and contact details) in accordance
with the Australian Privacy Principles.
We collect this information to consider and respond to your breach notification. We may use it to contact you.
More information about how the OAIC handles personal information is available in our privacy policy.

Part one - Statement about an eligible data breach
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About part one
The information that you provide to the OAIC in part one of this form must also be included in your notification to
individuals (if notification is required).

Organisation/agency details
You must complete this section
Organisation/agency name *
Australian Federal Police
Phone *
02 6131 6131

Email *
privacy@afp.gov.au

Address Line 1 *
GPO Box 401
Address Line 2

Suburb *
Canberra City

State *

Postcode *

ACT

2601

Other contact details
s 22 - Out of scope - AFP Privacy Contact Officer

Phone: s 47E(d) - Certain operations of agencies
Email: privacy@afp.gov.au

Description of the eligible data breach
You must complete this section
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A description of the eligible data breach: *

47E(d) operations of agencies

Information involved in the data breach
You must complete this section
Kind or kinds of personal information involved in the data breach: *

47E(d) operations of agencies
In addition, please select any categories that apply:

47E(d) operations of agencies

Recommended steps
You must complete this section
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Steps your organisation/agency recommends that individuals take to reduce the risk that they experience serious
harm as a result of this data breach: *

47E(d) operations of agencies
Other entities affected
This section is optional
If the data breach described above was also a data breach of another organisation/agency, you may provide their
identity and contact details to further assist individuals.
Was another organisation/agency affected?
Yes

No

Part two - Additional information

s 47E(d) - Certain operations of agencies

s 22 - Out of scope

s 22 - Out of scope

s 47E(d) - Certain operations of agencies

s 22 - Out of scope
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s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies
s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies

DOCUMENT 3

Commissioner brief: Coronavirus – Emergency declaration
Key messages
•

The Privacy Act is not a barrier to necessary information sharing in a declared
emergency or disaster.

•

Part VIA of the Privacy Act contains special provisions for the collection, use and
disclosure of personal information in an emergency or disaster that affects Australians
in Australia or overseas.

•

These provisions take effect if the Prime Minister or Minister responsible for the
Privacy Act (the Attorney-General) declares an emergency under Part VIA of the
Privacy Act.
o A declaration will assist agencies and organisations in applying the Privacy Act
less restrictively and with greater confidence in regard to the personal
information of deceased, injured and missing individuals involved in an
emergency or disaster providing the purpose relates to the Commonwealth’s
response to the declared emergency/disaster (s 80H)
o although the relevant Explanatory Memorandum frames the discussion around
‘deceased, injured and missing individuals’ it is arguably broad enough to
accommodate outbreak of a serious infectious disease with pandemic potential
[see in particular ss 80J–K and s 80P(1)].

•

Entities will not be in breach of the Australian Privacy Principles (APPs) if they have
complied with Part VIA.

•

Coronavirus has not been declared an emergency under Part VIA of the Privacy Act.

Possible questions
How long is an emergency declaration in effect?
•

The emergency declaration takes effect from when it is signed (s 80M) and applies for
a maximum period of 12 months but may end earlier at a time specified in the
declaration or if the declaration is revoked (s 80N).

Is an emergency declaration required for disclosure of personal information in an
emergency or disaster?
•

Entities may be able to use or disclose personal information in accordance with APP 6
where an emergency or disaster exists, but a declaration has not been made under
Part VIA.

•

Under APP 6, an APP entity may use or disclose personal information for a purpose for
which it was collected or for a secondary purpose where an exception applies—
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including where an individual has consented to the secondary use/disclosure. Other
relevant exceptions in APP 6 include where:
o a permitted general situation exists (APP 6.2(c)). This includes where there is a
serious threat to an individual’s life, health or safety, or to public health and
safety (s 16A).
•

In the case of an organisation, a permitted health situation exists—this includes, for
example, disclosure of health information to a responsible person for the individual (s
16B).

Current and previous emergency declarations
There have been three emergency declarations made under Part VIA of the Privacy Act.
Most recently, the Privacy (Australian Bushfires Disaster) Emergency Declaration (No. 1)
2020 was in effect for one year, expiring on 20 January 2021.
• Previously, emergencies have been declared for the Queensland and NSW floods in
2011 and the Victorian bushfires in 2009.
• Emergency declarations are listed on the Attorney-General’s Department website.
•

Personal Information Handling Plan
•

The OAIC encourages entities that may be involved in disaster/emergency
management or support services to prepare a Personal Information Handling Plan in
advance which addresses how the entity will handle and protect personal information
and other privacy issues. The OAIC website contains guidance on Personal Information
Handling Plans (Emergencies and disasters: Appendix A).

Document history
Updated by
s 22 - Out of scope

Reason

Approved by

Date

February 2022
Senate Estimates

s 22 - Out of scope

18/01/22
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Memorandum
To

s 22 - Out of scope

From

s 22 - Out of scope

Copies

s 22 - Out of scope

File ref

[File ref]

Date

03/08/2021

Subject

s 47E(d) - Certain operations of agencies

and s 22 - Out of scope

COVID-19 vaccine information and the
Apple/Google Wallet

COVID-19 vaccine passport development in Australia
Covid vaccination certificates are now available for storing on your phone and can be accessed
via the myGov site and app, or via the Medicare Express app. You need to have had both doses
of the jab for your COVID-19 digital certificate to be available to you as a digital record. And it
isn’t tethered to blockchain, The Australian reported. There is a warning on the Apple app: “If
you choose to proceed, you acknowledge that Services Australia will not be accountable under
the Privacy Act 1988 in relation to Apple or another third party’s handling of your
information.”
The federal government today takes the first tentative step towards introducing a Covid-19
vaccination passport in a move that many industry groups have welcomed to re-open society
for business. Services Australia, in a deal with Apple and Google, will now allow digital
certificates to readily show Covid vaccination records on both iPhone and Android devices.
News Corp newspapers.

Google Pay and Apple Wallet
Google Pay
-

Google Pay is a digital wallet platform and online payment system developed by
Google for use on Android devices.
It powers in-app, online and in-person contactless purchases on mobile devices,
enabling users to make payments with Android phones, tablets or watches.
Users are also able to store non-financial digital cards to the Google Pay wallet, such
as Opal cards, loyalty cards, memberships cards.

1
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-

Individuals can also store digital copies of airline tickets or event tickets on Google
Pay.
Google Pay can be safeguarded with an individual’s screen lock, such as their
fingerprint, password or face ID.

Apple Wallet
-

Apple Wallet is a digital wallet platform and online payment system developed by
Apple for use on iOS devices.
It allows users to store digital versions of cards and passes on an individual’s device,
including boarding passes, event tickets, coupons, credit cards, debit cards, loyalty
cards and transit cards such as Opal.
Apple Wallet also allows users who own a compatible car to control their vehicle with
a digital car key that can be added to the Wallet.
Wallet uses location tracking to know when an individual is at a coffee shop or
airport and show them their relevant coffee shop loyalty card or boarding pass. This
can be turned off.
Apple Pay is built into the Wallet, allowing users to make payments. When making a
purchase, Apple Pay uses a unique transaction code so that an individual’s card
number is not shared with a merchant or put on Apple servers.

Google COVID Card
The Google COVID Card is only accessible, even when a device is unlocked, with a password,
fingerprint or face ID to unlock the Card.
The ‘Learn more’ hyperlink on Google’s privacy notice (in the attached pictures) links to the
following page https://support.google.com/pay/answer/10890261?p=pay-withoutapp&visit_id=637635452975551307-3271615351&rd=1.
This is Google’s COVID Card focused privacy notice. I have reviewed this policy and note the
following:

s 47E(d) - Certain operations of agencies
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s 47E(d) - Certain operations of agencies

What do we know so far?

s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies
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s 47E(d) - Certain operations of agencies

s 47E(d) - Certain operations of agencies
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s 47E(d) - Certain operations of agencies

33D Commissioner may direct an agency to give a privacy impact assessment
(1) If:
(a) an agency proposes to engage in an activity or function involving the
handling of personal information about individuals; and
(b) the Commissioner considers that the activity or function might have a
significant impact on the privacy of individuals;
the Commissioner may, in writing, direct the agency to give the Commissioner,
within a specified period, a privacy impact assessment about the activity or
function.
(2) A direction under subsection (1) is not a legislative instrument.
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Heading 1
Body Text, use Normal style. 1

Heading 2
Body Text, use Normal style. 2
• Bullet level 1
− Bullet level 2

Heading 3
Body Text, use Normal style. 3
1. Number list level 1
a. Numbered list level 2
i. Numbered list level 3

Heading 4
Body Text, use Normal style.

Heading 5
Body Text, use Normal style.
Heading 6
Body Text, use Normal style.

Callout text with tables available as Quick Parts:
Callout Textbox with shortened yellow lines is available as a Quick Part, on the Insert menu in
the Ribbon. Select Callout Textbox A

Callout Textbox with shortened yellow lines is available as a Quick Part, on the Insert menu in
the Ribbon. Select Callout Textbox B
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Footnote 2

3

Footnote 3
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