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For Official Use Only
Hi Brett and Paula
As per my previous email, please see the papers for tomorrow’s meeting attached.
We have added Melanie Drayton and Paula Watson to our distribution list for all further emails
relating to the PAC.
Brett, would you also like us to add you to the list?
Many thanks
Daniela
From: NFBMC
Sent: Friday, 1 September 2017 5:00 PM
To: 'Anna Harmer'; 'Andrew Rice '; Anderson, Duncan; Cousins, Piers; s 22
's 22
; 's 22
Andrew; Lyneham, Mathew; Indran, Premini; 'Ss 22
s 22
's 22
Evangeline; Newman-Martin, Andrew
Subject: PAC papers - 6 September [DLM=For-Official-Use-Only]

';

';

; Botham,
; Lam,

For Official Use Only
Good afternoon Programme Advisory Committee (PAC) members
Please find attached the agenda and papers for Wednesday’s PAC meeting.
A summary of the FMS Participation Agreement (Attachment A for Item 6) will follow early next
week.
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National Facial Biometric Matching Capability
Programme Advisory Committee

6 September 2017

Item 4 – National Driver Licence Facial Recognition Solution (NDLFRS)
Purpose
Update PAC members on implementation of the NDLFRS.

Key issues
AGD has engaged an independent consultant to undertake a privacy impact assessment (PIA) on the design,
operating model and governance arrangements for the NDLFRS. The draft PIA is due for circulation to
relevant agencies in mid-September, with the report to be finalised in early October 2017. As part of the PIA
process, AGD convened a consultation session with federal, state and territory privacy commissioners on 3
August and state and territory road agencies on 15 August.
s 47E(d)

s 47E(d)

Recommendations
PAC members to note progress implementing the NDLFRS.
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National Facial Biometric Matching Capability
Programme Advisory Committee

6 September 2017

Item 5 – Intergovernmental Agreement on Identity Matching Services (IGA)
Purpose
Update PAC members on progress in finalising an IGA.

Key issues
AGD has been working with the states and territories to finalise the IGA, ahead of consideration at the
special COAG meeting on counter terrorism on 5 October 2017. A final draft was approved by the Minister
for Justice on 30 August 2017, ahead of entering into the formal COAG process. This is the version we expect
to be provided to the COAG Senior Officials Meeting on 15 September 2017. A summary of the IGA is
provided at Attachment A, with the full agreement at Attachment B.
The clauses around limiting use of the Face Identification Service for the general law enforcement purpose to
offences with penalties of three years or more imprisonment were widely discussed. The states and
territories were unable to come to a consensus about an appropriate penalty threshold, with most police
agencies arguing that it should be reduced. SA and TAS police agencies in particular have raised concerns
about inconsistencies between the penalties for the same offence in different jurisdictions, noting that the
three year threshold does not capture some key offences in SA and TAS that are captured in other
jurisdictions (see Attachment C for further information about these offences). AGD is convening a meeting
with all jurisdictions on 8 September 2017 to reach agreement on this issue. A consolidated commonwealth
view is required prior to this discussion.
As a compromise, the IGA currently:
• retains the three year imprisonment threshold for inter-jurisdictional data sharing (clause 4.21(b)),
• allows discretion for states and territories to adopt a lower offence threshold for access to their on
images (i.e. intra-jurisdictional data sharing) (clause 4.22), and
• includes a review of this arrangement after 12 months of operation (clause 4.25).
Relevant Commonwealth agencies will be given an opportunity to provide input during the review process.
Most of the states and territories have indicated in-principle support for participating in the Capability, and
many are preparing to take the issue (including the draft IGA) to their Cabinets ahead of COAG. AGD will
continue to liaise with individual jurisdictions to address any potential impediments to participation.
Recommendations
PAC members to note that the IGA will be considered at COAG on 5 October 2017
Attachments
Attachment A – Summary of the IGA
Attachment B – IGA
Attachment C– Implications of the three year threshold
FOR OFFICIAL USE ONLY
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Summary of the Intergovernmental Agreement on Identity Matching Services (IGA)
Introductory Parts 1 - 3
These Parts outline the objective and scope of the IGA (Part 1), the guiding principles for sharing and
matching identity information (Part 2) and a glossary of key terms used throughout the IGA (Part 3).
Part 4 - The Identity Matching Services
This Part provides a high level description of the each Identity Matching Service: the Document
Verification Service (DVS), Face Verification Service (FVS), Face Identification Service (FIS), One
Person One Licence Service, Facial Recognition Analysis Utility Service, and Identity Data Sharing
Service.
It limits use of the FIS for law enforcement purposes, to offences with penalties of three years or
more imprisonment, while maintaining discretion for states to adopt a lower ‘offence threshold’ for
accessing to their own images. This arrangement would be reviewed after 12 months.
(N.B. This is designed as a privacy safeguard and is a compromise position as states do not agree on
whether the penalty threshold should be 2 or 3 years.)
Part 5 – Private Sector Access
This Part outlines the arrangements for private sector access to the DVS and, in future, the FVS. The
latter would be subject to a separate ministerial decision by each jurisdiction.
Part 6 – Supporting Systems
This Part describes the technical systems that support the Identity Matching Services: the DVS Hub,
the interoperability Hub which supports the Face Matching Services; and the National Driver Licence
Facial Recognition Solution (NDLFRS) which facilitates access to driver licences (and potentially other
state based images) through the Face Matching Services.
It specifies that the Commonwealth will operate and manage the NDLFRS; outlines the technical
design of the system (which does not provide the Commonwealth with access to the data within,
except where agreed by the states through the Face Matching Services); and clarifies that personal
information held within the system will be subject to Commonwealth privacy and freedom of
information laws.
Part 7 – Supporting Agreements
This Part outlines the agreements between agencies that will support the Identity Matching Services.
This includes a ‘Face Matching Services Participation Agreement’ which is a common framework
setting out the roles, rights and obligations (including privacy safeguards) of Data Holding Agencies,
Requesting Agencies and the Commonwealth as the operator of the interoperability Hub and
NDLFRS.
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Part 8 - Legislative Framework
This Part commits all parties to introduce or maintain legislation to support data sharing via the
Identity Matching Services.
In particular, it commits the Commonwealth to ensure that it has the necessary legislative authority
to host and operate the NDLFRS. This would be achieved via the proposed Crimes Amendment
(Identity Security) Bill.
Part 9 – Privacy and protection of personal information
This Part outlines various privacy and security safeguards to ensure the proper collection, use and
disclosure of identity information through the Identity Matching Services. These include
requirements around the production of privacy impact assessments and annual audits.
It outlines arrangements to modify, suspend or terminate an entities access to the Identity Matching
Services, where there are concerns about an entity’s compliance with privacy and security
safeguards.
It also provides that any Face Matching Services involving one-to-many matching will not commence
until all parties have confirmed they are satisfied with the protections for legally assumed identities.
Part 10 – Financial arrangements
This Part commits the states to collectively contribute around $1.1m of the $2.3m annual operating
costs for the NDLFRS. (Schedules to the IGA will outline specific contributions from each state).
It specifies that this will enable the system to accommodate the current driver licence images of all
jurisdictions. The cost of including historical driver licence or other types of images would need to be
met by jurisdictions requesting their inclusion (unless otherwise agreed). Funding arrangements
would be reviewed after around two years, with a view to moving to ‘user pays’ transaction fees.
Part 11 – Governance
This Part outlines governance arrangements, which now vest ministerial responsibility with the new
Ministerial Council for Police and Emergency Management (a recent change following the COAG
decision to split the responsibilities of the Law, Crime and Community Safety Council across two
separate councils). A National Identity Security Coordination Group (NISCG) of officials will be
accountable to the ministerial council for the efficient and effective management of the Identity
Matching Services. (The NISCG already performs this function for the DVS.)
Part 12 (General) and Part 13 (Review)
Part 12 contains general provisions around commencement, enforceability, variation, withdrawal
and termination of the IGA. Part 13 outlines the specific aspects of the IGA that will be reviewed in
the coming years. It also provides for a broader review of the Identity Matching Services three years
from the commencement of the IGA.
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Good afternoon PAC members
Further to our email last week, please find attached a summary of the FMS Participation
Agreement (Attachment A for Item 6) and updated minutes from the last PAC meeting on 12
April 2017.
Kind regards
Daniela
From: NFBMC
Sent: Friday, 1 September 2017 5:00 PM
To: 'Anna Harmer'; 'Andrew Rice '; Anderson, Duncan; Cousins, Piers; s 22
's 22
'; s 22
Andrew; Lyneham, Mathew; Indran, Premini; s 22
Evangeline; Newman-Martin, Andrew
Subject: PAC papers - 6 September [DLM=For-Official-Use-Only]

';
'; Botham,
'; Lam,

For Official Use Only
Good afternoon Programme Advisory Committee (PAC) members
Please find attached the agenda and papers for Wednesday’s PAC meeting.
A summary of the FMS Participation Agreement (Attachment A for Item 6) will follow early next
week.
Kind regards
Daniela
Daniela Risoli
Policy Officer
Identity Security and Biometric Policy Section
Identity and Protective Security Branch
Attorney-General’s Department
s
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If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.
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From:
To:
Cc:
Subject:
Date:

Brett Watson

s 22

Angelene Falk; Melanie Drayton; Paula Cheng; "s 22
RE: Invitation to participate in NFBMC PAC [SEC=UNCLASSIFIED]
Tuesday, 5 September 2017 9:11:00 AM

Dear Anna,
I write on behalf of Angelene, in response to your email below.
Thank you for the invitation to participate in the Programme Advisory Committee as an observer.
We accept the invitation, and Melanie Drayton, Assistant Commissioner Regulation and Strategy,
will be the OAIC’s representative.
Unfortunately Melanie is unavailable to attend the PAC meeting this week. Paula Cheng,
Director, will be available to sit in on the meeting in Melanie’s place. I will liaise with Daniela
separately to arrange conference call details.
Kind regards,
Brett
Brett Watson | Assistant Director | Regulation and Strategy
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 | www.oaic.gov.au
Phone: s 22

From: "Harmer, Anna" s 22
>
Date: 30 August 2017 at 7:08:00 pm AEST
To: "Angelene Falk (s 22
Cc: "Risoli, Daniela" s 22
>
Subject: Invitation to participate in NFBMC PAC [SEC=UNCLASSIFIED]

UNCLASSIFIED
Hi Angelene,
You may recall we previously mentioned to Timothy an opportunity to be involved
in the Programme Advisory Committee for the National Facial Biometric Matching
Capability.
I enclose a formal invitation to participate, and would welcome either your or a
nominee’s participation in the Committee’s next meeting, scheduled for next
week. We’ll facilitate a dial-in to permit participation from Sydney (although of
course you or your team wish to travel you’d be very welcome in person) and an
agenda is attached to give you a sense of the issues.
Happy to discuss if that would be helpful.
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Regards,
Anna
Anna Harmer |   First Assistant Secretary |  Intelligence and Identity Security Division |

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.
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From:
To:
Cc:
Subject:
Date:

Harmer, Anna
Brett Watson
Angelene Falk; Melanie Drayton; Paula Cheng; Risoli, Daniela
RE: Invitation to participate in NFBMC PAC [SEC=UNCLASSIFIED]
Tuesday, 5 September 2017 10:19:39 AM

UNCLASSIFIED
Hi Brett,
Thanks for getting in touch – I look forward to welcoming Melanie to the PAC, and to engaging
with Paula again at this week’s meeting.
Regards,
Anna
Anna Harmer |   First Assistant Secretary |  Intelligence and Identity Security Division |

s 22

From: Brett Watson [mailto:s 22
Sent: Tuesday, 5 September 2017 9:11 AM
To: Harmer, Anna
Cc: Angelene Falk; Melanie Drayton; Paula Cheng; Risoli, Daniela
Subject: RE: Invitation to participate in NFBMC PAC [SEC=UNCLASSIFIED]

Dear Anna,
I write on behalf of Angelene, in response to your email below.
Thank you for the invitation to participate in the Programme Advisory Committee as an observer.
We accept the invitation, and Melanie Drayton, Assistant Commissioner Regulation and Strategy,
will be the OAIC’s representative.
Unfortunately Melanie is unavailable to attend the PAC meeting this week. Paula Cheng,
Director, will be available to sit in on the meeting in Melanie’s place. I will liaise with Daniela
separately to arrange conference call details.
Kind regards,
Brett
Brett Watson | Assistant Director | Regulation and Strategy
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 | www.oaic.gov.au
s 22

From: "Harmer, Anna" <s 22
Date: 30 August 2017 at 7:08:00 pm AEST
To: "Angelene Falk s 22

>
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Cc: "Risoli, Daniela" <s 22
>
Subject: Invitation to participate in NFBMC PAC [SEC=UNCLASSIFIED]

UNCLASSIFIED
Hi Angelene,
You may recall we previously mentioned to Timothy an opportunity to be involved
in the Programme Advisory Committee for the National Facial Biometric Matching
Capability.
I enclose a formal invitation to participate, and would welcome either your or a
nominee’s participation in the Committee’s next meeting, scheduled for next
week. We’ll facilitate a dial-in to permit participation from Sydney (although of
course you or your team wish to travel you’d be very welcome in person) and an
agenda is attached to give you a sense of the issues.
Happy to discuss if that would be helpful.
Regards,
Anna
Anna Harmer |   First Assistant Secretary |  Intelligence and Identity Security Division |

s 22

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver
of any confidentiality, privilege or copyright in respect
of information in the e-mail or attachments.
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From:
To:
Cc:
Subject:
Date:
Attachments:

Paula Cheng
Indran Premini
Brett Watson; Anderson, Duncan; Hunter, Glenis
RE: Memorandum of Understanding between the OAIC and AGD - Privacy Assessment of the Hub and NDLFRS [SEC=UNCLASSIFIED]
Friday, 15 September 2017 11:32:46 AM
image001.jpg
image002.png
OAIC September 2017 update - Memorandum of ~ Privacy Assessment of the Hub and NDLFRS.docx

Hello Premini,
Thank you for sending us the updated draft MOU. Our chief legal officer has now also reviewed the document. I
have attached an updated draft incorporating their feedback.
We are comfortable with the amendments AGD has proposed in the document in tracked changes. There are some
comments in the margin on a small number matters where we suggest clarification on the wording of the MOU.
I would be grateful if you could consider those comments. If you are satisfied with the updates, I would appreciate
you seeking formal approval of the MOU through your Executive, as suggested in your email.
Please let me know if you would like to discuss further.
Sincerely,
Paula
Paula Cheng | Director | Regulation and Strategy Branch
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 | www.oaic.gov.au |

s 22

From: Indran, Premini [mailtos 22
]
Sent: Friday, 25 August 2017 12:42 PM
To: Paula Cheng s 22
>
Cc: Brett Watson s 22
; Anderson, Duncan s 22
; Hunter, Glenis
<s 22
>
Subject: Memorandum of Understanding between the OAIC and AGD - Privacy Assessment of the Hub and NDLFRS
[SEC=UNCLASSIFIED]

UNCLASSIFIED
Hi Paula,
As previously advised, we have asked our Office of Corporate Counsel to review the MOU between your agency and
AGD for the purposes of conducting Privacy Assessment on the Hub and NDLFRS. s 47C and 47E(d)

Happy to discuss the changes over the phone if that would help.
Kind Regards
Premini Indran
Senior Legal Officer

