FOIREQ18/00026

FOIREQ18/00026

FOIREQ18/00026

FOIREQ18/00026

From:
To:
Subject:
Date:

Enquiries
- Violation of Privacy Complaint, Please Help

My complaint is about huge violations of privacy that Facebook Inc, has made against its users. On
, I uploaded an album of photos from a recent function. I was shocked to see that Facebook had
new software that was automatically recognising peoples faces and suggesting to "tag" them in the photos.
Upon seeing that it had recognised my face in several pictures I felt immediately violated and betrayed by
Facebook. I was never informed, nor was my consent every sought for Facebook to build up a "Facial
Recognition Database" yet this is what they have done.
Upon researching this I managed to find that Facebook does allow users to disable this Facial Recognition
Tagging, what Facebook calls "Tag Suggestions".
http://www.facebook.com/help/
And it claims that your facial recognition database is deleted. Although there is no way for me to know if this
is true.
I also found out that Facebook had introduced this feature in 2010 but removed it due to privacy complaints
from different Governments and the general public in America. But it has reintroduced it and once again not
sought permission from its users.
Another violation I will mention. On the same day
, I wrote something on my Facebook
"Wall/Timeline" and it listed under what I had written "Posted near
". So without my permission or
knowledge Facebook has now decided to reveal in real time to people my location. Previously I have even
had the suburb I am located in listed without my consent.
The Australian Government needs to understand that Facebook is a big deal, I would assume hundreds of
thousands if not millions of Australian would have a Facebook account. If Facebook is not challenged by
Government authorities and shown that opposition does exist and that its actions are being monitored, it will
continue to believe that it can do as it pleases and further violate peoples rights and privacy so I hope the
Australian Authorities will act on this issue.
What I want is for Facebook to:

Always seek consent from its users individually to introduce new features, especially
ones in regards to privacy.
Totally delete and wipe their facial recognition software and databases.
Make potentially privacy exposing features like listing your location switched "off" as
default instead of "on". Giving users the option to share this information at their
own discretion.
Thank you for your time
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Phone Calls
Directly call phone numbers
Allows the app to call phone numbers without your interaction. This may result in unexpected charges or
calls. Note this doesn’t allow the app to call emergency numbers.
The remaining screen shots relate to the app making calls and how those charges while may be unexpected,
are not the responsibility of the app or Facebook!
How can Facebook and its apps be allowed to do this when in Australia it is against the law to even Film an
employee in the workplace? little lone the reach this has into both workplaces and our personal lives?
Regards
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Privacy Complaint Form
The Office of the Australian Information Commissioner (the OAIC) can investigate complaints from
individuals about Australian Government, ACT and Norfolk Island agencies and private sector
organisations covered by the Privacy Act 1988 (Cth). The OAIC does not investigate privacy complaints
about State and Northern Territory Government agencies or local councils. For information about who you
can complaint to for those entities, please see our website at www.oaic.gov.au/privacy/other-privacyjurisdictions/state-and-territory-privacy-law.
If you are unsure about whether you can complain to the OAIC please use the ‘complaint checker’ on our
website at http://www.privacy.gov.au/complaints/who/complaintchecker or contact our enquiries line on
1300 363 992.
The OAIC can also investigate complaints under privacy codes, as well as the spent convictions scheme,
tax file number data matching, health identifiers, anti-money laundering and personal property securities
law.
A complaint under any of these laws must be submitted in writing, either via this form, an email, by fax or in
a letter. If you have trouble completing this form, please send an email to enquiries@oaic.gov.au or ring
our enquiries line on 1300 363 992.

Your personal information
If you have any questions about the personal information we collect and how we will handle your
information, please contact the OAIC or see our privacy policy available on our website.

Use and disclosure of your information
We will use the information you have provided to assess your complaint, conduct the investigation and
conciliate. If the OAIC makes inquiries into or investigates your complaint, we will usually disclose the
information you give us, including a copy of your complaint, to the entity you have complained about (the
respondent). We may also disclose your information to others who have information relevant to your
complaint, if necessary. If we think we may need to disclose your information to an overseas entity to
handle your complaint, we will discuss this with you first.
In case of a challenge to a decision by the OAIC, we may need to disclose some information to a review
body, for example a court or tribunal.

Collection of your information
We may need to collect further information from you in order to investigate your complaint. If you do not
provide this information to the OAIC, it may affect how we handle your complaint. In some circumstances,
it may mean we decide not to investigate your complaint further.
We will usually collect information about you from the respondent. We may also collect information about
you from others if they have information relevant to your complaint.

Accessing your information
If you would like to access to the information about you that the OAIC holds, please contact the enquiries
line. More information is available on the Access our information page on our website.
Before the OAIC can investigate your complaint you must first have complained to the agency or
organisation and given it an opportunity to resolve your complaint. This will generally involve writing to the
agency or organisation and giving it 30 days to respond.
Please send the completed form to us by:
Post
Director of Privacy Case
Management
GPO Box 5218
Sydney NSW 2001

Email
enquiries@oaic.gov.au

Fax
+61 2 9284 9666

Office of the Australian Information Commissioner
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_____________________________________________________________
About You – the Complainant
Name:
Preferred contact method (you must provide at least one contact method)

x

Email

Phone

Post

Mobile phone

Other

Phone (daytime)........................................................................................................................................
..................................................................................................................................................................
Mobile........................................................................................................................................................
..................................................................................................................................................................
Email

or

Postal Address
....................................................................................... Postcode
Other contact details (eg. Fax or international address)...........................................................................
..................................................................................................................................................................

Previous Dealings
If you have lodged a complaint or enquiry with the OAIC before please provide your previous
reference number (eg C00001 or E11/00001)
..................................................................................................................................................................

Representative
Do you have someone that you would like to represent you in your complaint?
Yes

x

No

Office of the Australian Information Commissioner
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Have you complained to the Respondent?
I have complained to the agency or organisation about my privacy issue and given them 30 days to
respond.

x

Yes

No

It is only in exceptional circumstances that the OAIC will investigate complaints where you
have not complained to the respondent. If no, please explain why it is not appropriate for
you to complain to the respondent. The OAIC may still decline to investigate your complaint
until you have complained to the respondent

........................................................................................................................................................
........................................................................................................................................................

The Respondent - who you are complaining about
I am complaining about
Name of Respondent organisation / agency

Facebook Ireland Ltd.

..................................................................................................................................................................
Phone (daytime)

(+353) 1 5530 550

Email

Unknown

Postal Address

5-7 Hanover Reach, Hanover Key Dublin Dublin 2 Ireland

....................................................................................... Postcode..........................................................
Name of individual(s) involved (if known).................................................................................................
..................................................................................................................................................................

Office of the Australian Information Commissioner
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Have you taken this complaint to another dispute resolution body?
Yes

x

No

The OAIC may not investigate a complaint if another dispute resolution body is already dealing
with it. Please give details of your complaint and attach copies of relevant documents.

Name of the dispute resolution body you complained to .........................................................................
..................................................................................................................................................................
Date of your complaint ………./………./……….
Is it dealing with your

Yes

No

complaint?

Please provide a brief description of your complaint to the other dispute resolution body and explain
why it is or is not dealing with your complaint.
..................................................................................................................................................................
..................................................................................................................................................................
..................................................................................................................................................................
..................................................................................................................................................................

Office of the Australian Information Commissioner
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Your Complaint
Please describe how you think your privacy has been interfered with.
It will assist us if you can explain:


What happened



When it happened (including dates)



What personal information of yours was affected



Who did it (include names of individuals involved if known)



How and when you found out about it.

The clearer your explanation is the more easily we will be able to assist you. Please feel free to attach
additional information.
Complaint:
The following complaint is directed towards the company behind the website “facebook.com”.
Facebook notes in its Data Use Policy that the website is being offered to users outside of the United
States and Canada by Facebook Ireland Ltd. 1 Therefore, my complaint is directed towards Facebook
Ireland Ltd.
I have a Facebook account with the email address of
”.

and the full name “

I have separated my complaint into four parts—please find them attached below.

Office of the Australian Information Commissioner
5
•Telephone 1300 363 992 • Facsimile +61 2 9284 9666 • GPO Box 5218, Sydney NSW 2001

FOIREQ18/00026

Complaint Part 1: Facebook Inappropriate Collection of Government-Issued ID and/or Mobile
Phone Number
On
, I received a message from Facebook upon logging in that said I could only regain
access to my account by completing a security check. The security check then asked for my phone
number. I was unable to gain access to my account without entering my phone number or
alternatively submitting a government-issued ID.
On
, I proceeded to query Facebook about this security check, and I was informed that
the Facebook staff would not respond to my query until I submitted a government-issued ID. I argued
that my query was not specific to my account and that I was not asking the staff member to make
changes to my account, but the staff member insisted that I provide a government-issued ID “to
protect the information on the account”.
On
, I sent an email to the OAIC equiries address asking if the request for my
government-issued ID in dealing with my enquiry was reasonable. The OAIC responded on
, with advice that suggested the request might be reasonable.
On
, I submitted my government-issued ID to Facebook and also revealed that the date
of birth shown on the ID would not match the date of birth that I provided Facebook. I also disclosed
the date of birth that I originally provided Facebook for verification purposes. Facebook proceeded to
unlock my account and advised me to “make sure you use your real name and date of birth.”
I believe that Facebook’s initial “security check” requiring a user’s government-issued ID and/or
mobile phone number, which was asked to complete on
, is not reasonably necessary
for the social network’s functions or activities; according to the Australian Privacy Principle #3 (APP 3)
an organisation must not collect personal information unless the information is reasonably necessary
for one or more of the organisation’s functions or activities.
In addition I find it particularly concerning that Facebook would unnecessarily solicit official
government-issued ID, when inappropriate handling of such information could negatively impact
involved parties, for example, Australian citizens or government authorities that issue ID. I believe that
Facebook’s “security check” soliciting a user’s government-issued ID is also in breach of APP 9 which
states that “[a]n organisation must not use […] a government related identifier of an individual unless
[…] the use or disclosure of the identifier is reasonably necessary for the organisation to verify the
identity of an individual for the purposes of the organisation’s activities or functions”.

Office of the Australian Information Commissioner
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Complaint Part 2: Facebook Data Use Policy Real Name Policy
The Facebook Statement of Rights and Responsibilities states that users “provide their real names
and information” and that they must “not provide any false information on Facebook”. 2 In addition, a
Facebook help page states that “[w]e require everyone to provide their real name”. 3 On
,
I received an email from Facebook in response to a query after my account was locked advising
me that “to make sure your account doesn’t get locked again […] [m]ake sure you only use your real
name and date of birth.”
I believe that Facebook’s “Real Name Policy”, that applies to all Facebook users of the social
network, breaches APP 2, which states that “[i]ndividuals must have the option of not identifying
themselves, or of using a pseudonym, when dealing with an APP entity in relation to a particular
matter.”

Office of the Australian Information Commissioner
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Complaint Part 3: Facebook Collection of Personal Information of Third Parties From Friend
Finder
I have observed that, upon creating a Facebook account, Facebook provided a form on the initial visit
to the Facebook homepage that suggested that I enter my email username and password. The
Facebook Data Use Policy calls this the “Friend Finder” feature. Other sections of the Facebook
website call this the “Contact Importer” feature. The Friend Finder form appears to persist on the
homepage while a user has not added “Facebook friends”.
Facebook’s Data Use Policy states that “[Facebook] offer[s] tools to help you upload your friends’
contact information [...]”. 1
The Data Use Policy also notes that Facebook “make[s] suggestions to you and other users on
Facebook, such as [...] suggesting that another user add you as a friend because the user imported
the same email address as you did [...]”. 1
Facebook notes on their website that “we may store [imported] info and use it to suggest friends for
you in the future.” 4
Facebook collects the personal information of individuals that appear in a Facebook user’s email
contacts if the Facebook user uses the Friend Finder feature, whether or not the individuals are
Facebook users or not. This personal information is being collected by Facebook from a third-party—
the Facebook user that has used the Friend Finder feature, rather than from the individual.
Given that Facebook is widely used, and given that I use email for communication with friends,
colleagues and acquaintances regularly, and is likely held in numerous contact lists and virtual
address books, it is highly likely that my personal information has been collected at some point by
Facebook, through the Friend Finder feature, from the email account of a third-party user who has
used the Friend Finder feature.
I believe that Facebook’s collection of personal information about an individual from persons other
than the individual is in breach of APP 3, which requires an organisation to “collect personal
information about an individual only from the individual unless […] it is unreasonable or impracticable
to do so.”
In addition, I believe that Facebook’s collection of personal information about an individual through
the Friend Finder feature without notifying the individual of the collection is in breach of APP 5 which
requires that “[a]t or before the time or, if that is not practicable, as soon as practicable after, an APP
entity collects personal information about an individual, the entity must take such steps (if any) as are
reasonable in the circumstances: to notify the individual of such matters referred to in subclause 5.2
as are reasonable in the circumstances; or to otherwise ensure that the individual is aware of any
such matters. ”
In addition, I believe that Facebook’s continued storage of the personal information of non-users of
Facebook is in breach of APP 11 which requires an organisation to de-identify or destroy personal
information that is no longer needed for any purpose.

Office of the Australian Information Commissioner
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Complaint Part 4: Facebook Collection of Personal Information of Third Parties From Facial
Recognition
The Facebook facial recognition feature encourages users to tag their friends in images. In
Facebook put a caption prominently under a photo of another person on my “Facebook
timeline” that read “Want to tag [friend’s name]? Yes . No”. Facebook also places empty textboxes
underneath the faces of people in the photo when the user hovers over the photo, prompting the user
to “Type any name”.
Facebook’s Data Use Policy notes that Facebook “make[s] suggestions to you and other users on
Facebook, such as [...] suggesting that your friend tag you in a picture they have uploaded with you in
it”. 1
Any individual, whether they are a Facebook user or not, can have their name included in a record
that includes their appearance in a photo. The information collected for inclusion in this record is
collected from a third-party—the Facebook user that has been asked to tag the individual, rather than
from the individual.
Given that Facebook is widely used, it is likely that a Facebook user has tagged my name in a photo
at some point. In addition, a previous Facebook account, which I have since deleted through
Facebook, was tagged in numerous photos.
I believe that Facebook’s solicitation of personal information on other individuals that may or may not
be users of Facebook is in breach of APP 3, which requires an organisation to “collect personal
information about an individual only from the individual unless […] it is unreasonable or impracticable
to do so.”

Office of the Australian Information Commissioner
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Resolution
What action would you like the Respondent to take to resolve your complaint?
The OAIC generally tries to resolve complaints through conciliation between you and the respondent.
Please note that the OAIC is unable to impose financial penalties.
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Resolution For Complaint Part 1: Facebook Inappropriate Collection of Government-Issued ID
and/or Mobile Phone Number
1. Facebook should cease to lock accounts of individuals using Facebook that have not supplied
Facebook with a valid phone number. Facebook should provide users with an option to not
upload a valid phone number.
2. Facebook should cease to lock accounts of individuals using Facebook that have not supplied
a government-issued or official organisation ID. Facebook should provide users with an option
to not upload a government-issued or official organisation ID.
3. Facebook should cease to use government-issued identifiers except when reasonably
necessary as covered by APP 9.
Resolution For Complaint Part 2: Facebook Data Use Policy Real Name Policy
1. Facebook should rescind its “Real Name Policy” and allow users to identify themselves using
a pseudonym in using Facebook as required by APP 2.
Resolution For Complaint Part 3: Facebook Collection of Personal Information of Third Parties
From Friend Finder
1. Facebook should cease to solicit personal information of third parties from individuals through
the Friend Finder feature.
2. Facebook should notify users whose personal information has been collected by Facebook
through the Friend Finder feature of the collection as required by APP 5.
3. Facebook should destroy the personal information of an individual collected from a third party
through the Friend Finder feature.
4. Facebook should de-identify or destroy personal information of non-users collected through
the Friend Finder feature.
Resolution For Complaint Part 4: Facebook Collection of Personal Information of Third Parties
From Facial Recognition
1. Facebook should cease to solicit personal information of third parties from individuals through
the Facial Recognition feature.
2. Facebook should destroy the personal information of an individual collected from a third party
through the Facial Recognition feature.
3. Facebook should de-identify or destroy personal information of non-users collected through
the Facial Recognition feature.

Office of the Australian Information Commissioner
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Correspondence via Facebook Support Dashboard for Privacy Complaints
From:
To:
Facebook
Date:
To whom it may concern,
I have a Facebook account with the email address of
with the full name "
".
is my real name. When I logged into this account last night, it said I could only
regain access to my account by completing a security check. The security check then asked for my phone
number. I was unable to gain access to my account without entering my phone number or submitting a
government-issued ID.
The error message that I received is quoted below:
"We’re working hard to make sure that everyone on Facebook uses their real identity.
Facebook does not allow accounts that:
Pretend to be someone else
Use a fake name
Don't represent a real person
In order to regain access to your account, please complete the following security check to verify your
identity and help keep Facebook secure."
According to the Australian Privacy Act of 1988, an organisation "must not collect personal information
unless the information is reasonably necessary for one or more of the entity's functions or activities."
In addition, the Australian Privacy Act of 1988 states that "[i]ndividuals must have the option of not
identifying themselves, or of using a pseudonym, when dealing with an APP entity in relation to a particular
matter."
Would you please address the following questions:
(1) I would like to know what functions or activities of Facebook reasonably require the collection of a
phone number or government ID.
(2) I would like to know how Facebook is working to comply with Australian privacy law in allowing users to
not identify themselves or use a pseudonym.
I can be contacted via either of my email address:

or

.

Please note that this correspondence is a personal matter and not related to my employer or any
organisations that I am a part of. Correspondence may be forwarded to the Australian Privacy
Commissioner and/or other interested parties.
I look forward to your prompt response.
Yours sincerely,

Office of the Australian Information Commissioner
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From: Facebook
To:
Date:
Hi,
Unfortunately, we are unable to assist you until you reply and attach a copy of one government-issued ID
(ex: driver's license or passport) or two documents from an official organization. Together these documents
must show your full name, photo, and date of birth.
Some examples of acceptable documents include:
- School or work ID
- Utility bill
- Marriage license
- Legal name change paperwork
- Credit card (with the number blacked out)
- Birth certificate
If possible, please save your file as a JPEG and cover up any personal information that we don't need to
verify your identity (ex: address, license number). We also recommend sending your attachments over a
secure connection. Find out more in the Help Center: https://www.facebook.com/help/
Please note that we won't be able to assist you further until we receive the proper documents. We
appreciate your understanding as we take these steps to keep your account secure.
View updates from your support dashboard: http://fb.me
Thanks,
The Facebook Team

From:
To:
Facebook
Date:
Hi,
I understand that you are unable to make changes to my account until you have verified my identify and I
appreciate that you are taking steps to keep my account secure.
However, I am not asking you to make changes to my account. I do not believe that it is necessary for
verification of my identity to answer my questions. I am still asking that you answer the two questions in my
original query:
(1) I would like to know what functions or activities of Facebook reasonably require the collection of a
phone number or government ID.
(2) I would like to know how Facebook is working to comply with Australian privacy law in allowing users to
not identify themselves or use a pseudonym.
Yours sincerely,

Office of the Australian Information Commissioner
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From:
To:
Facebook
Date:
To whom it may concern,
I have a Facebook account with the email address of
and the full name "
". It has come to my knowledge that Facebook might be soliciting the collection of personal
information on individuals from people other than the individual.
Specifically, I have observed the following:
(1) Upon creating a Facebook account, Facebook provided a form on the initial visit to the Facebook
homepage that suggested that I enter my email username and password. The Facebook Data Use Policy
calls this the "Friend Finder" feature. The Friend Finder form appears to persist on the homepage while a
user has not added "Facebook friends". The Data Use Policy states that "[Facebook] offer[s] tools to help
you upload your friends' contact information [...]". [1] This feature presumably collects users' email
addresses which are personal information.
(2) The Facebook facial recognition feature encourages users to tag their friends in images. In March of
2014 Facebook put a caption prominently under a photo of another person on my "Facebook timeline" that
read "Want to tag [friend's name]? Yes . No". Facebook also puts empty textboxes underneath the faces of
people in the photo when the user hovers over the photo, prompting the user to "Type any name".
(3) Upon adding a "Facebook friend" that did not have any other Facebook friends yet, Facebook asked
me to "Suggest Friends" to the user. After clicking the "Suggest Friends" button, Facebook showed a list of
Facebook friends to suggest to the user. Facebook told me to "Suggest Friends for [friend]" and "Does
[friend] know any of your friends? Help her find them."
According to the Australian Privacy Principles defined in the Privacy Act 1988:
"3.6 An APP entity must collect personal information about an individual only from the individual unless:
a. if the entity is an agency: [...]; or
b. it is unreasonable or impracticable to do so.
3.7 This principle applies to the collection of personal information that is solicited by an APP entity."
From these observations it would appear that Facebook is soliciting the collection of personal information
of Australian individials from the individual's friends.
Would you please address the following questions:
(1) Does Facebook consider it to be unreasonable or impracticable to collect information on an individual
from the individual, contrary to collecting the personal information from the individual's friends? If so, why?
(2) What steps is Facebook taking to ensure that unsolicited collection of personal information of Australian
individuals is destroyed?
I can be contacted via either of my email address:

or

Please note that this correspondence is a personal matter and not related to my employer or any
organisations that I am a part of. Correspondence may be forwarded to the Australian Privacy
Commissioner and/or other interested parties.
I look forward to your prompt response.
Yours sincerely,

Links:
1: https://www.facebook.com/full_data_use_policy#otherthings

Office of the Australian Information Commissioner
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From: Facebook
To:
Date:
Hi,
We need to verify your identity before we can help resolve this issue.
Please attach a copy of a government-issued ID (ex: driver's license or passport) or two documents from a
formal organization (ex: business, school). If you choose the second option, these documents must
combine to show your full name, picture and date of birth.
Documents we accept:
- School or work ID
- Library card
- Utility bill
- Credit card (with the number covered)
- Birth certificate
Documents we do not accept:
- Profile pictures
- Personal photos
- Resumes
- School curriculum
If possible, save this file as a JPEG and cover up any personal information that we don't need to verify
your identity (ex: address, license number). We also recommend sending your attachments over a secure
connection. Find out more in the Help Center: https://www.facebook.com/help/
Once we receive a clear image of your IDs, we'll reevaluate the status of your account.
View updates from your support dashboard: http://fb.me
Thanks,
Anna
Community Operations
Facebook

From:
To:
Facebook
Date:
Hi Anna,
I understand that you are unable to make changes to my account until you have verified my identify and I
appreciate that you are taking steps to keep my account secure.
However, as per my other enquiry, I am not asking you to make changes to my account. I do not believe
that it is necessary for verification of my identity to answer my questions. I am still asking that you answer
the two questions in my original query:
(1) Does Facebook consider it to be unreasonable or impracticable to collect information on an individual
from the individual, contrary to collecting the personal information from the individual's friends? If so, why?
(2) What steps is Facebook taking to ensure that unsolicited collection of personal information of Australian
individuals is destroyed?
Yours sincerely,

Office of the Australian Information Commissioner
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From: Facebook
To:
Date:
Hi,
Thanks for your response. We understand your caution, but in order to protect the information on the
account, we require you to verify your identity by providing a copy of your government-issued photo ID.
If you'd feel more comfortable uploading your ID through the Help Center, please fill out this form:
https://www.facebook.com/help/contact/submit_id
Before you scan or take a picture of your ID, be sure to cover up any personal information that we don't
need (ex: your address, license number, etc).
Note: we will permanently delete the document you send after we resolve your issue.
After you submit your ID, please respond directly to this email so we can review your documents and
assist you further. To learn more about this process, and what types of IDs we accept, please visit the Help
Center:
https://www.facebook.com/help/
If you don’t want to reopen this account, there’s no need to respond to this email. This account will remain
locked as a security precaution. Let us know if you have any further questions.
View updates from your support dashboard: http://fb.me
Thanks,
Anna
Community Operations
Facebook

Office of the Australian Information Commissioner
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From:
To:
OAIC
Date:
To whom it may concern,
I have an enquiry regarding a privacy complaint that I have raised with an organisation. The complaint is
about the collection of data that affects myself, but is not specific to my account with the organisation, i.e. it
is a business practice used across all individuals that deal with the organisation.
On
I contacted the organisation, raising the issue and asking a question about the
collection generally, non-specific to my account. The organisation responded saying that they wouldn't
address my complaint until I provided a government-issued ID or documents from an official organisation
that establish my identity.
The organisation in question said my account with the organisation would be locked until I provided a
government-issued or official organisation ID(s).
The organisation said they would permanently delete the photograph of the provided ID once the issue
had been handled.
The other issue is that I am unsure of whether provided ID will be useful to the organisation because their
record does not contain my real date of birth, which they are specifically requesting for the ID which I
provide to the organisation.
I also made it clear to the organisation that I was not requesting any changes to my account in my
complaint and that I didn't think it was necessary for my identity to be verified for them to answer my
questions.
My question is as follows:
Is it reasonable for an organisation to verify the identity of an individual making a complaint before
addressing the complaint?
Your assistance in advance is much appreciated.
Also, I trust you won't mind if I forward this correspondence to interested parties.
Yours sincerely,

From: OAIC
To:
Date:
Dear
Thank you for your enquiry.
The Office of the Australian Information Commissioner (the OAIC) receives a large quantity of written
enquiries each day. An Enquiries Officer will be assigned to your enquiry and will be in contact soon.
We aim to respond to all written enquiries within ten working days. If your enquiry is urgent and requires an
immediate response, please telephone us on 1300 363 992 and quote your reference number. More
complex phone enquiries may require a written response and may still take some time.
Please do not forward any further information. Any questions or additional information you have can be
discussed with the officer who responds to your enquiry.
To keep in touch with the OAIC and the privacy reforms, you can go to the Subscribe page on our website
and sign up to receive our newsletter. You can also find additional information on our website
www.oaic.gov.au
Yours sincerely
Natasha
Office of the Australian Information Commissioner
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From: OAIC
To:
Date:
Dear
Thank you for your enquiry.
The Office of the Australian Information Commissioner<http://www.oaic.gov.au/> (the OAIC) regulates the
Privacy Act 1988 (Cth)<http://www.comlaw.gov.au/Series/C2004A03712> (the Act) which sets out the
manner in which Australian, ACT and Norfolk Island government agencies, and many private sector
organisations, are to handle personal information.
The Australian Privacy Principles (APPs)<http://www.oaic.gov.au/privacy/privacy-resources/privacy-factsheets/other/privacy-fact-sheet-17-australian-privacy-principles> contained in the Act apply to Australian
and Norfolk Island government agencies, to all private sector organisations in Australia with an annual
turnover of more than $3 million, and to all private health service providers irrespective of turnover.
However the Privacy Act does not specifically prohibit organisations or agencies from collecting a copy of
an individual’s identification. The following information may be relevant to determine whether the collection
is permitted.
APP 2<http://www.oaic.gov.au/privacy/privacy-resources/privacy-fact-sheets/other/privacy-fact-sheet-17australian-privacy-principles> provides that individuals must have the option of dealing anonymously or by
pseudonym with an APP entity. However an APP entity is not required to provide those options where the
entity is required or authorised by law or a court or tribunal order to deal with identified individuals, or it is
impracticable for the entity to deal with individuals who have not identified themselves.
APP 3<http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/app-quick-reference-tool>
imposes a complementary requirement, that generally an entity can only collect personal information that
is reasonably necessary for one or more of its functions or activities.
The Information Commissioner interprets ‘necessary’ in a practical sense. If an organisation in practice
cannot effectively pursue a legitimate function or activity without collecting personal information, then the
Commissioner would ordinarily consider it necessary for that function or activity.
The OAIC would ordinarily regard an organisation’s handling of complaints as a legitimate function or
activity of an organisation. Therefore if an organisation cannot investigate an individual’s complaint without
collecting personal information, it would ordinarily be permitted to do so.
As an example, the OAICs privacy policy<http://www.oaic.gov.au/about-us/corporate-information/key-oaicdocuments/privacy-policy> indicates that it may not be possible for us to fairly and efficiently handle a
complaint where we are unable to deal specifically identify the complainant.
Further information about anonymity and pseudonymity can be found in our published APP guidelines:
Chapter 2 – Anonymity and Pseudonymity.<http://www.oaic.gov.au/privacy/applying-privacy-law/appguidelines/chapter-2-app-2-anonymity-and-pseudonymity>
APP 5<http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/app-quick-reference-tool>
addresses an entity’s notification requirements when collecting an individual’s personal information. This
principle requires the APP entity take reasonable steps to ensure the individual is aware of, as well as
other matters, the purpose of the collection of the personal information.
This means that the organisation should steps to ensure you are aware of the purpose for which it intends
to collect your identification.
If you believe an organisation has mishandled your personal information, you may wish to lodge a
complaint with the OAIC by following the below process.
•
You need to complain to the organisation in the first instance, outlining your privacy concerns, and
allow it 30 days to respond
•
If you do not receive a response after 30 days, or you are dissatisfied with the response, you can
make a written complaint to this office
•
You can submit a complaint to the OAIC by using our online complaint
form<https://forms.business.gov.au/aba/oaic/privacy-complaint-/>
I hope this information has been useful. If you have any further enquiries, please contact the OAIC
Enquiries line on 1300 363 992.
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Yours sincerely
Carl
Enquiries Officer
Office of the Australian Information Commissioner

From:
To:
Facebook
Date:
Hi,
I am responding to your request for my government-issued ID after receiving advise from the OAIC.
Please find a copy of my government-issued photo ID attached. The copy contains my full name, real date
of birth and a photo, all other information has been hidden.
Please note that I have used my right to pseudonymity in dealing with Facebook: the real date of birth
shown on the attached photo ID does not match the date of birth that I provided to Facebook on
registration—
.
Yours sincerely,

From: Facebook
To:
Date:
Hi
Thanks for verifying your identity. We’ve confirmed the information on your account, and you should now
be able to log in.
Here are a few things you can do to make sure your account doesn't get locked again:
- Verify your account. Learn more in the Help Center: https://www.facebook.com/help/verify/?ref=cr
- Upload a profile picture.
- Make sure you use your real name and date of birth.
- Only send messages and friend requests to people you know personally.
- Make this your one and only account.
To learn more about these policies, please review the Facebook Community Standards:
https://www.facebook.com/communitystandards
View updates from your support dashboard: https://fb.me
Thanks,
Anna
Community Operations
Facebook
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From:
To:
Facebook
Date:
Complaint:
The following complaint is directed towards the company behind the website “facebook.com”. Facebook
notes in its Data Use Policy that the website is being offered to users outside of the United States and
Canada by Facebook Ireland Ltd. [1] Therefore, my complaint is directed towards Facebook Ireland Ltd.
I have a Facebook account with the email address of
”.

and the full name “

I have separated my complaint into four parts—please find them attached below. Please also find attached
my proposed resolution for Facebook to resolve my complaint which is also separated into four parts.
Complaint Part 1: Facebook Inappropriate Collection of Government-Issued ID and/or Mobile Phone
Number
On
, I received a message from Facebook upon logging in that said I could only regain
access to my account by completing a security check. The security check then asked for my phone
number. I was unable to gain access to my account without entering my phone number or alternatively
submitting a government-issued ID.
On
, I proceeded to query Facebook about this security check, and I was informed that the
Facebook staff would not respond to my query until I submitted a government-issued ID. I argued that my
query was not specific to my account and that I was not asking the staff member to make changes to my
account, but the staff member insisted that I provide a government-issued ID “to protect the information on
the account”.
On
, I sent an email to the OAIC equiries address asking if the request for my governmentissued ID in dealing with my enquiry was reasonable. The OAIC responded on
with advice
that suggested the request might be reasonable.
On
, I submitted my government-issued ID to Facebook and also revealed that the date of
birth shown on the ID would not match the date of birth that I provided Facebook. I also disclosed the date
of birth that I originally provided Facebook for verification purposes. Facebook proceeded to unlock my
account and advised me to “make sure you use your real name and date of birth.”
I believe that Facebook’s initial “security check” requiring a user’s government-issued ID and/or mobile
phone number is not reasonably necessary for the social network’s functions or activities; according to the
Australian Privacy Principle #3 (APP 3) an organisation must not collect personal information unless the
information is reasonably necessary for one or more of the organisation’s functions or activities.
In addition I find it particularly concerning that Facebook would unnecessarily solicit official governmentissued ID, when inappropriate handling of such information could negatively impact involved parties, for
example, Australian citizens or government authorities that issue ID. I believe that Facebook’s “security
check” soliciting a user’s government-issued ID is in violation of APP 9 which states that “[a]n organisation
must not use […] a government related identifier of an individual unless […] the use or disclosure of the
identifier is reasonably necessary for the organisation to verify the identity of an individual for the purposes
of the organisation’s activities or functions”.
Complaint Part 2: Facebook Data Use Policy Real Name Policy
The Facebook Statement of Rights and Responsibilities states that users “provide their real names and
information” and that they must “not provide any false information on Facebook”. [2] In addition, a
Facebook help page states that “[w]e require everyone to provide their real name”. [3] On
I
received an email from Facebook in response to a query after my account was locked advising me that “to
make sure your account doesn’t get locked again […] [m]ake sure you only use your real name and date of
birth.”
I believe that Facebook’s “Real Name Policy” that applies to all Facebook users of the social network
violates APP 2, which states that “[i]ndividuals must have the option of not identifying themselves, or of
using a pseudonym, when dealing with an APP entity in relation to a particular matter.”
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Complaint Part 3: Facebook Collection of Personal Information of Third Parties From Friend Finder
I have observed that, upon creating a Facebook account, Facebook provided a form on the initial visit to
the Facebook homepage that suggested that I enter my email username and password. The Facebook
Data Use Policy calls this the “Friend Finder” feature. Other sections of the Facebook website call this the
“Contact Importer” feature. The Friend Finder form appears to persist on the homepage while a user has
not added “Facebook friends”.
Facebook’s Data Use Policy states that “[Facebook] offer[s] tools to help you upload your friends’ contact
information [...]”. [1]
The Data Use Policy also notes that Facebook “make[s] suggestions to you and other users on Facebook,
such as [...] suggesting that another user add you as a friend because the user imported the same email
address as you did [...]”. [1]
Facebook notes on their website that “we may store [imported] info and use it to suggest friends for you in
the future.” [4]
Facebook collects the personal information of individuals that appear in a Facebook user’s email contacts
if the Facebook user uses the Friend Finder feature, whether or not the individuals are Facebook users or
not. This personal information is being collected by Facebook from a third-party—the Facebook user that
has used the Friend Finder feature, rather than from the individual.
Given that Facebook is widely used, and given that I use email for communication with friends, colleagues
and acquaintances regularly, and is likely held in numerous contact lists and virtual address books, it is
highly likely that my personal information has been collected at some point by Facebook, through the
Friend Finder feature, from the email account of a third-party user who has used the Friend Finder feature.
I believe that Facebook’s collection of personal information about an individual from persons other than the
individual is in violation of APP 3, which requires an organisation to “collect personal information about an
individual only from the individual unless […] it is unreasonable or impracticable to do so.”
In addition, I believe that Facebook’s collection of personal information about an individual through the
Friend Finder feature without notifying the individual of the collection is in violation of APP 5 which requires
that “[a]t or before the time or, if that is not practicable, as soon as practicable after, an APP entity collects
personal information about an individual, the entity must take such steps (if any) as are reasonable in the
circumstances: to notify the individual of such matters referred to in subclause 5.2 as are reasonable in the
circumstances; or to otherwise ensure that the individual is aware of any such matters.”
In addition, I believe that Facebook’s continued storage of the personal information of non-users of
Facebook is in violation of APP 11 which requires an organisation to de-identify or destroy personal
information that is no longer needed for any purpose.
Complaint Part 4: Facebook Collection of Personal Information of Third Parties From Facial Recognition
The Facebook facial recognition feature encourages users to tag their friends in images. In
Facebook put a caption prominently under a photo of another person on my “Facebook timeline” that read
“Want to tag [friend’s name]? Yes . No”. Facebook also places empty textboxes underneath the faces of
people in the photo when the user hovers over the photo, prompting the user to “Type any name”.
Facebook’s Data Use Policy notes that Facebook “make[s] suggestions to you and other users on
Facebook, such as [...] suggesting that your friend tag you in a picture they have uploaded with you in it”.
[1]
Any individual, whether they are a Facebook user or not, can have their name included in a record that
includes their appearance in a photo. The information collected for inclusion in this record is collected from
a third-party—the Facebook user that has been asked to tag the individual, rather than from the individual.
Given that Facebook is widely used, it is likely that a Facebook user has tagged my name in a photo at
some point. In addition, a previous Facebook account, which I have since deleted through Facebook, was
tagged in numerous photos.
I believe that Facebook’s solicitation of personal information on other individuals that may or may not be
users of Facebook is in violation of APP 3, which requires an organisation to “collect personal information
about an individual only from the individual unless […] it is unreasonable or impracticable to do so.”
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Complaint References:
[1] Facebook. (2013). Data Use Policy. Retrieved June 14, 2014, from
https://www.facebook.com/full_data_use_policy
[2] Facebook. (2013). Statement of Rights and Responsibilities. Retrieved July 22, 2014, from
https://www.facebook.com/legal/terms
[3] Facebook. (2013). What names are allowed on Facebook?. Retrieved July 22, 2014, from
https://www.facebook.com/help/
[4] Facebook. (2014). If I import my contacts, will the contact info I import be saved?. Retrieved June 14,
2014, from https://www.facebook.com/help/2
Resolution:
Proposed resolution for Facebook to resolve my complaint, separated into four parts:
Resolution For Complaint Part 1: Facebook Inappropriate Collection of Government-Issued ID and/or
Mobile Phone Number
1. Facebook should cease to lock accounts of individuals using Facebook that have not supplied
Facebook with a valid phone number.
2. Facebook should cease to lock accounts of individuals using Facebook that have not supplied a
government-issued or official organisation ID.
3. Facebook should cease to use government-issued identifiers except when reasonably necessary as
covered by APP 9.
Resolution For Complaint Part 2: Facebook Data Use Policy Real Name Policy
1. Facebook should rescind its “Real Name Policy” and allow users to identify themselves using a
pseudonym in using Facebook as required by APP 2.
Resolution For Complaint Part 3: Facebook Collection of Personal Information of Third Parties From Friend
Finder
1. Facebook should cease to solicit personal information of third parties from individuals through the Friend
Finder feature.
2. Facebook should notify users whose personal information has been collected by Facebook through the
Friend Finder feature of the collection as required by APP 5.
3. Facebook should destroy the personal information of an individual collected from a third party through
the Friend Finder feature.
4. Facebook should de-identify or destroy personal information of non-users collected through the Friend
Finder feature.
Resolution For Complaint Part 4: Facebook Collection of Personal Information of Third Parties From Facial
Recognition
1. Facebook should cease to solicit personal information of third parties from individuals through the Facial
Recognition feature.
2. Facebook should destroy the personal information of an individual collected from a third party through
the Facial Recognition feature.
3. Facebook should de-identify or destroy personal information of non-users collected through the Facial
Recognition feature.

From:
To:
Facebook
Date:
Also it would help in resolving my complaint if it is forwarded to the relevant parties within Facebook
Ireland Limited that are responsible for processing and resolving privacy complaints. Your assistance is
appreciated.
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From:
To:
Facebook
Date:
Also, are you able to delete the "license.jpg" attachment and destroy any copies of the government-issued
ID that I uploaded from your servers? Thank you.

From: Facebook
To:
Date:
Hi,
Thanks for your response. We will permanently delete the document you sent.
Thanks,
Anna
Community Operations
Facebook

From:
To:
Facebook
Date:
Are you able to advise whether my complaint is being processed, and if not, would you be able to provide
the details of how I am able to submit a privacy complaint to Facebook?

From: Facebook
To:
Date:
Hi

,

We’d like to help, but need a little more information first. Please describe the problem you’re experiencing
with Facebook in as much detail as possible, and include any relevant web addresses (URLs).
The more detailed you can be, the easier it will be for us to assist with this issue as soon as possible.
View updates from your support dashboard: https://fb.me
Thanks,
Anna
Community Operations
Facebook
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From:
fey
To:
Facebook
Date:
Hi Anna,
On
at
, according to this case page, I submitted a privacy complaint via the Support
Dashboard in this case (
). I did so following the instructions provided at the following page,
which states that Facebook can also be contacted via the Support Dashboard:
https://www.facebook.com/about/privacy/
I don't think it would be productive for me to repeat the complaint, but I think the complaint is detailed
enough in that it references specific Facebook features and policies, specifically:
(1) The prompt that I received from Facebook that asked for my phone number and/or government-issued
ID
(2) The Real Name Policy
(3) Friend Finder
(4) Facial Recognition tags
My question is: will Facebook process and respond to my complaint in this case via the Support
Dashboard?
Yours sincerely,

From:
To:
Facebook
Date:
Hi,
I sent two enquiries to Facebook in
via the Support Dashboard, over seven weeks ago. I also
sent a complaint on
nearly two weeks ago. However, I have not yet been given a response to
these matters that I addressed to Facebook.
Would you please advise as soon as possible whether Facebook will process and respond to the
complaint in this case
) made on
, via the Support Dashboard?
Please forward my complaint to the relevant personnel within your organisation if it will help you process
and respond to my complaint.
Yours sincerely,

From: Facebook
To:
Date:
Hi

,

If you have any questions about Facebook's Data Use Policy, please visit the following:
https://www.facebook.com/about/privacy/ where we hope you will find the answer to your query below.
Best regards,
Pedro
The Facebook Team
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Note (by

):

After receiving the above message in an email, I tried to login to Facebook and enter the Support
Dashboard to respond, but upon opening the unique link for my case originally provided by Facebook I
received the following message:
“The content is currently unavailable
The page you requested cannot be displayed right now. It may be temporarily unavailable, the link
you clicked on may have expired, or you may not have permission to view this page.”
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Privacy Complaint Form
The Office of the Australian Information Commissioner (the OAIC) can investigate complaints from
individuals about Australian Government and Norfolk Island agencies, and private sector organisations
covered by the Privacy Act 1988 (Cth). We are also responsible for handling privacy complaints about
ACT Government agencies. The OAIC does not investigate privacy complaints about State and Northern
Territory Government agencies or local councils. For information about who you can complaint to for
those entities, please see our website at www.oaic.gov.au/privacy/other-privacy-jurisdictions/state-andterritory-privacy-law.
If you are unsure about whether you can complain to the OAIC please use the ‘complaint checker’ on our
website at http://www.privacy.gov.au/complaints/who/complaintchecker or contact our enquiries line
on 1300 363 992.
The OAIC can also investigate complaints under privacy codes, as well as the spent convictions scheme,
tax file number data matching, health identifiers, anti-money laundering and personal property securities
law.
A complaint under any of these laws must be submitted in writing, either via this form, an email, by fax or
in a letter. If you have trouble completing this form, please send an email to enquiries@oaic.gov.au or
ring our enquiries line on 1300 363 992.

Your personal information
If you have any questions about the personal information we collect and how we will handle your
information, please contact the OAIC or see our privacy policy available on our website.

Use and disclosure of your information
We will use the information you have provided to assess your complaint, conduct the investigation and
conciliate. If the OAIC makes inquiries into or investigates your complaint, we will usually disclose the
information you give us, including a copy of your complaint, to the entity you have complained about
(the respondent). We may also disclose your information to others who have information relevant to
your complaint, if necessary. If we think we may need to disclose your information to an overseas entity
to handle your complaint, we will discuss this with you first.
In case of a challenge to a decision by the OAIC, we may need to disclose some information to a review
body, for example a court or tribunal.

Collection of your information
We may need to collect further information from you in order to investigate your complaint. If you do
not provide this information to the OAIC, it may affect how we handle your complaint. In some
circumstances, it may mean we decide not to investigate your complaint further.
We will usually collect information about you from the respondent. We may also collect information
about you from others if they have information relevant to your complaint.

Accessing your information
If you would like to access to the information about you that the OAIC holds, please contact the enquiries
line. More information is available on the Access our information page on our website.
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Before the OAIC can investigate your complaint you must first have complained to the agency or
organisation and given it an opportunity to resolve your complaint. This will generally involve writing to
the agency or organisation and giving it 30 days to respond.
Please send the completed form to us by:
Post
Director of Privacy Case
Management
GPO Box 5218
Sydney NSW 2001

Email
enquiries@oaic.gov.au

Fax
+61 2 9284 9666

___________________________________________________________________

About You – the Complainant
Name: Mr / Mrs / Miss / Ms / Dr

.............................................................................................

Preferred contact method (you must provide at least one contact method)
Email

X

Phone

Post

Mobile phone

Other

Phone (daytime) ...............................................................................................................................................
Mobile

..........................................................................................................................................

Email

............................................................................................................................

Postal Address ..................................................................................................................................................
........................................................................................... Postcode

.....................................................

Other contact details (eg. Fax or international address) ..................................................................................
..........................................................................................................................................................................

Previous Dealings
If you have lodged a complaint or enquiry with the OAIC before please provide your previous reference
number (eg C00001 or E11/00001)
..........................................................................................................................................................................

Representative
Do you have someone that you would like to represent you in your complaint?
Yes

X

No

If yes:
What is your representative’s relationship with you? (eg. lawyer) :................................................................
Representative name: Mr / Mrs / Miss / Ms / Dr ............................................................................................
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Preferred contact method (you must provide at least one contact method)
Email

Phone

Post

Mobile phone

Other

Phone (daytime) ...............................................................................................................................................
Mobile ...............................................................................................................................................................
Email .................................................................................................................................................................
Postal Address ..................................................................................................................................................
........................................................................................... Postcode ..............................................................
Other contact details (eg. Fax or international address) ..................................................................................
..........................................................................................................................................................................

Have you complained to the Respondent?
I have complained to the agency or organisation about my privacy issue and given them 30 days to
respond.
Yes

X

No

It is only in exceptional circumstances that the OAIC will investigate complaints where you have
not complained to the respondent. If no, please explain why it is not appropriate for you to
complain to the respondent. The OAIC may still decline to investigate your complaint until you
have complained to the respondent
Given the broad nature of the complaint, and being unable to ascertain as to if it is covered by law as
prescribed in the Facebook complaints section, I am unable to explain precisely to them. ...........................
..........................................................................................................................................................................

The Respondent - who you are complaining about
I am complaining about
Name of Respondent organisation / agency Facebook ...................................................................................
..........................................................................................................................................................................
Phone (daytime) ...............................................................................................................................................
Email .................................................................................................................................................................
Postal Address ..................................................................................................................................................
........................................................................................... Postcode ..............................................................
Name of individual(s) involved (if known) ........................................................................................................
..........................................................................................................................................................................
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Have you taken this complaint to another dispute resolution body?
Yes

X

No

The OAIC may not investigate a complaint if another dispute resolution body is already dealing with it.
Please give details of your complaint and attach copies of relevant documents.

Name of the dispute resolution body you complained to .............................................................................
..........................................................................................................................................................................
Date of your complaint ………./………./……….
Is it dealing with your complaint?

Yes

No

Please provide a brief description of your complaint to the other dispute resolution body and explain why
it is or is not dealing with your complaint.
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................

Your Complaint
Please describe how you think your privacy has been interfered with.
It will assist us if you can explain:
•

What happened

•

When it happened (including dates)

•

What personal information of yours was affected

•

Who did it (include names of individuals involved if known)

•

How and when you found out about it.

The clearer your explanation is the more easily we will be able to assist you. Please feel free to attach
additional information.
Facebook has enabled searches for all persons associated with religious or political persuasion, to the
general public. I believe that this is potentially a catastrophe if given persons become or are a targeted
group.
Facebook has no governance aspect as to the protection of persons rights. ..................................................
Key Point: Facebook should not enable searches for persons to be enabled based on religion or political
identity. .............................................................................................................................................................
..........................................................................................................................................................................
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..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................

Resolution
What action would you like the Respondent to take to resolve your complaint?
The OAIC generally tries to resolve complaints through conciliation between you and the respondent.
Please note that the OAIC is unable to impose financial penalties.
To prevent Facebook from allowing such a search to be available to the Public. ...........................................
..........................................................................................................................................................................
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..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................

Supporting information
You may attach relevant information that supports the complaint. For all complaints, please attach any
correspondence with the respondent about the privacy complaint.

For complaints about credit information files
If your complaint is about an incorrect credit information file please attach a copy of your complete
credit file. We will be unlikely to progress the complaint without it.
If you do not have a copy of your complete credit file we will need to obtain a copy on your behalf.
Do you give permission for OAIC staff to obtain a copy of your credit information file from either Veda
Advantage Information Services and Solutions, Dun & Bradstreet or the Tasmanian Collection Service?
Yes

No

Please sign and date this form

Signature: …………
…………………………………………………………………………….Date
.......................................................................................................................... ……

Office of the Australian Information Commissioner
•Telephone 1300 363 992 • Facsimile +61 2 9284 9666 • GPO Box 5218, Sydney NSW 2001

6

FOIREQ18/00026

FOIREQ18/00026

FOIREQ18/00026

FOIREQ18/00026

FOIREQ18/00026

From:
To:
Subject:
Date:
Attachments:

Enquiries
- Privacy Complaint-Facebook
Att-1 Letter to Facebook.docx
Att 2-Identity DocumentAtt 3-Facebook TOU.docx
Att 4-Privacy Complaint Form.doc
Att 5-Email Correspondence.docx

.pdf

Good Evening,
I'm writing to you to let you know that Facebook is demanding personal and sensitive information from it's users and I'm not
sure they have legal right to do so under our Privacy Principles and legislation.
Background /summary of complaint
Facebook have been running a campaign against
for some time and are pushing us to use our real
identities and disabling our accounts when we refuse to adhere to their ridiculous Terms of Use or provide them with our birth
certificate, driver's licences and the like.
A few of my colleagues have had their accounts disabled and a few were able to keep their accounts under their
reaching comprise with Facebook.

names by

Unfortunately, I have had no luck with Facebook's inconsistent application and enforcement of its "real name" policy.
I haven't gone a head and just simply created a new account under my
name (as many others have done) because I want to
demonstrate good will towards Facebook and hopefully get my old account e-instated.
Attachments
Att 1-My letter to Facebook in a attempt to resolve the issue (this has worked for other
Att 2-My Identity document which shows my trading name as
insurance. I also proved them with my ABN number.

ie.

)

. This is a legal document for my personal liability

Att 3-Facebook terms of reference, I have highlighted the relevant areas
Att 4-My completed Privacy complaint form for your office
Att 5-Email correspondence between Facebook and myself
Regards,

(Trading as

)

Facebook page: https://www.facebook.com/pages
Twitter:
Instagram:

https://twitter.com
https://instagram.com

______________________________________________________________________________________________________________
> Date:
> To:
> From:
@support.facebook.com
> Subject: Re: Contact Facebook
>
> Hi,
>
> In order to protect this account's security, we can't give you access to it until we verify your identity.
>
> Please provide any of the following documentation:
>
> 1. A government-issued ID that shows your name and date of birth.
>
> 2. Two different forms of ID that both show the same name. Additionally, one of the IDs must include a photo or date of birth that
matches the information on your profile.
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>
> 3. If you don’t have an ID that shows your name as well as your photo or date of birth, you can provide 2 forms of ID that show the
same name, and a government-issued ID that includes a date of birth or photo that matches the information on your profile.
>
> See the different kinds of ID we accept in our Help Center:
>
> https://www.facebook.com/help/
>
> Without this information, we can't assist you. We’re sorry for any inconvenience.
>
> View updates from your support dashboard: https://fb.me/
>
> Thanks,
>
> Myrtle
> Community Operations
> Facebook
>
> -----Original Message---> From:
> To: Facebook
> Subject: RE: Contact Facebook
>
> Hi Myrtle/Team,
>
> Please see attached my documentation.
> I look forward to a positive outcome.
>
> Regards,
>
>
>
> > Date:
> > To:
> > From:
@support.facebook.com
> > Subject: Re: Contact Facebook
>>
> > Hi,
>>
> > Thanks for your reply. At this time, we can't give you access to this account or continue with your request because you either:
>>
> > - Haven't sent a form of ID that we can use to verify your identity
> > - Sent us documentation that doesn't match the name, photo or date of birth listed on this Facebook account
>>
> > Please respond to this email and attach a copy of an accepted form of ID. Be sure to cover up any personal information that we
don't need to verify your identity (ex: social security number, address, license number).
>>
> > For a list of the types of ID we accept, please visit the Help Center:
>>
> > https://www.facebook.com/help
>>
> > Once we can verify your identity, we can help with this request.
>>
> > View updates from your support dashboard: https://fb.me
>>
> > Thanks,
>>
> > Myrtle
> > Community Operations
> > Facebook
>>
> > -----Original Message---> > From:
> > To: Facebook
> > Subject: Re: Contact Facebook
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>>
> > Hi Myrtle,
>>
> > I'm a
.
>>
> > I use my
name on Facebook, as do many other
>>
> > I also have a
page (or was trying to create one until you blocked me).
>>
> > I don't use my real name or date of birth anywhere on the internet because I work
and also identity theft is very
alive and well on your website.
>>
> > I've attached:
>>
> > -my governmemt issued medicare card
> > -screenshot of my government issued Australian Business Number which is what businesses use in Australia to pay their taxes.
> > -personal liability insurance I need to have
> > -bank statement with account details chopped off
> > -electricity bill which is also government issued with my legal name
> > -screenshot of my details as they appear on my internet bill.
>>
> > I hope this is enough to satisfy you that I am a genuine person and
.
>>
> > I'm not comfortable sharing photos of my licence with you. I think you have quite enough personal information already.
>>
> > I look forward to an outcome.
>>
> > Sent from my
on the Telstra mobile network
> > -------- Original message -------> > From: Facebook <i
@support.facebook.com>
> > Date:
> > To:
> > Cc:
> > Subject: Re: Contact Facebook
>>
> > Hi,
>>
> > Thanks for contacting us. At this time, we can't verify your name. It might be because it doesn't follow our name standards and has:
>>
> > - Symbols, numbers, unusual capitalization, repeating characters or punctuation
> > - Characters from multiple languages
> > - Titles of any kind (ex: professional, religious)
> > - More than one person’s name, because Facebook accounts are for individual use
>>
> > Facebook is a place where people use their authentic identities, and we want to make sure you can use yours.
>>
> > If this is the name you are known by in everyday life, please help us verify it by attaching a copy of an ID that shows your name,
photo and date of birth in a reply to this email.
>>
> > We accept the following types of documentation:
>>
> > https://www.facebook.com/help/www/1
>>
> > View updates from your support dashboard: https://fb.me
>>
> > Thanks,
>>
> > Myrtle
> > Community Operations
> > Facebook
>>
> -----End Original Message---->
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I have also attached my
personal liability insurance which shows
both my legal name, trading name and residential address. In order to register
with the insurance company I had to provide extensive identification
documentation.
I invite you to search my online / social media presence and the Australian
Taxation Office register to confirm the above information that I have provided.
I ask that you take the above information into account, in particular that I am
known as
and give consideration to allowing me to keep my
facebook personal profile in the name of
Changing the
username to my birth name will mean that no one is able to find me on
Facebook and I will not be able to connect with fellow
and prospective
clients.
I do not wish to have my birth name as my username and
as
my nickname on Facebook as it is very important to me to keep my personal
and business life separate.
I also already have a personal profile under my birth name for just this. I do
not believe that I am misleading anyone using the name
as this
is what I am known by and trade under.
If you do not allow me to keep my username of
I ask that you
grant me access to my facebook accounts so that I may remove all of my posts
/ photos etc and close down my
personal profile.
Please do not hesitate to contact me via
require further information.

Yours sincerely,

should you
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Facebook TOU-save on computer
Sent from my Samsung GALAXY S5 on the Telstra mobile network
This agreement was written in English (US). To the extent any translated
version of this agreement conflicts with the English version, the English version
controls. Please note that Section 16 contains certain changes to the general
terms for users outside the United States.
Date of Last Revision: January 30, 2015
Statement of Rights and Responsibilities
This Statement of Rights and Responsibilities ("Statement," "Terms," or "SRR")
derives from the Facebook Principles, and is our terms of service that governs
our relationship with users and others who interact with Facebook, as well as
Facebook brands, products and services, which we call the “Facebook Services”
or “Services”. By using or accessing the Facebook Services, you agree to this
Statement, as updated from time to time in accordance with Section 13 below.
Additionally, you will find resources at the end of this document that help you
understand how Facebook works.
Because Facebook provides a wide range of Services, we may ask you to review
and accept supplemental terms that apply to your interaction with a specific
app, product, or service. To the extent those supplemental terms conflict with
this SRR, the supplemental terms associated with the app, product, or service
govern with respect to your use of such app, product or service to the extent
of the conflict.
Privacy
Your privacy is very important to us. We designed our Data Policy to make
important disclosures about how you can use Facebook to share with others
and how we collect and can use your content and information. We encourage
you to read the Data Policy, and to use it to help you make informed decisions.
Sharing Your Content and Information
You own all of the content and information you post on Facebook, and you can
control how it is shared through your privacy and application settings. In
addition:
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For content that is covered by intellectual property rights, like photos and
videos (IP content), you specifically give us the following permission, subject to
your privacy and application settings: you grant us a non-exclusive,
transferable, sub-licensable, royalty-free, worldwide license to use any IP
content that you post on or in connection with Facebook (IP License). This IP
License ends when you delete your IP content or your account unless your
content has been shared with others, and they have not deleted it.
When you delete IP content, it is deleted in a manner similar to emptying the
recycle bin on a computer. However, you understand that removed content
may persist in backup copies for a reasonable period of time (but will not be
available to others).
When you use an application, the application may ask for your permission to
access your content and information as well as content and information that
others have shared with you. We require applications to respect your privacy,
and your agreement with that application will control how the application can
use, store, and transfer that content and information. (To learn more about
Platform, including how you can control what information other people may
share with applications, read our Data Policy and Platform Page.)
When you publish content or information using the Public setting, it means
that you are allowing everyone, including people off of Facebook, to access
and use that information, and to associate it with you (i.e., your name and
profile picture).
We always appreciate your feedback or other suggestions about Facebook, but
you understand that we may use your feedback or suggestions without any
obligation to compensate you for them (just as you have no obligation to offer
them).
Safety
We do our best to keep Facebook safe, but we cannot guarantee it. We need
your help to keep Facebook safe, which includes the following commitments
by you:
You will not post unauthorized commercial communications (such as spam) on
Facebook.
You will not collect users' content or information, or otherwise access
Facebook, using automated means (such as harvesting bots, robots, spiders, or
scrapers) without our prior permission.
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You will not engage in unlawful multi-level marketing, such as a pyramid
scheme, on Facebook.
You will not upload viruses or other malicious code.
You will not solicit login information or access an account belonging to
someone else.
You will not bully, intimidate, or harass any user.
You will not post content that: is hate speech, threatening, or pornographic;
incites violence; or contains nudity or graphic or gratuitous violence.
You will not develop or operate a third-party application containing alcoholrelated, dating or other mature content (including advertisements) without
appropriate age-based restrictions.
You will not use Facebook to do anything unlawful, misleading, malicious, or
discriminatory.
You will not do anything that could disable, overburden, or impair the proper
working or appearance of Facebook, such as a denial of service attack or
interference with page rendering or other Facebook functionality.
You will not facilitate or encourage any violations of this Statement or our
policies.
Registration and Account Security
Facebook users provide their real names and information, and we need your
help to keep it that way. Here are some commitments you make to us relating
to registering and maintaining the security of your account:
You will not provide any false personal information on Facebook, or create an
account for anyone other than yourself without permission.
You will not create more than one personal account.
If we disable your account, you will not create another one without our
permission.
You will not use your personal timeline primarily for your own commercial
gain, and will use a Facebook Page for such purposes.
You will not use Facebook if you are under 13.
You will not use Facebook if you are a convicted sex offender.
You will keep your contact information accurate and up-to-date.
You will not share your password (or in the case of developers, your secret
key), let anyone else access your account, or do anything else that might
jeopardize the security of your account.
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You will not transfer your account (including any Page or application you
administer) to anyone without first getting our written permission.
If you select a username or similar identifier for your account or Page, we
reserve the right to remove or reclaim it if we believe it is appropriate (such as
when a trademark owner complains about a username that does not closely
relate to a user's actual name).
Protecting Other People's Rights
We respect other people's rights, and expect you to do the same.
You will not post content or take any action on Facebook that infringes or
violates someone else's rights or otherwise violates the law.
We can remove any content or information you post on Facebook if we believe
that it violates this Statement or our policies.
We provide you with tools to help you protect your intellectual property rights.
To learn more, visit our How to Report Claims of Intellectual Property
Infringement page.
If we remove your content for infringing someone else's copyright, and you
believe we removed it by mistake, we will provide you with an opportunity to
appeal.
If you repeatedly infringe other people's intellectual property rights, we will
disable your account when appropriate.
You will not use our copyrights or Trademarks or any confusingly similar marks,
except as expressly permitted by our Brand Usage Guidelines or with our prior
written permission.
If you collect information from users, you will: obtain their consent, make it
clear you (and not Facebook) are the one collecting their information, and post
a privacy policy explaining what information you collect and how you will use
it.
You will not post anyone's identification documents or sensitive financial
information on Facebook.
You will not tag users or send email invitations to non-users without their
consent. Facebook offers social reporting tools to enable users to provide
feedback about tagging.
Mobile and Other Devices
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We currently provide our mobile services for free, but please be aware that
your carrier's normal rates and fees, such as text messaging and data charges,
will still apply.
In the event you change or deactivate your mobile telephone number, you will
update your account information on Facebook within 48 hours to ensure that
your messages are not sent to the person who acquires your old number.
You provide consent and all rights necessary to enable users to sync (including
through an application) their devices with any information that is visible to
them on Facebook.
Payments
If you make a payment on Facebook, you agree to our Payments Terms unless
it is stated that other terms apply.
Special Provisions Applicable to Developers/Operators of Applications and
Websites
If you are a developer or operator of a Platform application or website or if you
use Social Plugins, you must comply with the Facebook Platform Policy.
About Advertisements and Other Commercial Content Served or Enhanced by
Facebook
Our goal is to deliver advertising and other commercial or sponsored content
that is valuable to our users and advertisers. In order to help us do that, you
agree to the following:
You give us permission to use your name, profile picture, content, and
information in connection with commercial, sponsored, or related content
(such as a brand you like) served or enhanced by us. This means, for example,
that you permit a business or other entity to pay us to display your name
and/or profile picture with your content or information, without any
compensation to you. If you have selected a specific audience for your content
or information, we will respect your choice when we use it.
We do not give your content or information to advertisers without your
consent.
You understand that we may not always identify paid services and
communications as such.
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Special Provisions Applicable to Advertisers
If you use our self-service advertising creation interfaces for creation,
submission and/or delivery of any advertising or other commercial or
sponsored activity or content (collectively, the “Self-Serve Ad Interfaces”), you
agree to our Self-Serve Ad Terms. In addition, your advertising or other
commercial or sponsored activity or content placed on Facebook or our
publisher network will comply with our Advertising Guidelines.
Special Provisions Applicable to Pages
If you create or administer a Page on Facebook, or run a promotion or an offer
from your Page, you agree to our Pages Terms.
Special Provisions Applicable to Software
If you download or use our software, such as a stand-alone software product,
an app, or a browser plugin, you agree that from time to time, the software
may download and install upgrades, updates and additional features from us in
order to improve, enhance, and further develop the software.
You will not modify, create derivative works of, decompile, or otherwise
attempt to extract source code from us, unless you are expressly permitted to
do so under an open source license, or we give you express written permission.
Amendments
We’ll notify you before we make changes to these terms and give you the
opportunity to review and comment on the revised terms before continuing to
use our Services.
If we make changes to policies, guidelines or other terms referenced in or
incorporated by this Statement, we may provide notice on the Site Governance
Page.
Your continued use of the Facebook Services, following notice of the changes
to our terms, policies or guidelines, constitutes your acceptance of our
amended terms, policies or guidelines.
Termination
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If you violate the letter or spirit of this Statement, or otherwise create risk or
possible legal exposure for us, we can stop providing all or part of Facebook to
you. We will notify you by email or at the next time you attempt to access your
account. You may also delete your account or disable your application at any
time. In all such cases, this Statement shall terminate, but the following
provisions will still apply: 2.2, 2.4, 3-5, 9.3, and 14-18.
Disputes
You will resolve any claim, cause of action or dispute (claim) you have with us
arising out of or relating to this Statement or Facebook exclusively in the U.S.
District Court for the Northern District of California or a state court located in
San Mateo County, and you agree to submit to the personal jurisdiction of such
courts for the purpose of litigating all such claims. The laws of the State of
California will govern this Statement, as well as any claim that might arise
between you and us, without regard to conflict of law provisions.
If anyone brings a claim against us related to your actions, content or
information on Facebook, you will indemnify and hold us harmless from and
against all damages, losses, and expenses of any kind (including reasonable
legal fees and costs) related to such claim. Although we provide rules for user
conduct, we do not control or direct users' actions on Facebook and are not
responsible for the content or information users transmit or share on
Facebook. We are not responsible for any offensive, inappropriate, obscene,
unlawful or otherwise objectionable content or information you may
encounter on Facebook. We are not responsible for the conduct, whether
online or offline, of any user of Facebook.
WE TRY TO KEEP FACEBOOK UP, BUG-FREE, AND SAFE, BUT YOU USE IT AT
YOUR OWN RISK. WE ARE PROVIDING FACEBOOK AS IS WITHOUT ANY EXPRESS
OR IMPLIED WARRANTIES INCLUDING, BUT NOT LIMITED TO, IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
AND NON-INFRINGEMENT. WE DO NOT GUARANTEE THAT FACEBOOK WILL
ALWAYS BE SAFE, SECURE OR ERROR-FREE OR THAT FACEBOOK WILL ALWAYS
FUNCTION WITHOUT DISRUPTIONS, DELAYS OR IMPERFECTIONS. FACEBOOK IS
NOT RESPONSIBLE FOR THE ACTIONS, CONTENT, INFORMATION, OR DATA OF
THIRD PARTIES, AND YOU RELEASE US, OUR DIRECTORS, OFFICERS,
EMPLOYEES, AND AGENTS FROM ANY CLAIMS AND DAMAGES, KNOWN AND
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UNKNOWN, ARISING OUT OF OR IN ANY WAY CONNECTED WITH ANY CLAIM
YOU HAVE AGAINST ANY SUCH THIRD PARTIES. IF YOU ARE A CALIFORNIA
RESIDENT, YOU WAIVE CALIFORNIA CIVIL CODE §1542, WHICH SAYS: A
GENERAL RELEASE DOES NOT EXTEND TO CLAIMS WHICH THE CREDITOR DOES
NOT KNOW OR SUSPECT TO EXIST IN HIS OR HER FAVOR AT THE TIME OF
EXECUTING THE RELEASE, WHICH IF KNOWN BY HIM OR HER MUST HAVE
MATERIALLY AFFECTED HIS OR HER SETTLEMENT WITH THE DEBTOR. WE WILL
NOT BE LIABLE TO YOU FOR ANY LOST PROFITS OR OTHER CONSEQUENTIAL,
SPECIAL, INDIRECT, OR INCIDENTAL DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THIS STATEMENT OR FACEBOOK, EVEN IF WE HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. OUR AGGREGATE LIABILITY
ARISING OUT OF THIS STATEMENT OR FACEBOOK WILL NOT EXCEED THE
GREATER OF ONE HUNDRED DOLLARS ($100) OR THE AMOUNT YOU HAVE
PAID US IN THE PAST TWELVE MONTHS. APPLICABLE LAW MAY NOT ALLOW
THE LIMITATION OR EXCLUSION OF LIABILITY OR INCIDENTAL OR
CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY
NOT APPLY TO YOU. IN SUCH CASES, FACEBOOK'S LIABILITY WILL BE LIMITED
TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW.
Special Provisions Applicable to Users Outside the United States
We strive to create a global community with consistent standards for
everyone, but we also strive to respect local laws. The following provisions
apply to users and non-users who interact with Facebook outside the United
States:
You consent to having your personal data transferred to and processed in the
United States.
If you are located in a country embargoed by the United States, or are on the
U.S. Treasury Department's list of Specially Designated Nationals you will not
engage in commercial activities on Facebook (such as advertising or payments)
or operate a Platform application or website. You will not use Facebook if you
are prohibited from receiving products, services, or software originating from
the United States.
Certain specific terms that apply only for German users are available here.
Definitions
By "Facebook" or” Facebook Services” we mean the features and services we
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make available, including through (a) our website at www.facebook.com and
any other Facebook branded or co-branded websites (including sub-domains,
international versions, widgets, and mobile versions); (b) our Platform; (c)
social plugins such as the Like button, the Share button and other similar
offerings; and (d) other media, brands, products, services, software (such as a
toolbar), devices, or networks now existing or later developed. Facebook
reserves the right to designate, in its sole discretion, that certain of our brands,
products, or services are governed by separate terms and not this SRR.
By "Platform" we mean a set of APIs and services (such as content) that enable
others, including application developers and website operators, to retrieve
data from Facebook or provide data to us.
By "information" we mean facts and other information about you, including
actions taken by users and non-users who interact with Facebook.
By "content" we mean anything you or other users post, provide or share using
Facebook Services.
By "data" or "user data" or "user's data" we mean any data, including a user's
content or information that you or third parties can retrieve from Facebook or
provide to Facebook through Platform.
By "post" we mean post on Facebook or otherwise make available by using
Facebook.
By "use" we mean use, run, copy, publicly perform or display, distribute,
modify, translate, and create derivative works of.
By "application" we mean any application or website that uses or accesses
Platform, as well as anything else that receives or has received data from us. If
you no longer access Platform but have not deleted all data from us, the term
application will apply until you delete the data.
By “Trademarks” we mean the list of trademarks provided here.
Other
If you are a resident of or have your principal place of business in the US or
Canada, this Statement is an agreement between you and Facebook,
Inc. Otherwise, this Statement is an agreement between you and Facebook
Ireland Limited. References to “us,” “we,” and “our” mean either Facebook,
Inc. or Facebook Ireland Limited, as appropriate.
This Statement makes up the entire agreement between the parties regarding
Facebook, and supersedes any prior agreements.
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If any portion of this Statement is found to be unenforceable, the remaining
portion will remain in full force and effect.
If we fail to enforce any of this Statement, it will not be considered a waiver.
Any amendment to or waiver of this Statement must be made in writing and
signed by us.
You will not transfer any of your rights or obligations under this Statement to
anyone else without our consent.
All of our rights and obligations under this Statement are freely assignable by
us in connection with a merger, acquisition, or sale of assets, or by operation
of law or otherwise.
Nothing in this Statement shall prevent us from complying with the law.
This Statement does not confer any third party beneficiary rights.
We reserve all rights not expressly granted to you.
You will comply with all applicable laws when using or accessing Facebook.
By using or accessing Facebook Services, you agree that we can collect and use
such content and information in accordance with the Data Policy as amended
from time to time. You may also want to review the following documents,
which provide additional information about your use of Facebook:
Payment Terms: These additional terms apply to all payments made on or
through Facebook, unless it is stated that other terms apply.
Platform Page: This page helps you better understand what happens when you
add a third-party application or use Facebook Connect, including how they may
access and use your data.
Facebook Platform Policies: These guidelines outline the policies that apply to
applications, including Connect sites.
Advertising Guidelines: These guidelines outline the policies that apply to
advertisements placed on Facebook.
Self-Serve Ad Terms: These terms apply when you use the Self-Serve Ad
Interfaces to create, submit, or deliver any advertising or other commercial or
sponsored activity or content.
Promotions Guidelines: These guidelines outline the policies that apply if you
offer contests, sweepstakes, and other types of promotions on Facebook.
Facebook Brand Resources: These guidelines outline the policies that apply to
use of Facebook trademarks, logos and screenshots.
How to Report Claims of Intellectual Property Infringement
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Pages Terms: These guidelines apply to your use of Facebook Pages.
Community Standards: These guidelines outline our expectations regarding the
content you post to Facebook and your activity on Facebook.
To access the Statement of Rights and Responsibilities in several different
languages, change the language setting for your Facebook session by clicking
on the language link in the left corner of most pages. If the Statement is not
available in the language you select, we will default to the English version.
© 2015 Microsoft
Terms
Privacy & cookies
Developers
English (United States
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Privacy Complaint Form
The Office of the Australian Information Commissioner (the OAIC) can investigate complaints from
individuals about Australian Government and Norfolk Island agencies, and private sector organisations
covered by the Privacy Act 1988 (Cth). We are also responsible for handling privacy complaints about
ACT Government agencies. The OAIC does not investigate privacy complaints about State and Northern
Territory Government agencies or local councils. For information about who you can complaint to for
those entities, please see our website at www.oaic.gov.au/privacy/other-privacy-jurisdictions/stateand-territory-privacy-law.
If you are unsure about whether you can complain to the OAIC please use the ‘complaint checker’ on
our website at http://www.privacy.gov.au/complaints/who/complaintchecker or contact our
enquiries line on 1300 363 992.
The OAIC can also investigate complaints under privacy codes, as well as the spent convictions scheme,
tax file number data matching, health identifiers, anti-money laundering and personal property
securities law.
A complaint under any of these laws must be submitted in writing, either via this form, an email, by fax
or in a letter. If you have trouble completing this form, please send an email to enquiries@oaic.gov.au
or ring our enquiries line on 1300 363 992.

Your personal information
If you have any questions about the personal information we collect and how we will handle your
information, please contact the OAIC or see our privacy policy available on our website.

Use and disclosure of your information
We will use the information you have provided to assess your complaint, conduct the investigation and
conciliate. If the OAIC makes inquiries into or investigates your complaint, we will usually disclose the
information you give us, including a copy of your complaint, to the entity you have complained about
(the respondent). We may also disclose your information to others who have information relevant to
your complaint, if necessary. If we think we may need to disclose your information to an overseas
entity to handle your complaint, we will discuss this with you first.
In case of a challenge to a decision by the OAIC, we may need to disclose some information to a review
body, for example a court or tribunal.

Collection of your information
We may need to collect further information from you in order to investigate your complaint. If you do
not provide this information to the OAIC, it may affect how we handle your complaint. In some
circumstances, it may mean we decide not to investigate your complaint further.
We will usually collect information about you from the respondent. We may also collect information
about you from others if they have information relevant to your complaint.

Accessing your information
If you would like to access to the information about you that the OAIC holds, please contact the
enquiries line. More information is available on the Access our information page on our website.

Office of the Australian Information Commissioner
•Telephone 1300 363 992 • Facsimile +61 2 9284 9666 • GPO Box 5218, Sydney NSW 2001

1

FOIREQ18/00026
Before the OAIC can investigate your complaint you must first have complained to the agency or
organisation and given it an opportunity to resolve your complaint. This will generally involve writing
to the agency or organisation and giving it 30 days to respond.
Please send the completed form to us by:
Post
Director of Privacy Case
Management
GPO Box 5218
Sydney NSW 2001

Email
enquiries@oaic.gov.au

Fax
+61 2 9284 9666

___________________________________________________________________

About You – the Complainant
Name: Mr / Mrs
Preferred contact method (you must provide at least one contact method)
Email

Phone

Post

Mobile phone

Other

Phone (daytime): nil
Mobile:
Email:
Postal Address:

Postcode:

Other contact details (eg. Fax or international address): Not Applicable

Previous Dealings
If you have lodged a complaint or enquiry with the OAIC before please provide your previous reference
number (eg C00001 or E11/00001)
Not Applicable

Representative
Do you have someone that you would like to represent you in your complaint?
Yes

No

If yes:
What is your representative’s relationship with you? (eg. lawyer) :................................................................
Representative name: Mr / Mrs / Miss / Ms / Dr ............................................................................................
Preferred contact method (you must provide at least one contact method)
Email

Phone

Post

Mobile phone

Other

Office of the Australian Information Commissioner
•Telephone 1300 363 992 • Facsimile +61 2 9284 9666 • GPO Box 5218, Sydney NSW 2001
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Phone (daytime) ...............................................................................................................................................
Mobile ...............................................................................................................................................................
Email .................................................................................................................................................................
Postal Address ..................................................................................................................................................
........................................................................................... Postcode ..............................................................
Other contact details (eg. Fax or international address) ..................................................................................
..........................................................................................................................................................................

Have you complained to the Respondent?
I have complained to the agency or organisation about my privacy issue and given them 30 days to
respond.
Yes

No

It is only in exceptional circumstances that the OAIC will investigate complaints where you
have not complained to the respondent. If no, please explain why it is not appropriate for
you to complain to the respondent. The OAIC may still decline to investigate your complaint
until you have complained to the respondent
..........................................................................................................................................................................

The Respondent - who you are complaining about
I am complaining about: Facebook asking me to provide birth certificate, Medicare card and drivers
licence
Name of Respondent organisation / agency: Facebook
Phone (daytime): Not Applicable
Email: There is no direct Facebook address. They use what I suspect is a randomly generated email
account to respond to their customers.
I’ve been dealing with Myrtle and this is the email address listed on my correspondence:
@support.facbook.com
Postal Address: Not Applicable Postcode: Not Applicable
Name of individual(s) involved (if known): Myrtle

Have you taken this complaint to another dispute resolution body?
Yes

No

The OAIC may not investigate a complaint if another dispute resolution body is already dealing with it.
Please give details of your complaint and attach copies of relevant documents.

Office of the Australian Information Commissioner
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Name of the dispute resolution body you complained to .............................................................................
..........................................................................................................................................................................
Date of your complaint ………./………./……….
Is it dealing with your complaint?

Yes

No

Please provide a brief description of your complaint to the other dispute resolution body and explain why
it is or is not dealing with your complaint.
..........................................................................................................................................................................

Your Complaint
Please describe how you think your privacy has been interfered with.
It will assist us if you can explain:
•

What happened

•

When it happened (including dates)

•

What personal information of yours was affected

•

Who did it (include names of individuals involved if known)

•

How and when you found out about it.

The clearer your explanation is the more easily we will be able to assist you. Please feel free to attach
additional information.

My Facebook App automatically updated itself and asked me to verify my identity by
providing a copy of my driver’s license, birth certificate or other government issued identity document.
https://www.facebook.com/help/

I actually thought it was a hoax/phishing scam because of the type of information they were asking from
me as the information requested is all someone would use to commit identity fraud.
I changed my Facebook password and tried to log into Facebook from my laptop computer instead of my
smart phone. Again I was asked to private this sensitive and personal identification information.
alias

I don’t use my real name on Facebook and this appears to be their issue with me. I use the
as I am a
.

They told me that Facebook is a place where people use their authentic identities, and they want to make
sure I can use mine and if this is the name I am known by in everyday life, please help us verify it by
attaching a copy of an ID that shows your name, photo and date of birth in a reply to this email.
I am known in my community and by my clients as
entirely under this name

only. My social media presence is

Office of the Australian Information Commissioner
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To demonstrate to Facebook that I am a legitimate and practicing

, I uploaded my:

-my governmemt issued medicare card
-screenshot of my government issued Australian Business Number
-personal liability insurance I need to have as a
-bank statement with account details chopped off
-electricity bill which is also government issued with my legal name
-screenshot of my details as they appear on my internet bill. Ie.
I refused to upload my

driver’s licence and birth certificate.

They told me I needed to respond to this email and attach a copy of an accepted form of ID. Be sure to
cover up any personal information that we don't need to verify your identity (ex: social security number,
address, license number).
Again, they referred me to a list of the types of ID we accept, please visit the Help Center:
https://www.facebook.com/help
- Face book responses to my email to say they can’t give me access to my account because:
- Haven't sent a form of ID that we can use to verify your identity
- Sent us documentation that doesn't match the name, photo or date of birth listed on this Facebook
account.
- I responded to the new request with a letter (see attached) and some further
documentation.
I again refused to upload my driver’s license or birth certificate.
I’m still locked out of my account and fan page. I am losing business and reputation as
producers and clients are trying to contact me.
I should point out that most
use Facebook to connect and promote/grow their
business/hobby. I perform as a
and
. I have an ABN number
for the purpose of claiming my professional development.
I receive an email from Facebook saying that in order to protect this account's security, they can't

give me access to it until we verify your identity.

Please provide any of the following documentation:
1. A government-issued ID that shows your name and date of birth.
2. Two different forms of ID that both show the same name. Additionally, one of the IDs must include a
photo or date of birth that matches the information on your profile.
3. If you don’t have an ID that shows your name as well as your photo or date of birth, you can provide 2
forms of ID that show the same name, and a government-issued ID that includes a date of birth or photo
that matches the information on your profile.
See the different kinds of ID we accept in our Help Center:
https://www.facebook.com/help/

Office of the Australian Information Commissioner
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They tell me without this information, they can't assist me and that they are sorry for any inconvenience.

I have had no further communications with Facebook and my account
has been disabled. I
can log in but I get a message that says thanks for providing your documentation, we’ll reach out to you if
we need anything else”

Resolution
What action would you like the Respondent to take to resolve your complaint?
The OAIC generally tries to resolve complaints through conciliation between you and the respondent.
I’m not sure there is much you can do, given Facebook is an American company.
I thought that in Australia we had the right to not use our real identity on the internet?
I just think it is a bit much for a private firm that runs a social network site to demand such sensitive
information. I can understand if it was a bank or a government department account, I might understand
but it is just a social media.
I feel as though I am being blackmailed/held hostage by Facebook. I am not the only person this has
happened to many of my other
friends have also had their accounts disabled. Some are still
being able to operate under their
names.
My ideal outcome would be that I am allowed to keep my personal profile on Facebook as
and I can continue to build my
.
Second choice outcome, that I at least be granted opportunity to remove everything from my account.
I would like you to talk to Facebook in America and explain to them what they are doing is wrong and
disproportionate and their terms of use onerous.

Supporting information
You may attach relevant information that supports the complaint. For all complaints, please attach any
correspondence with the respondent about the privacy complaint.

For complaints about credit information files
If your complaint is about an incorrect credit information file please attach a copy of your complete
credit file. We will be unlikely to progress the complaint without it.
If you do not have a copy of your complete credit file we will need to obtain a copy on your behalf.
Do you give permission for OAIC staff to obtain a copy of your credit information file from either Veda
Advantage Information Services and Solutions, Dun & Bradstreet or the Tasmanian Collection Service?
Yes

No

Please sign and date this form

Office of the Australian Information Commissioner
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___________________________________________________________________________
___________________________________
> Date:
> To:
> From:
@support.facebook.com
> Subject: Re: Contact Facebook
>
> Hi,
>
> In order to protect this account's security, we can't give you access to it until we verify
your identity.
>
> Please provide any of the following documentation:
>
> 1. A government-issued ID that shows your name and date of birth.
>
> 2. Two different forms of ID that both show the same name. Additionally, one of the IDs
must include a photo or date of birth that matches the information on your profile.
>
> 3. If you don’t have an ID that shows your name as well as your photo or date of birth, you
can provide 2 forms of ID that show the same name, and a government-issued ID that
includes a date of birth or photo that matches the information on your profile.
>
> See the different kinds of ID we accept in our Help Center:
>
> https://www.facebook.com/help
>
> Without this information, we can't assist you. We’re sorry for any inconvenience.
>
> View updates from your support dashboard: https://fb.me
>
> Thanks,
>
> Myrtle
> Community Operations
> Facebook
>
> -----Original Message---> From:
> To: Facebook
> Subject: RE: Contact Facebook
>
> Hi Myrtle/Team,
>
> Please see attached my documentation.
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> I look forward to a positive outcome.
>
> Regards,
>
>
>
> > Date:
0
> > To:
> > From:
@support.facebook.com
> > Subject: Re: Contact Facebook
>>
> > Hi,
>>
> > Thanks for your reply. At this time, we can't give you access to this account or continue
with your request because you either:
>>
> > - Haven't sent a form of ID that we can use to verify your identity
> > - Sent us documentation that doesn't match the name, photo or date of birth listed on
this Facebook account
>>
> > Please respond to this email and attach a copy of an accepted form of ID. Be sure to
cover up any personal information that we don't need to verify your identity (ex: social
security number, address, license number).
>>
> > For a list of the types of ID we accept, please visit the Help Center:
>>
> > https://www.facebook.com/help/1
>>
> > Once we can verify your identity, we can help with this request.
>>
> > View updates from your support dashboard: https://fb.me
>>
> > Thanks,
>>
> > Myrtle
> > Community Operations
> > Facebook
>>
> > -----Original Message---> > From:
> > To: Facebook
> > Subject: Re: Contact Facebook
>>
> > Hi Myrtle,
>>
> > I'm a
.
>>
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> > I use my
name on Facebook, as do many other
.
>>
> > I also have a
page (or was trying to create one until you blocked me).
>>
> > I don't use my real name or date of birth anywhere on the internet because I work in
and also identity theft is very alive and well on your website.
>>
> > I've attached:
>>
> > -my governmemt issued medicare card
> > -screenshot of my government issued Australian Business Number which is what
businesses use in Australia to pay their taxes.
> > -personal liability insurance I need to have as a
> > -bank statement with account details chopped off
> > -electricity bill which is also government issued with my legal name
> > -screenshot of my details as they appear on my internet bill. Ie.
>>
> > I hope this is enough to satisfy you that I am a genuine person and
.
>>
> > I'm not comfortable sharing photos of my licence with you. I think you have quite
enough personal information already.
>>
> > I look forward to an outcome.
>>
> > Sent from my
on the Telstra mobile network
> > -------- Original message -------> > From: Facebook <
@support.facebook.com>
> > Date:
> > To:
> > Cc:
> > Subject: Re: Contact Facebook
>>
> > Hi,
>>
> > Thanks for contacting us. At this time, we can't verify your name. It might be because it
doesn't follow our name standards and has:
>>
> > - Symbols, numbers, unusual capitalization, repeating characters or punctuation
> > - Characters from multiple languages
> > - Titles of any kind (ex: professional, religious)
> > - More than one person’s name, because Facebook accounts are for individual use
>>
> > Facebook is a place where people use their authentic identities, and we want to make
sure you can use yours.
>>
> > If this is the name you are known by in everyday life, please help us verify it by attaching
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a copy of an ID that shows your name, photo and date of birth in a reply to this email.
>>
> > We accept the following types of documentation:
>>
> > https://www.facebook.com/help/www/
>>
> > View updates from your support dashboard: https://fb.me
>>
> > Thanks,
>>
> > Myrtle
> > Community Operations
> > Facebook
>>
> -----End Original Message---->
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From:
To:
Subject:
Date:

Juliet Morris
Enquiries
- FW: (Fwd) (Fwd) Facebook !!!! [DLM=Sensitive:Personal]

I received this email from
while I was doing the enquiries line
said that had problems
emailing the enquiries email address). Can you register this complaint and place it in the Triage list.
Thanks
-----Original Message----From:
Sent:
To: Juliet Morris
Subject: (Fwd) (Fwd) Facebook !!!!

------- Forwarded message follows -------

------- Forwarded message follows ------Dear Sir
           I contacted Facebook to delete my account ( they charged me $200
to do so!). They said it won't delete everything but when I get on to the site it
has not deleted my Email address? They said it would delete in a few
days after the request. That was three weeks ago, it will not delete my
account !!! I will not contact them because they charge me money to do so.
What is your advice ??
Yours
------- End of forwarded message ------------- End of forwarded message -------
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From:
To:
Subject:
Date:

Enquiries
Facebook Violation of Information

Dear Sir
By way of introduction, my name is
After several attempts to try to resolve the above
issue, I have finally decided to try sending this request to your office.
I closed my Facebook Account since
. I was there only for a short while. After years ad after
several requests sent to Facebook, my data are still there with my name appearing on Google Search.
Google refuses to delete this information as Facebook still have my account as `active`. People are
trying to hack this account which I do not use anymore. I am afraid that my name and information
will be misused. I have
and I am
that the person might be trying to
misuse my name and information.
Please help to resolve this issue.
Thank you.

Kind regards,
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From:
To:
Cc:
Subject:
Date:

Enquiries
@support.facebook.com
FW: Place Claim Request

Dear Office of the Australian Information Commissioner,
Please see email below from Facebook, I believe the request for this information is a breach of law, please investigate.
Kind Regards

-----Original Message----From: in
Sent:
To:
Subject: Re: Place Claim Request

@support.facebook.com [mailto:

@support.facebook.com]

Hi
We need proper documentation to confirm your claim. Make sure to reply to this email with an attachment of one of the following documents. This is required to finish processing your request.
Some examples of acceptable documents include:
• A utility bill for your location of business or home • Your local business license (issued by your city, county, state, etc.) • A tax file for your business • Certificate of Formation (for a partnership) • Articles of Incorporation (for a corporation)
To learn more about Locations on Facebook, you can visit our Help Center at https://apac01.safelinks.protection.outlook.com/?
url=https%3A%2F%2Fwww.facebook.com%2Fhelp%2Flocation&data=01%7C01%7Cenquiries%40oaic.gov.au%7Cfe95f1239c8e4113c90808d3f14cdef1%7Cea4cdebd454f4218919b7adc32bf1549%7C1&sdata=3MJifCQAifDXLoi2UExnH3WzJyYfk%2BpiElgnr6AVMAs%3D&reserved=0

Thanks for contacting Facebook,
  
Facebook
-----Original Message---From:
That is the old name for the shop and needs to be removed it is misleading customer and is in breach of TM

-----End Original Message-----
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Re: Please remove client's account ASAP - please see attached
IC

Reply|
Today, 11:55 AM
Facebook (noreply@support.facebook.com)

I looked there and didn't find what I was looking for. Please just do as I request.

From: Facebook <noreply@support.facebook.com>
Sent:
To:
Subject: Re: Please remove client's account ASAP - please see attached
Hi,
You've reached us at a channel that we don't support. Please visit the Help Center to find answers to many
frequently asked questions and up-to-date forms you can use to get in touch with us:
https://www.facebook.com/help

Facebook Help Center | Facebook
www.facebook.com
Learn how to add a profile picture, edit your info and manage posts on your Timeline.

We apologize for the inconvenience.

Thanks,
The Facebook Team
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From:
To:
Subject:
Date:
Attachments:

Enquiries
complaint
Facebook Spam

.pdf

Hello
I wish to lodge a complaint.
Facebook keep sending me mail along the lines "Person X has posted a picture" or whatever. Every time I
follow the unsubscribe link, but it keeps coming. It is aggressive and unethical, and hopefully illegal. It
happens, I assume, because I have stopped logging into my Facebook account.
I contend that by following the unsubscribe link multiple times I have communicated to Facebook to stop
spamming me. I have no idea how else to 'contact' them.
thank you
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From:
To:
Subject:
Date:
Attachments:

Enquiries
IMMINENT MATTER -

/ Facebook

image1.JPG

Commissioner for Privacy and Data Protection
PO Box 24014
Melbourne VIC 3001

Dear Sir/Madam
SUSPENSION OF FACEBOOK ACCOUNT –
I refer to our previous correspondence with Trish on
concerning the suspension of my personal Facebook
account. I have attached my license FYI.
I was advised that my Facebook account was disabled because I
“violated Facebooks Terms”. The particular Term/s in which I
allegedly violated was not specified , but rather some examples
were provided in dot point form.
I understand the importance of monitoring everyone’s Facebook
accounts to ensure that they adhere to your Terms and Conditions
, however after reviewing Facebook’s Terms and Conditions the
only thing I could think I’m in breach with is the fact that my
Facebook name is a prefix of my name and/or the DOB is
, this was only present due to my nature
of work and for my own protection.

I asked that they individualise their response to me to include
what it was that breached their Terms and Conditions. I also ask
that they consider reactivating my account as I am certain that It
has been an error on their part and/or a misunderstanding on
mine.
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From:
To:
Subject:
Date:
Attachments:

Enquiries
Complaint against Facebook
.JPG
Email with Facebook.docx

Dear Privacy Commissioner
I complaint against Facebook.
My email correspondence is attached. (I have highlighted some of it to try to make it clearer
where each message begins.
I trust that the complaint is largely self explanatory. The basis of it is spelt out in the earliest
email message in the attached. It seems quite apparent that Facebook has no intentions of
responding meaningfully to my request.
Given Facebook’s size, power and influence in relation to personal information of Australians,
please prioritise this complaint’s handling.
Yours faithfully

cpaeoysale122016bannerdedded
DISCLAIMER:
The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material.
Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or
entities other than the intended recipient is prohibited.
If you received this in error, please contact the sender and delete the material from any computer.
does not warrant that this email and any attachments are error or virus free and recommends that all attachments be
checked for computer viruses.
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> We also encourage you to view our "Data Policy" (https://www.facebook.com/about/privacy/), which
provides a description of the:
Data Policy - Facebook<https://www.facebook.com/about/privacy/>
www.facebook.com
Data Policy We give you the power to share as part of our mission to make the world more open and
connected. This policy describes what information we ...

> Data Policy - Facebook<https://www.facebook.com/about/privacy/>
Data Policy - Facebook<https://www.facebook.com/about/privacy/>
www.facebook.com
Data Policy We give you the power to share as part of our mission to make the world more open and
connected. This policy describes what information we ...

> www.facebook.com<http://www.facebook.com>
[https://www.facebook.com/images/

<http://www.facebook.com/>

Facebook - Log In or Sign Up<http://www.facebook.com/>
www.facebook.com
Create an account or log into Facebook. Connect with friends, family and other people you know.
Share photos and videos, send messages and get updates.

> Data Policy We give you the power to share as part of our mission to make the world more open
and connected. This policy describes what information we ...
>
>
>
>
> * Categories of data processed by Facebook
> * Personal data that Facebook receives from Facebook users
> * Purpose(s) of processing such data
> * Source(s) of the data, if known
> * Recipients or categories of recipients to whom Facebook users' personal data may be disclosed
>
> You can use our self-service tool to access your data any time, free of charge. To access the selfservice tool:
>
> 1. Click the arrow at the top right of any Facebook page and select Settings
> 2. Click Download a copy of your Facebook data below your General Account Settings
> 3. Click Start My Archive

FOIREQ18/00026

>
> Note: We have several measures in place to ensure the security of your information, and will require
you to confirm your identity to complete the process and access your account information.
>
> Your downloaded file may contain sensitive information. You should keep it secure and take
precautions when storing, sending or uploading it to any other services.
>
> Most of your data is also available to you simply by logging into your account. For example, your
Timeline contains posts you have shared on Facebook, along with comments and other interactions
with people. Additionally, you can find your message and chat conversations by going to your inbox,
or photos and videos that you have added or been tagged in by going to those sections of your
Timeline.
>
> Within your account, your activity log is a history of your activity on Facebook, from posts you have
commented on or liked, to apps you have used, to anything you have searched for.
>
> While logged in, you can correct, change or delete your information. For help logging in to your
account, please visit our Login and Password help page:
>
> https://www.facebook.com/help/login/?ref=cr
Login Basics | Facebook Help Center | Facebook<https://www.facebook.com/help/login/?ref=cr>
www.facebook.com
Make sure no one else is logged into Facebook on your computer . To log someone else out, click at
the top right of your Facebook homepage and select Log Out

> Login Basics | Facebook Help Center | Facebook<https://www.facebook.com/help/login/?ref=cr>
Login Basics | Facebook Help Center | Facebook<https://www.facebook.com/help/login/?ref=cr>
www.facebook.com
Make sure no one else is logged into Facebook on your computer . To log someone else out, click at
the top right of your Facebook homepage and select Log Out

> www.facebook.com<http://www.facebook.com>
[https://www.facebook.com/images

]<http://www.facebook.com/>

Facebook - Log In or Sign Up<http://www.facebook.com/>
www.facebook.com
Create an account or log into Facebook. Connect with friends, family and other people you know.
Share photos and videos, send messages and get updates.
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Privacy Complaint Form
The Office of the Australian Information Commissioner (the OAIC) can investigate complaints from
individuals about Australian Government and Norfolk Island agencies, and private sector organisations
covered by the Privacy Act 1988 (Cth). We are also responsible for handling privacy complaints about
ACT Government agencies. The OAIC does not investigate privacy complaints about State and Northern
Territory Government agencies or local councils. For information about who you can complaint to for
those entities, please see our website at www.oaic.gov.au/privacy/other-privacy-jurisdictions/state-andterritory-privacy-law.
If you are unsure about whether you can complain to the OAIC please use the ‘complaint checker’ on our
website at http://www.privacy.gov.au/complaints/who/complaintchecker or contact our enquiries line
on 1300 363 992.
The OAIC can also investigate complaints under privacy codes, as well as the spent convictions scheme,
tax file number data matching, health identifiers, anti-money laundering and personal property securities
law.
A complaint under any of these laws must be submitted in writing, either via this form, an email, by fax or
in a letter. If you have trouble completing this form, please send an email to enquiries@oaic.gov.au or
ring our enquiries line on 1300 363 992.

Your personal information
If you have any questions about the personal information we collect and how we will handle your
information, please contact the OAIC or see our privacy policy available on our website.

Use and disclosure of your information
We will use the information you have provided to assess your complaint, conduct the investigation and
conciliate. If the OAIC makes inquiries into or investigates your complaint, we will usually disclose the
information you give us, including a copy of your complaint, to the entity you have complained about
(the respondent). We may also disclose your information to others who have information relevant to
your complaint, if necessary. If we think we may need to disclose your information to an overseas entity
to handle your complaint, we will discuss this with you first.
In case of a challenge to a decision by the OAIC, we may need to disclose some information to a review
body, for example a court or tribunal.

Collection of your information
We may need to collect further information from you in order to investigate your complaint. If you do
not provide this information to the OAIC, it may affect how we handle your complaint. In some
circumstances, it may mean we decide not to investigate your complaint further.
We will usually collect information about you from the respondent. We may also collect information
about you from others if they have information relevant to your complaint.

Accessing your information
If you would like to access to the information about you that the OAIC holds, please contact the enquiries
line. More information is available on the Access our information page on our website.

Office of the Australian Information Commissioner
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Before the OAIC can investigate your complaint you must first have complained to the agency or
organisation and given it an opportunity to resolve your complaint. This will generally involve writing to
the agency or organisation and giving it 30 days to respond.
Please send the completed form to us by:
Post
Director of Privacy Case
Management
GPO Box 5218
Sydney NSW 2001

Email
enquiries@oaic.gov.au

Fax
+61 2 9284 9666

___________________________________________________________________

About You – the Complainant
Name:

...................................................................................................

Preferred contact method (you must provide at least one contact method)
x

Email

Phone

Post

Mobile phone

Other

Phone (daytime) ...............................................................................................................................................
Mobile

..........................................................................................................................................

Email

....................................................................................................................................

Postal Address ..................................................................................................................................................
........................................................................................... Postcode ..............................................................
Other contact details (eg. Fax or international address) ..................................................................................
..........................................................................................................................................................................

Previous Dealings
If you have lodged a complaint or enquiry with the OAIC before please provide your previous reference
number (eg C00001 or E11/00001)
..........................................................................................................................................................................

Representative
Do you have someone that you would like to represent you in your complaint?
Yes

x

No

If yes:
What is your representative’s relationship with you? (eg. lawyer) :................................................................
Representative name: Mr / Mrs / Miss / Ms / Dr ............................................................................................
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Preferred contact method (you must provide at least one contact method)
Email

Phone

Post

Mobile phone

Other

Phone (daytime) ...............................................................................................................................................
Mobile ...............................................................................................................................................................
Email .................................................................................................................................................................
Postal Address ..................................................................................................................................................
........................................................................................... Postcode ..............................................................
Other contact details (eg. Fax or international address) ..................................................................................
..........................................................................................................................................................................

Have you complained to the Respondent?
I have complained to the agency or organisation about my privacy issue and given them 30 days to
respond.
x

Yes

No

It is only in exceptional circumstances that the OAIC will investigate complaints where you have
not complained to the respondent. If no, please explain why it is not appropriate for you to
complain to the respondent. The OAIC may still decline to investigate your complaint until you
have complained to the respondent
..........................................................................................................................................................................
..........................................................................................................................................................................

The Respondent - who you are complaining about
I am complaining about
Name of Respondent organisation / agency .................................................................................. Facebook
..........................................................................................................................................................................
Phone (daytime) (650) 543-4800 ...................................................................................................................
Email .................................................................................................................................................................
Postal Address 1601 Willow Rd, Menlow Park, CA, USA...............................................................................
........................................................................................... Postcode 94025-1452 ........................................
Name of individual(s) involved (if known) ........................................................................................................
..........................................................................................................................................................................
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Have you taken this complaint to another dispute resolution body?
Yes

x

No

The OAIC may not investigate a complaint if another dispute resolution body is already dealing with it.
Please give details of your complaint and attach copies of relevant documents.

Name of the dispute resolution body you complained to .............................................................................
..........................................................................................................................................................................
Date of your complaint ………./………./……….
Is it dealing with your complaint?

Yes

No

Please provide a brief description of your complaint to the other dispute resolution body and explain why
it is or is not dealing with your complaint.
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................

Your Complaint
Please describe how you think your privacy has been interfered with.
It will assist us if you can explain:
•

What happened

•

When it happened (including dates)

•

What personal information of yours was affected

•

Who did it (include names of individuals involved if known)

•

How and when you found out about it.

The clearer your explanation is the more easily we will be able to assist you. Please feel free to attach
additional information.
Facebook is not allowing me the use of a pseudonym (which is Privacy Principle 2 in the Schedule 1
Australian Privacy Principles) and denying me service for trying to use one. I hold an account (
, registered to email address
access to which has been denied
to me for more than a month and this is impacting my ability to communicate with friends, family and
, which is making life very frustrating.
other associates – including
Facebook initially blocked my ability to login and replaced it with a request to verify my identity on
, with a notice that I might have violated their “real name policy”. The “real name policy” as
the verification process described it was nonsensical in its application - the standard given was “What
do your friends call you? Please provide ID”, which is two separate standards of identification. In
Office of the Australian Information Commissioner
•Telephone 1300 363 992 • Facsimile +61 2 9284 9666 • GPO Box 5218, Sydney NSW 2001
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attempting to exercise the former standard I’ve been denied service because of the latter: my friends
refer to me by my pseudonyms
”,
etc) more often than they use my legal
identity, but no legal ID I have carries those names.
The process also provided no facility to communicate with whoever was overseeing the review of my
access beyond text entry for the desired identity and image submission for supporting documents, so I
had to employ text-based images to try to communicate with them at all over it. My initial submission
(which simply stated that I use my pseudonyms more regularly than my legal identity with my friends,
but unfortunately my friends do not supply me with ID) was rejected within a few hours, and my
second submission (attached to email – but basically pointing out their obligations under the Privacy
Act) has been “processing” for over a month now. Any time I attempt to log into Facebook I receive a
“Unfortunately, you won't be able to access your account while we're reviewing these additional
documents. We appreciate your patience, and we'll get back to you as soon as we can.” message with no
options other than a log out button. So far they have not gotten back to me in any capacity.
I want to be able to exercise control over who can find me on their service to be able to keep my
personal life and professional life separate, which necessitates the use of a pseudonym. Facebook
does not allow me that option, which denies me a level of privacy I believe I am entitled to – and a
level of control that Facebook’s inbuilt privacy controls do not allow for.

..........................................................................................................................................................................
..........................................................................................................................................................................

Resolution
What action would you like the Respondent to take to resolve your complaint?
The OAIC generally tries to resolve complaints through conciliation between you and the respondent.
I would like Facebook to reactivate my account and update their name policy so it actually complies
with Australian law.
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................
..........................................................................................................................................................................

Supporting information
You may attach relevant information that supports the complaint. For all complaints, please attach any
correspondence with the respondent about the privacy complaint.

For complaints about credit information files
If your complaint is about an incorrect credit information file please attach a copy of your complete
credit file. We will be unlikely to progress the complaint without it.
If you do not have a copy of your complete credit file we will need to obtain a copy on your behalf.

Office of the Australian Information Commissioner
•Telephone 1300 363 992 • Facsimile +61 2 9284 9666 • GPO Box 5218, Sydney NSW 2001
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Do you give permission for OAIC staff to obtain a copy of your credit information file from either Veda
Advantage Information Services and Solutions, Dun & Bradstreet or the Tasmanian Collection Service?
Yes

x

No

Please sign and date this form

Signature:

……………………………………………….Date

Office of the Australian Information Commissioner
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From:
To:
Subject:
Date:
Attachments:

Enquiries
Website gaf
oaic-website-gaf.jpeg

Hi,
I am trying to complain about a breach of privacy concerning facebook.
I sent a private text message (not FB messenger) from my
to my mother and it
appeared on mum’s facebook page without facebook installed on my
and my
mother had no knowledge.
This is clearly a breach of my privacy by facebook.
When I visit your website to access the complaints form I get a message that ADOBE
READER NOT FOUND - but I have adobe reader installed.

Oh well, it’s facebook and you are powerless to stop this breach of privacy I guess.
Kind Regards

Web:
This email contains information that is for the sole use of the intended recipient and may be confidential or
privileged. If you are not an intended recipient, you may not keep, forward, copy, use, save or rely on this
communication, and any such action is unauthorised and prohibited.
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Please select the dispute resolution body you have taken this complaint to: *
Credit and Investments Ombudsman
Energy & Water Ombudsman (NSW) Limited
Energy and Water Ombudsman Queensland
Energy and Water Ombudsman (SA)
Energy and Water Ombudsman (Victoria) Limited
Energy and Water Ombudsman Western Australia
Financial Ombudsman Service
Public Transport Ombudsman Limited (Victoria)
Telecommunications Industry Ombudsman Limited
Tolling Customer Ombudsman
Other
Name of dispute resolution body: *
facebook australia pty ltd trading as facebook
In some circumstances, the OAIC may not investigate a complaint if another body is already dealing with your complaint. Please give
details of your complaint and attach copies of relevant documents at the end of this form.
Date of your complaint *

Is it dealing with your complaint?
Yes

No

Please provide a brief description of your complaint to the other dispute resolution body and explain why it is or is not dealing with your
complaint. *
nsw fair trading ref no.
Facebook is denying me access to my own personal information

Individuals can only make complaints about the mishandling of their own personal information, unless they have authorised someone to
act on their behalf.
Please answer the following: *
I am making a complaint about my own personal information
I am making a complaint on someone else’s behalf

Your details
Your details – the complainant
(You must provide at least one contact method)
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Title

First Name *

Last Name *

Preferred contact method *
Email

Phone

Post

Other

Email *

Phone (daytime)

Mobile

Postal Address

Suburb

State

Postcode

Other contact details (eg. fax or international address)
none

If you have lodged a complaint or enquiry with our Office before please provide your previous reference number

Do you have someone you would like to represent you in your complaint? *
Yes

No

Respondent details
Respondent 1
I am complaining about *
Private sector organisation
Australian Government agency
ACT Government agency

FOIREQ18/00026
Unsure

Private sector organisation
Please select the organisation you are complaining about. *
Not all private sector organisations are covered by the Act. As part of the complaint process we will check to see if we have jurisdiction.
Finance
Telecommunications
Debt collectors
Credit reporting bodies
Other
Other details
Name of organisation *
facebook australia pty ltd
Postal Address
level 18 77 king street sydney nsw 2000

locked bag q800 queen victoria building nsw 1230
Suburb

State

sydney

NSW

Postcode
2000

Email
support@facebookmail.com
Mobile

Phone (daytime)
0282347020

Name of individual(s) involved (if known)
naomi jan shepherd

director

If you are complaining about more than
one respondent:

Your complaint
Details of your complaint
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Please describe how you think your privacy has been interfered with. It will assist us if you can explain:
•
•
•
•
•
•

What happened
When it happened (including dates)
What personal information of yours was affected
Who did it (include names of individuals involved if known)
How and when you found out about it
What response, if any, have your received from the Respondent?

The clearer your explanation is the more easily we will be able to assist you. The box below will expand as you type.
around

, the local

newspaper ran 2 seperate stories about me

the first story initiated my forming a website and facebook account
which i linked to one of my email
addresses being
The facebook account went unused for many years until within the last week when i intended to access it to close it
Facebook denied me access unless i uploaded personal information to them which i told them by email that i would not do.
Then the asked for DOB information and so I used the DOB i used when setting up the account but it would not and will not accept it to
let me in to my account to close it.
I have emailed Facebook asking them to close my account and I know that the account is still active but for what purpose i do not know
I have told facebook via email that i intend to litigate if my account is not closed
Facebook seems to have the opinion that they can do whatever they like with other people information and personal details and so I am
glad that i did not use my own personal details when setting up the facebook account
What action would you like the Respondent to take to resolve your complaint? *
The OAIC generally tries to resolve complaints through conciliation between you and the respondent.
i would like my facebook account
it being closed

closed and to be shown proof of

Supporting documents
Is your complaint about an incorrect credit information file? *
Yes

No

You may attach relevant information that supports the complaint. If you are representing someone, you may wish to attach evidence that
you are authorised to represent them.
For all complaints please attach any correspondence with the respondent about the privacy complaint.
Do you have any electronic documents that you want to send electronically with this form?
Yes

No

Do you have any paper documents which you would like to send to the office in support of your complaint?
If so, after you have submitted this form electronically, please print it and attach it to your documents so we can relate them to your
electronic application. You can then post your documents relating to your complaint to:
Dispute Resolution Branch
Office of the Australian Information Commissioner
GPO Box 5218
Sydney NSW 2001
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Attachments
File:

.jpg

File: 1

.jpg

File:

.jpg

File:

.jpg

File:

.jpg

Do you have any paper documents which you would like to send to the office in support of your complaint? *
Yes

No

After you have submitted this form electronically, please print it and attach it to your documents so we can relate them
to your electronic application.
You can then post the documents relating to your complaint to:
Dispute Resolution Branch
Office of the Australian Information Commissioner
GPO Box 5218
Sydney NSW 2001
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Do you have any paper documents which you would like to send to the office in support of your complaint? *
Yes

No
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Yes

No
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From:
To:
Subject:
Date:

"Facebook"
RE: Personal data requests

Hi Jesse,
I have never used my name on Facebook since I first created my account in
. My Account
has also been attached to this email address. I'm sure your facial recognition technology would recognise my
face on the profile of my account and photographs going back to
with my face in it.
I have contacted the Office of the Australian Information Commissioner about this issue and I would appreciate
you leaving my data intact until I receive more information from them.
I also think it's very low standard to be flagging my

-----Original Message----From: a
[mailto:
Sent:
To:
Subject: Re: Personal data requests

account as fake after reporting a comment that

@support.facebook.com
@support.facebook.com]

Hi,
We can't help you with your request until we've received an ID or other documents that we can use to confirm
that you're the owner of this account.
Please visit the Help Centre to learn about the types of IDs and documents we accept:
https://www.facebook.com/help/
When you have your ID or documents ready, you can reply to this email with a scanned copy or photo of them.
Please cover up any personal information we don't need to confirm your name (e.g. credit card number,
National Insurance number). We'll just need to see your name, photo and date of birth that matches the
information on your profile.
View updates from your Support Inbox: https://fb.me
Thanks,
Jesse
Community Operations
Facebook
Did you receive this email in error? Please let us know: https://fb.
-----Original Message---Do I need to get legal advice on receiving my data that I have uploaded since
-----End Original Message-----
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Yes

No
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Gmail - Help us to confirm your name
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>

Help us to confirm your name
2 messages
Facebook <c
Reply-To: Facebook <c
To:

@support.facebook.com>
@support.facebook.com>

Hi,
Thanks for contacting us. It looks like we still need you to submit an ID or other documents to confirm the name
that you want to use on Facebook.
One way to confirm your name is to submit a photo or scanned copy of a government-issued ID. If you don't have
a government-issued ID, you can send us a combination of other documents that show your name (e.g. a utility
bill, school ID card, letter).
You can learn more about the types of documents we can use to confirm your name in the Help Centre:
https://www.facebook.com/help/
When you send us a copy of an ID or documents that show the name that you want to confirm, please feel free to
cover up any personal information we don't need, such as your credit card or National Insurance number.
Please bear in mind that Facebook profiles are for personal, non-commercial use and represent individual people.
If your profile represents an organisation, business, brand or idea, please let us know and we can help you create
a Page based on your profile.
Thanks for working with us to get this sorted.
View updates from your Support Inbox: https://fb.me
Best regards,

To: Facebook

@support.facebook.com>

Your request for personal documents is a viola on of my privacy, my safety and Australian Law.

I have a
name I want to use for that purpose.

. The name I have provided to Facebook is the

I have a legal right to anonymity and pseudonymity when dealing with companies such as Facebook, which is
enshrined within Australian law.
http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/chapter-2-app-2-anonymity-andpseudonymity
If Facebook does not comply with my request to con nue using my chosen name for this purpose and
con nues a emp ng to force me to provide personal informa on you could face ﬁnes of up to $1.7 million
AUD.
http://www.smh.com.au/small-business/trends/new-privacy-laws-are-you-ready-20140307-
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34bbq.html

I await your response and if I my complaint is ignored I will be making an oﬃcial complaint to the Oﬃce of the
Australian Informa on Commissioner at https://www.oaic.gov.au/.
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Help us to confirm your name
2 messages
Facebook <c
Reply-To: Facebook
To:

@support.facebook.com>
@support.facebook.com>

Hi,
Thanks for contacting us. We want to help, but first, we need to confirm that this is the name you go by in
everyday life.
Please reply with a photo or scan of documents that show the name that you want to use on Facebook.
To learn more about the types of documents we can use to confirm your name, please visit the Help Centre:
https://www.facebook.com/help/
Please bear in mind that Facebook profiles are for personal, non-commercial use and represent individual people.
If your profile represents an organisation, business, brand or idea, please let us know and we can help you create
a Page based on your profile.
View updates from your Support Inbox: https://fb.me/
Thanks,

To: Facebook <

@support.facebook.com>

Your request for personal documents is a viola on of my privacy, my safety and Australian Law.

I have a
name I want to use for that purpose.

. The name I have provided to Facebook is the

I have a legal right to anonymity and pseudonymity when dealing with companies such as Facebook, which is
enshrined within Australian law.
http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/chapter-2-app-2-anonymity-andpseudonymity
If Facebook does not comply with my request to con nue using my chosen name for this purpose and
con nues a emp ng to force me to provide personal informa on you could face ﬁnes of up to $1.7 million
AUD.
http://www.smh.com.au/small-business/trends/new-privacy-laws-are-you-ready-20140307-34bbq.
html
I await your response and if I my complaint is ignored I will be making an oﬃcial complaint to the Oﬃce of the
Australian Informa on Commissioner at https://www.oaic.gov.au/.
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[Quoted text hidden]
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Help us to confirm your name
2 messages
Facebook <
Reply-To: Facebook <

@support.facebook.com>
@support.facebook.com>

Hi,
We are sorry to hear that you’re concerned about your safety on our site. Facebook is about sharing, and our
privacy controls give you the power to decide what and how much you share.
You can adjust your Privacy Settings so no one except your friends on Facebook can see certain information
listed on your timeline. Start by visiting the Privacy Settings page, which you can access from the Account dropdown menu at the top of every Facebook page.
• Control basic information your friends will use to find you from the Connecting on Facebook section.
• Control who can see what you share by selecting one of the four global privacy setting groupings (Everyone,
Recommended, Friends of friends or Friends only) in the "Sharing on Facebook" section. If you'd like to further
customize these settings, click on the Customize settings link towards the bottom of that section.
• Control how your information is shared externally from the "Applications and Websites" section.
• Block specific people or applications from interacting with you on Facebook from the "Block Lists" section.
We recommend that you consider blocking the user involved in the report. People you block won't be able to find
you in searches, view your timeline, or contact you with pokes, Wall posts, or personal messages. You can block
people by adding their names to your block list at the bottom of the Privacy page, or by checking "Block this
person" when you report them. These people will not be notified when you block them, and any existing ties you
have with them will be removed.
For more information on editing your Privacy Settings, please visit the following link to Facebook's Help Center:
https://www.facebook.com/help/
Please remember that you should also contact the authorities if you ever feel threatened by something you see on
the site.
We want to make sure that Facebook is a community where you can be yourself, and we want you to be able to
use the name you most identify with on your Facebook profile. If this is the name you use in everyday life, please
help us confirm it by replying with a photo or scan of your ID or other documents that show your name.
One way to confirm the name on your profile is to send us a government-issued ID. We understand that not
everyone has a government-issued ID with the name they use in everyday life. We can also use a combination of
other documents such as a letter, a yearbook photo or a magazine subscription that have the name you want to
use on Facebook. You can learn more about these options via the Help Centre link below:
https://www.facebook.com/help/
When you send us a copy of an ID or other documents, please feel free to cover up any personal information we
don't need to see, such as your credit card or National Insurance number.
Bear in mind that if you don't have any IDs that confirm that this is the name you use in everyday life, you can also
add it as an additional name to your profile. Learn more:
https://www.facebook.com/help

5/02/2018, 11:13 am
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Thanks for working with me to get this sorted, and please let me know if you have any specific questions.
View updates from your Support Inbox: https://fb.me
Thanks,
Cassandra

>On
,
wrote:
>Your request for personal documents is a violation of my privacy, my safety
>and Australian Law.
>I have a
. The name I
>have provided to Facebook is the name I want to use for that purpose.
>I have a legal right to anonymity and pseudonymity when dealing with
>companies such as Facebook, which is enshrined within Australian law.
>http://www.oaic.gov.au/privacy/applying-privacy-law/
>app-guidelines/chapter-2-app-2-anonymity-and-pseudonymity
>If Facebook does not comply with my request to continue using my chosen
>name for this purpose and continues attempting to force me to provide
>personal information you could face fines of up to $1.7 million AUD.
>http://www.smh.com.au/small-business/trends/new-privacy>laws-are-you-ready-20140307-34bbq.html
>I await your response and if I my complaint is ignored I will be making an
>official complaint to the Office of the Australian Information Commissioner
>at https://www.oaic.gov.au/.
>On
Facebook <
>
@support.facebook.com> wrote:
>> Hi,
>>
>> Thanks for contacting us. We want to help, but first, we need to confirm
>> that this is the name you go by in everyday life.
>>
>> Please reply with a photo or scan of documents that show the name that you
>> want to use on Facebook.
>>
>> To learn more about the types of documents we can use to confirm your
>> name, please visit the Help Centre:
>>
>> https://www.facebook.com/help/1
>>
>> Please bear in mind that Facebook profiles are for personal,
>> non-commercial use and represent individual people. If your profile
>> represents an organisation, business, brand or idea, please let us know and
>> we can help you create a Page based on your profile.
>>
>> View updates from your Support Inbox: https://fb.me/
>>
>> Thanks,
>>
>>
>>
>

To: Facebook <

>
@support.facebook.com>

Your request for personal documents is a viola on of my privacy, my safety and Australian Law.
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The name I have provided to Facebook is the name I want to use for that purpose.

I have a legal right to anonymity and pseudonymity when dealing with companies such as Facebook, which is
enshrined within Australian law.
http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/chapter-2-app-2-anonymity-andpseudonymity

If Facebook does not comply with my request to con nue using my chosen name for this purpose and
con nues a emp ng to force me to provide personal informa on you could face ﬁnes of up to $1.7 million
AUD.
http://www.smh.com.au/small-business/trends/new-privacy-laws-are-you-ready-20140307-34bbq.
html

I await your response and if I my complaint is ignored I will be making an oﬃcial complaint to the Oﬃce of the
Australian Informa on Commissioner at https://www.oaic.gov.au/.
[Quoted text hidden]
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Help us to confirm your name
2 messages
Facebook <
Reply-To: Facebook <c
To:

@support.facebook.com>
@support.facebook.com>

Hi,
Thanks for your response. We understand your concern, and we encourage anyone who submits a document or
ID to cover up any personal information that we don't need to see (e.g. address, National Insurance number). For
more information about what else we do to protect your privacy, visit the Help Centre:
https://www.facebook.com/help/1
We can accept any of the following IDs:
– A government-issued ID that shows your name and date of birth.
– Two different forms of ID that both show the same name. One of the IDs must also include a photo or date of
birth that matches the information on your profile.
– If you don't have an ID that shows your name as well as your photo or date of birth, you can provide two forms
of ID that show the same name, and a government-issued ID that includes a date of birth or photo that matches
the information on your profile.
Before you scan or take a photo of your ID, make sure that you cover up any personal information that we don't
need (e.g. your address, licence number, National Insurance number).
To submit your ID, please respond directly to this email and attach the requested document(s). To learn more
about this process and what types of IDs we accept, please visit the Help Centre:
https://www.facebook.com/help/1
Let us know if you have any further questions.
View updates from your Support Inbox: https://fb.me/
Thanks,

>On
wrote:
>Your request for personal documents is a violation of my privacy, my safety
>and Australian Law.
> The name I have provided to Facebook is the name I want to use for that
>purpose.
>I have a legal right to anonymity and pseudonymity when dealing with
>companies such as Facebook, which is enshrined within Australian law.
>http://www.oaic.gov.au/privacy/applying-privacy-law/app>guidelines/chapter-2-app-2-anonymity-and-pseudonymity
>If Facebook does not comply with my request to continue using my chosen
>name for this purpose and continues attempting to force me to provide
>personal information you could face fines of up to $1.7 million AUD.
>http://www.smh.com.au/small-business/trends/new-privacy-laws
>-are-you-ready-20140307-34bbq.html
>I await your response and if I my complaint is ignored I will be making an
>official complaint to the Office of the Australian Information Commissioner
>at https://www.oaic.gov.au/.
>On
, "Facebook" <
>
@support.facebook.com> wrote:
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>> Hi,
>>
>> We are sorry to hear that you’re concerned about your safety on our site.
>> Facebook is about sharing, and our privacy controls give you the power to
>> decide what and how much you share.
>>
>> You can adjust your Privacy Settings so no one except your friends on
>> Facebook can see certain information listed on your timeline. Start by
>> visiting the Privacy Settings page, which you can access from the Account
>> drop-down menu at the top of every Facebook page.
>>
>> • Control basic information your friends will use to find you from the
>> Connecting on Facebook section.
>>
>> • Control who can see what you share by selecting one of the four global
>> privacy setting groupings (Everyone, Recommended, Friends of friends or
>> Friends only) in the "Sharing on Facebook" section. If you'd like to
>> further customize these settings, click on the Customize settings link
>> towards the bottom of that section.
>>
>> • Control how your information is shared externally from the "Applications
>> and Websites" section.
>>
>> • Block specific people or applications from interacting with you on
>> Facebook from the "Block Lists" section.
>>
>> We recommend that you consider blocking the user involved in the report.
>> People you block won't be able to find you in searches, view your timeline,
>> or contact you with pokes, Wall posts, or personal messages. You can block
>> people by adding their names to your block list at the bottom of the
>> Privacy page, or by checking "Block this person" when you report them.
>> These people will not be notified when you block them, and any existing
>> ties you have with them will be removed.
>>
>> For more information on editing your Privacy Settings, please visit the
>> following link to Facebook's Help Center:
>>
>> https://www.facebook.com/help/2
>>
>> Please remember that you should also contact the authorities if you ever
>> feel threatened by something you see on the site.
>>
>> We want to make sure that Facebook is a community where you can be
>> yourself, and we want you to be able to use the name you most identify with
>> on your Facebook profile. If this is the name you use in everyday life,
>> please help us confirm it by replying with a photo or scan of your ID or
>> other documents that show your name.
>>
>> One way to confirm the name on your profile is to send us a
>> government-issued ID. We understand that not everyone has a
>> government-issued ID with the name they use in everyday life. We can also
>> use a combination of other documents such as a letter, a yearbook photo or
>> a magazine subscription that have the name you want to use on Facebook. You
>> can learn more about these options via the Help Centre link below:
>>
>> https://www.facebook.com/help/
>>
>> When you send us a copy of an ID or other documents, please feel free to
>> cover up any personal information we don't need to see, such as your credit
>> card or National Insurance number.
>>
>> Bear in mind that if you don't have any IDs that confirm that this is the
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>> name you use in everyday life, you can also add it as an additional name to
>> your profile. Learn more:
>>
>> https://www.facebook.com/help/
>>
>> Thanks for working with me to get this sorted, and please let me know if
>> you have any specific questions.
>>
>> View updates from your Support Inbox: https://fb.me
>>
>> Thanks,
>>
>> Cassandra
>>
>>
>> >On
,
wrote:
>> >Your request for personal documents is a violation of my privacy, my
>> safety
>> >and Australian Law.
>> >I have a
. The name I
>> >have provided to Facebook is the name I want to use for that purpose.
>> >I have a legal right to anonymity and pseudonymity when dealing with
>> >companies such as Facebook, which is enshrined within Australian law.
>> >http://www.oaic.gov.au/privacy/applying-privacy-law/
>> >app-guidelines/chapter-2-app-2-anonymity-and-pseudonymity
>> >If Facebook does not comply with my request to continue using my chosen
>> >name for this purpose and continues attempting to force me to provide
>> >personal information you could face fines of up to $1.7 million AUD.
>> >http://www.smh.com.au/small-business/trends/new-privacy>> >laws-are-you-ready-20140307-34bbq.html
>> >I await your response and if I my complaint is ignored I will be making an
>> >official complaint to the Office of the Australian Information
>> Commissioner
>> >at https://www.oaic.gov.au/.
>> >On
, Facebook <
>> >c
@support.facebook.com> wrote:
>> >> Hi,
>> >>
>> >> Thanks for contacting us. We want to help, but first, we need to confirm
>> >> that this is the name you go by in everyday life.
>> >>
>> >> Please reply with a photo or scan of documents that show the name that
>> you
>> >> want to use on Facebook.
>> >>
>> >> To learn more about the types of documents we can use to confirm your
>> >> name, please visit the Help Centre:
>> >>
>> >> https://www.facebook.com/help/
>> >>
>> >> Please bear in mind that Facebook profiles are for personal,
>> >> non-commercial use and represent individual people. If your profile
>> >> represents an organisation, business, brand or idea, please let us know
>> and
>> >> we can help you create a Page based on your profile.
>> >>
>> >> View updates from your Support Inbox: https://fb.me
>> >>
>> >> Thanks,
>> >>
>> >>
>> >>
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>> >
>>
>>
>

To: Facebook <c

@support.facebook.com>

The name I have provided to Facebook is the name I want to use for that purpose.
I have a legal right to anonymity and pseudonymity when dealing with companies such as Facebook, which is
enshrined within Australian law.
That is, I am legally en tled to engage with Facebook using the name of my choice without providing ID of any
sort.
http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/chapter-2-app-2-anonymity-andpseudonymity

If Facebook does not comply with my request to con nue using my chosen name for this purpose and
con nues a emp ng to force me to provide personal informa on you could face ﬁnes of up to $1.7 million
AUD.
http://www.smh.com.au/small-business/trends/new-privacy-laws-are-you-ready-20140307-34bbq.
html

I await your response and if I my complaint is ignored I will be making an oﬃcial complaint to the Oﬃce of the
Australian Informa on Commissioner at https://www.oaic.gov.au/.
[Quoted text hidden]
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Help us to confirm your name
2 messages
Facebook <c
Reply-To: Facebook <
To:

@support.facebook.com>
@support.facebook.com>

Hi,
Thanks for contacting us.
Facebook requires everyone to list their authentic first and last name.
It looks like the name you've requested may not follow our name standards. Please take a look at the Help Centre
article below to learn more about names on Facebook:
https://www.facebook.com/help/
We ask everyone on Facebook to use the name they go by in everyday life. Names on Facebook shouldn't
include:
- Words or phrases
- Symbols, numbers, unusual capitalisation, repeating characters or punctuation
- Characters from multiple languages
- Titles of any kind (e.g. professional, religious)
- Offensive or suggestive words of any kind
If this is the name that you use in everyday life, you can confirm it a few different ways. If you have a governmentissued ID with the name that you'd like to confirm, you can use that. If not, you can send us a combination of other
documents (e.g. utility bill, university ID card, piece of post). Learn more about the documents we can use to
confirm your name:
https://www.facebook.com/help/
Feel free to cover up any personal information that we don't need to confirm your identity (e.g. credit card number,
Social Security number). We'll just need to see the name that you requested and either a photo or date of birth
that matches the information on your Facebook account.
View updates from your Support Inbox: https://fb.me/
Thanks,
Cassandra

>On
,
wrote:
>The name I have provided to Facebook is the name I want to use for that
>purpose.
>I have a legal right to anonymity and pseudonymity when dealing with
>companies such as Facebook, which is enshrined within Australian law.
>That is, I am legally entitled to engage with Facebook using the name of my
>choice without providing ID of any sort.
>http://www.oaic.gov.au/privacy/applying-privacy-law/app-guid
>elines/chapter-2-app-2-anonymity-and-pseudonymity
>If Facebook does not comply with my request to continue using my chosen
>name for this purpose and continues attempting to force me to provide
>personal information you could face fines of up to $1.7 million AUD.
>http://www.smh.com.au/small-business/trends/new-privacy-laws
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>-are-you-ready-20140307-34bbq.html
>I await your response and if I my complaint is ignored I will be making an
>official complaint to the Office of the Australian Information Commissioner
>at https://www.oaic.gov.au/.
>On
"Facebook" <
>
@support.facebook.com> wrote:
>> Hi,
>>
>> Thanks for your response. We understand your concern, and we encourage
>> anyone who submits a document or ID to cover up any personal information
>> that we don't need to see (e.g. address, National Insurance number). For
>> more information about what else we do to protect your privacy, visit the
>> Help Centre:
>>
>> https://www.facebook.com/help/
>>
>> We can accept any of the following IDs:
>>
>> – A government-issued ID that shows your name and date of birth.
>> – Two different forms of ID that both show the same name. One of the IDs
>> must also include a photo or date of birth that matches the information on
>> your profile.
>> – If you don't have an ID that shows your name as well as your photo or
>> date of birth, you can provide two forms of ID that show the same name, and
>> a government-issued ID that includes a date of birth or photo that matches
>> the information on your profile.
>>
>> Before you scan or take a photo of your ID, make sure that you cover up
>> any personal information that we don't need (e.g. your address, licence
>> number, National Insurance number).
>>
>> To submit your ID, please respond directly to this email and attach the
>> requested document(s). To learn more about this process and what types of
>> IDs we accept, please visit the Help Centre:
>>
>> https://www.facebook.com/help/
>>
>> Let us know if you have any further questions.
>>
>> View updates from your Support Inbox: https://fb.me
>>
>> Thanks,
>>
>>
>> >On
,
wrote:
>> >Your request for personal documents is a violation of my privacy, my
>> safety
>> >and Australian Law.
>> > The name I have provided to Facebook is the name I want to use for that
>> >purpose.
>> >I have a legal right to anonymity and pseudonymity when dealing with
>> >companies such as Facebook, which is enshrined within Australian law.
>> >http://www.oaic.gov.au/privacy/applying-privacy-law/app>> >guidelines/chapter-2-app-2-anonymity-and-pseudonymity
>> >If Facebook does not comply with my request to continue using my chosen
>> >name for this purpose and continues attempting to force me to provide
>> >personal information you could face fines of up to $1.7 million AUD.
>> >http://www.smh.com.au/small-business/trends/new-privacy-laws
>> >-are-you-ready-20140307-34bbq.html
>> >I await your response and if I my complaint is ignored I will be making an
>> >official complaint to the Office of the Australian Information
>> Commissioner
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>> >at https://www.oaic.gov.au/.
>> >On
"Facebook" <
>> >c
@support.facebook.com> wrote:
>> >> Hi,
>> >>
>> >> We are sorry to hear that you’re concerned about your safety on our
>> site.
>> >> Facebook is about sharing, and our privacy controls give you the power
>> to
>> >> decide what and how much you share.
>> >>
>> >> You can adjust your Privacy Settings so no one except your friends on
>> >> Facebook can see certain information listed on your timeline. Start by
>> >> visiting the Privacy Settings page, which you can access from the
>> Account
>> >> drop-down menu at the top of every Facebook page.
>> >>
>> >> • Control basic information your friends will use to find you from the
>> >> Connecting on Facebook section.
>> >>
>> >> • Control who can see what you share by selecting one of the four global
>> >> privacy setting groupings (Everyone, Recommended, Friends of friends or
>> >> Friends only) in the "Sharing on Facebook" section. If you'd like to
>> >> further customize these settings, click on the Customize settings link
>> >> towards the bottom of that section.
>> >>
>> >> • Control how your information is shared externally from the
>> "Applications
>> >> and Websites" section.
>> >>
>> >> • Block specific people or applications from interacting with you on
>> >> Facebook from the "Block Lists" section.
>> >>
>> >> We recommend that you consider blocking the user involved in the report.
>> >> People you block won't be able to find you in searches, view your
>> timeline,
>> >> or contact you with pokes, Wall posts, or personal messages. You can
>> block
>> >> people by adding their names to your block list at the bottom of the
>> >> Privacy page, or by checking "Block this person" when you report them.
>> >> These people will not be notified when you block them, and any existing
>> >> ties you have with them will be removed.
>> >>
>> >> For more information on editing your Privacy Settings, please visit the
>> >> following link to Facebook's Help Center:
>> >>
>> >> https://www.facebook.com/help
>> >>
>> >> Please remember that you should also contact the authorities if you ever
>> >> feel threatened by something you see on the site.
>> >>
>> >> We want to make sure that Facebook is a community where you can be
>> >> yourself, and we want you to be able to use the name you most identify
>> with
>> >> on your Facebook profile. If this is the name you use in everyday life,
>> >> please help us confirm it by replying with a photo or scan of your ID or
>> >> other documents that show your name.
>> >>
>> >> One way to confirm the name on your profile is to send us a
>> >> government-issued ID. We understand that not everyone has a
>> >> government-issued ID with the name they use in everyday life. We can
>> also
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>> >> use a combination of other documents such as a letter, a yearbook photo
>> or
>> >> a magazine subscription that have the name you want to use on Facebook.
>> You
>> >> can learn more about these options via the Help Centre link below:
>> >>
>> >> https://www.facebook.com/help/
>> >>
>> >> When you send us a copy of an ID or other documents, please feel free to
>> >> cover up any personal information we don't need to see, such as your
>> credit
>> >> card or National Insurance number.
>> >>
>> >> Bear in mind that if you don't have any IDs that confirm that this is
>> the
>> >> name you use in everyday life, you can also add it as an additional
>> name to
>> >> your profile. Learn more:
>> >>
>> >> https://www.facebook.com/help/
>> >>
>> >> Thanks for working with me to get this sorted, and please let me know if
>> >> you have any specific questions.
>> >>
>> >> View updates from your Support Inbox: https://fb.me/
>> >>
>> >> Thanks,
>> >>
>> >> Cassandra
>> >>
>> >>
>> >> >On
wrote:
>> >> >Your request for personal documents is a violation of my privacy, my
>> >> safety
>> >> >and Australian Law.
>> >> >I have a stalker and am estranged from multiple family members. The
>> name I
>> >> >have provided to Facebook is the name I want to use for that purpose.
>> >> >I have a legal right to anonymity and pseudonymity when dealing with
>> >> >companies such as Facebook, which is enshrined within Australian law.
>> >> >http://www.oaic.gov.au/privacy/applying-privacy-law/
>> >> >app-guidelines/chapter-2-app-2-anonymity-and-pseudonymity
>> >> >If Facebook does not comply with my request to continue using my chosen
>> >> >name for this purpose and continues attempting to force me to provide
>> >> >personal information you could face fines of up to $1.7 million AUD.
>> >> >http://www.smh.com.au/small-business/trends/new-privacy>> >> >laws-are-you-ready-20140307-34bbq.html
>> >> >I await your response and if I my complaint is ignored I will be
>> making an
>> >> >official complaint to the Office of the Australian Information
>> >> Commissioner
>> >> >at https://www.oaic.gov.au/.
>> >> >On
Facebook <
>> >> >c
@support.facebook.com> wrote:
>> >> >> Hi,
>> >> >>
>> >> >> Thanks for contacting us. We want to help, but first, we need to
>> confirm
>> >> >> that this is the name you go by in everyday life.
>> >> >>
>> >> >> Please reply with a photo or scan of documents that show the name
>> that
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>> >> you
>> >> >> want to use on Facebook.
>> >> >>
>> >> >> To learn more about the types of documents we can use to confirm your
>> >> >> name, please visit the Help Centre:
>> >> >>
>> >> >> https://www.facebook.com/help/
>> >> >>
>> >> >> Please bear in mind that Facebook profiles are for personal,
>> >> >> non-commercial use and represent individual people. If your profile
>> >> >> represents an organisation, business, brand or idea, please let us
>> know
>> >> and
>> >> >> we can help you create a Page based on your profile.
>> >> >>
>> >> >> View updates from your Support Inbox: https://fb.me/
>> >> >>
>> >> >> Thanks,
>> >> >>
>> >> >>
>> >> >>
>> >> >
>> >>
>> >>
>> >
>>
>>
>

To: Facebook <

@support.facebook.com>

Australian law requires Facebook to allow me to use its services using the name of my choice without
providing ID of any sort.

http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/chapter-2-app-2-anonymity-andpseudonymity

Facebook's 'real name' policy is illegal in Australia.

If Facebook does not comply with my request to con nue using my chosen name for this purpose and
con nues a emp ng to force me to provide personal informa on you could face ﬁnes of up to $1.7 million
AUD.
http://www.smh.com.au/small-business/trends/new-privacy-laws-are-you-ready-20140307-34bbq.
html
[Quoted text hidden]
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Help us to confirm your name
2 messages
Facebook <
Reply-To: Facebook
To:

@support.facebook.com>
d@support.facebook.com>

Hi,
Thanks for contacting us.
Facebook requires everyone to list their authentic first and last name.
It looks like the name you've requested may not follow our name standards. Please take a look at the Help Centre
article below to learn more about names on Facebook:
https://www.facebook.com/help/1
We ask everyone on Facebook to use the name they go by in everyday life. Names on Facebook shouldn't
include:
- Words or phrases
- Symbols, numbers, unusual capitalisation, repeating characters or punctuation
- Characters from multiple languages
- Titles of any kind (e.g. professional, religious)
- Offensive or suggestive words of any kind
If this is the name that you use in everyday life, you can confirm it a few different ways. If you have a governmentissued ID with the name that you'd like to confirm, you can use that. If not, you can send us a combination of other
documents (e.g. utility bill, university ID card, piece of post). Learn more about the documents we can use to
confirm your name:
https://www.facebook.com/help/
Feel free to cover up any personal information that we don't need to confirm your identity (e.g. credit card number,
Social Security number). We'll just need to see the name that you requested and either a photo or date of birth
that matches the information on your Facebook account.
View updates from your Support Inbox: https://fb.me/
Thanks,
Cassandra

>On
,
wrote:
>The name I have provided to Facebook is the name I want to use for that
>purpose.
>I have a legal right to anonymity and pseudonymity when dealing with
>companies such as Facebook, which is enshrined within Australian law.
>That is, I am legally entitled to engage with Facebook using the name of my
>choice without providing ID of any sort.
>http://www.oaic.gov.au/privacy/applying-privacy-law/app-guid
>elines/chapter-2-app-2-anonymity-and-pseudonymity
>If Facebook does not comply with my request to continue using my chosen
>name for this purpose and continues attempting to force me to provide
>personal information you could face fines of up to $1.7 million AUD.
>http://www.smh.com.au/small-business/trends/new-privacy-laws
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>-are-you-ready-20140307-34bbq.html
>I await your response and if I my complaint is ignored I will be making an
>official complaint to the Office of the Australian Information Commissioner
>at https://www.oaic.gov.au/.
>On
, "Facebook" <
>
@support.facebook.com> wrote:
>> Hi,
>>
>> Thanks for your response. We understand your concern, and we encourage
>> anyone who submits a document or ID to cover up any personal information
>> that we don't need to see (e.g. address, National Insurance number). For
>> more information about what else we do to protect your privacy, visit the
>> Help Centre:
>>
>> https://www.facebook.com/help/1
>>
>> We can accept any of the following IDs:
>>
>> – A government-issued ID that shows your name and date of birth.
>> – Two different forms of ID that both show the same name. One of the IDs
>> must also include a photo or date of birth that matches the information on
>> your profile.
>> – If you don't have an ID that shows your name as well as your photo or
>> date of birth, you can provide two forms of ID that show the same name, and
>> a government-issued ID that includes a date of birth or photo that matches
>> the information on your profile.
>>
>> Before you scan or take a photo of your ID, make sure that you cover up
>> any personal information that we don't need (e.g. your address, licence
>> number, National Insurance number).
>>
>> To submit your ID, please respond directly to this email and attach the
>> requested document(s). To learn more about this process and what types of
>> IDs we accept, please visit the Help Centre:
>>
>> https://www.facebook.com/help/
>>
>> Let us know if you have any further questions.
>>
>> View updates from your Support Inbox: https://fb.me/
>>
>> Thanks,
>>
>>
>> >On
,
wrote:
>> >Your request for personal documents is a violation of my privacy, my
>> safety
>> >and Australian Law.
>> > The name I have provided to Facebook is the name I want to use for that
>> >purpose.
>> >I have a legal right to anonymity and pseudonymity when dealing with
>> >companies such as Facebook, which is enshrined within Australian law.
>> >http://www.oaic.gov.au/privacy/applying-privacy-law/app>> >guidelines/chapter-2-app-2-anonymity-and-pseudonymity
>> >If Facebook does not comply with my request to continue using my chosen
>> >name for this purpose and continues attempting to force me to provide
>> >personal information you could face fines of up to $1.7 million AUD.
>> >http://www.smh.com.au/small-business/trends/new-privacy-laws
>> >-are-you-ready-20140307-34bbq.html
>> >I await your response and if I my complaint is ignored I will be making an
>> >official complaint to the Office of the Australian Information
>> Commissioner
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>> >at https://www.oaic.gov.au/.
>> >On
"Facebook" <
>> >c
@support.facebook.com> wrote:
>> >> Hi,
>> >>
>> >> We are sorry to hear that you’re concerned about your safety on our
>> site.
>> >> Facebook is about sharing, and our privacy controls give you the power
>> to
>> >> decide what and how much you share.
>> >>
>> >> You can adjust your Privacy Settings so no one except your friends on
>> >> Facebook can see certain information listed on your timeline. Start by
>> >> visiting the Privacy Settings page, which you can access from the
>> Account
>> >> drop-down menu at the top of every Facebook page.
>> >>
>> >> • Control basic information your friends will use to find you from the
>> >> Connecting on Facebook section.
>> >>
>> >> • Control who can see what you share by selecting one of the four global
>> >> privacy setting groupings (Everyone, Recommended, Friends of friends or
>> >> Friends only) in the "Sharing on Facebook" section. If you'd like to
>> >> further customize these settings, click on the Customize settings link
>> >> towards the bottom of that section.
>> >>
>> >> • Control how your information is shared externally from the
>> "Applications
>> >> and Websites" section.
>> >>
>> >> • Block specific people or applications from interacting with you on
>> >> Facebook from the "Block Lists" section.
>> >>
>> >> We recommend that you consider blocking the user involved in the report.
>> >> People you block won't be able to find you in searches, view your
>> timeline,
>> >> or contact you with pokes, Wall posts, or personal messages. You can
>> block
>> >> people by adding their names to your block list at the bottom of the
>> >> Privacy page, or by checking "Block this person" when you report them.
>> >> These people will not be notified when you block them, and any existing
>> >> ties you have with them will be removed.
>> >>
>> >> For more information on editing your Privacy Settings, please visit the
>> >> following link to Facebook's Help Center:
>> >>
>> >> https://www.facebook.com/help/
>> >>
>> >> Please remember that you should also contact the authorities if you ever
>> >> feel threatened by something you see on the site.
>> >>
>> >> We want to make sure that Facebook is a community where you can be
>> >> yourself, and we want you to be able to use the name you most identify
>> with
>> >> on your Facebook profile. If this is the name you use in everyday life,
>> >> please help us confirm it by replying with a photo or scan of your ID or
>> >> other documents that show your name.
>> >>
>> >> One way to confirm the name on your profile is to send us a
>> >> government-issued ID. We understand that not everyone has a
>> >> government-issued ID with the name they use in everyday life. We can
>> also
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>> >> use a combination of other documents such as a letter, a yearbook photo
>> or
>> >> a magazine subscription that have the name you want to use on Facebook.
>> You
>> >> can learn more about these options via the Help Centre link below:
>> >>
>> >> https://www.facebook.com/help/
>> >>
>> >> When you send us a copy of an ID or other documents, please feel free to
>> >> cover up any personal information we don't need to see, such as your
>> credit
>> >> card or National Insurance number.
>> >>
>> >> Bear in mind that if you don't have any IDs that confirm that this is
>> the
>> >> name you use in everyday life, you can also add it as an additional
>> name to
>> >> your profile. Learn more:
>> >>
>> >> https://www.facebook.com/help/
>> >>
>> >> Thanks for working with me to get this sorted, and please let me know if
>> >> you have any specific questions.
>> >>
>> >> View updates from your Support Inbox: https://fb.me
>> >>
>> >> Thanks,
>> >>
>> >> Cassandra
>> >>
>> >>
>> >> >On
,
wrote:
>> >> >Your request for personal documents is a violation of my privacy, my
>> >> safety
>> >> >and Australian Law.
>> >> >I have a
. The
>> name I
>> >> >have provided to Facebook is the name I want to use for that purpose.
>> >> >I have a legal right to anonymity and pseudonymity when dealing with
>> >> >companies such as Facebook, which is enshrined within Australian law.
>> >> >http://www.oaic.gov.au/privacy/applying-privacy-law/
>> >> >app-guidelines/chapter-2-app-2-anonymity-and-pseudonymity
>> >> >If Facebook does not comply with my request to continue using my chosen
>> >> >name for this purpose and continues attempting to force me to provide
>> >> >personal information you could face fines of up to $1.7 million AUD.
>> >> >http://www.smh.com.au/small-business/trends/new-privacy>> >> >laws-are-you-ready-20140307-34bbq.html
>> >> >I await your response and if I my complaint is ignored I will be
>> making an
>> >> >official complaint to the Office of the Australian Information
>> >> Commissioner
>> >> >at https://www.oaic.gov.au/.
>> >> >On
Facebook <
>> >> >
@support.facebook.com> wrote:
>> >> >> Hi,
>> >> >>
>> >> >> Thanks for contacting us. We want to help, but first, we need to
>> confirm
>> >> >> that this is the name you go by in everyday life.
>> >> >>
>> >> >> Please reply with a photo or scan of documents that show the name
>> that

5/02/2018, 11:11 am
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>> >> you
>> >> >> want to use on Facebook.
>> >> >>
>> >> >> To learn more about the types of documents we can use to confirm your
>> >> >> name, please visit the Help Centre:
>> >> >>
>> >> >> https://www.facebook.com/help/
>> >> >>
>> >> >> Please bear in mind that Facebook profiles are for personal,
>> >> >> non-commercial use and represent individual people. If your profile
>> >> >> represents an organisation, business, brand or idea, please let us
>> know
>> >> and
>> >> >> we can help you create a Page based on your profile.
>> >> >>
>> >> >> View updates from your Support Inbox: https://fb.me/
>> >> >>
>> >> >> Thanks,
>> >> >>
>> >> >>
>> >> >>
>> >> >
>> >>
>> >>
>> >
>>
>>
>

To: Facebook <

@support.facebook.com>

Australian law requires Facebook to allow me to use its services using the name of my choice without
providing ID of any sort.

http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/chapter-2-app-2-anonymity-andpseudonymity

Facebook's 'real name' policy is illegal in Australia.

If Facebook does not comply with my request to con nue using my chosen name for this purpose and
con nues a emp ng to force me to provide personal informa on you could face ﬁnes of up to $1.7 million
AUD.
http://www.smh.com.au/small-business/trends/new-privacy-laws-are-you-ready-20140307-34bbq.
html
[Quoted text hidden]
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>

Help us to confirm your name
3 messages
Facebook <
Reply-To: Facebook <
To:

@support.facebook.com>
@support.facebook.com>

Hi,
We can't help you with your request until you send us something from our ID list to confirm your name:
https://www.facebook.com/help/
You can help us confirm your name in one of two ways:
- Senda photo or scan of one item from group one like a drivers license, passport or official name change
paperwork
or
- Send a photo or scan of two different items from group two like a magazine subscription and a school ID, or a
bank statement and a membership ID
Keep in mind, you don't need to have a government-issued ID to confirm your name.
We hope to hear from you soon so we can help.
View updates from your Support Inbox: https://fb.me/
Thanks,
Cassandra

To: Facebook <

@support.facebook.com>

I see. Is this Facebook's official policy?
I will need that for my formal complaint to the Office of the Australian Information Commissioner.
[Quoted text hidden]

To: Facebook <

@support.facebook.com>

I am waiting on your response.
Please let me know within three business days, at which point I will be making my complaint.
[Quoted text hidden]
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Do you have any paper documents which you would like to send to the office in support of your complaint? *
Yes

No
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Respondent 1
I am complaining about *
Private sector organisation
Australian Government agency
ACT Government agency
Unsure

Private sector organisation
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Facebook targets ads and stories. The timeline is not chronological. Facebook sell access to target
customers, that is their reason for existing. They floated on the stock exchange on this premise.

Lastly Facebook have started removing the ability of users to comment "bugger off" or similar on
the bottom of advertising posts. see example, no comment button. Beyond going to every page
and blocking it, users are passengers. They dont want you to be involved, just receptive. Its not
engagement, its an antisocial network.

On

, <noreply@industry.gov.au> wrote:
Form Submitted
You submitted a form called: Privacy Complaint Form.
Your form tracking code is:
Your submission reference number is:
To check the progress of your submission and/or confirm it has been received you should
contact the agency that provides the form. Where available these details may be displayed
below. Alternatively the agency name is usually displayed on the front page of the form or as
part of the form logo.
Please see the attached PDF for a copy of your form submission.
Please do not reply to this email as it has been sent from an automated system and replies are
routed to an unmonitored mailbox. For further information regarding your form please contact
the relevant Government Agency:
Agency Name: Office of the Australian Information Commissioner
Agency URL: http://www.oaic.gov.au
Phone: 1300 363 992
Email: enquiries@oaic.gov.au
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Your submission reference number is:
To check the progress of your submission and/or confirm it has been received you should
contact the agency that provides the form. Where available these details may be displayed
below. Alternatively the agency name is usually displayed on the front page of the form or as
part of the form logo.
Please see the attached PDF for a copy of your form submission.
Please do not reply to this email as it has been sent from an automated system and replies are
routed to an unmonitored mailbox. For further information regarding your form please contact
the relevant Government Agency:
Agency Name: Office of the Australian Information Commissioner
Agency URL: http://www.oaic.gov.au
Phone: 1300 363 992
Email: enquiries@oaic.gov.au
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Privacy
complaint form
Tracking Code:

Privacy complaint form
About this form
You can use this form to lodge a privacy complaint with the Office of the Australian Information Commissioner (OAIC).
The OAIC can investigate privacy complaints from individuals about Australian Government agencies, and private
sector organisations covered by the Privacy Act 1988 (Cth) (Privacy Act).
If you are unsure about whether you can complain to the OAIC, please use our Complaint Checker.
You can save this form at any point and return to complete it within 3 days. To save your form, click on the Save For
Later button on the top right-hand corner of this form. If you do not submit your saved form within 3 days, your saved
information will be permanently erased.
Refreshing your browser will clear any information that you have not saved. If you need to refresh your browser while
completing this form and wish to keep your changes, please save the form first.

Your personal information
I understand that the OAIC may need to disclose my personal information *
If you have any questions about the personal information we collect and how we will handle your information, please
contact us or see our privacy policy.
Privacy complaints may be subject to the Freedom of Information Act 1982.

Getting started
Before the OAIC can investigate your complaint you must first have complained to the agency or organisation and
given it an opportunity to resolve your complaint. This will generally involve writing to the agency or organisation and
giving it 30 days to respond.
Please respond to the following statement:
I have complained to the agency or organisation about my privacy issue and given them 30 days to respond. *
Yes

No

It is only in exceptional circumstances that the OAIC will investigate complaints where you have not complained to the
respondent.
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You may attach relevant information that supports the complaint. If you are representing someone, you may wish to
attach evidence that you are authorised to represent them.
For all complaints please attach any correspondence with the respondent about the privacy complaint.
Do you have any electronic documents that you want to send electronically with this form?
Yes

No

Attachments
File: Screen Shot
pm.png

at

Do you have any paper documents which you would like to send to the office in support of your complaint? *
Yes

No
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complaint form
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Privacy complaint form
About this form
You can use this form to lodge a privacy complaint with the Office of the Australian Information Commissioner (OAIC).
The OAIC can investigate privacy complaints from individuals about Australian Government agencies, and private
sector organisations covered by the Privacy Act 1988 (Cth) (Privacy Act).
If you are unsure about whether you can complain to the OAIC, please use our Complaint Checker.
You can save this form at any point and return to complete it within 3 days. To save your form, click on the Save For
Later button on the top right-hand corner of this form. If you do not submit your saved form within 3 days, your saved
information will be permanently erased.
Refreshing your browser will clear any information that you have not saved. If you need to refresh your browser while
completing this form and wish to keep your changes, please save the form first.

Your personal information
I understand that the OAIC may need to disclose my personal information *
If you have any questions about the personal information we collect and how we will handle your information, please
contact us or see our privacy policy.
Privacy complaints may be subject to the Freedom of Information Act 1982.

Getting started
Before the OAIC can investigate your complaint you must first have complained to the agency or organisation and
given it an opportunity to resolve your complaint. This will generally involve writing to the agency or organisation and
giving it 30 days to respond.
Please respond to the following statement:
I have complained to the agency or organisation about my privacy issue and given them 30 days to respond. *
Yes

No

It is only in exceptional circumstances that the OAIC will investigate complaints where you have not complained to the
respondent.
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From:
To:
Subject:
Date:

Section 47F - Personal Privacy

Timothy Pilgrim; Tim De Sousa; Holly Kendall; Kelly Hart
Facebook Security Note
Saturday, 22 June 2013 9:21:35 AM

Dear all,
I wanted to make sure you were aware of this recent post to the Facebook Security Page:
https://www.facebook.com/notes/facebook-security/important-message-fromfacebooks-white-hat-program/10151437074840766
In summary, the key points of this post are:

We recently received a report to our White Hat program regarding a bug that may
have allowed some of a person’s contact information (email or phone number) to be
accessed by people — via our Download Your Information (DYI) tool -- who either
had some contact information about that person or some connection to them. After
review and confirmation of the bug by our security team, we immediately disabled
the DYI tool to fix the problem and were able to turn the tool back on the next day
once we were satisfied that the problem had been fixed.
We've concluded that approximately 6 million Facebook users had email addresses
or telephone numbers shared. For almost all of the email addresses or telephone
numbers impacted, each individual email address or telephone number was only
included in a download once or twice. This means, in almost all cases, an email
address or telephone number was only exposed to one person. Additionally, no
other types of personal or financial information were included and only people on
Facebook – not developers or advertisers – have access to the DYI tool.
We currently have no evidence that this bug has been exploited maliciously and we
have not received complaints from users or seen anomalous behaviour on the tool or
site to suggest wrongdoing.
We are in the process of notifying affected users by email.
Please let me know if you have any questions.
Rgds,
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