data in 2020.
If you have any further questions or queries please email: ehpolicy@health.gov.au
Kind regards
The HealthConsult Team

Sydney Office: 3/ 86 Liverpool Street, Sydney NSW 2000
P: 02 9264 1805
Melbourne Office: 429/838 Collins Street, Docklands VIC 3008
P: 03 9081 1640
E: s 47F

W: www.healthconsult.com.au

Analysis
The Framework provides the policy context and guiding principles for the My Health Record (MHR) Secondary
Use of Data Governance Board (Board), when making decisions about granting access to, and releasing My
Health Record system data for secondary use. According to the Framework, the key principles are consistent
with the Australian Government’s response to the Productivity Commission inquiry report Data availability
and use. The principles in the Framework are divided into ten chapters, each addressing a different aspect of
the release of data for secondary use purposes, such as de-identification and data linkage. The Framework
also attaches:
•
•
•
•
•

three examples of the effective use of health data for secondary purposes (such as the ‘folate story’)
three hypothetical examples of the ways in which enabling the secondary use of My Health Record
(MHR) data could lead to new insights into the effectiveness and safety of medical treatments and
clinical care across Australia’s health system
key elements of the Conditions of Use Agreement (CUA)
a Guide to appropriate and inappropriate use of My Health Record data
a list of legislation that is relevant to the secondary use of My Health Record data (including the MHR
Act and Privacy Act)

Governance Board
The Australian Institute of Health and Welfare (AIHW) is the Data Custodian for the purposes of the
Framework.
The MHR Board will implement the Framework. The Board will comprise representatives from the AIHW, the
Australian Digital Health Agency (as the System Operator) and a range of independent experts, including
representatives from population health/epidemiology, research, health services delivery, technology, data
science, data governance and privacy, and consumer advocacy. The Board will oversee development and
operation of all secondary use infrastructure.

Principles
The Framework establishes:
• that consumers can opt out of having their MHR data used for secondary purposes
• the process for requesting and accessing data, including whether ethics approval is required
• principles to be applied in approving applications for data linkage
• processes to ensure protection of the privacy of individuals, including consideration of de-identification
methods
•

that the Board will ensure that data is made publicly available via regular publications and the
development of common use datasets (data cubes containing aggregate data)

• monitoring and assurances processes, such as requiring applicants to submit a risk management plan, and
• risk mitigation strategies and imposed penalties, including publishing minimum requirements for data
security infrastructure that must be complied with.
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Privacy and security concerns
Consumers can opt-out
The Framework establishes that individual consumers who have a MHR will be able to opt out of the use of
their MHR system data for secondary purposes by using the consumer access control mechanism and clicking
on the ‘Withdraw Participation’ button. However, since the My Health Record system will move to an opt-out
model on 16 July 2018, this will in effect mean that every individual that does not opt-out of having a My
Health Record could automatically have their de-identified personal information released for secondary
purposes by default. Individuals would need to proactively log on to their MHR to withdraw consent for their
information to be released for secondary purposes. The risk is that if the ADHA communications process does
not reach every Australian or that the communications do not adequately explain how MHR data is used for
secondary purposes, there may be individuals who are not aware of their right to opt-out.

Identified MHR system data with the consent of the health care recipient
The Framework explicitly covers secondary use of identified MHR system data with the consent of the health
care recipient. However, the only principle that the Framework sets out in relation to identified data is that
the Board will “be satisfied that, following the granting of ethics approval, the applicant has obtained consent
for the proposed use from the individuals whose data will be used”. The Framework does not establish any
principles about how consent must be sought or what consent means in the context of the Framework.

State and Territory authorities and instrumentalities
State and territory authorities and instrumentalities (including those that are not covered by the Privacy Act
or an equivalent privacy law of the State or Territory) are not required to brought under the coverage of the
Privacy Act. s 42

Civil Penalties
The Framework states that the Board will include the existing MHR Act penalties in the CUA to ensure there is
acceptance and understanding of the conditions, the seriousness of any breach of conditions and the
penalties that may apply. s 47C

Secondary use by insurance agencies
The provision of MHR data to insurance agencies will not be permitted under the Framework (the impact of
this exclusion will be considered as a part of the first review). However, media coverage highlights the interest
the insurance industry has in MHR data. An article, published on 1 June 2018, states that the chief executive
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From:
To:
Cc:
Subject:
Date:

Stephanie Otorepec
Diana Weston
Vivienne Lam
Next steps: ADHA [SEC=UNCLASSIFIED]
Friday, 15 June 2018 10:54:43 AM

3

Hi Diana
I’ve just caught up with Mel and Sarah about this. There are a few next steps for us:
·

·

Analysing the pack of materials provided to us by ADHA, to come up with an OAIC FAQs
page about the opt-out period. This needs to happen as a priority within the next week
or so, so that Exec (and ADHA) have a chance to consider and clear ahead of the
commencement of the opt-out period.
o Can we also consider whether any of our other existing resources on MHR need to
be amended?
o As discussed yesterday we’ll need to provide this to ADHA also before finalising in
good time.
We also need to prepare an email to ADHA on the comms campaign (whether this goes
back with the above, or is sent separately by Sarah G or Mel is for further consideration).
In this we will note that we have suggested opt-in is preferred from a privacy point of
view, and we appreciate that the brochure messages etc have been edited in line with
some feedback from our Office (Ie you’ll have an MHR unless you tell us you don’t want
one), s 47C
). And some suggestions in that regard, ie we would encourage you to
distribute the materials as widely as possible to ensure that all reasonable steps have
been taken to notify individuals of this significant new initiative).
o s 47C

o To support Exec’s consideration of this, it would be great if your team could also
provide a timeline of our interactions with ADHA, when we requested
meetings/briefings etc and what opportunity we have had to provide feedback
(and what we provided, ie the verbal feedback on the poster). It would also be
great to collate all public comments made by TP/our Office on this matter too for
Exec’s revision.
We can discuss further in person!
Cheers
Steph
Stephanie Otorepec  
A/g Director | Regulation and Strategy Branch
P: s 47F
E: stephanie.otorepec@oaic.gov.au

Office of the Australian Information Commissioner

s 47C

The OAIC has prepared a work plan of assessment activities to be undertaken under the MHR
MOU. This includes further security related assessments of the MHR system to be undertaken
next financial year (see MOU assessment work plan at D2017/004303).

Simon Cleverley from the policy team in the Department of Health (in Canberra) will dial in for the session.
The ADHA have advised that their presentation will cover:
• The Australian Digital Health Agency and the approved Digital Strategy.
• My Health Record and the benefits to both consumers and providers.
• The expansion of the My Health Record in 2018 – objectives, strategy, messaging and the opt-out process.
• Privacy
o The privacy settings within the MHR.
o Research on how we should communicate about privacy during the expansion program
o Legislation and governance
A copy of the ADHA’s presentation has not yet been provided to the OAIC.

State and Territory jurisdictional issues
• The OAIC regulates the handling of personal information under the My Health Record system by
individuals, Australian Government agencies, private sector organisations and some state and territory
agencies (in limited circumstances).
• s 42
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s 42

• s 42

• The Arrangement is a multi-party agreement, which does not create binding obligations, but aims to
facilitate effective cooperation between the OAIC and State and Territory regulators in relation to My
Health record complaint handling and information sharing. It outlines a protocol for handling My Health
Record complaints that fall into the jurisdiction of more than one regulator, or are made to the wrong
regulator.
• Relevantly, the Arrangement stipulates that if a State or Territory regulator receives a complaint about the
My Health Record system, which it does not have jurisdiction to handle but may fall within the OAIC’s
jurisdiction, the regulator should contact the OAIC with a view to referring the complaint to the OAIC. If the
OAIC and a State or Territory regulator determine that neither have jurisdiction to handle a complaint
about the My Health Record system, the regulator that received the complaint should raise the issue with
the System Operator (the ADHA).
• Where a State or Territory regulator receives a complaint that appears to be partly within its jurisdiction
and partly within the jurisdiction of the OAIC, or vice versa, the parties will consult with each other to
determine whether it is possible to:
o conduct a concurrent investigation, where each party handles different issues arising from the same set
of facts
o decide that one party handle the entire complaint, or
o suspend investigation of part of the complaint, pending completion of the other party’s handling of the
matter.
• For historical information about the OAIC’s engagement with the Department of Health and State and
Territory regulators on jurisdictional issues see Attachment B.

National expansion (opt-out) of the My Health Record system
• In May 2017, the Government announced in the Budget the national expansion of the My Health Record
system so that every Australian will have a My Health Record by December 2018, unless they choose to opt
out.
o The OAIC has been advised by the ADHA that the opportunity to opt out will be for a period of 3 months
from 1 May 2017. However, this information has not been made public.

Department staff advised the OAIC that the AGS advice seems to align with the Department’s own expectations. Timothy also raised
this issue in a meeting with the Secretary, Department of Health, on 2 November 2017 and a letter to the Secretary following up on
this issue is currently with Angelene for clearance (D2018/000780).

1

2

Currently with Sarah Ghali for clearance: D2018/002186
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• As per ADHA’s most recent communication to the OAIC on 26 February, ADHA is preparing a major review
of their website, along with training and awareness programs as a precursor to the national expansion opt
out phase.
• During a meeting on 16 November 2017, we welcomed ADHA to engage us on any education awareness
campaigns and workshops planned for healthcare providers and consumers, to help ensure consistent
messaging. We have yet to receive update from ADHA in this regard.
• Staff are in the process of arranging an MOU meeting with the ADHA for an update on where these
materials are up to and how the OAIC can be involved. In the interim, staff continue to monitor media
developments around the national expansion and have updated information on the OAIC’s website to
reflect the upcoming national opt-out phase, found here:
o “My Health Records” landing page, found in the “other legislation”
o “My Health Records” landing page, found in the “FAQs for individuals”
o “Using the My Health Record system” landing page, found in the “FAQs for agencies/organisations”

Update on the OAIC’s digital health work
MOU with ADHA
• The MOU between the OAIC and the ADHA was signed by both parties on 21 December 2017
(D2017/010748).
• As part of our MOU obligations, the OAIC prepared a work plan of activities to be undertaken under the
MOU relating to both assessment and policy related activities (D2017/004303, D2017/007066).

OAIC My Health Record resources
• Part of the OAIC’s digital health work for the 2016-17 financial year involved developing My Health Record
related multimedia resources aimed at healthcare providers. The multimedia resources include three
videos and are the first aimed specifically at healthcare providers. These resources were developed to be in
a more succinct and accessible format compared to other resources available. The My Health Record
multimedia resources have been published on the OAIC website that went live on 6 October 2017.

Development of secondary use framework
• As part of our MOU obligations with ADHA, the OAIC is responsible for monitoring developments in digital
health and participate in consultations related to relevant digital health developments.
• Before any health data from the My Health Record system can be used for secondary purposes, a
Framework for the secondary use (Framework) of My Health Record system data must first be developed.
HealthConsult, engaged by the Department of Health, released a Consultation Paper on 5 October on the
Framework, inviting submissions.
• As part of our MOU obligations, the OAIC made a submission on the Framework in November 2017.
• According to HealthConsult’s website, current expectations are that the Framework will be publicly
available in mid-2018.
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Notifiable Data Breaches and the interaction with My Health Record
• The OAIC has recently published Data breach preparation and response – A guide to managing data
breaches in accordance with the Privacy Act 1988 (Cth) which provides information about the interaction of
the Notifiable Data Breaches (NDB) scheme under Part IIIC of the Privacy Act and the data breach reporting
under the My Health Records Act (including examples).
• In summary, if a data breach meets the criteria of s 75 of the My Health Records Act it will be a Mandatory
Data Breach Notification (MDBN) and cannot be a Notifiable Data Breach (NDB).
• Section 26WD of the Privacy Act specifically exempts matters that are reportable under s 75 of the My
Health Records Act from being reportable under the NDB scheme. However, if the data breach does not
meet the criteria of s 75 of the My Health Records Act, the Healthcare Provider Organisation (HPO) will still
need to consider whether it meets the criteria to be a NDB. The HPO will need to consider the impact of
both pieces of legislation on any data breach occurring.

MDBNs received up to date
• In 2017-18, up to 1 March 2018, we received 17 data breach notifications (MDBNs) made under s 75 of the
My Health Records Act. These notifications reported 31 data breaches which affected 44 healthcare
recipients.
• The Department of Human Services (DHS) accounted for the majority of these notifications (n=16, 94%),
with the remaining notification coming from the system operator (ADHA). Eight of these notifications
resulted from findings under the Medicare compliance and data integrity programs that certain Medicare
claims made in the name of a healthcare recipient but not by that healthcare recipient were uploaded to
their My Health Record.
• Eight notifications related to healthcare recipients with similar demographic information having their
Medicare records intertwined. The remaining notification involved the unauthorised access of a healthcare
recipient’s My Health Record by a third party.
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Attachment A
s 42

o

•

s 42

s 42
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Attachment B
s 47C

• s 47C

• s 42

•

s 47C
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From:
To:
Subject:
Date:
Attachments:
Importance:

This is really helpful.
I have two quick questions that I’ve marked up in comments.
Thanks so much
Mel

5

Melanie Drayton
Diana Weston
D2018 006711 Executive brief - MHR opt-out - security - assessments - meeting with Alastair MacGibbon 22
June 2018.DOCX [SEC=UNCLASSIFIED]
Thursday, 21 June 2018 4:08:40 PM
D2018 006711 Executive brief - MHR opt-out - security - assessments - meeting with Alastair MacGibbon 22
June 2018.DOCX
High

From:
To:
Cc:
Subject:
Date:
Attachments:

Diana Weston
Stephanie Otorepec
Vivienne Lam
For consideration: comments on ADHA resource [SEC=UNCLASSIFIED]
Friday, 22 June 2018 3:52:00 PM
20180622152716434.pdf
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Hi Steph
I have attached a scanned copy of a document that was part of the folder of materials provided
to Vivienne and I during our meeting with the ADHA on 14 June. I note that Vivienne has
requested digital copies of these documents, but we are yet to receive anything. This particular
document is an ‘overview of the articles required to be developed for the My Health Record
Contact Centre knowledge base (LivePro) to support the opt-out period’. I had a few concerns
with the messages in this documents and wondered whether you would be comfortable for me
to raise these with Nicole Hunt. I have roughly noted my concerns in writing in the attached,
which are:
1.

The Opt Out Internal Portal Privacy Information states that the personal information
collected includes: name, DOB, gender, and either your Medicare card number, DVA
number or IHI (point 2, page 1). However, it also states that a confirmation that the
consumer did not want a record created will be sent to the consumer. The Privacy
Information should be updated to explain that contact details may also be collected.

2.

The first Privacy FAQ “Who gets to look at my record?” states that “Healthcare
providers, with your permission, will be able to look at the information”. This should be
clarified to explain that by default, documents in a My Health Record are set to general
access for healthcare providers. However, healthcare providers can generally only access
a consumer’s My Health Record for the purpose of providing healthcare to that a
consumer. A consumer can change their privacy and security controls by logging in to
their My Health Record to limit which healthcare providers can access their record or
which documents are viewable (Question 1, page 5).

3.

The second Privacy FAQ “Can I see who has looked at my record?” states that “There’s
an Access History section in your record that keeps track of who has seen it”. This could
be further explained by noting that Access History is displayed at an organisation level,
however, if a consumer was concerned about unusual activity record in their Access
History, they can contact the Call Centre to query this (or investigate?) (Question 2, page
5).

4.

In relation to the Secondary Use of My Health Record system data, it should be noted
that My Health Record system data may only be used for a secondary purpose in a deidentified form unless the consumer has given their consent. (page 11).

Let me know your thoughts.
Thanks
Diana

From:
To:
Subject:
Date:
Attachments:

Vivienne Lam
Diana Weston
FOR NOTING: Commissioner brief - Digital Health [SEC=UNCLASSIFIED]
Friday, 29 June 2018 3:55:49 PM
Commissioner brief Digital Health.docx

As discussed J
Kindest Regards,
Vivienne Lam | Adviser | Regulation and Strategy Branch
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 |www.oaic.gov.au
Phone: +61 2 9284 9855|Email: Vivienne.Lam@oaic.gov.au
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From:
To:
Cc:
Subject:
Date:
Attachments:

Diana Weston
Commissioner
Angelene Falk; Brenton Attard
My Health Record system briefs [SEC=UNCLASSIFIED]
Friday, 29 June 2018 3:56:00 PM
Commissioner brief Digital Health.docx
Executive brief - MHR opt-out - security - assessments - meeting with Alastair MacGibbon 22 June
2018.docx
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Hi Angelene
As discussed, I have attached the Senate Estimates brief on digital health and the MHR EB
prepared for your meeting with Alastair MacGibbon, Special Advisor to the Prime Minister on
Cyber Security. I have also printed copies for you.
Thanks
Diana
Diana Weston | Assistant Director
Regulation and Strategy Branch
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 |www.oaic.gov.au
Ph: +61 2 9284 9631 | diana.weston@oaic.gov.au
Please note: I am out of the office on Wednesdays. I will respond to your email as soon as I can.

Cheers
Steph
Stephanie Otorepec  
A/g Director | Regulation and Strategy Branch
P: s 47F
E: stephanie.otorepec@oaic.gov.au
Office of the Australian Information Commissioner

Thanks
Steph
Stephanie Otorepec  
A/g Director | Regulation and Strategy Branch
P: s 47F
E: stephanie.otorepec@oaic.gov.au
Office of the Australian Information Commissioner

From:
To:
Subject:
Date:
Attachments:

Diana Weston
Angelene Falk
RE: My Health Record system briefs [SEC=UNCLASSIFIED]
Monday, 2 July 2018 1:12:00 PM
For noting OAIC My Health Record an SECUNCLASSIFIED.msg
FW MHR opt-out - was the OAIC asked SECUNCLASSIFIED.msg
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Hi Angelene
There were two emails sent during Estimates (attached). The first related to retention of My
Health Records for 30 years after a person’s death (or 130 years if the date of death is unknown).
The second related to Government’s decision-making process in the move to opt-out.
I have printed these emails and left them with Brenton.
Thanks
Diana
From: Angelene Falk
Sent: Monday, 2 July 2018 1:00 PM
To: Diana Weston <diana.weston@oaic.gov.au>
Subject: RE: My Health Record system briefs [SEC=UNCLASSIFIED]
Thanks Diana
Can you please print out those couple of emails that were sent through at Estimates for me too
please
Angelene
From: Diana Weston
Sent: Friday, 29 June 2018 3:56 PM
To: Commissioner <commissioner@oaic.gov.au>
Cc: Angelene Falk <angelene.falk@oaic.gov.au>; Brenton Attard <brenton.attard@oaic.gov.au>
Subject: My Health Record system briefs [SEC=UNCLASSIFIED]
Hi Angelene
As discussed, I have attached the Senate Estimates brief on digital health and the MHR EB
prepared for your meeting with Alastair MacGibbon, Special Advisor to the Prime Minister on
Cyber Security. I have also printed copies for you.
Thanks
Diana
Diana Weston | Assistant Director
Regulation and Strategy Branch
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 |www.oaic.gov.au

Ph: +61 2 9284 9631 | diana.weston@oaic.gov.au
Please note: I am out of the office on Wednesdays. I will respond to your email as soon as I can.

From:
To:
Cc:
Subject:
Date:

Vivienne Lam
Deputy Commissioner
Melanie Drayton; Sarah Ghali; Stephanie Otorepec; Diana Weston
For noting: OAIC: My Health Record an [SEC=UNCLASSIFIED]
Thursday, 24 May 2018 12:19:37 PM
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Hi Mel,
Section 17 of the My Health Records Act 2012 (provision related to data retention mentioned below) was introduced in the
Health Legislation Amendment (eHealth) Act 2015. We made a submission on this Bill and this is what we said:
“Section 17 of the PCEHR Act currently provides that records held in the National Repositories Service (NRS) must be retained
until either 30 years after the healthcare recipient’s death, or 130 years after the record was first uploaded if the date of
death is unknown. The OAIC notes that Item 71 of the Bill proposes to amend s 17 so that where the date of death is
unknown, the record must be retained for 130 years from the healthcare recipient’s date of birth.
While the OAIC welcomes a reduction in the time that records uploaded to the NRS must be retained, the OAIC does query
whether the length of the retention period is necessary. A shorter retention period would be consistent with APP 11, which
states that where an entity holds personal information it no longer needs for a purpose permitted under the APPs, it must
take reasonable steps to destroy or de-identify the information (APP 11.2). A shorter retention period would better align
with the destruction timeframes that apply to the majority of Commonwealth records as regulated under the Archives Act
1983 (Cth).
The OAIC recommends that consideration be given to whether the clinical and other authorised purposes would be satisfied if
records are retained for a shorter period. Also, consideration should be given to whether holding records for that period is
necessary and proportionate to those purposes.”
I also note in our 2011 submission to the Draft concept of operations relating to PCEHR, we noted that the data
retention obligations for personal information in PCEHRs should not exceed the maximum period set by any state or
territory legislation.
As always, happy to discuss.
Kindest Regards,
Vivienne
From: Melanie Drayton
Sent: Thursday, 24 May 2018 10:32 AM
To: Vivienne Lam <vivienne.lam@oaic.gov.au>
Cc: Deputy Commissioner <deputy@oaic.gov.au>; Sarah Ghali <sarah.ghali@oaic.gov.au>; Stephanie Otorepec
<stephanie.otorepec@oaic.gov.au>; Diana Weston <diana.weston@oaic.gov.au>
Subject: Re: For noting: OAIC: My Health Record an [SEC=UNCLASSIFIED]

Thanks Vivienne - what was our response to the draft legislation.
I think we questioned that length of time.
M
On 24 May 2018, at 9:34 am, Vivienne Lam <vivienne.lam@oaic.gov.au> wrote:
Good morning,
Retention of My Health Records data
Under section 17 of the My Health Records Act 2012, any My Health Record information uploaded must be
retained for:
· 30 years after the death of a healthcare recipient (s 17(2)(b)(i)), or
· if the date of death is unknown the retention of record must be held for 130 years after the date of birth of
the healthcare recipient (s 17(2)(b)(ii))
The Explanatory Memorandum notes that these periods of retention “support the longevity of a minimum data
set in the PCEHR (or My Health Record) system”.
It is also noted in the EM that these retention requirements will not apply to repositories operated by state

governments or the private sector (as they are already subject to existing CWLTH, state or territory
arrangements concerning retention of health records).
Secondary framework
Steph is correct below –
Under the My Health Records Act, one of the functions of the System Operator is to prepare and provide deidentified data for research or public health purposes (s 15ma).
Identified information may also be used for secondary purposes with the consent of the healthcare recipient (s
66).
As always, happy to discuss.
Kindest Regards,
Vivienne

From: Stephanie Otorepec
Sent: Thursday, 24 May 2018 9:16 AM
To: Sarah Ghali <sarah.ghali@oaic.gov.au>; Diana Weston <diana.weston@oaic.gov.au>; Vivienne Lam
<vivienne.lam@oaic.gov.au>
Subject: RE: OAIC: My Health Record an [SEC=UNCLASSIFIED]
Thanks Vivienne. FYI just having reviewed it, from memory I think secondary uses are de-id only, unless you have
consent and then you can use id’d data?
From: Sarah Ghali
Sent: Thursday, 24 May 2018 8:03 AM
To: Diana Weston <diana.weston@oaic.gov.au>; Vivienne Lam <vivienne.lam@oaic.gov.au>
Cc: Stephanie Otorepec <stephanie.otorepec@oaic.gov.au>
Subject: Fwd: OAIC: My Health Record an

Good morning
Can you please assist Mel with the below question about how long MHR information is retained and how
that period was set?
Thanks
Sarah
Sent from my iPhone
Begin forwarded message:
From: Melanie Drayton <melanie.drayton@oaic.gov.au>
Date: 24 May 2018 at 7:33:00 am AEST
To: Sarah Ghali <sarah.ghali@oaic.gov.au>
Subject: Re: OAIC: My Health Record an
It’s ok, I have confirmed that secondary uses is de-I’d only.
It’s just the 30 year rule I need help with now!
On 24 May 2018, at 7:25 am, Melanie Drayton <melanie.drayton@oaic.gov.au> wrote:
Hi Sarah
Couple of questions!
Can you please remind me of the policy reason behind keeping MHR
information for 30 years after someone’s death (or it is a blanket 130 years? I
can’t remember).
Also, does the MHR secondary use framework apply to PI or can are secondary
uses limited to De-I’d data?

From:
To:
Cc:
Subject:
Date:

Diana Weston
Melanie Drayton
Sarah Ghali (sarah.ghali@oaic.gov.au); Stephanie Otorepec
FW: MHR opt-out - was the OAIC asked? [SEC=UNCLASSIFIED]
Thursday, 24 May 2018 12:00:00 PM
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Hi Mel
The move to an opt-out model for the My Health Record system was one of the
recommendations made in the Report into the Personally Controlled Electronic Health Record in
May 2014. My understanding is that the OAIC was not part of the decision to accept that
recommendation, however, the Office has been consulted on the approach to the national opt–
out expansion at various stages.   
I understand that soon after the Review Report was released, the OAIC offered to provide some
information to assist Health in planning its consultations on an opt-out participation model for
the eHealth record system (D2014/020148) and provided a memorandum outlining our
preliminary research on the potential privacy implications of an opt-out model (D2014/018831).
The OAIC also made public submissions as the legislative framework for the opt-out expansion
developed:
· The OAIC made a submission to the Department of Health on the Electronic health
records and healthcare identifiers: Legislation discussion paper, making general
comments on the move to opt-out.
· The OAIC made a submission to the Senate Community Affairs Legislation Committee on
the Health Legislation Amendment (eHealth) Bill 2015, outlining privacy risks associated
with the opt-out model and made recommendations about privacy safeguards that
should be implemented.
Once the Health Legislation Amendment (eHealth) Bill 2015 was passed (which authorised the
implementation of opt-out trials), the OAIC also provided comments to the Department of
Health on:
· opt-out trial communication information: D2016/000102.
· the PIA of the opt-out trials: D2016/006518
As part of the 2017-18 Budget, the Australian Government announced that the My Health
Record system would transition to opt-out participation nationally. The OAIC was then briefed
(D2018/000144) on the My Health Records (National Application) Rules 2017 which were
registered on 30 November 2017. However, I am not clear on whether the OAIC actually made
any comments on these rules.
Please let me know if you’d like any further information.
Thanks
Diana
From: Sarah Ghali
Sent: Thursday, 24 May 2018 10:30 AM
To: Diana Weston <diana.weston@oaic.gov.au>

Cc: Stephanie Otorepec <stephanie.otorepec@oaic.gov.au>
Subject: MHR opt-out - was the OAIC asked? [SEC=UNCLASSIFIED]
Importance: High
Hi Diana
Another question - the move to national opt-out. Mel’s recollection is that we were not
specifically asked/consulted by government in that decision making process.
Thanks
Sarah

s 22

s 22

s 22

6.

The OAIC is also a member of the ADHA Privacy and Security Advisory Committee (PSAC). Paula Cheng
has attended the last two PSAC meetings on 22 March and 24 May 2018 as an observer. Angelene
previously attended these meetings.

7.

In the 2017 Budget, the Australian Government announced the national expansion of the opt-out
participation model for the My Health Record (MHR) system. This followed earlier pilots in Western
Sydney and Far North Queensland.

8.

A three-month opt-out period will run from 16 July to 15 October 2018.

9.

The Australian Digital Health Agency (ADHA) is launching a communications plan on 16 July, to coincide
with the start of the opt-out period, that aims to inform every Australian that they are going to have a My
Health Record created for them unless they tell the ADHA they don’t want one.

10. To fulfil our MOU obligations, the OAIC has engaged with the ADHA to provide feedback on some aspects
of the communications strategy over the past few months.
11. The Health team are currently reviewing the OAIC’s MHR web page and preparing updated resources to
inform consumers about the MHR national opt-out expansion and provide new privacy guidance about
the MHR system.

Background
Alastair MacGibbon
Extract from the Department of the Prime Minister and Cabinet website:
As the Special Adviser to the Prime Minister on Cyber Security, MacGibbon drives the creation and
strengthening of partnerships between Australian Governments, private sector, non-governmental
organisations and academia to deliver national cyber security capacity and capability.
Prior to taking up his appointment as the Special Adviser MacGibbon was Australia's first eSafety
Commissioner. Before that he worked for 15 years as an Agent with the Australian Federal Police, including as
founding Director of the Australian High Tech Crime Centre. Along with private sector roles such as Senior
Director of Trust, Safety and Customer Support at eBay, MacGibbon was a Director of the Centre for Internet
Safety at the University of Canberra.

Relationship between the Digital Health Cyber Security Centre and the Australian
Cyber Security Centre (ACSC)
Tony Kitzelmann, Chief Information Security Officer at the Australian Digital Health Agency (ADHA), advised
(during our recent assessment) that the Digital Health Cyber Security Centre work closely with the Australian
Cyber Security Centre (ACSC). Further, the ADHA website explains how the ADHA will work with the ACSC in
the event of a significant cyber security incident: Extract below:

Cyber Security Incident Response
Effective incident response
As the system operator for a range of national digital health systems, the Digital Health Cyber Security
Centre will take the lead in coordinating security incident response activities relating to national
digital health systems or services operated by or for the Australian Digital Health Agency. The Digital
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Health Cyber Security Centre will work with other areas of the Agency to protect against the loss of
confidentiality, integrity and availability of health information.
In the event of a significant cyber security incident, the Digital Health Cyber Security Centre will work
closely with the Australian Cyber Security Centre (ACSC), which has responsibility for operational
leadership of all crisis or major cyber security incidents impacting Australia and Australian interests. If
the healthcare sector is impacted directly or indirectly by one of these incidents, the Digital Health
Cyber Security Centre will assist the ACSC by working with them to coordinate the healthcare sector
response.
Using our knowledge of the healthcare sector, together with established relationships across the
sector, the Digital Health Cyber Security Centre will work with the Health Department’s Health
Emergency Management Branch and the ACSC to prioritise organisations that need assistance.

OAIC MHR security related assessment work
A key focus of the OAIC’s security related MHR assessments has been the National Repositories Service (NRS).
Under the My Health Record system, consumers’ health records are either uploaded into the NRS or obtained
from participating repositories. The NRS is the database system operated by the MHR National Infrastructure
Operator (currently Accenture). MHR National Infrastructure Operator is responsible for providing and
managing the system on behalf of the System Operator, including managing the system’s security controls,
which holds the key data sets that make up a My Health Record, including shared health summaries, event
summaries, discharge summaries, specialist letters, consumer entered health summaries and consumer notes.

Current and future MHR-APP 11 assessment work
The OAIC conducted an MHR assessment in June 2018. This was an APP 11 assessment of ADHA focussing on
the NRS. Lockstep Consulting Pty Ltd undertook this assessment on behalf of the OAIC in partnership with
DACA Advisory Services. However, a representative from the OAIC will be present during fieldwork.
The purpose of the assessment was to:
•
•
•

take account of changes since the MHR End-to-End Security Review (for a detailed summary of the
E2E Security Review see - D2017/002120)
look at how recommendations from previous OAIC privacy assessments of the system operator and
NRS have been implemented
assist ADHA in dealing with the security management of personal information in preparation for the
National expansion (opt-out) of the MHR system.

The risk-based assessment considered ADHA’s security measures including governance, training, internal
practices, procedures and systems, ICT security, physical security, access security, third party providers, data
breaches, destruction and de-identification as well as the application of relevant security standards. Our
assessment comprised a desk top review of available security policy, design and operations documents, staff
training materials, and past security review reports, followed by in-depth interviews with ADHA and NIO
staff. This assessment did not include any fresh first-hand examination by Lockstep of the MHR system, but
relied (in part) upon past third party reviews, which were re-examined.
The assessment report is currently being drafted and the OAIC has already provided preliminary comments.
Noting that the draft report has not been finalised, the following points summarise the current version of the
draft report:
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•

s 47E(d)
s 47E(d)

Previous OAIC security assessments of the MHR system
Under its MOU arrangements with the ADHA (and previously the Department of Health), the OAIC has
conducted a number of assessments of the My Health Record system and participants which have focused on
aspects of security, with a view to ensuring the safety and integrity of the data held in the MHR system.
These assessments have included:
•

s 47E(d)

•

Department of Human Services as the contact services provider for the MHR system (completed
December 2017). This was an APP 1.2 assessment but it touched on security related issues e.g. data
breach response management. There was one recommendation to review and update specific policies
for accessing and disclosing personal information. (note: the MHR contact centre has now moved to
ADHA)

•

NRS – Implementation of recommendations made in the 2014 assessment (completed September
2016). The OAIC made three recommendations around security governance and the System
Operator’s use of an Incident Management System.

•

eHealth system – access security controls of seven healthcare provider organisations (completed
October 2015)

•

eHealth system – access security controls – St Vincent’s Hospital Sydney Limited: Assessment report
(completed June 2015)

•

National Repositories Service (NRS) – eHealth record System Operator: Audit report (completed
November 2014). This audit examined how the System Operator protected personal information held
on the NRS. The report made five recommendations.
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ADHA Privacy and Security Advisory Committee (PSAC).
Paula Cheng attended the last two PSAC meetings on 22 March and 24 May 2018 as an observer. The key
messages that Paula noted are listed as follows:
•

Tony Kitzelmann advised that My Health Record system is in a good position and things are under control,
with the team in Brisbane maturing in their work and the NIO sharing responsibility.

•

Tony reported on a simulated cyber crisis exercise conducted in October 2017 at the March meeting. They
have engaged PricewaterhouseCoopers (PwC) to assist in the facilitation of a further cyber security crisis
exercise to test response activities of relevant areas with ADHA.

•

Tony also stated the importance of managing expectations from the general public as data breaches are
inevitable, despite highly secure systems. His main concern is a third-party breach and the public may not
be able to distinguish a data error from a third party that ADHA has no control over. Tony suggests that a
strategy showing how ADHA can deal with breaches at end points be developed to demonstrate to the
public that ADHA is doing all the right things. Some reported activities included improvement of ADHA’s
security information and event monitoring (SIEM) tool to undertake real-time monitoring of MHR activity,
security awareness training for ADHA staff and development of security awareness materials, e.g. Keeping
your healthcare information secure: simple security and privacy tips is a guide for healthcare consumers.

•

Tony Kitzelmann and his team have developed a security checklist, Selecting secure IT products and
services: Questions to ask your IT vendors to assist health service providers with managing information
security through third party providers. The OAIC provided comments on the draft checklist to Tony
Kitzelmann. Tony is planning to distribute the checklist to health service providers in July 2018.

•

ADHA has developed a Privacy Handbook to provide guidance on the management of privacy complains
and incidents and an interactive e-learning module for privacy training and awareness activities.

•

ADHA will provide a dedicated call centre to deal with MHR calls. At our recent assessment, ADHA advised
us that they now have a call centre in Adelaide.

•

ADHA is working on re-platforming of MHR by 2020 and the use of cloud services. There will be
transitioning of existing suppliers for the cloud service – DHS uses private cloud. This will have risks with
staffing and transitioning arrangements.

•

PSAC is organising three working groups to address PSAC work plan 2018, including Cyber Security Centre
Working Group, Privacy and Legal Working Group and MHR development Working Group.

My Health Record system ‘Access History’
Consumer perspective
A common concern about the MHR system is whether consumers will be able to see who has accessed their
record and whether this is at the organisation level only. Every time a consumer’s MHR is accessed or
changed, an automatic audit trail is created and can be viewed by the consumer under ‘Access History’. The
‘Access History’ page will contain information such as:
•

The date and time that your My Health Record was accessed/edited

•

The user who accessed/edited your My Health Record

•

Details of the action that was performed (e.g., when a clinical document was created or removed,
when individual contact details were amended, when representatives have been added or removed).

www.oaic.gov.au | 5

This includes actions performed by external providers (i.e., healthcare providers and DHS Medicare),
representatives (i.e., Nominated Representatives, and Authorised Representatives), or the consumer
when accessing your own My Health Record.
Below is an extract of a MHR Access History. It displays who accessed the record at an organisational level. For
a discharge summary from Westmead Children’s Hospital, ‘who accessed’ is listed as ‘NSW Department of
Health’. For prescription information added by a GP, ‘who accessed’ appears as ‘DMC Medical Centre’.
Extract: MHR ‘Access History’

While the Access History that the consumer can view is only displayed at organisation level, the organisation
is required under s 74 of the My Health Record Act 2012 (MHR Act) to be able to identify individuals who have
requested access to a MHR on behalf on their organisation (civil penalty: 100 penalty units). If a consumer
noticed unusual activity in their Access History, they could call the ADHA Help Line, and an investigation could
be opened.

System Operator/ healthcare provider perspective
s 47C
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Notifiable Data Breaches and the interaction with My Health Record
• In December 2017, the OAIC published Data breach preparation and response – A guide to managing data
breaches in accordance with the Privacy Act 1988 (Cth) which provides information about the interaction of
the Notifiable Data Breaches (NDB) scheme under Part IIIC of the Privacy Act and the data breach reporting
under the My Health Records Act (including examples).
• In summary, if a data breach meets the criteria of s 75 of the My Health Records Act it will be a Mandatory
Data Breach Notification (MDBN) and cannot be a Notifiable Data Breach (NDB).
• Section 26WD of the Privacy Act specifically exempts matters that are reportable under s 75 of the My
Health Records Act from being reportable under the NDB scheme. However, if the data breach does not
meet the criteria of s 75 of the My Health Records Act, the Healthcare Provider Organisation (HPO) will still
need to consider whether it meets the criteria to be a NDB. The HPO will need to consider the impact of
both pieces of legislation on any data breach occurring.

MDBNs received up to date
• In 2017-18, up to 1 March 2018, we received 17 data breach notifications (MDBNs) made under s 75 of the
My Health Records Act. These notifications reported 31 data breaches which affected 44 healthcare
recipients.
• The Department of Human Services (DHS) accounted for the majority of these notifications (n=16, 94%),
with the remaining notification coming from the system operator (ADHA). Eight of these notifications
resulted from findings under the Medicare compliance and data integrity programs that certain Medicare
claims made in the name of a healthcare recipient but not by that healthcare recipient were uploaded to
their My Health Record.
• Eight notifications related to healthcare recipients with similar demographic information having their
Medicare records intertwined. The remaining notification involved the unauthorised access of a healthcare
recipient’s My Health Record by a third party.

MHR national opt-out expansion
In the 2017 Budget, the Australian Government announced the national expansion of the opt-out
participation model for the My Health Record (MHR) system. This followed earlier pilots in Western Sydney
and Far North Queensland.
A three-month opt-out period will run from 16 July to 15 October 2018. Individuals will be able to opt-out
online, by phone or via a paper form.

OAIC’s position on opt-in and opt-out methods
The decision to move to an opt-out approach for the My Health Record system was a decision of government.
The decision implements one of the recommendations made in the Report into the Personally Controlled
Electronic Health Record in May 2014. The OAIC has previously supported the use of an opt-in participation
model for Australia’s eHealth record system, as in our view this represents best practice and provides a higher
degree of privacy protection as it gives consumers the ability to decide upfront whether or not to participate.
This also is in keeping with broader trends internationally which favour greater transparency and respect for
the autonomy of the individual, for example under the GDPR, where clear and express consent is generally
required to handle sensitive information.
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When an opt-out approach is used, a critical aspect of good privacy practice is to ensure individuals are
empowered to proactively make their own decisions about whether to opt-out of the system. Specifically,
individuals should be made aware of:
o how the My Health Record system operates
o the risks and benefits of the system
o their right to opt-out
o how to opt-out (phone, online, post), and
o how to exercise the privacy and security controls over their My Health Record.
This will require a significant public awareness campaign. In addition, the mechanism for individuals to optout needs to be easy and accessible.

OAIC engagement on the opt-out expansion and ADHA communications strategy
To fulfil our MOU obligations, the OAIC has engaged with the ADHA to provide feedback on some aspects of
the communications strategy over the past few months.
OAIC staff most recently met with the ADHA on 14 June 2018 to discuss:
•
•
•
•

The final media plan and communications materials related to the national opt-out expansion
A walk through of the opt-out process and mechanisms available
Resources being developed by the Agency to support the national opt-out expansion (including for
example, resources aimed at health service providers)
Finalised messages about the national opt-out expansion which the OAIC enquiries line can use when
responding to consumer enquiries.

Vivienne Lam prepared a contact report for this meeting (D2018/006457). The key points include:
• The communication plan was developed on research found in consultation with various stakeholders,
including 2500 consumers, internal staff (from clinical, policy and operational backgrounds), targeted
cohorts (consumers from Aboriginal and Torres Strait Islander backgrounds), targeted groups (e.g. National
Aboriginal Community Controlled Health Organisation (NACCHO), Positive Life, Federation of Ethnic
Communities Councils of Australia (FECCA), Rural Health Alliance)
• The OAIC was provided with copies of communications materials including pamphlets and posters that will
be used as part of the campaign. There was little opportunity for the OAIC to provide feedback given most
of the materials have already gone to print. There may be opportunity for the OAIC to provide feedback on
digital materials still in developments.
• The communication plan is set to run a ‘multi-pronged’ approach to reaching consumers about the
upcoming opt-out expansion, including:
o Outdoor advertising
o Print (i.e. regional newspaper advertising, brochures in GP offices)
o Healthcare service provider ‘toolkits’ (i.e. fact sheets)
o Radio advertisements
o Local events
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o Local champions
o DHS ‘trucks’ (i.e. DHS ‘trucks’ that provide mobile services to rural/remote communities will be
equipped with information packs)
• The communication focus is to have overarching message that consumers have an “informed choice”.
• Decision to not send out letters addressed to every Australian (via DHS data of individuals with Medicare)
was an active decision, based on consumer testing results that indicated the reliability of reach was not
strong. This was also evidenced by results received during the trial phase (in Nepean/Blue Mountains and
North Queensland areas).
• The Digital Media/Advertisement plans are still being developed, however, the revamped
MyHealthRecord.gov.au is now live.
• The ADHA Privacy team will be visiting the Adelaide Contact Centre at the end of June – a new cohort of
staff are being inducted. The team will be monitoring measures the Contact Centre will be taking in training
the new staff, as well as ensuring PI collection in the Contact Centre is secure.
• A ‘button’ will be installed on every My Health Record that allows consumers to withdraw from
participation in secondary use during the opt-out period.
• No secondary usage will be considered until 2020.

Previous engagement with the ADHA regarding communications
• On 9 April 2018, Karan Gallagher, General Manager – Implementation My Health Record Expansion
program, provided OAIC staff with an update on the communications strategy for the national opt-out
expansion. During this meeting, we were presented with a confidential version of a poster that will be used
as part of the consumer awareness strategy (the OAIC was not able to keep a copy).
• The OAIC’s feedback was that the poster did not make adequately clear that individuals could choose not to
have a My Health Record (this information was in small font at the bottom of the poster). The OAIC
reiterated that privacy is about giving individuals choice and transparency about how their personal
information is handled and the poster probably doesn’t achieve that in its current form. In response to our
feedback, ADHA revised the poster so that the message ‘This year you will get a My Health Record, unless
you tell us you don’t want one’ is included within a block footer at the bottom of the poster.
• OAIC staff (Enquiries and R&S) met with the ADHA on 28 May 2018 to discuss the types of enquiries the
OAIC has been receiving about the My Health Record system and receive a briefing on the interim
messages the ADHA call centre are giving consumers about the opt-out process and decision to opt-out
(while ADHA work to finalise this messaging). At this meeting, ADHA advised that individuals will be able to
opt out through email, phone or through a paper form and that the ADHA will have one month to process
the opt-out requests, after the three month opt-out period ends (meeting notes: D2018/006296).
• The OAIC have previously been briefed by the ADHA on the overall communications strategy for the
national opt-out expansion at the PAA meeting (6 March 2018) and the Privacy and Security Committee
(PSAC) meeting (25 May 2018). An extract of the communications channels is below at Attachment A.
• Further background on the OAIC’s public comments on opt-out system is below at Attachment B.
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Recent media on opt-out announcement
•

Leanne Wells, CEO of the Consumers Health Forum of Australia, provided an article for Croakey: An
important overview of the pros, cons and questions about My Health Record on 6 June 2018. While the
CHF is supportive of the My Health Record and the move to opt-out, the article presents a fairly
balanced view reflecting on the benefits and issues to consider before making a decision to opt-out.

•

The Australian Privacy Foundation released a media release on 18 May 2018 that was highly critical of
the opt-out approach, the Government’s handling of the announcement, and the benefits and risks of
the My Health Record system in general. On 20 May, Bernard Robertson-Dunn was interviewed by Rev
Bill Crews on 2GB about the APF’s privacy concerns.

•

Dr Katherine Kemp, a data privacy academic from UNSW was recently interviewed on The World Today
on ABC Radio. Her view is that while the system could lead to greater convenience and consistency, she
would advise opting out of the MHR system as it stands.

OAIC resources
The OAIC works proactively to ensure the community is informed about the privacy enhancing aspects of the
My Health Record system, as well as ensuring that health care providers understand their obligations. This has
included the release in October 2017 of numerous resources (including three videos) to assist those
participating in the MHR system to understand their privacy obligations.
The Health team are currently reviewing the OAIC’s MHR web page and preparing updated resources to
inform consumers about the MHR national opt-out expansion and provide new privacy guidance about the
privacy aspects of the MHR system.

Framework to guide the secondary use of My Health Record system data
The Department of Health had undertaken to develop a framework for the secondary use of My Health
Record data prior to the opt-out period. The final Framework to guide the secondary use of My Health Record
system data was published by the Department of Health on 11 May 2018. Prior to this, the OAIC made a
public submission on the consultation paper in November 2017 and officer-level comments on a draft version
of the Framework in March 2018. This memo analyses the Framework in terms of how our submissions were
received and outstanding privacy impacts: D2018/005561.

Attachments
Attachment A: Extract from the ADHA presentation at PAA (6 March 2018) on the My Health Record
Expansion Program (full presentation slides see: D2018/006291)
Attachment B: Previous engagement on the issues: OAIC public comments on opt-out system
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Attachment A
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Attachment B
Previous engagement on the issues
OAIC public comments on opt-out system
•

OAIC submission (October 2015) to the Senate Community Affairs Legislation Committee inquiry into
the Health Legislation Amendment (eHealth) Bill 2015:
o

For an opt-out system, it is important to provide consumers with control over if and how their
health information will be handled, and to ensure strong privacy protections are in place for
those who do not choose to opt-out.

o

The OAIC has supported the use of an opt-in participation model for Australia’s eHealth record
system. From a privacy perspective, using an opt-in model provides a higher degree of privacy
protection as it gives consumers the ability to decide upfront whether or not to participate. This
means healthcare recipients have provided active and express consent before they are registered
and their health information is uploaded to their record. This also is in keeping with broader
trends internationally which favour greater transparency and respect for the autonomy of the
individual, for example under the GDPR, where clear and express consent is generally required to
handle sensitive information.

o

Opt-out increases the privacy risks faced by consumers:


a consumer’s health information will be handled without express consent which does not
align with best privacy practice
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an opt-out system will result in an increasing volume of health information being more
readily available and to more people than has previously been possible. This creates an
increased risk of privacy incidents, the consequences of which can be more serious given it
is health information.

o

Essential privacy safeguards are needed to ensure healthcare recipients are likely to know how
their health information is being handled, and can exercise their right to opt-out. This means that
the opt-out process must be accessible and easy to use, and there must be an effective public
awareness campaign about the opt-out PCEHR system and the opt-out process.

o

To mitigate the privacy impacts and give healthcare recipients choice and control over how their
personal information is handled, the System Operator nevertheless should try to obtain
healthcare recipients’ implied consent by giving them an adequate opportunity to opt-out of the
system.

The opt-out process and the public awareness campaign are critical to achieving this. Consumers should be
provided with effective communication about the system and their right to opt-out. In addition, the opt-out
process must be fair and easy to use. (The submission outlines relevant criteria).
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Background
Issues
OAIC’s position on opt-in and opt-out methods
• The decision to move to an opt-out approach for the My Health Record system was a decision of
government. The decision implements one of the recommendations made in the Report into the Personally
Controlled Electronic Health Record in May 2014. The OAIC has previously supported the use of an opt-in
participation model for Australia’s eHealth record system, as in our view this represents best practice and
provides a higher degree of privacy protection as it gives consumers the ability to decide upfront whether
or not to participate. This also is in keeping with broader trends internationally which favour greater
transparency and respect for the autonomy of the individual, for example under the GDPR, where clear and
express consent is generally required to handle sensitive information.
• When an opt-out approach is used, a critical aspect of good privacy practice is to ensure individuals are
empowered to proactively make their own decisions about whether to opt-out of the system. Specifically,
individuals should be made aware of:
o

how the My Health Record system operates

o

the risks and benefits of the system

o

their right to opt-out

o

how to opt-out (phone, online, post), and

o

how to exercise the privacy and security controls over their My Health Record.

• This will require a significant public awareness campaign. In addition, the mechanism for individuals to optout needs to be easy and accessible.

OAIC feedback to date
• On 9 April 2018, Karan Gallagher, General Manager – Implementation My Health Record Expansion
program, provided OAIC staff with an update on the communications strategy for the national opt-out
expansion. During this meeting, we were presented with a confidential version of a poster that will be used
as part of the consumer awareness strategy (the OAIC was not able to keep a copy).
• The OAIC’s feedback was that the poster did not make adequately clear that individuals could choose not to
have a My Health Record (this information was in small font at the bottom of the poster). The OAIC
reiterated that privacy is about giving individuals choice and transparency about how their personal
information is handled and the poster probably doesn’t achieve that in its current form. In response to our
feedback, ADHA revised the poster so that the message ‘This year you will get a My Health Record, unless
you tell us you don’t want one’ is included within a block footer at the bottom of the poster. The OAIC has
not yet seen an updated version of the poster or any other materials to date.
• OAIC staff (Enquiries and R&S) met with the ADHA on 28 May 2018 to discuss the types of enquiries the
OAIC has been receiving about the My Health Record system and receive a briefing on the interim
messages the ADHA call centre are giving consumers about the opt-out process and decision to opt-out
(while ADHA work to finalise this messaging). At this meeting, ADHA advised that individuals will be able to
opt out through email, phone or through a paper form and that the ADHA will have one month to process
the opt-out requests, after the three month opt-out period ends (meeting notes: D2018/006296).
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• OAIC staff have arranged another meeting with the ADHA, including Karen Gallagher, for Thursday 14 June
to cover:
o

The final media plan and communications materials related to the national opt-out expansion

o

A walk through of the opt-out process and mechanisms available

o

Resources being developed by the Agency to support the national opt-out expansion (including for
example, resources aimed at health service providers)

o

Finalised messages about the national opt-out expansion which the OAIC enquiries line can use
when responding to consumer enquiries.

• The OAIC have previously been briefed by the ADHA on the overall communications strategy for the
national opt-out expansion at the PAA meeting (6 March 2018) and the Privacy and Security Committee
(PSAC) meeting (25 May 2018). An extract of the communications channels is below at Attachment A.
• Further background on the OAIC’s public comments on opt-out system is below at Attachment B.

Recent media on opt-out announcement
•

Leanne Wells, CEO of the Consumers Health Forum of Australia, provided an article for Croakey: An
important overview of the pros, cons and questions about My Health Record on 6 June 2018. While the
CHF is supportive of the My Health Record and the move to opt-out, the article presents a fairly
balanced view reflecting on the benefits and issues to consider before making a decision to opt-out.

•

The Australian Privacy Foundation released a media release on 18 May 2018 that was highly critical of
the opt-out approach, the Government’s handling of the announcement, and the benefits and risks of
the My Health Record system in general. On 20 May, Bernard Robertson-Dunn was interviewed by Rev
Bill Crews on 2GB about the APF’s privacy concerns.

•

Dr Katherine Kemp, a data privacy academic from UNSW was recently interviewed on The World Today
on ABC Radio. Her view is that while the system could lead to greater convenience and consistency, she
would advise opting out of the MHR system as it stands.

Framework to guide the secondary use of My Health Record
system data
•

The Department of Health had undertaken to develop a framework for the secondary use of My Health
Record data prior to the opt-out period. The final Framework to guide the secondary use of My Health
Record system data was published by the Department of Health on 11 May 2018. Prior to this, the OAIC
made a public submission on the consultation paper in November 2017 and officer-level comments on
a draft version of the Framework in March 2018. This memo analyses the Framework in terms of how
our submissions were received and outstanding privacy impacts: D2018/005561.

Attachments
Attachment A: Extract from the ADHA presentation at PAA (6 March 2018) on the My Health Record
Expansion Program (full presentation slides see: D2018/006291)
Attachment B: Previous engagement on the issues: OAIC public comments on opt-out system
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www.oaic.gov.au | 4

www.oaic.gov.au | 5

Attachment B
Previous engagement on the issues
OAIC public comments on opt-out system
•

OAIC submission (October 2015) to the Senate Community Affairs Legislation Committee inquiry into
the Health Legislation Amendment (eHealth) Bill 2015:
o

For an opt-out system, it is important to provide consumers with control over if and how their
health information will be handled, and to ensure strong privacy protections are in place for
those who do not choose to opt-out.

o

The OAIC has supported the use of an opt-in participation model for Australia’s eHealth record
system. From a privacy perspective, using an opt-in model provides a higher degree of privacy
protection as it gives consumers the ability to decide upfront whether or not to participate. This
means healthcare recipients have provided active and express consent before they are registered
and their health information is uploaded to their record. This also is in keeping with broader
trends internationally which favour greater transparency and respect for the autonomy of the
individual, for example under the GDPR, where clear and express consent is generally required to
handle sensitive information.

o

Opt-out increases the privacy risks faced by consumers:


a consumer’s health information will be handled without express consent which does not
align with best privacy practice
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an opt-out system will result in an increasing volume of health information being more
readily available and to more people than has previously been possible. This creates an
increased risk of privacy incidents, the consequences of which can be more serious given it
is health information.

o

Essential privacy safeguards are needed to ensure healthcare recipients are likely to know how
their health information is being handled, and can exercise their right to opt-out. This means that
the opt-out process must be accessible and easy to use, and there must be an effective public
awareness campaign about the opt-out PCEHR system and the opt-out process.

o

To mitigate the privacy impacts and give healthcare recipients choice and control over how their
personal information is handled, the System Operator nevertheless should try to obtain
healthcare recipients’ implied consent by giving them an adequate opportunity to opt-out of the
system.

The opt-out process and the public awareness campaign are critical to achieving this. Consumers should be
provided with effective communication about the system and their right to opt-out. In addition, the opt-out
process must be fair and easy to use. (The submission outlines relevant criteria).
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Analysis
The Framework provides the policy context and guiding principles for the My Health Record (MHR) Secondary
Use of Data Governance Board (Board), when making decisions about granting access to, and releasing My
Health Record system data for secondary use. According to the Framework, the key principles are consistent
with the Australian Government’s response to the Productivity Commission inquiry report Data availability
and use. The principles in the Framework are divided into ten chapters, each addressing a different aspect of
the release of data for secondary use purposes, such as de-identification and data linkage. The Framework
also attaches:
•
•
•
•
•

three examples of the effective use of health data for secondary purposes (such as the ‘folate story’)
three hypothetical examples of the ways in which enabling the secondary use of My Health Record
(MHR) data could lead to new insights into the effectiveness and safety of medical treatments and
clinical care across Australia’s health system
key elements of the Conditions of Use Agreement (CUA)
a Guide to appropriate and inappropriate use of My Health Record data
a list of legislation that is relevant to the secondary use of My Health Record data (including the MHR
Act and Privacy Act)

Governance Board
The Australian Institute of Health and Welfare (AIHW) is the Data Custodian for the purposes of the
Framework.
The MHR Board will implement the Framework. The Board will comprise representatives from the AIHW, the
Australian Digital Health Agency (as the System Operator) and a range of independent experts, including
representatives from population health/epidemiology, research, health services delivery, technology, data
science, data governance and privacy, and consumer advocacy. The Board will oversee development and
operation of all secondary use infrastructure.

Principles
The Framework establishes:
• that consumers can opt out of having their MHR data used for secondary purposes
• the process for requesting and accessing data, including whether ethics approval is required
• principles to be applied in approving applications for data linkage
• processes to ensure protection of the privacy of individuals, including consideration of de-identification
methods
•

that the Board will ensure that data is made publicly available via regular publications and the
development of common use datasets (data cubes containing aggregate data)

• monitoring and assurances processes, such as requiring applicants to submit a risk management plan, and
• risk mitigation strategies and imposed penalties, including publishing minimum requirements for data
security infrastructure that must be complied with.

www.oaic.gov.au | 2

Privacy and security concerns
Consumers can opt-out
The Framework establishes that individual consumers who have a MHR will be able to opt out of the use of
their MHR system data for secondary purposes by using the consumer access control mechanism and clicking
on the ‘Withdraw Participation’ button. However, since the My Health Record system will move to an opt-out
model on 16 July 2018, this will in effect mean that every individual that does not opt-out of having a My
Health Record could automatically have their de-identified personal information released for secondary
purposes by default. Individuals would need to proactively log on to their MHR to withdraw consent for their
information to be released for secondary purposes. The risk is that if the ADHA communications process does
not reach every Australian or that the communications do not adequately explain how MHR data is used for
secondary purposes, there may be individuals who are not aware of their right to opt-out.

Identified MHR system data with the consent of the health care recipient
The Framework explicitly covers secondary use of identified MHR system data with the consent of the health
care recipient. However, the only principle that the Framework sets out in relation to identified data is that
the Board will “be satisfied that, following the granting of ethics approval, the applicant has obtained consent
for the proposed use from the individuals whose data will be used”. The Framework does not establish any
principles about how consent must be sought or what consent means in the context of the Framework.

State and Territory authorities and instrumentalities
State and territory authorities and instrumentalities (including those that are not covered by the Privacy Act
or an equivalent privacy law of the State or Territory) are not required to brought under the coverage of the
Privacy Act. s 42

Civil Penalties
The Framework states that the Board will include the existing MHR Act penalties in the CUA to ensure there is
acceptance and understanding of the conditions, the seriousness of any breach of conditions and the
penalties that may apply. s 47C

Secondary use by insurance agencies
The provision of MHR data to insurance agencies will not be permitted under the Framework (the impact of
this exclusion will be considered as a part of the first review). However, media coverage highlights the interest
the insurance industry has in MHR data. An article, published on 1 June 2018, states that the chief executive
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From:
To:
Subject:
Date:

Sarah Ghali
Diana Weston; Stephanie Otorepec
RE: NDB Report Q2_Briefing Paper and Talking Points_Final draft_6 July 2018.docx [SEC=UNCLASSIFIED]
Friday, 13 July 2018 12:10:19 PM

Can we please have a quick chat? I’ve been running all morning and had been meaning to call to
provide some more detail about what I was after.
Steph – are you able to do the three way call for me?
SG
From: Diana Weston
Sent: Friday, 13 July 2018 12:02 PM
To: Sarah Ghali <sarah.ghali@oaic.gov.au>; Stephanie Otorepec
<stephanie.otorepec@oaic.gov.au>
Subject: RE: NDB Report Q2_Briefing Paper and Talking Points_Final draft_6 July 2018.docx
[SEC=UNCLASSIFIED]
Hi Sarah
I’m not sure exactly what you had in mind in terms of additional information that could be
included in the health sector deep dive. The report already notes that the My Health Record
system has a separate data breach notification scheme and that six notifications were made in
relation to the MHR system over the reporting period. Some of my thoughts are:
·

I understand that all of the data breach notifications made under the My Health Record
Act have related to issues with Medicare information (such as intertwined records)
which originated from DHS. I am not aware of any notifications made by healthcare
providers or as a result of malicious activity in relation to the My Health Record system.

·

s 47C

·

It is possible for healthcare providers to download or print information from the MHR
system to their local system or paper filing system. Once that information is downloaded
or printed, it is subject to the Privacy Act and NDB scheme.

·

s 47C

Happy to be guided by you if this is not the type of information you were after.

Thanks
Diana

From: Sarah Ghali
Sent: Friday, 13 July 2018 11:08 AM
To: Diana Weston <diana.weston@oaic.gov.au>; Stephanie Otorepec
<stephanie.otorepec@oaic.gov.au>
Subject: FW: NDB Report Q2_Briefing Paper and Talking Points_Final draft_6 July 2018.docx
[SEC=UNCLASSIFIED]
Hello
One thing that is missing from this pack is what we say when we are asked about the relationship
between the number of health sector DBNs and the MHR. Can you please have a think about
what we could include around that in the health sector deep dive?
Happy to chat further about what we could say – I have some ideas but I think you might have
already worked up some thoughts?
Thanks
Sarah

From: Amie Grierson
Sent: Friday, 13 July 2018 11:00 AM
To: Melanie Drayton <melanie.drayton@oaic.gov.au>; Sarah Croxall
<sarah.croxall@oaic.gov.au>; Sarah Ghali <sarah.ghali@oaic.gov.au>; Amanda Baird
<amanda.baird@oaic.gov.au>
Subject: RE: NDB Report Q2_Briefing Paper and Talking Points_Final draft_6 July 2018.docx
[SEC=UNCLASSIFIED]
Hi Mel,
We had a look through and I’ve made some edits/comments and checked back in. I suggest
Amanda have a look at the case studies and simplify/de-identify them a little, and possibly pull
some other examples from the annual report draft? I’m really keen to consider the story –
what’s the timeframe. I am feeling a little unwell (a bit feverish) and have to deliver some
training from 11, so I’ll check back in.
I haven’t reviewed the comms plan yet. That’s next on the list.
Thanks,
Amie

From: Melanie Drayton
Sent: Thursday, 12 July 2018 8:01 PM
To: Sarah Croxall <sarah.croxall@oaic.gov.au>; Sarah Ghali <sarah.ghali@oaic.gov.au>; Amie
Grierson <amie.grierson@oaic.gov.au>; Amanda Baird <amanda.baird@oaic.gov.au>
Subject: NDB Report Q2_Briefing Paper and Talking Points_Final draft_6 July 2018.docx
[SEC=UNCLASSIFIED]
Importance: High
Good evening colleagues
I have edited Melanie M’s briefing paper and talking points (which includes the OAIC/ACSC
collateral and web story) to address AF’s comments.
Here is the link: D2018/007658
I was halfway through before I realised that I didn’t use track changes, so I have highlighted my
additions in yellow. Apologies.
Sarah G, Amie/Amanda - there are questions for each of you in the document. They are not
terrible onerous, just quick fact chekcing. I have included text and answered all AF’s queries
where I knew the answer myself.
Sarah C – it would be great if SCaC could look at the web story and have a go at editing it. I think
it reads a little flat. I have suggestions in the document. I’d like to shorten the length and
possible remove the quotes. Push back and tell me we need quotes if we do!
Amie – you had some good ideas about the story – I’d be keen to know if you think it’s worth
doing some editing?
Sarah G – as someone who hasn’t been exposed to the key message, what are you thoughts
about the web story?
Thanks again for the work that has gone into this report and the talking points!
Mel
From: Brenton Attard
Sent: Thursday, 12 July 2018 6:33 PM
To: Melanie Drayton <melanie.drayton@oaic.gov.au>
Subject: RE: Memo_NDB Report Q2_Briefing Paper and Talking Points_Final draft_6 July
2018.docx [SEC=UNCLASSIFIED]
Importance: High
Hi Mel
Here is the link: D2018/007658
Saved to NDB QTR stats reports folder with other docs.
B

From: Melanie Drayton
Sent: Thursday, 12 July 2018 6:29 PM
To: Brenton Attard <brenton.attard@oaic.gov.au>
Subject: Memo_NDB Report Q2_Briefing Paper and Talking Points_Final draft_6 July 2018.docx
[SEC=UNCLASSIFIED]
Importance: High
Hello
Can you please save this to TRIM and email me the link?
Ta
Mel

Checklist for Information Security Guide for small healthcare businesses
Selecting secure Information Technology products and services v 1.0

Information security – it’s all about trust
Good clinical hygiene and IT hygiene are important to delivering healthcare services, and contribute to the
trusted relationship healthcare consumers have with your business. Building trust with healthcare
consumers involves taking care of their physical needs, along with keeping their sensitive personal
information private and secure.
As the use of digital health records and internet-enabled medical devices increases, your business has a
growing responsibility to prevent data being compromised. Ensuring your systems are secure instils
confidence from healthcare consumers in your ability to look after all aspects of their care.
This document was developed to help your business take a multi-layered approach to information security.
It only takes a few minutes to read through the questions and sample answers to help you prepare for a
conversation with your IT vendor(s) about keeping your systems and data secure.
Note: This is not intended to be a comprehensive list of information security requirements. It provides
some key discussion items for you to start a more in-depth conversation with your IT vendors.
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Awareness – stay alert to stay secure
Having regular health check-ups can make you more aware of what you need to do to stay healthy or
manage a chronic health condition. Similarly, frequent checks on the security status of your systems and
level of staff awareness of security risks, means you can prevent or manage an incident.
Whether you are considering a new product or reviewing your existing systems, ask your IT vendor(s) the
following questions (sample responses to look for are provided in italics):
1. What do you offer in terms of documentation, guides or user training about the security aspects
of your product or service?
Good:
System documentation, including description of all security controls, available on request
Guides available for users (eg help files), and include security functions
No specific security training
Better:
System documentation, including explanation of security controls and system architecture provided
up front
Comprehensive guides available for users (eg help files), including security functions
Training provided for organisation, including some security training
Great:
Clear, detailed system and security documentation provided, including documented security risks
and mitigations
Comprehensive guides available for users, including implementation guides for secure
configuration of each function
Tailored training provided that covers all aspects of the security of the system
Things to look for:
•

We can provide extensive documentation on the system settings and configuration,
including for secure use on devices.

•

User guides are provided for different levels of user accounts such as the IT administrator
and business user and they include tips on using the product or service securely.

•

Training is offered and other support resources are available, such as online tutorials, to
keep users up to date on the current and new security functionality within the product or
service.

2. How do you monitor the product or service for unusual activity and contact us if you detect
something unusual?
Good:
Time stamped logs for failed and successful logons, user activity, changes to privileges, system
changes, and network activity are available on request
Service provider will contact you if they identify unusual activity on the system.
Better:
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Time stamped logs for failed and successful logons, user activity, changes to privileges, system
changes, and network activity are available on request
Regular reporting on logged activity available
Logs are kept for at least 6 months (specific length to be determined based on business needs)
Automatic alert service available for unusual or high risk activity on the system.
Great:
Configurable time stamped logs for failed and successful logons, user activity, changes to privileges,
system changes, and network activity are available on request
Regular reporting on logged activity available
Logs are kept for at least 6 months (specific length to be determined based on business needs)
Automatic alert service available for unusual or high risk activity on the system.
•

Your solution is monitored for any unusual activity.

•

We would contact you if our high-level investigation revealed something that may need
your input to determine if it is legitimate such as confirming a new user has joined the
business.

•

Alerts regarding the software and devices used by your business are provided as soon as we
become aware of a potential security issue, along with advice on mitigating the risk.

The things to check with your IT vendor(s) include:
Documentation is available for you to see how the product or service is put together and where
your data will be stored (by law all healthcare information must be held within Australia).
The product or service lets you set up different levels of user access, relevant to their roles, as an
extra security control.
A variety of training resources and support are offered to meet the different skill levels within
your team.
Depending on the level of security risk you may need to see if 24/7 real-time monitoring and
alerts are available. For example, if the product or service is only monitored during business hours
does this increase your exposure to attacks that would have a major impact on your business, as
43% of exploits are detected on weekends.4

4

Threat Landscape Report Q2 2017. https://www.fortinet.com/demand/gated/Fortinet-Threat-Report-Q2-2017.html
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Backups – prepare for an emergency!
Health insurance offers people peace of mind that, should they need an ambulance, they won’t need to
worry about the cost of getting to hospital quickly. Similarly, having a backup of your business data offers
assurance you can avoid the cost of a ransom demand to regain access to your data quickly, and protects
you from data loss or corruption.
Discuss the following questions with your IT vendor(s) to ensure you are prepared in the event of an
emergency (sample responses to look for are provided in italics):
1. How often are backups of the business information conducted and where is the data stored?
Good:
Regular backups are conducted
Copies of backups are stored offline
Data does not leave Australia
Better:
Daily backup is conducted with more frequent backups available on request
Backups are stored at multiple locations and offline
Data does not leave Australia
Great:
A full daily backup is conducted each day with automated intermittent backups available based on
business requirements
Backups are stored at multiple locations and offline
Testing to confirm that information can effectively be restored from back up is conducted regularly
Data does not leave Australia
2. How will the information you store and process for the business be encrypted?
Good:
All data in transit is encrypted
Better:
All data in transit, or a rest, is encrypted using non-proprietary algorithms
Great:
All data in transit, or at rest, is encrypted using one of the non-proprietary algorithms listed in
Appendix A
The things to check with your IT vendor(s) include:
Awareness of the legislative requirements around the need to store healthcare information,
including compliance with relevant federal and state/territory legislation.
Support for your business to implement appropriate backup routines.
Use of appropriate algorithms when encrypting data, noting it is safer to use a widely used
algorithm, such as Secure Hash Algorithm (SHA) 256. Look for a non-proprietary algorithm that has
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been tested for at least 10 years, rather than a proprietary algorithm that may not have had as
rigorous testing. Proprietary algorithms can also limit your ability to use multiple IT vendors or
move services to a different IT vendor. (A table of non-proprietary algorithms is provided at
Appendix A).
Case study – Ransomware attack locks up 16,000 patient records5
On 25 September 2017, a medical centre in the United States was unable to access 16,476 patient records.
This was due to a malware infection that had encrypted the data in their computer system. A demand for a
ransom was sent to the medical centre requiring payment to unlock their records. The medical centre did
not pay the ransom as they had access to an offline backup copy of the data. This incident was reported to
officials and patients were notified and given instructions to monitor their information. Stronger security
measures were put in place to prevent future incidents.

Ransomware attack on NJ provider locks 16,000 patient records. Available from:
http://www.healthcareitnews.com/news/ransomware-attack-nj-provider-locks-16000-patient-records

5
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Network and device security – lock down your computers (and your networks)!
No single part of the body is more important than others when it comes to maintaining your overall health.
Similarly, all of the parts connected to your IT network, including mobile and medical devices, require equal
attention to maintain overall information security.
Speak with your IT vendor(s) to understand how they protect all parts of your network by asking the following
questions (sample responses to look for are provided in italics):
1. How does your product or service support the businesses overall information security, including if
it is accessed remotely or via a mobile device?
Good:
Anti-virus and anti-malware compatible
Regular system updates and security patches for all device types are included in the contract
Automatic log out function is available
Better:
Anti-virus and anti-malware compatible
Automated system updates and security patches for all device types are included in the contract
Automatic log out function is provided
Great:
Anti-virus and anti-malware compatible
Automated system updates, security patches and a reminder services for all device types are
included in the contract
Automatic log out function is provided and is configurable by users.
•

You will be able to set automatic updates; and users and administrators will receive reminder
messages to apply patches.

•

The product or service has the ability to set different levels of access for users, relative to
their roles within the business.

•

It is compatible with the anti-virus and other anti-malware filters you are using on your
network.

•

Users are logged out of the product or service after a short period of inactivity (best practice
is 10 minutes).

•

The documentation we provide outlines the additional security measures that the business
needs to apply when it is accessed remotely or via a mobile device.

2. What types of information do you provide to assist the business or a third party to monitor use of
the product or service?
Good:
Separate access levels are available for business and IT administrator user types
Transaction logs and reports are available on request
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Better:
Separate, role-based access levels are available
Transaction logs and reports are available on request, along with custom reporting options
Great:
Configurable user access function is provided
Transaction logs and custom reports are provided
•

You will receive transaction logs and user audit reports at the frequency you or your third
party require.

•

Additional reports can be provided on request and we offer the ability for your IT
administrator to create custom reports.

3. Who has access to the business’ information to maintain and support the product or service used
by the business?
Good:
Clear protocols exist for IT vendor access to sensitive information
Key activities are logged and audited
Reports are provided on request
Better:
Clear protocols exist for IT vendor access to sensitive information
All activities are logged and audited
Regular reports are provided
Great:
Clear protocols exist for IT vendor access to sensitive information
All activities are logged and audited
There is a reporting system that allows regular and ad hoc reporting to be conducted to view and
correlate IT vendor activities
•

Your business information rarely needs to be accessed by members of our team and all
activity is monitored.

•

There is an audit log kept of all activities relating to accessing, amending or destroying your
business data.

The things to check with your IT vendor(s) include:
Automatic updates and/or manual reminders are sent to ensure updates are applied, especially
for security patches.
It is helpful to understand the format transaction and audit log files, to be able to aggregate this
data with your other log files.
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Restricting privileges and access to information, relevant to user roles, is an effective security
control that is supported by the settings within the product or service.
It is important to check that other network security measures, such as anti-virus software and
mobile applications, are not going conflict with the new product or service.
When using an application that works on a mobile device, it is important to understand how to
keep the data is uses and transmits secure. Since 2014, the number of mobile vulnerabilities being
detected has more than tripled, so understanding how to mitigate this risk is critical to protecting
your business information when using these devices.6 Extra consideration needs to be given to
ensuring the security of devices that are not supplied by the business to employees.

Internet Security Threat Report – Government, Vol 22. Available from:
https://www.symantec.com/content/dam/symantec/docs/reports/gistr22-government-report.pdf

6
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Passphrases – protect your information
A dentist will tell you that simply brushing your teeth is not enough to protect your teeth from cavities –
you need to brush, floss and rinse with a mouthwash. Setting a passphrase is better than using a simple
password to protect your information from unauthorised access.
Have a conversation with your IT vendor(s) and ask the following questions (sample responses to look for
are provided in italics):
1. How does your product or service support the creation and use of strong and complex
passphrases?
Good:
Supports the use of complex passphrases
Sends users a reminder to change their passphrase after 90 days
Better:
Enforces the length of passphrases
Forces user to change their passphrases every 90 days
Great:
Enforces the length and combination of characters in passphrases
Prevents the user from reusing recent passphrases
Can be configured to force the user to change their passphrases at 90 days or less
• Users are required to create a passphrase with at least 12 characters and a combination of
upper and lower case letters, numbers and special characters.
• The users will be forced to change their passphrase at least every 90 days.
2. Can multi-factor authentication be applied to your product or service?
Good:
Multi-factor authentication is available as an additional service, but is not implemented by default
Better:
Multi-factor authentication is an included option in your service
Great:
Multi-factor authentication is provided with a number of options available
•

The product or service can be configured to require the user to set a passphrase and then
enter a code that is sent to their phone via SMS when they log on, or from a hard or soft
token.

3. What do we need to do to ensure we are not using any default passwords associated with the
product or service?
Good:
Setting a new IT administrator password is forced on installation of the product/service
Better:
12 of 17
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Privacy – keep your friends close and information closer
In Australia, all health service provides are required by law to keep personal and health information secure.
The applicable privacy legislation for public and private entities may vary depending on jurisdiction. The
Commonwealth’s Privacy Act 1988 applies to Australian government entities and all heath service providers
in the private sector, regardless of size.
It is important that you discuss these your obligations with your IT vendor(s) and ask the following
questions (sample responses to look for are provided in italics):
1. This business is subject to privacy requirements under the Privacy Act 1988 and the My Health
Records Act 2012. How does your product or service help us comply with these Acts?
Good:
Good understanding of the legislation relevant to your business
In-built access controls prevent access or modifications to specific documents
Better:
Offers reference sites for similar healthcare business that use their product/service
Configurable access controls prevent access or modifications by user role
Great:
Provides this product/service to many healthcare providers
Configurable access controls prevent access or modifications by user role
•

The product or service has in-built access controls to prevent unauthorised access to the
personal and health information the business may collect, store and amend.

•

Once the personal health information held is no longer needed for business purposes, you
are provided with verification it has been irretrievably destroyed.

•

In the event the information cannot be completely destroyed it will be de-identified,
including copies that have been archived or are held as back-ups.

•

The product or service takes into account the limits for the collection, use and disclosure of
information contained in My Health Records.

2. What process do we follow should the business need to conduct an investigation and report a data
breach?
Good:
Describes the process that would be followed to investigate and report on a data breach
Willing to provide appropriate support and information for investigations
Better:
Documented data breach support process is available on request
Clear support arrangements exist should an incident require investigation
Great:
Documented data breach support process is provided
Support team can be made available to assist with investigations, if required
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•

We understand that as a healthcare business you are subject to mandatory data breach
notification requirements under the Privacy Act and My Health Records Act.

•

There is an established process should the business need assistance to investigate the audit
logs for the data associated with the product or service we s 47F

3. How is access to the personal and health information monitored?
Good:
Detailed access logs are kept showing specific items that have been access by each user
Reports are available on request
Better:
Detailed access logs are kept showing specific items that have been access by each user
Reports are provided
Great:
Detailed access logs are kept showing specific items that have been access by each user
Reports are provided
Organisation specific alerts are available
•

All activities associated with the product or service are logged, by each individual user’s
account identifier, to mitigate the risks of data being lost or modified and to identify any
unauthorised access.

The things to check with your IT vendor(s) include:
Awareness of relevant Acts and their product or service has sufficient security controls and
audit logs to help your business comply.
The IT vendor can explain the way sensitive information is destroyed or de-identified.
There are a number of software vendors that have developed applications that have been
assessed as conformant with the Agency’s standards. A list of vendors and details about
the My Health Record Act are available on the Agency’s website.
Consult the Office of the Australian Information Commissioner’s (OAIC) guidelines for
more information on your security and privacy obligations.
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Additional information
The Agency offers resources to assist healthcare providers to enhance their security practices. Visit the
Agency’s website for additional guides and information on enhancing the security of your healthcare
practice.
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G'Day Jim.

I understand you had a satisfying set of meetings with Drew and Christine and the ADHA/NIO folks.

We've been working away on the findings and are happy to provide a full draft of our report for your
consideration. There's a PDF copy for convenience, and a Word copy for your edits and suggestions, in track
changes mode.

What is your review process from this point on, and how long do you expect to take with stakeholders? We will
stand by for feedback and as per the proposal, we're in good shape to take feedback, discuss as necessary, and
finalise. I feel like June 30 is a reasonable target at this point, but please let us know if you have different
timeline in mind.

Meanwhile I will raise a progress invoice and send that off to Brenton.

I have some travel coming up fast, so please don't leave Drew & Christine out of any communication (be sure to
CC me) and they will be sure to cover you.

Speak soon.

Cheers,

Steve.

Stephen Wilson
Managing Director
Lockstep Group

E:   swilson@lockstep.com.au
M:   +61 (0)414 488 851
W: http://lockstep.com.au
T:   @steve_lockstep

Lockstep Consulting provides independent specialist advice and analysis
on digital identity and privacy. Lockstep Technologies develops unique
new smart ID solutions that enhance privacy and prevent identity theft.
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Executive Summary

Executive Summary
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner to undertake an APP 11 security review of the
My Health Record system, as operated by the Australian Digital Health
Agency (ADHA) and its contracted national infrastructure operator (NIO).
The assessment was conducted on behalf of OAIC according to the Office’s
APP 11 guidance on ‘reasonable steps’ to protect personal information.
Our assessment comprised desk top review of available security policy,
design and operations documents, staff training materials, and past
security review reports, followed by in-depth interviews with ADHA and
NIO staff. This assessment did not include any fresh first-hand
examination by Lockstep of the My Health Record system, but relied (in
part) upon past third party reviews, which we re-examined.
s 47C
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Glossary

Glossary
Personal
Information

Information or an opinion about an identified individual, or
an individual who is reasonably identifiable:
(a) whether the information or opinion is true or not; and
(b) whether the information or opinion is recorded in a
material form or not. [4]

Sensitive
Information

(a) information or an opinion about an individual’s:
(i) racial or ethnic origin; or
(ii) political opinions; or
(iii) membership of a political association; or
(iv) religious beliefs or affiliations; or
(v) philosophical beliefs; or
(vi) membership of a professional or trade association; or
(vii) membership of a trade union; or
(viii) sexual preferences or practices; or
(ix) criminal record;
that is also Personal Information; or
(b) health information about an individual; or
(c) genetic information about an individual that is not
otherwise health information; or
(d) biometric information that is to be used for the purpose of
automated biometric verification or biometric
identification; or
(e) biometric templates. [4]

Abbreviations
ACS
ADHA
APP
ASD
BCP
CRM
DHS
DVA
DVS
DRP
HER
HI
IRAP
ISM
ISMS

Access Control System
Australian Digital Health Agency
Australian Privacy Principle
Australian Signals Directorate
Business Continuity Plan
Customer Relationship Management
Department of Human Services
Department of Veterans’ Affairs
Document Verification Service
Disaster Recover Plan
Electronic Health Record
Healthcare Identifier
InfoSec Registered Assessors Program
Information Security Manual
Information Security Management System
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LACS
MHR
MyHR
NASH
NEHTA
NIO
NRS
NTT
OAIC
PACS
PCEHR
PHR
PI
PIA
PKI
RACGP
SO
TRA

Logical Access Control System
My Health Record
My Health Record
National Authentication Service for Health
National E-Health Transition Authority
National Infrastructure Operator
National Repositories Service
Nippon Telegraph and Telephone
Office of the Australian Information Commissioner
Physical Access Control System
Personally Controlled Electronic Health Record (now MyHR)
Personal Health Record
Personal Information
Privacy Impact Assessment
Public Key Infrastructure
Royal Australian College of General Practitioners
System Operator
Threat & Risk Assessment

The Australian Privacy Principles in brief [4]
APP 1: Open and transparent management of Personal Information
APP 2: Anonymity and pseudonymity
APP 3: Collection of solicited Personal Information
APP 4: Dealing with unsolicited Personal Information
APP 5: Notification of the collection of Personal Information
APP 6: Use or disclosure of Personal Information
APP 7: Direct marketing
APP 8: Cross-border disclosure of Personal Information
APP 9: Adoption, use or disclosure of government related identifiers
APP 10: Quality of Personal Information
APP 11: Security of Personal Information
APP 12: Access to Personal Information
APP 13: Correction of Personal Information [8].
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APP 11 – Security of Personal Information – in detail [4]
11.1 If an APP entity holds personal information, the entity must take such
steps as are reasonable in the circumstances to protect the information:
a. from misuse, interference and loss; and
b. from unauthorised access, modification or disclosure.
11.2 If:
a. an APP entity holds personal information about an individual;
and
b. the entity no longer needs the information for any purpose for
which the information may be used or disclosed by the entity under
this Schedule; and
c. the information is not contained in a Commonwealth record; and
d. the entity is not required by or under an Australian law, or a
court/tribunal order, to retain the information;
the entity must take such steps as are reasonable in the circumstances to
destroy the information or to ensure that the information is de-identified.
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1. Introduction
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner (OAIC) to conduct an assessment of the My
Health Record System Operator (namely the Australian Digital Health
Agency, ADHA) to determine whether:
−

−

ADHA is taking reasonable steps to protect personal information held in
the My Health Record system (MHR) in accordance with Australian
Privacy Principle (APP) 11 and the relevant provisions in the My Health
Records Act 2012 and in particular whether
the ADHA is taking reasonable steps:
 to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)
 to destroy or de-identify personal information (APP 11.2).

The methodology for this assessment comprised a combination of
document review (remote and on-site in Sydney and Canberra) and
interviews with ADHA and Accenture (as the National Infrastructure
Operator – NIO) staff in Canberra. The program of work was conducted
over the period 1 - 6 June 2018.
The assessment also includes an update (see Annex) on the SO’s responses
to outstanding recommendations made by the OAIC in its 2016 audit on
the security of personal information held on the National Repositories
Service (NRS).

Terms of Reference
The Terms of Reference for this assessment were set out in the OAIC’s
approach to market (Reference ID: D2018/003254) as follows:
The consultant will undertake the following activities for the risk-based
assessment:
−

−

−

a review of the information and related documentation (relevant policies,
processes and procedures) provided by the ADHA in response to a request
for information in the OAIC notification letter. The consultant may be
required to review confidential information at the ADHA office in either
Sydney or Canberra or Brisbane (to be confirmed with ADHA).
interview with relevant staff from the ADHA, the National Infrastructure
Operator and possibly the Department of Human Services, who have
responsibilities for privacy and information security, to confirm their
knowledge of the above-mentioned documentation and validate the
information contained in/conclusions drawn from the documentation
against normal business practices. We have planned the assessment
fieldwork to take place in late April 2018, subject to consultation with
ADHA.
submission of an assessment report to the satisfaction of the OAIC three
weeks after the assessment fieldwork. The report will include the following:
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an executive summary
background information about the assessment
a brief description of the ADHA and its role as the MHR system
operator
observations and privacy risk analysis for each aspect of ADHA’s
information handling practices and security measures relating to
the NRS (listed above)
suggestions and/or recommendations made to address privacy risks
identified from the assessment in accordance with the OAIC’s
regulatory approach to low, medium and high level privacy risks
any supporting documents referred to in the report.

Background
This assessment is the third in a series of OAIC reviews of the MyHR
System Operator. Previous OAIC audits were conducted in 2014 and 2016
when the Department of Health was the System Operator for the
Personally Controlled Electronic Health Record (PCEHR). In addition to
theses audits, an end-to-end security review was commissioned by the then
SO in 2015 and completed in 2016.
A two-stage IRAP assessment commissioned by the ADHA was also
concluded in 2017.

Scope
The objective of this assessment is to determine whether ADHA is taking
reasonable steps to protect Personal Information held in the MHR system
in accordance with Australian Privacy Principle APP 11 and the relevant
provisions in the My Health Records Act 2012.
Specifically, the assessment includes consideration of whether the ADHA is
taking reasonable steps:
−

to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)

−

to destroy or de-identify personal information (APP 11.2)

Excluded from the scope of this assessment was all use of DHS systems
leveraged by (but not part of) the NRS, including the Access Management
System, the Customer Relationship Management System, the Client Data
Management System, the MyGov system, other DHS repositories, along
with DVA systems which provide data to the eHealth System (eg PBS data)
as a trusted source.
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Approach
The assessment was guided and informed by the OAIC’s Guide to securing
personal information - ‘Reasonable steps’ to protect personal information [9]. The
security guide identifies operational aspects of relevance, including:
− governance
− training
− internal practices, procedures and systems
− ICT security
− physical security
− access security
− third party providers
− data breaches
− destruction and de-identification, and
− information security standards.

Methodology
This assessment involved a desktop review of project design specifications
(see References – Project Documents), and interviews with MHR personnel,
followed by further research, report drafting and client review. The
assessment was conducted by Drew Andison, Christine Andison and
Stephen Wilson, for Lockstep Consulting.

Information gathering
Onsite meetings with ADHA and NIO personnel were as follows:
June 1,
Sydney

Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)

June 5-6,
Canberra

Tony Kitzelmann (ADHA)
Marianne Cologon (ADHA)
Daman Chabbra (ADHA)
Vincent Durepaire (NIO)
Mark Sellwood (ADHA)
Sidney Bong (ADHA)
Noel Riley (ADHA)
Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)
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Important disclaimer
The consulting advice in this document does not constitute legal advice,
and should not be construed or relied upon as legal advice by any party.
Lockstep Consulting is not a law firm. No legal professional privilege
applies to this report.
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2. Description of the project
My Health Record
In November 2013, the Australian Government commissioned a review of
the Personally Controlled eHealth Record (PCEHR) as developed to that
point, to assess the status of its implementation and to work with health
professionals and industry to prioritise further implementation. The
Review was released on 19 May 2014.
Subsequentally, the 2015-16 Federal Budget announcement My Health
Record - A New Direction for Electronic Health Records in Australia provided
funding to strengthen eHealth governance arrangements consistent with
the Review. This included the transition of relevant activities and resources
from the National E-Health Transition Authority (NEHTA) to the new
Australian Digital Health Agency (ADHA), and transferring the operation
of My Health Record from the Department of Health to ADHA.
With MHR, a consumer’s health records are either uploaded into the
National Repositories Service (NRS) or fetched as needed from
participating repositories. The NRS is the database system operated by NIO
which holds the key data sets which make up a My Health Record,
including shared health summaries, event summaries, discharge
summaries, specialist letters, consumer entered health summaries and
consumer notes.
The MHR system is specifically regulated under the My Health Records Act,
the My Health Records Regulation, the My Health Records Rule and the My
Health Records (Assisted Registration) Rule.

ADHA - the MHR System Operator
ADHA commenced operations on 1 July 2016 as a statutory authority
reporting to State and Territory Health Ministers through the Council of
Australian Governments (COAG) Health Council. ADHA has a lead role in
operating and developing Australia’s digital health foundations, the
national infrastructure underpinning the delivery of digital health in
Australia including:
−
−
−
−
−
−
−

The My Health Record (MHR) system
The Healthcare Identifiers (HI) Service
The National Authentication Service for Health (NASH)
Secure Messaging Delivery
Supply Chain
Australian Medicines Terminology and SNOMED CT-AU, and
Clinical Document Specifications.

In addition to ADHA as System Operator, a number of other participants
assist in the operation of MHR, in particular:
My Health Record APP 11 Assessment
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−

Accenture Australia was contracted as the National Infrastructure
Operator (NIO) of the system, responsible for providing and
managing the system on behalf of the System Operator, including
managing MHR’s security. The NIO has a subcontractor, NTT,
which provides data centre services for the system.

−

the Department of Human Services (DHS) undertakes some
consumer registration and provider registration, and manages
contact with consumers on behalf of the System Operator. DHS also
provides access to Medicare and Department of Veterans’ Affairs
(DVA) data and can include this information in consumers’ MHR
records with their consent.

Privacy Context
As part of its ongoing oversight role under the MHR legislation, the OAIC
sought to re-examine the privacy and security measures put in place by the
ADHA as System Operator, following previous audits conducted in 2014
[6] and 2016 [7], and the MHR System “End-to-End Security Review” of
2015.
A particular consideration for this assessment was the recent
announcement regarding the timing of the commencement of the opt-out
period for the My Health Record, which means that the SO must be in a
position from both a security and performance perspective to manage a
significant increase in the number of health records under its stewardship
by the end of 2018.
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3. Findings
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Governance
The ADHA Board
Established in 2016-17, the 11-member Board is the Accountable Authority
of the agency and sets the strategic direction for the agency and is
responsible for its operations. The Board is supported by independent
advisory committees:
− Clinical and Technical Advisory Committee
− Jurisdictional Advisory Committee
− Consumer Advisory Committee
− Privacy and Security Advisory Committee
− One is created by the Board, pursuant to a power under the Rule:
− Digital Health Safety and Quality Governance Committee, and
− Audit and Risk Committee (compulsory under the PGPA Act).
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Findings
Privacy and Security Advisory Committee
The Privacy and Security Advisory Committee 2 advises the ADHA Board
on:
−

legal issues in relation to digital health systems, including
copyright, data privacy issues, confidentiality issues, data security
and legal liability

−

the long-term legal framework of digital health systems

−

privacy and security issues encountered by users of digital health
systems, and the resolution of any problems arising from
monitoring these issues, and

−

standards (including compliance with standards) relating to privacy
and security in relation to digital health systems.

ADHA Executive Management
The CEO is supported by the Executive Leadership Team, comprised of
five Executive General Managers (Division heads) and a Chief Medical
Adviser. The team meets weekly with the CEO and is active in the
implementation of the governance framework through strategic and
financial planning, consideration of ongoing and emerging risks, review of
controls, and monitoring the delivery of performance outcomes. It is the
primary forum for operational decision-making in the agency.
The agency executive structure is shown below. 3

2

https://www.digitalhealth.gov.au/about-the-agency/board-advisory-committees.

3 https://www.digitalhealth.gov.au/about-the-agency/publications/reports/annual-report/part-1-introductionand-overview/the-agency-at-a-glance.
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A range of internal committees also support ADHA leadership and its
ability to deliver on its strategic priorities. Of note is the fact that there is no
dedicated internal privacy or security committee. We were advised that
internal operational arrangements between the risk, security and privacy
teams and reporting mechanisms to the PSAC and Board aim to ensure that
security and privacy are effectively managed.
Internal committee 4

Purpose

Portfolio Management
Committee

Oversees the planning and delivery of the
agency’s annual work program.

Clinical Programs
Management Committee

Manages operational aspects of the agency’s
Clinical Programs: Medicines Safety,
Pathology and Diagnostic Imaging
programs, and any new programs
identified by the agency’s Board.

Digital Health Safety and
Quality Management
Committee

Establishes a forum where clinical
governance mechanisms are in place and
effective across the agency.

Workplace Health and
Safety Steering Committee

Brings together staff and management to
develop and review health and safety
policies and procedures across the agency.

s 47C

Cyber Security Centre
This centre was established to strengthen the security of the digital health
system and promote increased security awareness and maturity across the
digital health sector. The SO has produced a range of educational material
to assist healthcare providers meet their security obligations and conducts
a number of audits of provider systems to ensure standards are
https://www.digitalhealth.gov.au/about-the-agency/publications/reports/annual-report/part-3management-and-accountability/corporate-governance

4
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maintained. The SO also maintains close relationships with peak industry
bodies such as the RACGP to assist providers to maintain security and
privacy standards. Further detail is available at
https://www.digitalhealth.gov.au/about-the-agency/digital-health-cybersecurity-centre/about.
According to the 2014 Report [FIND A REFERENCE] Accenture security
management includes:
−

Production Operations team, responsible for the production
environment and accountable for development and testing
environments operated offshore (with fabricated data)

−

Security Operations team, responsible for handling security and
privacy incidents

−

Surface Management team, the central liaison point for NIO,
providing regular reports to the SO and other eHealth stakeholders
on incidents and system performance, and responsible for day to
day production issues, incident management and internal incidents
as well as errors and failures

−

Change Management team controls the implementation of changes
to the system and is responsible for testing vendor software

s 47C

s 47C
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Annex: Outstanding 2016 Audit Recommendations
The 2016 OAIC audit made three recommendations that were agreed:
Recommendation 1
It is recommended that the role and operation of the PSWG is reviewed to
ensure that it has an effective role as a focal point for strategic and
significant privacy advice and solutions for issues affecting the My Health
Record system.
Agreed. The role of the internal PSWG will be reviewed to give the group a
more strategic focus in an operational context. The review will also
consider the role of the PSWG following the establishment of a Privacy and
Security Advisory Committee as part of the governance structure for the
Australian Digital Health Agency.
Recommendation 2
Subject to the following paragraph, it is recommended that the System
Operator undertake a PIA (and, if necessary, a TRA) into the use of the IMS
with particular reference to its adequacy in the My Health Record system
incident management context and the effectiveness of its access controls.
A PIA may not be necessary if the System Operator is satisfied that the end
to end security review and the external security review of the IMS
adequately set out the privacy impacts from using the IMS to share
incident information.
Agreed. The Australian Digital Health Agency will undertake a PIA on the
IMS following consideration of the findings of the My Health Record end
to end security review and its adequacy in addressing information sharing
in the IMS.
Recommendation 3
It is recommended that the System Operator consider measures to assist with
identifying where personal information is stored on the IMS. The System
Operator should also consider how to secure older IMS tickets which may
contain personal information with appropriate access controls. Where
personal information is identified, consideration should be given to whether
it needs to be retained in accordance with the Archives Act 1983 (Cth).
Agreed. The System Operator will develop a written policy which outlines
the System Operators obligation for the management of personal
information under the My Health Records Act 2012 and the Archives Act
1983. This will include periodic reviews of information contained in the
IMS to identify, manage and dispose of such information in accordance
with these obligations.
The assessment team notes the fact that these recommendations related to
the Department of Health as the then SO and that, while the
recommendations have been addressed by the ADHA as the new SO in its
current work on developing the MHR system, no further action is intended
in response to these recommendations.
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Executive Summary

Executive Summary
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner to undertake an APP 11 security review of the
My Health Record system, as operated by the Australian Digital Health
Agency (ADHA) and its contracted national infrastructure operator (NIO).
The assessment was conducted on behalf of OAIC according to the Office’s
APP 11 guidance on ‘reasonable steps’ to protect personal information.
Our assessment comprised desk top review of available security policy,
design and operations documents, staff training materials, and past
security review reports, followed by in-depth interviews with ADHA and
NIO staff. This assessment did not include any fresh first-hand
examination by Lockstep of the My Health Record system, but relied (in
part) upon past third party reviews, which we re-examined.
s 47C
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Glossary
Personal
Information

Information or an opinion about an identified individual, or
an individual who is reasonably identifiable:
(a) whether the information or opinion is true or not; and
(b) whether the information or opinion is recorded in a
material form or not. [4]

Sensitive
Information

(a) information or an opinion about an individual’s:
(i) racial or ethnic origin; or
(ii) political opinions; or
(iii) membership of a political association; or
(iv) religious beliefs or affiliations; or
(v) philosophical beliefs; or
(vi) membership of a professional or trade association; or
(vii) membership of a trade union; or
(viii) sexual preferences or practices; or
(ix) criminal record;
that is also Personal Information; or
(b) health information about an individual; or
(c) genetic information about an individual that is not
otherwise health information; or
(d) biometric information that is to be used for the purpose of
automated biometric verification or biometric
identification; or
(e) biometric templates. [4]

Abbreviations
ACS
ADHA
APP
ASD
BCP
CRM
DHS
DVA
DVS
DRP
HER
HI
IRAP
ISM
ISMS

Access Control System
Australian Digital Health Agency
Australian Privacy Principle
Australian Signals Directorate
Business Continuity Plan
Customer Relationship Management
Department of Human Services
Department of Veterans’ Affairs
Document Verification Service
Disaster Recover Plan
Electronic Health Record
Healthcare Identifier
InfoSec Registered Assessors Program
Information Security Manual
Information Security Management System
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LACS
MHR
MyHR
NASH
NEHTA
NIO
NRS
NTT
OAIC
PACS
PCEHR
PHR
PI
PIA
PKI
RACGP
SO
TRA

Logical Access Control System
My Health Record
My Health Record
National Authentication Service for Health
National E-Health Transition Authority
National Infrastructure Operator
National Repositories Service
Nippon Telegraph and Telephone
Office of the Australian Information Commissioner
Physical Access Control System
Personally Controlled Electronic Health Record (now MyHR)
Personal Health Record
Personal Information
Privacy Impact Assessment
Public Key Infrastructure
Royal Australian College of General Practitioners
System Operator
Threat & Risk Assessment

The Australian Privacy Principles in brief [4]
APP 1: Open and transparent management of Personal Information
APP 2: Anonymity and pseudonymity
APP 3: Collection of solicited Personal Information
APP 4: Dealing with unsolicited Personal Information
APP 5: Notification of the collection of Personal Information
APP 6: Use or disclosure of Personal Information
APP 7: Direct marketing
APP 8: Cross-border disclosure of Personal Information
APP 9: Adoption, use or disclosure of government related identifiers
APP 10: Quality of Personal Information
APP 11: Security of Personal Information
APP 12: Access to Personal Information
APP 13: Correction of Personal Information [8].
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APP 11 – Security of Personal Information – in detail [4]
11.1 If an APP entity holds personal information, the entity must take such
steps as are reasonable in the circumstances to protect the information:
a. from misuse, interference and loss; and
b. from unauthorised access, modification or disclosure.
11.2 If:
a. an APP entity holds personal information about an individual;
and
b. the entity no longer needs the information for any purpose for
which the information may be used or disclosed by the entity under
this Schedule; and
c. the information is not contained in a Commonwealth record; and
d. the entity is not required by or under an Australian law, or a
court/tribunal order, to retain the information;
the entity must take such steps as are reasonable in the circumstances to
destroy the information or to ensure that the information is de-identified.
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1. Introduction
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner (OAIC) to conduct an assessment of the My
Health Record System Operator (namely the Australian Digital Health
Agency, ADHA) to determine whether:
−

−

ADHA is taking reasonable steps to protect personal information held in
the My Health Record system (MHR) in accordance with Australian
Privacy Principle (APP) 11 and the relevant provisions in the My Health
Records Act 2012 and in particular whether
the ADHA is taking reasonable steps:
▪ to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)
▪ to destroy or de-identify personal information (APP 11.2).

The methodology for this assessment comprised a combination of
document review (remote and on-site in Sydney and Canberra) and
interviews with ADHA and Accenture (as the National Infrastructure
Operator – NIO) staff in Canberra. The program of work was conducted
over the period 1 - 6 June 2018.
The assessment also includes an update (see Annex) on the SO’s responses
to outstanding recommendations made by the OAIC in its 2016 audit on
the security of personal information held on the National Repositories
Service (NRS).

Terms of Reference
The Terms of Reference for this assessment were set out in the OAIC’s
approach to market (Reference ID: D2018/003254) as follows:
The consultant will undertake the following activities for the risk-based
assessment:
−

−

−

a review of the information and related documentation (relevant policies,
processes and procedures) provided by the ADHA in response to a request
for information in the OAIC notification letter. The consultant may be
required to review confidential information at the ADHA office in either
Sydney or Canberra or Brisbane (to be confirmed with ADHA).
interview with relevant staff from the ADHA, the National Infrastructure
Operator and possibly the Department of Human Services, who have
responsibilities for privacy and information security, to confirm their
knowledge of the above-mentioned documentation and validate the
information contained in/conclusions drawn from the documentation
against normal business practices. We have planned the assessment
fieldwork to take place in late April 2018, subject to consultation with
ADHA.
submission of an assessment report to the satisfaction of the OAIC three
weeks after the assessment fieldwork. The report will include the following:
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Introduction
▪
▪
▪
▪
▪

▪

an executive summary
background information about the assessment
a brief description of the ADHA and its role as the MHR system
operator
observations and privacy risk analysis for each aspect of ADHA’s
information handling practices and security measures relating to
the NRS (listed above)
suggestions and/or recommendations made to address privacy risks
identified from the assessment in accordance with the OAIC’s
regulatory approach to low, medium and high level privacy risks
any supporting documents referred to in the report.

Background
This assessment is the third in a series of OAIC reviews of the MyHR
System Operator. Previous OAIC audits were conducted in 2014 and 2016
when the Department of Health was the System Operator for the
Personally Controlled Electronic Health Record (PCEHR). In addition to
theses audits, an end-to-end security review was commissioned by the then
SO in 2015 and completed in 2016.
A two-stage IRAP assessment commissioned by the ADHA was also
concluded in 2017.

Scope
The objective of this assessment is to determine whether ADHA is taking
reasonable steps to protect Personal Information held in the MHR system
in accordance with Australian Privacy Principle APP 11 and the relevant
provisions in the My Health Records Act 2012.
Specifically, the assessment includes consideration of whether the ADHA is
taking reasonable steps:
−

to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)

−

to destroy or de-identify personal information (APP 11.2)

Excluded from the scope of this assessment was all use of DHS systems
leveraged by (but not part of) the NRS, including the Access Management
System, the Customer Relationship Management System, the Client Data
Management System, the MyGov system, other DHS repositories, along
with DVA systems which provide data to the eHealth System (eg PBS data)
as a trusted source.
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Approach
The assessment was guided and informed by the OAIC’s Guide to securing
personal information - ‘Reasonable steps’ to protect personal information [9]. The
security guide identifies operational aspects of relevance, including:
− governance
− training
− internal practices, procedures and systems
− ICT security
− physical security
− access security
− third party providers
− data breaches
− destruction and de-identification, and
− information security standards.

Methodology
This assessment involved a desktop review of project design specifications
(see References – Project Documents), and interviews with MHR personnel,
followed by further research, report drafting and client review. The
assessment was conducted by Drew Andison, Christine Andison and
Stephen Wilson, for Lockstep Consulting.

Information gathering
Onsite meetings with ADHA and NIO personnel were as follows:
June 1,
Sydney

Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)

June 5-6,
Canberra

Tony Kitzelmann (ADHA)
Marianne Cologon (ADHA)
Daman Chabbra (ADHA)
Vincent Durepaire (NIO)
Mark Sellwood (ADHA)
Sidney Bong (ADHA)
Noel Riley (ADHA)
Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)
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Important disclaimer
The consulting advice in this document does not constitute legal advice,
and should not be construed or relied upon as legal advice by any party.
Lockstep Consulting is not a law firm. No legal professional privilege
applies to this report.
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2. Description of the project
My Health Record
In November 2013, the Australian Government commissioned a review of
the Personally Controlled eHealth Record (PCEHR) as developed to that
point, to assess the status of its implementation and to work with health
professionals and industry to prioritise further implementation. The
Review was released on 19 May 2014.
Subsequentally, the 2015-16 Federal Budget announcement My Health
Record - A New Direction for Electronic Health Records in Australia provided
funding to strengthen eHealth governance arrangements consistent with
the Review. This included the transition of relevant activities and resources
from the National E-Health Transition Authority (NEHTA) to the new
Australian Digital Health Agency (ADHA), and transferring the operation
of My Health Record from the Department of Health to ADHA.
With MHR, a consumer’s health records are either uploaded into the
National Repositories Service (NRS) or fetched as needed from
participating repositories. The NRS is the database system operated by NIO
which holds the key data sets which make up a My Health Record,
including shared health summaries, event summaries, discharge
summaries, specialist letters, consumer entered health summaries and
consumer notes.
The MHR system is specifically regulated under the My Health Records Act,
the My Health Records Regulation, the My Health Records Rule and the My
Health Records (Assisted Registration) Rule.

ADHA - the MHR System Operator
ADHA commenced operations on 1 July 2016 as a statutory authority
reporting to State and Territory Health Ministers through the Council of
Australian Governments (COAG) Health Council. ADHA has a lead role in
operating and developing Australia’s digital health foundations, the
national infrastructure underpinning the delivery of digital health in
Australia including:
−
−
−
−
−
−
−

The My Health Record (MHR) system
The Healthcare Identifiers (HI) Service
The National Authentication Service for Health (NASH)
Secure Messaging Delivery
Supply Chain
Australian Medicines Terminology and SNOMED CT-AU, and
Clinical Document Specifications.

In addition to ADHA as System Operator, a number of other participants
assist in the operation of MHR, in particular:
My Health Record APP 11 Assessment
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−

Accenture Australia was contracted as the National Infrastructure
Operator (NIO) of the system, responsible for providing and
managing the system on behalf of the System Operator, including
managing MHR’s security. The NIO has a subcontractor, NTT,
which provides data centre services for the system.

−

the Department of Human Services (DHS) undertakes some
consumer registration and provider registration, and manages
contact with consumers on behalf of the System Operator. DHS also
provides access to Medicare and Department of Veterans’ Affairs
(DVA) data and can include this information in consumers’ MHR
records with their consent.

Privacy Context
As part of its ongoing oversight role under the MHR legislation, the OAIC
sought to re-examine the privacy and security measures put in place by the
ADHA as System Operator, following previous audits conducted in 2014
[6] and 2016 [7], and the MHR System “End-to-End Security Review” of
2015.
A particular consideration for this assessment was the recent
announcement regarding the timing of the commencement of the opt-out
period for the My Health Record, which means that the SO must be in a
position from both a security and performance perspective to manage a
significant increase in the number of health records under its stewardship
by the end of 2018.
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Governance
The ADHA Board
Established in 2016-17, the 11-member Board is the Accountable Authority
of the agency and sets the strategic direction for the agency and is
responsible for its operations. The Board is supported by independent
advisory committees:
− Clinical and Technical Advisory Committee
− Jurisdictional Advisory Committee
− Consumer Advisory Committee
− Privacy and Security Advisory Committee
− One is created by the Board, pursuant to a power under the Rule:
− Digital Health Safety and Quality Governance Committee, and
− Audit and Risk Committee (compulsory under the PGPA Act).
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Privacy and Security Advisory Committee
The Privacy and Security Advisory Committee2 advises the ADHA Board on:
−

legal issues in relation to digital health systems, including
copyright, data privacy issues, confidentiality issues, data security
and legal liability

−

the long-term legal framework of digital health systems

−

privacy and security issues encountered by users of digital health
systems, and the resolution of any problems arising from
monitoring these issues, and

−

standards (including compliance with standards) relating to privacy
and security in relation to digital health systems.

ADHA Executive Management
The CEO is supported by the Executive Leadership Team, comprised of
five Executive General Managers (Division heads) and a Chief Medical
Adviser. The team meets weekly with the CEO and is active in the
implementation of the governance framework through strategic and
financial planning, consideration of ongoing and emerging risks, review of
controls, and monitoring the delivery of performance outcomes. It is the
primary forum for operational decision-making in the agency.
The agency executive structure is shown below.3

2

https://www.digitalhealth.gov.au/about-the-agency/board-advisory-committees.

https://www.digitalhealth.gov.au/about-the-agency/publications/reports/annual-report/part-1-introductionand-overview/the-agency-at-a-glance.
3
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A range of internal committees also support ADHA leadership and its
ability to deliver on its strategic priorities. Of note is the fact that there is no
dedicated internal privacy or security committee. We were advised that
internal operational arrangements between the risk, security and privacy
teams and reporting mechanisms to the PSAC and Board aim to ensure that
security and privacy are effectively managed.
Internal committee4

Purpose

Portfolio Management
Committee

Oversees the planning and delivery of the
agency’s annual work program.

Clinical Programs
Management Committee

Manages operational aspects of the agency’s
Clinical Programs: Medicines Safety,
Pathology and Diagnostic Imaging
programs, and any new programs
identified by the agency’s Board.

Digital Health Safety and
Quality Management
Committee

Establishes a forum where clinical
governance mechanisms are in place and
effective across the agency.

Workplace Health and
Safety Steering Committee

Brings together staff and management to
develop and review health and safety
policies and procedures across the agency.

s 47C

Cyber Security Centre
This centre was established to strengthen the security of the digital health
system and promote increased security awareness and maturity across the
digital health sector. The SO has produced a range of educational material
to assist healthcare providers meet their security obligations and conducts
a number of audits of provider systems to ensure standards are
https://www.digitalhealth.gov.au/about-the-agency/publications/reports/annual-report/part-3management-and-accountability/corporate-governance
4
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maintained. The SO also maintains close relationships with peak industry
bodies such as the RACGP to assist providers to maintain security and
privacy standards. Further detail is available at
https://www.digitalhealth.gov.au/about-the-agency/digital-health-cybersecurity-centre/about.
According to the 2014 Report [FIND A REFERENCE] Accenture security
management includes:
−

Production Operations team, responsible for the production
environment and accountable for development and testing
environments operated offshore (with fabricated data)

−

Security Operations team, responsible for handling security and
privacy incidents

−

Surface Management team, the central liaison point for NIO,
providing regular reports to the SO and other eHealth stakeholders
on incidents and system performance, and responsible for day to
day production issues, incident management and internal incidents
as well as errors and failures

−

Change Management team controls the implementation of changes
to the system and is responsible for testing vendor software

s 47C

s 47C
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Annex: Outstanding 2016 Audit Recommendations
The 2016 OAIC audit made three recommendations that were agreed:
Recommendation 1
It is recommended that the role and operation of the PSWG is reviewed to
ensure that it has an effective role as a focal point for strategic and
significant privacy advice and solutions for issues affecting the My Health
Record system.
Agreed. The role of the internal PSWG will be reviewed to give the group a
more strategic focus in an operational context. The review will also
consider the role of the PSWG following the establishment of a Privacy and
Security Advisory Committee as part of the governance structure for the
Australian Digital Health Agency.
Recommendation 2
Subject to the following paragraph, it is recommended that the System
Operator undertake a PIA (and, if necessary, a TRA) into the use of the IMS
with particular reference to its adequacy in the My Health Record system
incident management context and the effectiveness of its access controls.
A PIA may not be necessary if the System Operator is satisfied that the end
to end security review and the external security review of the IMS
adequately set out the privacy impacts from using the IMS to share
incident information.
Agreed. The Australian Digital Health Agency will undertake a PIA on the
IMS following consideration of the findings of the My Health Record end
to end security review and its adequacy in addressing information sharing
in the IMS.
Recommendation 3
It is recommended that the System Operator consider measures to assist with
identifying where personal information is stored on the IMS. The System
Operator should also consider how to secure older IMS tickets which may
contain personal information with appropriate access controls. Where
personal information is identified, consideration should be given to whether
it needs to be retained in accordance with the Archives Act 1983 (Cth).
Agreed. The System Operator will develop a written policy which outlines
the System Operators obligation for the management of personal
information under the My Health Records Act 2012 and the Archives Act
1983. This will include periodic reviews of information contained in the
IMS to identify, manage and dispose of such information in accordance
with these obligations.
The assessment team notes the fact that these recommendations related to
the Department of Health as the then SO and that, while the
recommendations have been addressed by the ADHA as the new SO in its
current work on developing the MHR system, no further action is intended
in response to these recommendations.
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Executive Summary

Executive Summary
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner to undertake an APP 11 security review of the
My Health Record system, as operated by the Australian Digital Health
Agency (ADHA) and its contracted national infrastructure operator (NIO).
The assessment was conducted on behalf of the OAIC according to the
Office’s APP 11 guidance on ‘reasonable steps’ to protect personal
information.
Our assessment comprised a desk top review of available security policy,
design and operations documents, staff training materials, and past
security review reports, followed by in-depth interviews with ADHA and
NIO staff. This assessment did not include any fresh first-hand
examination by Lockstep of the My Health Record system, but relied (in
part) upon past third party reviews, which we re-examined.

s 47C
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Glossary
Personal
Information

Information or an opinion about an identified individual, or
an individual who is reasonably identifiable:
(a) whether the information or opinion is true or not; and
(b) whether the information or opinion is recorded in a
material form or not. [4]

Sensitive
Information

(a) information or an opinion about an individual’s:
(i) racial or ethnic origin; or
(ii) political opinions; or
(iii) membership of a political association; or
(iv) religious beliefs or affiliations; or
(v) philosophical beliefs; or
(vi) membership of a professional or trade association; or
(vii) membership of a trade union; or
(viii) sexual preferences or practices; or
(ix) criminal record;
that is also Personal Information; or
(b) health information about an individual; or
(c) genetic information about an individual that is not
otherwise health information; or
(d) biometric information that is to be used for the purpose of
automated biometric verification or biometric
identification; or
(e) biometric templates. [4]

Abbreviations
ACS
ADHA
APP
ASD
BCP
CRM
DHS
DVA
DVS
DRP
HER
HI
IRAP
ISM
ISMS

Access Control System
Australian Digital Health Agency
Australian Privacy Principle
Australian Signals Directorate
Business Continuity Plan
Customer Relationship Management
Department of Human Services
Department of Veterans’ Affairs
Document Verification Service
Disaster Recover Plan
Electronic Health Record
Healthcare Identifier
InfoSec Registered Assessors Program
Information Security Manual
Information Security Management System
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LACS
MHR
MyHR
NASH
NEHTA
NIO
NRS
NTT
OAIC
PACS
PCEHR
PHR
PI
PIA
PKI
RACGP
SO
TRA

Logical Access Control System
My Health Record
My Health Record
National Authentication Service for Health
National E-Health Transition Authority
National Infrastructure Operator
National Repositories Service
Nippon Telegraph and Telephone
Office of the Australian Information Commissioner
Physical Access Control System
Personally Controlled Electronic Health Record (now MyHR)
Personal Health Record
Personal Information
Privacy Impact Assessment
Public Key Infrastructure
Royal Australian College of General Practitioners
System Operator
Threat & Risk Assessment

The Australian Privacy Principles in brief [4]
APP 1: Open and transparent management of Personal Information
APP 2: Anonymity and pseudonymity
APP 3: Collection of solicited Personal Information
APP 4: Dealing with unsolicited Personal Information
APP 5: Notification of the collection of Personal Information
APP 6: Use or disclosure of Personal Information
APP 7: Direct marketing
APP 8: Cross-border disclosure of Personal Information
APP 9: Adoption, use or disclosure of government related identifiers
APP 10: Quality of Personal Information
APP 11: Security of Personal Information
APP 12: Access to Personal Information
APP 13: Correction of Personal Information [8].
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APP 11 – Security of Personal Information – in detail [4]
11.1 If an APP entity holds personal information, the entity must take such
steps as are reasonable in the circumstances to protect the information:
a. from misuse, interference and loss; and
b. from unauthorised access, modification or disclosure.
11.2 If:
a. an APP entity holds personal information about an individual;
and
b. the entity no longer needs the information for any purpose for
which the information may be used or disclosed by the entity under
this Schedule; and
c. the information is not contained in a Commonwealth record; and
d. the entity is not required by or under an Australian law, or a
court/tribunal order, to retain the information;
the entity must take such steps as are reasonable in the circumstances to
destroy the information or to ensure that the information is de-identified.
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1. Introduction
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner (OAIC) to conduct an assessment of the My
Health Record System Operator (namely the Australian Digital Health
Agency, ADHA) to determine whether:
−

−

ADHA is taking reasonable steps to protect personal information held in
the My Health Record system (MHR) in accordance with Australian
Privacy Principle (APP) 11 and the relevant provisions in the My Health
Records Act 2012 and in particular whether
the ADHA is taking reasonable steps:
 to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)
 to destroy or de-identify personal information (APP 11.2).

The methodology for this assessment comprised a combination of
document review (remote and on-site in Sydney and Canberra) and
interviews with ADHA and Accenture (as the National Infrastructure
Operator – NIO) staff in Canberra. The program of work was conducted
over the period 1 - 6 June 2018.
The assessment also includes an update (see Annex) on the SO’s responses
to outstanding recommendations made by the OAIC in its 2016 audit on
the security of personal information held on the National Repositories
Service (NRS).

Terms of Reference
The Terms of Reference for this assessment were set out in the OAIC’s
approach to market (Reference ID: D2018/003254) as follows:
The consultant will undertake the following activities for the risk-based
assessment:
−

−

−

a review of the information and related documentation (relevant policies,
processes and procedures) provided by the ADHA in response to a request
for information in the OAIC notification letter. The consultant may be
required to review confidential information at the ADHA office in either
Sydney or Canberra or Brisbane (to be confirmed with ADHA).
interview with relevant staff from the ADHA, the National Infrastructure
Operator and possibly the Department of Human Services, who have
responsibilities for privacy and information security, to confirm their
knowledge of the above-mentioned documentation and validate the
information contained in/conclusions drawn from the documentation
against normal business practices. We have planned the assessment
fieldwork to take place in late April 2018, subject to consultation with
ADHA.
submission of an assessment report to the satisfaction of the OAIC three
weeks after the assessment fieldwork. The report will include the following:
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an executive summary
background information about the assessment
a brief description of the ADHA and its role as the MHR system
operator
observations and privacy risk analysis for each aspect of ADHA’s
information handling practices and security measures relating to
the NRS (listed above)
suggestions and/or recommendations made to address privacy risks
identified from the assessment in accordance with the OAIC’s
regulatory approach to low, medium and high level privacy risks
any supporting documents referred to in the report.

Background
This assessment is the third in a series of OAIC reviews of the MyHR
System Operator. Previous OAIC audits were conducted in 2014 and 2016
when the Department of Health was the System Operator for the
Personally Controlled Electronic Health Record (PCEHR). In addition to
theses audits, an end-to-end security review was commissioned by the then
SO in 2015 and completed in 2016.
A two-stage IRAP assessment commissioned by the ADHA was also
concluded in 2017.

Scope
The objective of this assessment is to determine whether ADHA is taking
reasonable steps to protect Personal Information held in the MHR system
in accordance with Australian Privacy Principle APP 11 and the relevant
provisions in the My Health Records Act 2012.
Specifically, the assessment includes consideration of whether the ADHA is
taking reasonable steps:
−

to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)

−

to destroy or de-identify personal information (APP 11.2)

Excluded from the scope of this assessment was all use of DHS systems
leveraged by (but not part of) the NRS, including the Access Management
System, the Customer Relationship Management System, the Client Data
Management System, the MyGov system, other DHS repositories, along
with DVA systems which provide data to the MHReHealth sSystem (eg
PBS data) as a trusted source.
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Approach
The assessment was guided and informed by the OAIC’s Guide to securing
personal information - ‘Reasonable steps’ to protect personal information [9]. The
security guide identifies operational aspects of relevance, including:
− governance
− training
− internal practices, procedures and systems
− ICT security
− physical security
− access security
− third party providers
− data breaches
− destruction and de-identification, and
− information security standards.

Methodology
This assessment involved a desktop review of project design specifications
(see References – Project Documents), and interviews with MHR personnel,
followed by further research, report drafting and client review. The
assessment was conducted by Drew Andison, Christine Andison and
Stephen Wilson, for Lockstep Consulting.

Information gathering
Onsite meetings with ADHA and NIO personnel were as follows:
June 1,
Sydney

Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)

June 5-6,
Canberra

Tony Kitzelmann (ADHA)
Marianne Cologon (ADHA)
Daman Chabbra (ADHA)
Vincent Durepaire (NIO)
Mark Sellwood (ADHA)
Sidney Bong (ADHA)
Noel Riley (ADHA)
Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)
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Important disclaimer
The consulting advice in this document does not constitute legal advice,
and should not be construed or relied upon as legal advice by any party.
Lockstep Consulting is not a law firm. No legal professional privilege
applies to this report.
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Executive Summary
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner to undertake an APP 11 security review of the
My Health Record system, as operated by the Australian Digital Health
Agency (ADHA) and its contracted national infrastructure operator (NIO).
The assessment was conducted on behalf of the OAIC according to the
Office’s APP 11 guidance on ‘reasonable steps’ to protect personal
information.
Our assessment comprised a desk top review of available security policy,
design and operations documents, staff training materials, and past
security review reports, followed by in-depth interviews with ADHA and
NIO staff. This assessment did not include any fresh first-hand
examination by Lockstep of the My Health Record system, but relied (in
part) upon past third party reviews, which we re-examined.
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Personal
Information

Information or an opinion about an identified individual, or
an individual who is reasonably identifiable:
(a) whether the information or opinion is true or not; and
(b) whether the information or opinion is recorded in a
material form or not. [4]

Sensitive
Information

(a) information or an opinion about an individual’s:
(i) racial or ethnic origin; or
(ii) political opinions; or
(iii) membership of a political association; or
(iv) religious beliefs or affiliations; or
(v) philosophical beliefs; or
(vi) membership of a professional or trade association; or
(vii) membership of a trade union; or
(viii) sexual preferences or practices; or
(ix) criminal record;
that is also Personal Information; or
(b) health information about an individual; or
(c) genetic information about an individual that is not
otherwise health information; or
(d) biometric information that is to be used for the purpose of
automated biometric verification or biometric
identification; or
(e) biometric templates. [4]

Abbreviations
ACS
ADHA
APP
ASD
BCP
CRM
DHS
DVA
DVS
DRP
HER
HI
IRAP
ISM
ISMS

Access Control System
Australian Digital Health Agency
Australian Privacy Principle
Australian Signals Directorate
Business Continuity Plan
Customer Relationship Management
Department of Human Services
Department of Veterans’ Affairs
Document Verification Service
Disaster Recover Plan
Electronic Health Record
Healthcare Identifier
InfoSec Registered Assessors Program
Information Security Manual
Information Security Management System
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LACS
MHR
MyHR
NASH
NEHTA
NIO
NRS
NTT
OAIC
PACS
PCEHR
PHR
PI
PIA
PKI
RACGP
SO
TRA

Logical Access Control System
My Health Record
My Health Record
National Authentication Service for Health
National E-Health Transition Authority
National Infrastructure Operator
National Repositories Service
Nippon Telegraph and Telephone
Office of the Australian Information Commissioner
Physical Access Control System
Personally Controlled Electronic Health Record (now MyHR)
Personal Health Record
Personal Information
Privacy Impact Assessment
Public Key Infrastructure
Royal Australian College of General Practitioners
System Operator
Threat & Risk Assessment

The Australian Privacy Principles in brief [4]
APP 1: Open and transparent management of Personal Information
APP 2: Anonymity and pseudonymity
APP 3: Collection of solicited Personal Information
APP 4: Dealing with unsolicited Personal Information
APP 5: Notification of the collection of Personal Information
APP 6: Use or disclosure of Personal Information
APP 7: Direct marketing
APP 8: Cross-border disclosure of Personal Information
APP 9: Adoption, use or disclosure of government related identifiers
APP 10: Quality of Personal Information
APP 11: Security of Personal Information
APP 12: Access to Personal Information
APP 13: Correction of Personal Information [8].
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APP 11 – Security of Personal Information – in detail [4]
11.1 If an APP entity holds personal information, the entity must take such
steps as are reasonable in the circumstances to protect the information:
a. from misuse, interference and loss; and
b. from unauthorised access, modification or disclosure.
11.2 If:
a. an APP entity holds personal information about an individual;
and
b. the entity no longer needs the information for any purpose for
which the information may be used or disclosed by the entity under
this Schedule; and
c. the information is not contained in a Commonwealth record; and
d. the entity is not required by or under an Australian law, or a
court/tribunal order, to retain the information;
the entity must take such steps as are reasonable in the circumstances to
destroy the information or to ensure that the information is de-identified.
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1. Introduction
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner (OAIC) to conduct an assessment of the My
Health Record System Operator (namely the Australian Digital Health
Agency, ADHA) to determine whether:
−

−

ADHA is taking reasonable steps to protect personal information held in
the My Health Record system (MHR) in accordance with Australian
Privacy Principle (APP) 11 and the relevant provisions in the My Health
Records Act 2012 and in particular whether
the ADHA is taking reasonable steps:
 to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)
 to destroy or de-identify personal information (APP 11.2).

The methodology for this assessment comprised a combination of
document review (remote and on-site in Sydney and Canberra) and
interviews with ADHA and Accenture (as the National Infrastructure
Operator – NIO) staff in Canberra. The program of work was conducted
over the period 1 - 6 June 2018.
The assessment also includes an update (see Annex) on the SO’s responses
to outstanding recommendations made by the OAIC in its 2016 audit on
the security of personal information held on the National Repositories
Service (NRS).

Terms of Reference
The Terms of Reference for this assessment were set out in the OAIC’s
approach to market (Reference ID: D2018/003254) as follows:
The consultant will undertake the following activities for the risk-based
assessment:
−

−

−

a review of the information and related documentation (relevant policies,
processes and procedures) provided by the ADHA in response to a request
for information in the OAIC notification letter. The consultant may be
required to review confidential information at the ADHA office in either
Sydney or Canberra or Brisbane (to be confirmed with ADHA).
interview with relevant staff from the ADHA, the National Infrastructure
Operator and possibly the Department of Human Services, who have
responsibilities for privacy and information security, to confirm their
knowledge of the above-mentioned documentation and validate the
information contained in/conclusions drawn from the documentation
against normal business practices. We have planned the assessment
fieldwork to take place in late April 2018, subject to consultation with
ADHA.
submission of an assessment report to the satisfaction of the OAIC three
weeks after the assessment fieldwork. The report will include the following:
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an executive summary
background information about the assessment
a brief description of the ADHA and its role as the MHR system
operator
observations and privacy risk analysis for each aspect of ADHA’s
information handling practices and security measures relating to
the NRS (listed above)
suggestions and/or recommendations made to address privacy risks
identified from the assessment in accordance with the OAIC’s
regulatory approach to low, medium and high level privacy risks
any supporting documents referred to in the report.

Background
This assessment is the third in a series of OAIC reviews of the MyHR
System Operator. Previous OAIC audits were conducted in 2014 and 2016
when the Department of Health was the System Operator for the
Personally Controlled Electronic Health Record (PCEHR). In addition to
theses audits, an end-to-end security review was commissioned by the then
SO in 2015 and completed in 2016.
A two-stage IRAP assessment commissioned by the ADHA was also
concluded in 2017.

Scope
The objective of this assessment is to determine whether ADHA is taking
reasonable steps to protect Personal Information held in the MHR system
in accordance with Australian Privacy Principle APP 11 and the relevant
provisions in the My Health Records Act 2012.
Specifically, the assessment includes consideration of whether the ADHA is
taking reasonable steps:
−

to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)

−

to destroy or de-identify personal information (APP 11.2)

Excluded from the scope of this assessment was all use of DHS systems
leveraged by (but not part of) the NRS, including the Access Management
System, the Customer Relationship Management System, the Client Data
Management System, the MyGov system, other DHS repositories, along
with DVA systems which provide data to the MHReHealth sSystem (eg
PBS data) as a trusted source.
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Approach
The assessment was guided and informed by the OAIC’s Guide to securing
personal information - ‘Reasonable steps’ to protect personal information [9]. The
security guide identifies operational aspects of relevance, including:
− governance
− training
− internal practices, procedures and systems
− ICT security
− physical security
− access security
− third party providers
− data breaches
− destruction and de-identification, and
− information security standards.

Methodology
This assessment involved a desktop review of project design specifications
(see References – Project Documents), and interviews with MHR personnel,
followed by further research, report drafting and client review. The
assessment was conducted by Drew Andison, Christine Andison and
Stephen Wilson, for Lockstep Consulting.

Information gathering
Onsite meetings with ADHA and NIO personnel were as follows:
June 1,
Sydney

Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)

June 5-6,
Canberra

Tony Kitzelmann (ADHA)
Marianne Cologon (ADHA)
Daman Chabbra (ADHA)
Vincent Durepaire (NIO)
Mark Sellwood (ADHA)
Sidney Bong (ADHA)
Noel Riley (ADHA)
Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)
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Important disclaimer
The consulting advice in this document does not constitute legal advice,
and should not be construed or relied upon as legal advice by any party.
Lockstep Consulting is not a law firm. No legal professional privilege
applies to this report.
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Annex: Outstanding 2016 assessmentAudit Recommendations

Annex: Outstanding 2016 assessmentAudit
Recommendations
The 2016 OAIC assessmentaudit made three recommendations that were
agreed:
Recommendation 1
It is recommended that the role and operation of the PSWG is reviewed to
ensure that it has an effective role as a focal point for strategic and
significant privacy advice and solutions for issues affecting the My Health
Record system.
Agreed. The role of the internal PSWG will be reviewed to give the group a
more strategic focus in an operational context. The review will also
consider the role of the PSWG following the establishment of a Privacy and
Security Advisory Committee as part of the governance structure for the
Australian Digital Health Agency.
Recommendation 2
Subject to the following paragraph, it is recommended that the System
Operator undertake a PIA (and, if necessary, a TRA) into the use of the IMS
with particular reference to its adequacy in the My Health Record system
incident management context and the effectiveness of its access controls.
A PIA may not be necessary if the System Operator is satisfied that the end
to end security review and the external security review of the IMS
adequately set out the privacy impacts from using the IMS to share
incident information.
Agreed. The Australian Digital Health Agency will undertake a PIA on the
IMS following consideration of the findings of the My Health Record end
to end security review and its adequacy in addressing information sharing
in the IMS.
Recommendation 3
It is recommended that the System Operator consider measures to assist with
identifying where personal information is stored on the IMS. The System
Operator should also consider how to secure older IMS tickets which may
contain personal information with appropriate access controls. Where
personal information is identified, consideration should be given to whether
it needs to be retained in accordance with the Archives Act 1983 (Cth).
Agreed. The System Operator will develop a written policy which outlines
the System Operators obligation for the management of personal
information under the My Health Records Act 2012 and the Archives Act
1983. This will include periodic reviews of information contained in the
IMS to identify, manage and dispose of such information in accordance
with these obligations.
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We've been working away on the findings and are happy to provide a full draft of our report for your consideration. There's a PDF copy for convenience, and a Word copy for your edits and suggestions, in track changes mode.

What is your review process from this point on, and how long do you expect to take with stakeholders? We will stand by for feedback and as per the proposal, we're in good shape to take feedback, discuss as necessary, and finalise. I feel like June 30 is a reasonable target at
this point, but please let us know if you have different timeline in mind.

Meanwhile I will raise a progress invoice and send that off to Brenton.

I have some travel coming up fast, so please don't leave Drew & Christine out of any communication (be sure to CC me) and they will be sure to cover you.

Speak soon.

Cheers,

Steve.

Stephen Wilson
Managing Director
Lockstep Group

E:   swilson@lockstep.com.au <mailto:swilson@lockstep.com.au>
M:   61 (0)414 488 851
W: http://lockstep com au <https://apac01.safelinks.protection.outlook.com/?
url http%3A%2F%2Flockstep.com.au&data 01%7C01%7Cdimitrios.kormas%40oaic.gov.au%7C4d7b59e6dc2a45085bca08d5e2fff0c6%7Cea4cdebd454f4218919b7adc32bf1549%7C1&sdata gNcP70WXprVAU1BkgZEGbP2uZNxQNEqATBh9bku6wkg%3D&reserved 0>
T:   @steve_lockstep

Lockstep Consulting provides independent specialist advice and analysis
on digital identity and privacy. Lockstep Technologies develops unique
new smart ID solutions that enhance privacy and prevent identity theft.

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
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Executive Summary

Executive Summary
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner to undertake an APP 11 security review of the
My Health Record system, as operated by the Australian Digital Health
Agency (ADHA) and its contracted National Infrastructure Operator
(NIO). The assessment was conducted on behalf of the OAIC according to
the Office’s APP 11 guidance on ‘reasonable steps’ to protect personal
information.
Our assessment comprised a desk top review of available security policy,
design and operations documents, staff training materials, and past
security review reports, followed by in-depth interviews with ADHA and
NIO staff. This assessment did not include any fresh first-hand
examination by Lockstep of the My Health Record system, but relied (in
part) upon past third party reviews, which we re-examined.

s 47C
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Glossary
Personal
Information

Information or an opinion about an identified individual, or
an individual who is reasonably identifiable:
(a) whether the information or opinion is true or not; and
(b) whether the information or opinion is recorded in a
material form or not. [4]

Sensitive
Information

(a) information or an opinion about an individual’s:
(i) racial or ethnic origin; or
(ii) political opinions; or
(iii) membership of a political association; or
(iv) religious beliefs or affiliations; or
(v) philosophical beliefs; or
(vi) membership of a professional or trade association; or
(vii) membership of a trade union; or
(viii) sexual preferences or practices; or
(ix) criminal record;
that is also Personal Information; or
(b) health information about an individual; or
(c) genetic information about an individual that is not
otherwise health information; or
(d) biometric information that is to be used for the purpose of
automated biometric verification or biometric
identification; or
(e) biometric templates. [4]

Abbreviations
ACS
ADHA
APP
ASD
BCP
CDPP
CERT
CRM
DHS
DVA
DVS
DRP
HER
HI
My Health Record APP 11 Assessment
Version 0.8
Commercial in Confidence

Access Control System
Australian Digital Health Agency
Australian Privacy Principle
Australian Signals Directorate
Business Continuity Plan
Commonwealth Data Protection Protocol
Computer Emergency Response Team
Customer Relationship Management
Department of Human Services
Department of Veterans’ Affairs
Document Verification Service
Disaster Recover Plan
Electronic Health Record
Healthcare Identifier
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IRAP
IMS
ISM
ISMS
LACS
MHR
MyHR
NASH
NEHTA
NIO
NRS
NTT
OAIC
PACS
PBS
PSAC
PCEHR

InfoSec Registered Assessors Program
Incident Management System
Information Security Manual
Information Security Management System
Logical Access Control System
My Health Record
My Health Record
National Authentication Service for Health
National E-Health Transition Authority
National Infrastructure Operator
National Repositories Service
Nippon Telegraph and Telephone
Office of the Australian Information Commissioner
Physical Access Control System
Pharmaceutical Benefits Scheme
Privacy and Security Advisory Committee
Personally Controlled Electronic Health Record
(now MyHR)
PHR
Personal Health Record
PI
Personal Information
PIA
Privacy Impact Assessment
PKI
Public Key Infrastructure
RACGP
Royal Australian College of General Practitioners
SO
System Operator
SNOMED CT-AU Systematized Nomenclature of Medicine – Clinical
Terms Australia
TRA
Threat & Risk Assessment

The Australian Privacy Principles in brief [4]
APP 1:
APP 2:
APP 3:
APP 4:
APP 5:
APP 6:
APP 7:
APP 8:
APP 9:
APP 10:
APP 11:
APP 12:
APP 13:

Open and transparent management of Personal Information
Anonymity and pseudonymity
Collection of solicited Personal Information
Dealing with unsolicited Personal Information
Notification of the collection of Personal Information
Use or disclosure of Personal Information
Direct marketing
Cross-border disclosure of Personal Information
Adoption, use or disclosure of government related identifiers
Quality of Personal Information
Security of Personal Information
Access to Personal Information
Correction of Personal Information [8].
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APP 11 – Security of Personal Information – in detail [4]
11.1 If an APP entity holds personal information, the entity must take such
steps as are reasonable in the circumstances to protect the information:
a. from misuse, interference and loss; and
b. from unauthorised access, modification or disclosure.
11.2 If:
a. an APP entity holds personal information about an individual;
and
b. the entity no longer needs the information for any purpose for
which the information may be used or disclosed by the entity under
this Schedule; and
c. the information is not contained in a Commonwealth record; and
d. the entity is not required by or under an Australian law, or a
court/tribunal order, to retain the information;
the entity must take such steps as are reasonable in the circumstances to
destroy the information or to ensure that the information is de-identified.
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1. Introduction
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner (OAIC) to conduct an assessment of the My
Health Record System Operator (SO) (namely the Australian Digital Health
Agency, ADHA) to determine whether:
−

−

ADHA is taking reasonable steps to protect personal information held in
the My Health Record system (MHR) in accordance with Australian
Privacy Principle (APP) 11 and the relevant provisions in the My Health
Records Act 2012 and in particular whether
the ADHA is taking reasonable steps:
 to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)
 to destroy or de-identify personal information (APP 11.2).

The methodology for this assessment comprised a combination of
document review (remote and on-site in Sydney and Canberra) and
interviews with ADHA and Accenture (as the National Infrastructure
Operator – NIO) staff in Canberra. The program of work was conducted
over the period 1 - 6 June 2018.
This assessment also includes an update (see Annex) on the SO’s responses
to outstanding recommendations made by the OAIC in its 2016 audit on
the security of personal information held on the National Repositories
Service (NRS).

Terms of Reference
The Terms of Reference for this assessment were set out in the OAIC’s
approach to market (Reference ID: D2018/003254) as follows:
The consultant will undertake the following activities for the risk-based
assessment:
−

−

a review of the information and related documentation (relevant policies,
processes and procedures) provided by the ADHA in response to a request
for information in the OAIC notification letter. The consultant may be
required to review confidential information at the ADHA office in either
Sydney or Canberra or Brisbane (to be confirmed with ADHA).
interview with relevant staff from the ADHA, the National Infrastructure
Operator and possibly the Department of Human Services, who have
responsibilities for privacy and information security, to confirm their
knowledge of the above-mentioned documentation and validate the
information contained in/conclusions drawn from the documentation
against normal business practices. We have planned the assessment
fieldwork to take place in late April 2018, subject to consultation with
ADHA.
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−

submission of an assessment report to the satisfaction of the OAIC three
weeks after the assessment fieldwork. The report will include the following:
 an executive summary
 background information about the assessment
 a brief description of the ADHA and its role as the MHR system
operator
 observations and privacy risk analysis for each aspect of ADHA’s
information handling practices and security measures relating to
the NRS …
 suggestions and/or recommendations made to address privacy risks
identified from the assessment in accordance with the OAIC’s
regulatory approach to low, medium and high level privacy risks
 any supporting documents referred to in the report.

Background
This assessment is the third in a series of OAIC reviews of the MHR System
Operator. Previous OAIC audits were conducted in 2014 and 2016 when
the Department of Health was the System Operator for the Personally
Controlled Electronic Health Record (PCEHR). In addition to these audits,
an end-to-end security review was commissioned by the then SO in 2015
and completed in 2016.
A two-stage IRAP assessment commissioned by the ADHA was also
concluded in 2017.

Scope
The objective of this assessment was to determine whether ADHA is taking
reasonable steps to protect Personal Information held in the MHR system
in accordance with Australian Privacy Principle APP 11 and the relevant
provisions in the My Health Records Act 2012.
Specifically, the assessment includes consideration of whether the ADHA is
taking reasonable steps:
−

−

to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)
to destroy or de-identify personal information (APP 11.2)

Excluded from the scope of this assessment was all use of DHS systems
leveraged by (but not part of) the National Repositories Service (NRS),
including the Access Management System, the Customer Relationship
Management System, the Client Data Management System, the MyGov
system, other DHS repositories, along with Department of Veterans’ Affairs
(DVA) systems which provide data to the MHR system (eg Pharmaceutical
Benefits Scheme data) as a trusted source.
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Approach
The assessment was guided and informed by the OAIC’s Guide to securing
personal information - ‘Reasonable steps’ to protect personal information [9]. The
security guide identifies operational aspects of relevance, including:
−
−
−
−
−
−
−
−
−
−

governance
training
internal practices, procedures and systems
ICT security
physical security
access security
third party providers
data breaches
destruction and de-identification, and
information security standards.

Methodology
This assessment involved a desktop review of project design specifications
(see References – Project Documents), and interviews with MHR personnel,
followed by further research, report drafting and client review. The
assessment was conducted by Drew Andison, Christine Andison and
Stephen Wilson, for Lockstep Consulting.

Information gathering
Onsite meetings with ADHA and NIO personnel were as follows:
June 1,
Sydney

Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)
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June 5-6,
Canberra

Tony Kitzelmann (ADHA)
Marianne Cologon (ADHA)
Daman Chabbra (ADHA)
Vincent Durepaire (NIO)
Mark Sellwood (ADHA)
Sidney Bong (ADHA)
Noel Riley (ADHA)
Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)

Important disclaimer
The consulting advice in this document does not constitute legal advice,
and should not be construed or relied upon as legal advice by any party.
Lockstep Consulting is not a law firm. No legal professional privilege
applies to this report.
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A range of internal committees also support ADHA leadership and its
ability to deliver on its strategic priorities. Of note is the fact that there is no
dedicated internal privacy or security committee. We were advised that
internal operational arrangements between the risk, security and privacy
teams and reporting mechanisms to the PSAC and Board aim to ensure that
security and privacy are effectively managed.
Internal committee 6

Purpose

Portfolio Management
Committee

Oversees the planning and delivery of the
agency’s annual work program.

Clinical Programs
Management Committee

Manages operational aspects of the agency’s
Clinical Programs: Medicines Safety,
Pathology and Diagnostic Imaging
programs, and any new programs
identified by the agency’s Board.

Digital Health Safety and
Quality Management
Committee

Establishes a forum where clinical
governance mechanisms are in place and
effective across the agency.

Workplace Health and
Safety Steering Committee

Brings together staff and management to
develop and review health and safety
policies and procedures across the agency.

https //www digitalhealth gov au/about-the-agency/publications/reports/annual-report/part-3management-and-accountability/corporate-governance

6
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Annex: Outstanding 2016 assessment recommendations

Annex: Outstanding 2016 assessment
recommendations
The 2016 OAIC assessment made three recommendations that were agreed
by ADHA (which we respoduce below, in italics).
We note the fact that these recommendations related to the Department of
Health as the System Operator at the time. The recommendations have
been addressed by the ADHA as the new SO developing the MHR system.
ADHA informed us they do not intend taking further action in response to
these recommendations.
Recommendation 1
It is recommended that the role and operation of the PSWG is reviewed to ensure
that it has an effective role as a focal point for strategic and significant privacy
advice and solutions for issues affecting the My Health Record system.
Agreed. The role of the internal PSWG will be reviewed to give the group a more
strategic focus in an operational context. The review will also consider the role of
the PSWG following the establishment of a Privacy and Security Advisory
Committee as part of the governance structure for the Australian Digital Health
Agency.
Recommendation 2
Subject to the following paragraph, it is recommended that the System Operator
undertake a PIA (and, if necessary, a TRA) into the use of the IMS with particular
reference to its adequacy in the My Health Record system incident management
context and the effectiveness of its access controls.
A PIA may not be necessary if the System Operator is satisfied that the end to end
security review and the external security review of the IMS adequately set out the
privacy impacts from using the IMS to share incident information.
Agreed. The Australian Digital Health Agency will undertake a PIA on the IMS
following consideration of the findings of the My Health Record end to end
security review and its adequacy in addressing information sharing in the IMS.
Recommendation 3
It is recommended that the System Operator consider measures to assist with
identifying where personal information is stored on the IMS. The System Operator
should also consider how to secure older IMS tickets which may contain personal
information with appropriate access controls. Where personal information is
identified, consideration should be given to whether it needs to be retained in
accordance with the Archives Act 1983 (Cth).
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Agreed. The System Operator will develop a written policy which outlines the
System Operators obligation for the management of personal information under
the My Health Records Act 2012 and the Archives Act 1983. This will include
periodic reviews of information contained in the IMS to identify, manage and
dispose of such information in accordance with these obligations.
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"Oscar Bem" <oscar.bem@oaic.gov.au>, "Brett Watson" <brett.watson@oaic.gov.au>
Subject: RE: Draft report [SEC=UNCLASSIFIED]

Hi Steve
Apologies for the delayed response. Thanks for sending through the latest version of the draft
report. We are currently looking at the report and we will likely get back to you early next week.
Thanks again.
Jim
Dimitrios (Jim) Kormas | Assistant Director| Privacy Assessments
Regulation and Strategy Branch
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 | www.oaic.gov.au
+61 2 9284 9619 | dimitrios.kormas@oaic.gov.au

From: swilson@lockstep.com.au <swilson@lockstep.com.au>
Sent: Friday, 6 July 2018 3:19 PM
To: Dimitrios Kormas <dimitrios.kormas@oaic.gov.au>; Paula Cheng <paula.cheng@oaic.gov.au>
Cc: Drew Andison s 47F
; Christine Andison
s 47F

Subject: RE: Draft report [SEC=UNCLASSIFIED]
Hi Jim, Hi Paula.
Jim, we understand you are still away, and that we can liaise with Paula in the meantime.
Here's our finalised draft report, incorporating -- we believe -- all your feedback. We are happy of
course to discuss the draft further if you have concerns.
Please advise what you see as the approval process from here.
The current draft retains most of your comments (marked as resolved) and most of the major edits, so
that you can hopefully reconcile how we have dealt with your feedback. The draft is at version 0.8,
reflecting several internal iterations that our team has gone through.
Lockstep's document control convention is that after we reach agreement with our client, we will issue
a version 1.0 copy of the deliverable, in both Word and PDF formats. We also warrant our consulting
reports indefinitely against factual errors.
We look forward to hearing from you as soon as practicable.
Cheers,
Steve.
Stephen Wilson
Managing Director
Lockstep Group
E:   swilson@lockstep.com.au
M:   +61 (0)414 488 851
W: http://lockstep.com.au
T:   @steve_lockstep

Lockstep Consulting provides independent specialist advice and analysis
on digital identity and privacy. Lockstep Technologies develops unique
new smart ID solutions that enhance privacy and prevent identity theft.

-----Original Message----From: "Dimitrios Kormas" <dimitrios.kormas@oaic.gov.au>
Sent: Tuesday, 19 June, 2018 3:24pm
To: "swilson@lockstep.com.au" <swilson@lockstep.com.au>
Cc: "Drew Andison" s 47F
, "Christine Andison"
s 47F
, "Paula Cheng" <paula.cheng@oaic.gov.au>,
"Georgina Horsburgh" <georgina.horsburgh@oaic.gov.au>
Subject: RE: Draft report [SEC=UNCLASSIFIED]

Hi Steve
Left a message on your mobile - attached you will find a copy of the draft MHR report with OAIC
bubble comments for your consideration (same password as before).
Thanks to you, Drew and Christine for all the hard work that went into the report, much
appreciated - it is looking good. s 47C
. I also
apologise in advance for the direct language used in some of my comments, just trying to keep
them as short as possible J.
More than happy to have a phone chat tomorrow or Thursday with you/Drew/Christine, if you
need further explanation regarding my bubble comments or if you/Drew/Christine disagree with
any of them or have any concerns. If the comments are self-explanatory, happy to continue the
report’s development via email.
Please note, from this Friday any correspondence regarding the report should be sent to Paula
Cheng, as I will be on leave for two weeks (back in the office Monday 9 July).
Any questions, please do not hesitate to contact me.
Regards
Jim
Dimitrios (Jim) Kormas | Assistant Director| Privacy Assessments
Regulation and Strategy Branch
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 | www.oaic.gov.au
+61 2 9284 9619 | dimitrios.kormas@oaic.gov.au

From: swilson@lockstep.com.au <swilson@lockstep.com.au>
Sent: Thursday, 14 June 2018 4:40 PM
To: Dimitrios Kormas <dimitrios.kormas@oaic.gov.au>
Cc: Drew Andison s 47F
s 47F

Subject: Draft report

Christine Andison

G'Day Jim.
I understand you had a satisfying set of meetings with Drew and Christine and the ADHA/NIO folks.
We've been working away on the findings and are happy to provide a full draft of our report for your
consideration. There's a PDF copy for convenience, and a Word copy for your edits and suggestions,
in track changes mode.
What is your review process from this point on, and how long do you expect to take with
stakeholders? We will stand by for feedback and as per the proposal, we're in good shape to take
feedback, discuss as necessary, and finalise. I feel like June 30 is a reasonable target at this point,
but please let us know if you have different timeline in mind.
Meanwhile I will raise a progress invoice and send that off to Brenton.
I have some travel coming up fast, so please don't leave Drew & Christine out of any communication
(be sure to CC me) and they will be sure to cover you.
Speak soon.
Cheers,
Steve.
Stephen Wilson
Managing Director
Lockstep Group
E:   swilson@lockstep.com.au
M:   +61 (0)414 488 851
W: http://lockstep.com.au
T:   @steve_lockstep
Lockstep Consulting provides independent specialist advice and analysis
on digital identity and privacy. Lockstep Technologies develops unique
new smart ID solutions that enhance privacy and prevent identity theft.

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
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Here's our finalised draft report, incorporating -- we believe -- all your feedback. We are happy of
course to discuss the draft further if you have concerns.
Please advise what you see as the approval process from here.
The current draft retains most of your comments (marked as resolved) and most of the major edits, so
that you can hopefully reconcile how we have dealt with your feedback. The draft is at version 0.8,
reflecting several internal iterations that our team has gone through.
Lockstep's document control convention is that after we reach agreement with our client, we will issue
a version 1.0 copy of the deliverable, in both Word and PDF formats. We also warrant our consulting
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Cc: "Drew Andison" s 47F
s 47F
, "Paula Cheng" <paula.cheng@oaic.gov.au>,
"Georgina Horsburgh" <georgina.horsburgh@oaic.gov.au>
Subject: RE: Draft report [SEC=UNCLASSIFIED]

Hi Steve
Left a message on your mobile - attached you will find a copy of the draft MHR report with OAIC
bubble comments for your consideration (same password as before).
Thanks to you, Drew and Christine for all the hard work that went into the report, much
appreciated - it is looking good s 47C
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apologise in advance for the direct language used in some of my comments, just trying to keep
them as short as possible J.
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More than happy to have a phone chat tomorrow or Thursday with you/Drew/Christine, if you
need further explanation regarding my bubble comments or if you/Drew/Christine disagree with
any of them or have any concerns. If the comments are self-explanatory, happy to continue the
report’s development via email.
Please note, from this Friday any correspondence regarding the report should be sent to Paula
Cheng, as I will be on leave for two weeks (back in the office Monday 9 July).
Any questions, please do not hesitate to contact me.
Regards
Jim
Dimitrios (Jim) Kormas | Assistant Director| Privacy Assessments
Regulation and Strategy Branch
Office of the Australian Information Commissioner
GPO Box 5218 SYDNEY NSW 2001 | www.oaic.gov.au
+61 2 9284 9619 | dimitrios.kormas@oaic.gov.au

From: swilson@lockstep.com.au <swilson@lockstep.com.au>
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; Christine Andison
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G'Day Jim.
I understand you had a satisfying set of meetings with Drew and Christine and the ADHA/NIO folks.
We've been working away on the findings and are happy to provide a full draft of our report for your
consideration. There's a PDF copy for convenience, and a Word copy for your edits and suggestions,
in track changes mode.
What is your review process from this point on, and how long do you expect to take with
stakeholders? We will stand by for feedback and as per the proposal, we're in good shape to take
feedback, discuss as necessary, and finalise. I feel like June 30 is a reasonable target at this point,
but please let us know if you have different timeline in mind.
Meanwhile I will raise a progress invoice and send that off to Brenton.
I have some travel coming up fast, so please don't leave Drew & Christine out of any communication
(be sure to CC me) and they will be sure to cover you.
Speak soon.
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Stephen Wilson
Managing Director
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Executive Summary

Executive Summary
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner to undertake an APP 11 security review of the
My Health Record system, as operated by the Australian Digital Health
Agency (ADHA) and its contracted National Infrastructure Operator
(NIO). The assessment was conducted on behalf of the OAIC according to
the Office’s APP 11 guidance on ‘reasonable steps’ to protect personal
information.
Our assessment comprised a desk top review of available security policy,
design and operations documents, staff training materials, and past
security review reports, followed by in-depth interviews with ADHA and
NIO staff. This assessment did not include any fresh first-hand
examination by Lockstep of the My Health Record system, but relied (in
part) upon past third party reviews, which we re-examined.
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Introduction

1. Introduction
Lockstep Consulting was engaged by the Office of the Australian
Information Commissioner (OAIC) to conduct an assessment of the My
Health Record System Operator (SO) (namely the Australian Digital Health
Agency, ADHA) to determine whether:
−

−

ADHA is taking reasonable steps to protect personal information held in
the My Health Record system (MHR) in accordance with Australian
Privacy Principle (APP) 11 and the relevant provisions in the My Health
Records Act 2012 and in particular whether
the ADHA is taking reasonable steps:
 to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)
 to destroy or de-identify personal information (APP 11.2).

The methodology for this assessment comprised a combination of
document review (remote and on-site in Sydney and Canberra) and
interviews with ADHA and Accenture (as the National Infrastructure
Operator – NIO) staff in Canberra. The program of work was conducted
over the period 1 - 6 June 2018.
This assessment also includes an update (see Annex) on the SO’s responses
to outstanding recommendations made by the OAIC in its 2016 audit on
the security of personal information held on the National Repositories
Service (NRS).

Terms of Reference
The Terms of Reference for this assessment were set out in the OAIC’s
approach to market (Reference ID: D2018/003254) as follows:
The consultant will undertake the following activities for the risk-based
assessment:
−

−

a review of the information and related documentation (relevant policies,
processes and procedures) provided by the ADHA in response to a request
for information in the OAIC notification letter. The consultant may be
required to review confidential information at the ADHA office in either
Sydney or Canberra or Brisbane (to be confirmed with ADHA).
interview with relevant staff from the ADHA, the National Infrastructure
Operator and possibly the Department of Human Services, who have
responsibilities for privacy and information security, to confirm their
knowledge of the above-mentioned documentation and validate the
information contained in/conclusions drawn from the documentation
against normal business practices. We have planned the assessment
fieldwork to take place in late April 2018, subject to consultation with
ADHA.
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−

submission of an assessment report to the satisfaction of the OAIC three
weeks after the assessment fieldwork. The report will include the following:
 an executive summary
 background information about the assessment
 a brief description of the ADHA and its role as the MHR system
operator
 observations and privacy risk analysis for each aspect of ADHA’s
information handling practices and security measures relating to
the NRS …
 suggestions and/or recommendations made to address privacy risks
identified from the assessment in accordance with the OAIC’s
regulatory approach to low, medium and high level privacy risks
 any supporting documents referred to in the report.

Background
This assessment is the third in a series of OAIC reviews of the MHR System
Operator. Previous OAIC audits were conducted in 2014 and 2016 when
the Department of Health was the System Operator for the Personally
Controlled Electronic Health Record (PCEHR). In addition to these audits,
an end-to-end security review was commissioned by the then SO in 2015
and completed in 2016.
A two-stage IRAP assessment commissioned by the ADHA was also
concluded in 2017.

Scope
The objective of this assessment was to determine whether ADHA is taking
reasonable steps to protect Personal Information held in the MHR system
in accordance with Australian Privacy Principle APP 11 and the relevant
provisions in the My Health Records Act 2012.
Specifically, the assessment includes consideration of whether the ADHA is
taking reasonable steps:
−

−

to protect the personal information held in the MHR from misuse,
interference and loss and from unauthorised access, modification or
disclosure (APP 11.1)
to destroy or de-identify personal information (APP 11.2)

Excluded from the scope of this assessment was all use of DHS systems
leveraged by (but not part of) the National Repositories Service (NRS),
including the Access Management System, the Customer Relationship
Management System, the Client Data Management System, the MyGov
system, other DHS repositories, along with Department of Veterans’ Affairs
(DVA) systems which provide data to the MHR system (eg Pharmaceutical
Benefits Scheme data) as a trusted source.
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Approach
The assessment was guided and informed by the OAIC’s Guide to securing
personal information - ‘Reasonable steps’ to protect personal information [9]. The
security guide identifies operational aspects of relevance, including:
−
−
−
−
−
−
−
−
−
−

governance
training
internal practices, procedures and systems
ICT security
physical security
access security
third party providers
data breaches
destruction and de-identification, and
information security standards.

Methodology
This assessment involved a desktop review of project design specifications
(see References – Project Documents), and interviews with MHR personnel,
followed by further research, report drafting and client review. The
assessment was conducted by Drew Andison, Christine Andison and
Stephen Wilson, for Lockstep Consulting.

Information gathering
Onsite meetings with ADHA and NIO personnel were as follows:
June 1,
Sydney

Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)
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June 5-6,
Canberra

Tony Kitzelmann (ADHA)
Marianne Cologon (ADHA)
Daman Chabbra (ADHA)
Vincent Durepaire (NIO)
Mark Sellwood (ADHA)
Sidney Bong (ADHA)
Noel Riley (ADHA)
Kim Webber (ADHA)
Nicole Hunt (ADHA)
Jim Kormas (OAIC)
Drew Andison (DACA Advisory Services, for Lockstep)
Christine Andison (DACA Advisory Services, for Lockstep)

Important disclaimer
The consulting advice in this document does not constitute legal advice,
and should not be construed or relied upon as legal advice by any party.
Lockstep Consulting is not a law firm. No legal professional privilege
applies to this report.
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A range of internal committees also support ADHA leadership and its
ability to deliver on its strategic priorities. Of note is the fact that there is no
dedicated internal privacy or security committee. We were advised that
internal operational arrangements between the risk, security and privacy
teams and reporting mechanisms to the PSAC and Board aim to ensure that
security and privacy are effectively managed.
Internal committee 6

Purpose

Portfolio Management
Committee

Oversees the planning and delivery of the
agency’s annual work program.

Clinical Programs
Management Committee

Manages operational aspects of the agency’s
Clinical Programs: Medicines Safety,
Pathology and Diagnostic Imaging
programs, and any new programs
identified by the agency’s Board.

Digital Health Safety and
Quality Management
Committee

Establishes a forum where clinical
governance mechanisms are in place and
effective across the agency.

Workplace Health and
Safety Steering Committee

Brings together staff and management to
develop and review health and safety
policies and procedures across the agency.

https //www digitalhealth gov au/about-the-agency/publications/reports/annual-report/part-3management-and-accountability/corporate-governance
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Annex: Outstanding 2016 assessment recommendations

Annex: Outstanding 2016 assessment
recommendations
The 2016 OAIC assessment made three recommendations that were agreed
by ADHA (which we respoduce below, in italics).
We note the fact that these recommendations related to the Department of
Health as the System Operator at the time. The recommendations have
been addressed by the ADHA as the new SO developing the MHR system.
ADHA informed us they do not intend taking further action in response to
these recommendations.
Recommendation 1
It is recommended that the role and operation of the PSWG is reviewed to ensure
that it has an effective role as a focal point for strategic and significant privacy
advice and solutions for issues affecting the My Health Record system.
Agreed. The role of the internal PSWG will be reviewed to give the group a more
strategic focus in an operational context. The review will also consider the role of
the PSWG following the establishment of a Privacy and Security Advisory
Committee as part of the governance structure for the Australian Digital Health
Agency.
Recommendation 2
Subject to the following paragraph, it is recommended that the System Operator
undertake a PIA (and, if necessary, a TRA) into the use of the IMS with particular
reference to its adequacy in the My Health Record system incident management
context and the effectiveness of its access controls.
A PIA may not be necessary if the System Operator is satisfied that the end to end
security review and the external security review of the IMS adequately set out the
privacy impacts from using the IMS to share incident information.
Agreed. The Australian Digital Health Agency will undertake a PIA on the IMS
following consideration of the findings of the My Health Record end to end
security review and its adequacy in addressing information sharing in the IMS.
Recommendation 3
It is recommended that the System Operator consider measures to assist with
identifying where personal information is stored on the IMS. The System Operator
should also consider how to secure older IMS tickets which may contain personal
information with appropriate access controls. Where personal information is
identified, consideration should be given to whether it needs to be retained in
accordance with the Archives Act 1983 (Cth).
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Annex: Outstanding 2016 assessment recommendations
Agreed. The System Operator will develop a written policy which outlines the
System Operators obligation for the management of personal information under
the My Health Records Act 2012 and the Archives Act 1983. This will include
periodic reviews of information contained in the IMS to identify, manage and
dispose of such information in accordance with these obligations.
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