
Notifiable	Data	Breach	Form

About	this	form

Notifiable	Data	Breach	statement	

This	form	is	used	to	inform	the	Australian	Information	Commissioner	of	an	
‘eligible	data	breach’	where	required	by	the	Privacy	Act	1988.

Part	one	is	the	'statement'	about	a	data	breach	required	by	section	26WK	of	the	Privacy	Act.	If	you	are	required	to
notify	individuals	of	the	breach,	in	your	notification	to	those	individuals	you	must	provide	them	with	the	information
you	have	entered	into	part	one	of	the	form.

The	OAIC	encourages	entities	to	voluntarily	provide	additional	information	about	the	eligible	data	breach	in	part	two	of
this	form.	Part	two	of	the	form	is	optional,	but	the	OAIC	may	need	to	contact	you	to	seek	further	information	if	you	do
not	complete	this	part	of	the	form.

Before	completing	this	form,	we	recommend	that	you	read	our	resource	What	to	include	in	an	eligible	data	breach
statement.

If	you	are	unsure	whether	your	entity	has	experienced	an	eligible	data	breach,	you	may	wish	to	review	the	Identifying
eligible	data	breaches	resource.	

The	OAIC	will	send	an	acknowledgement	of	your	statement	about	an	eligible	data	breach	on	receipt	with	a	reference
number.

You	can	save	this	form	at	any	point	and	return	to	complete	it	within	3	days.	To	save	your	form,	click	on	the	Save	For
Later	button	on	the	top	right-hand	corner	of	this	form.	If	you	do	not	submit	your	saved	form	within	3	days,	your	saved
information	will	be	permanently	erased.	

Refreshing	your	browser	will	clear	any	information	that	you	have	not	saved.	If	you	need	to	refresh	your	browser	while
completing	this	form	and	wish	to	keep	your	changes,	please	save	the	form	first.

Your	personal	information

We	will	handle	personal	information	collected	in	this	form	(usually	only	your	name	and	contact	details)	in	accordance
with	the	Australian	Privacy	Principles.

We	collect	this	information	to	consider	and	respond	to	your	breach	notification.	We	may	use	it	to	contact	you.	

More	information	about	how	the	OAIC	handles	personal	information	is	available	in	our	privacy	policy.

Part	one	-	Statement	about	an	eligible	data	breach
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RCR regrets that this incident occurred. We take the security of your data and our privacy 

obligations in respect of your personal information very seriously. We sincerely apologise 

for any inconvenience or difficulty that this incident has caused to you. 

 

Finally, you can contact Human Resources if there is anything you require or don’t 

understand, either by email at , or by calling  

at . 

 

Thank you for your ongoing support of RCR Tomlinson. 

 

 

Yours sincerely, 

General Manager – Corporate HR / IR 

RCR Tomlinson Ltd 
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FREQUENTLY ASKED QUESTIONS 

 

What is the incident? 

• RCR Tomlinson aims to provide the highest level of cyber security across its systems 

at all times and has a number of advanced security controls to protect your 

information and data.  

• On 17th May 2018 we identified a possible cyber security incident in our online 

environment and immediately commenced an investigation into the cause and 

impact.  

• Our investigation found that unauthorised individuals gained access to the username 

and password of four employee email accounts, likely through a malicious program 

used to steal their user name and password 

• The email account of one of these employees contained different types of personal 

information for current and former employees, which had been submitted in relation 

to Corporate Credit Card applications or reimbursement of expenses. 

• RCR took immediate steps to contain this matter and prevent further access to 

employee emails, which are now in place.  

• There is no evidence to suggest that any of your personal information was accessed 

but as a precautionary measure we have taken the initiative to inform you that your 

information was present in an email account which was compromised and therefore 

at risk of unauthorised access. 

  

Who have RCR engaged with?  

• We have engaged with IDCARE who will be providing support services. They are 

Australia’s National Identity and Cyber Support Service and experts in identity and 

cyber security prevention and remediation. The service includes telephone counselling 

sessions with an experienced Identity & Cyber Security Counsellor and a personalised 

identity repair service involving completion of an initial individual identity risk 

assessment, including the assessed likelihood of future identity misuse and advice on 

how to mitigate these risks. 

 

How do I request the IDCARE services? 

• If you would like to take advantage of the services offered by IDCARE, please visit their 

website and use the Get Help now function at the following link 

https://www.idcare.org/get-help-now using RCR unique referral code: RCREMP 

• Alternatively, you can call IDCARE Monday to Friday on 1300 432 273 available 8am 

till 5pm AEST also using the referral code: RCREMP 

 

What is the purpose of calling IDCARE?  

• IDCARE will take you through the necessary steps that you could take to prevent any 

potential misuse of your information. IDCARE have prepared an individualised 

response plan that will help you mitigate the risk of any occurring from this incident. 

• If you have any questions about how this incident relates to you or would like further 

assistance, you can contact IDCARE, on 1300 432 273.  
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How much will these services cost? 

• There is no cost to you. RCR Tomlinson will pay IDCARE directly for the services, which 

are all made available to you free of charge. 

 

What should I do?  

• As noted above, a Response Plan has been prepared by IDCARE and has been 

provided to you along with this letter. Follow the steps outlined in the Response Plan. 

• There are certain steps other than the above that we recommend you take as a matter 

of urgency. The most likely means by which indirect risks may present is via 

unsolicited calls or telephone scams as well as phishing emails where such data was 

exposed and obtained by criminals, because of this: 

o Do not answer any phone numbers you may not recognise, and hang up any 

suspicious calls. Never use phone numbers left as messages to contact. 

o Have your banking client number changed (not your account number, the number 

you use to log into your online banking). 

o Review your transaction records over the last two months and advise IDCARE of 

any anomalies. 

o Secure your personal home computer and devices by running anti-virus checks 

and subsequent malware detection checks on systems, and then change your 

password. Ensure that you have the latest security and patches on your mobile 

devices.  

o Notify any other financial institutions to confirm there are no unauthorised 

transactions. 

o Determine whether you use the same contact details to provide instructions to 

other institutions, and if so, consider changing them (particularly email 

addresses).  

o Do not provide any account information over telephone/email to a person you are 

not familiar with, unless you have verified their credentials and telephone 

numbers independently. 

o Do not click on links or attachments unless they are sent by a person or an 

institution you trust. 

 

How was this incident identified? When did you find out? 

• On 17 May 2018, our standard controls identified an anomaly in a payment 

instruction given to one of our employees by a colleague. The employee immediately 

notified RCR’s IT Department and the payment was never completed. 

• On that same day, the same employee noticed unusual activity in their email account 

and escalated the matter to RCR IT. The employee also changed their system 

password. 

• RCR IT reviewed security logs and identified one other RCR employee user account 

that had been accessed from the same IP location as the original attacker. This RCR 

employee user account was locked and the password changed. Two other accounts 

were briefly accessed for less than 15 minutes on 28th May. These accounts were 

locked and passwords changed. There have been no other successful logins by the 

attacker since then. 
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• RCR took further and immediate steps to contain this matter across the network, 

which were all successful. The outside source only accessed the email account and 

Skype account of four users; there was no access to other RCR IT systems.  

• We also continued to investigate the nature of the breach and by 7th June 2018 had 

identified and assessed the personal information present in the compromised email 

accounts. 

 

Why did you not inform me straight away as soon as the breach was discovered? 

• As soon as the anomaly was discovered and our investigation found client information 

had been accessed, our immediate priority was to investigate the cause and extent of 

the issue and take immediate steps to contain this matter and remediate any losses.  

• While acting in accordance with our legal obligations, it was also important that we 

involved experts to help ensure you were best protected from the impact of this 

incident, and to make available to you a range of services to assist you in dealing with 

this matter. 

 

What steps did you take when the incident was discovered? 

• We immediately investigated the potential technological causes of the issue and the 

extent of the unauthorised activity.  

• Security log history is only available for activity that has occurred up to one month 

prior. Consequently, RCR reviewed the log history available from 18th April and 

identified access to the employee user accounts over the period 22 April to 17th May 

2018. Due to these limitations in the log file history, we are unable to determine 

whether unauthorised access occurred prior to 18th April 2018. 

• We have taken steps to successfully remove access to any further information as a 

result of this, both in relation to the particular employees and more generally across 

our systems.  

• We identified the personal information of individuals that was present in the email 

account of the first employee and undertook a thorough review to determine what 

risks may arise from the unauthorised access of this personal information.  

• We have assessed the situation and are of the view that because of this – as well as a 

small number of other emails that contained personal information – we should notify 

our impacted employees of the situation and provide assistance. 

We also involved experts to help ensure our clients are best protected from the impact 

of this issue, including offering the services of IDCARE who are experts in identity and 

cyber security prevention to assist you in dealing with this matter free of charge. 

 

What personal details were obtained? Are my personal details safe? 

• The type of personal information that may have been accessed varies from person to 

person but included: 

o Name 

o Email address 

o Mobile  

o Landline phone numbers,  

o Residential address 

o Date of birth 

o Drivers Licence 

o Medicare Card 
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o Bank account and BSB 

o Health Insurance Card  

• RCR has advised you of your specific information which was present in the email 

account.  

 

What will RCR Tomlinson do if I experience any financial loss or my personal details have 

been misused?  

• We have taken prompt precautionary steps to ensure that no other data was accessed 

on our systems and have engaged with IDCARE to take you through the necessary 

steps that you must take to prevent any potential misuse of your information going 

forward.  

• However, if you do have any concerns about possible loss or misuse please let us 

know immediately as there is a range of services available to assist you. 

 

I am going to seek legal advice in regard to this incident.  

• We understand you may wish to seek legal advice in regard to this incident. 

• In the meantime, there is also a range of services available to assist you in dealing 

with this matter free of charge. 

 

I am not satisfied with RCR Tomlinson’s management of this incident. Who can I speak 

to? 

• RCR regrets that this incident occurred and sincerely apologises for any inconvenience 

caused. We do understand that you may have more questions and may require 

additional information from us. 

• If you have any additional questions or wish to make a complaint, please liaise with 

your human resources contact in the first instance who will escalate accordingly.  

• If your concern relates to your personal information and the steps RCR has taken to 

keep it secure, then you can contact the Privacy Commissioner at the Office of the 

Australian Information Commissioner:  

Phone: 1300 363 992 

Email: enquiries@oaic.gov.au  

Fax: +61 2 9284 9666 

Post: GPO Box 5218, Sydney NSW 2001 

 

Have any other staff members’ computers or devices been affected? 

• Our investigation found that this was an isolated incident targeting 4 employee email 

accounts, and no other accounts used by RCR personnel were affected. 

• This is a typical method of operation for these types of attack, but as soon as the 

employee discovered both the anomaly and the unusual activity RCR immediately 

investigated the potential technological causes of the issue and the extent of the 

unauthorised activity.  
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Has RCR Tomlinson notified the Office of the Australian Information Commissioner? 

 

• RCR Tomlinson has followed the procedures recommended by the Office of the 

Australian Information Commissioner in the first instance, and is notifying the OAIC 

within the recommended time frames. 

 

Is RCR Tomlinson safe? How do I know this won’t happen again? What practices have 

been put in place? 

• RCR Tomlinson aims to provide the highest level of security at all times, and has a 

number of advanced security controls to protect your information and data. 

• Our employees are our priority, and we assure you that steps are already being taken 

to best protect you from any incidents of this nature in the future.  
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From: Enquiries
To:
Subject: Our reference: DBN18/00696 [SEC=UNCLASSIFIED]
Date: Friday, 17 August 2018 6:01:00 PM

Our reference: DBN18/00696

Rcr Tomlinson Ltd

Dear 

Thank you for your statement notifying the Information Commissioner of a data breach involving
RCR Tomlinson Ltd.

If we require any further information, we will be in contact. If we receive a complaint from
individuals affected by the incident, we will deal with that complaint on its merits and will refer to
the information provided in your statement.  

Further resources

Entities covered by the Privacy Act 1988 (Cth) have obligations under Australian Privacy Principle
(APP) 11 to take reasonable steps to protect the personal information they hold from misuse,
interference and loss, and unauthorised access, modification or disclosure. APP 6 also limits the
circumstances in which an APP entity is permitted to disclose the personal information it holds.
Please visit our website for more information on the APPs.

The OAIC’s Guide to securing personal information contains information about reasonable steps
APP entities should consider taking to protect the personal information as required by APP 11 of
the Privacy Act.

You may also find the OAIC’s Data breach preparation and response: a guide to managing data
breaches in accordance with the Privacy Act 1988 (Cth) useful in preparing for and responding to
future data breaches.

If the breach you have reported is a cyber-security incident, you could also report it to the
Australian Cyber Security Centre (ACSC). The ACSC can provide advice to organisations that have
experienced a data breach, and reports to the ACSC help build the Australian Government’s
understanding of the cyber threat environment.

Yours sincerely

Enquiries Team
Office of the Australian Information Commissioner
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