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Phone call from 47F
Commonwealth Bank to Angelene Falk, acting Australian
Information Commissioner and acting Privacy Commissioner
12:45pm 11 May 2018 to 1:05pm
Calling to introduce himself, as part of his recent appointment he is reaching out to regulators, and
considers it particularly timely given recent events. In general wishing to indicate a willingness to
engage.
I said there are two issues:
1. The incident of 2016: OAIC decided at that time not to take regulatory action based on the
information before it. I noted the appointment of an independent investigator and
representations that any remedial action necessary to prevent reoccurrences would be
taken. Having reviewed the APRA report, and the panel’s view that there was a failure of the
CBA to learn from mistakes, I considered it necessary to make further inquiries to be
satisfied of the steps taken. I appreciated CBA was providing information and it would be
considered and any next steps.
2. The broader issue is the matters raised by the APRA report that go to governance and
accountability. There are also particular issues raised around data management, data quality
and the IT environment. I indicated that these matters were of concern. CBA is required to
implement practices, procedures and systems to ensure compliance with the Privacy Act. I
also noted a number of developments that will involve new PI handling, including CCR and
the open banking CDR proposals. Their success needs to be underpinned by strong privacy
governance and PI handling practices. In turn, this underpins community trust and
confidence. I noted both the GDPR and domestic requirements, and community
expectations. I noted the need for security measures that address both IT issues but also
culture and capability. I noted the early lessons from the NDB scheme indicate that the
human factor is as operable a factor as malicious intrusion. I noted that the issue I’m
considering is the extent to which the APRA EU will address the specific privacy and data
issues that are the focus of the OAIC. It may be that the OAIC seeks further information from
APRA. Were we to do so there may be information sharing impediments, they may be able
to be addressed by consent.
In response 47F indicated:
1. He understood the need for further review. He also mentioned a matter in 2017, regarding
an issue like the NAB issue where nab emails were sent to nab.com not .au. Similar cba.com
issue. The domain was procured and CBA satisfied itself that the information was destroyed.
He raises it as an historical matter as he’d asked the team to go through any issues. If we
have any inquiries they will be happy to respond.
2. On the APRA report: indicated comfortable with information exchange with OAIC and APRA,
and bilaterally between CBA and OAIC. They have 60 days to submit a remedial action plan.
They are going through a process to appoint an independent reviewer. Likely “Prominatory”:
looking for an international option that they have not engaged with. There is an Executive
47F
responsible for developing the implementation plan, reporting directly to the
CEO. Translating the recommendations into specific and measurable actions. There are
support units. Also 3 members of the Board as a sub committee. They are updating ASIC of
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their implementation plan and offer to meet with us to walk through program design. If of
interest, contact CEO unit and he will put us in touch with 47F .
I indicated that a briefing could assist, I will reflect. Should we wish for a briefing I will get in touch.
47F offered for me to contact him directly should I have any issues.
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the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************
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From:
To:
Cc:
Subject:
Date:
Attachments:

Importance:

47F

Amie Grierson; Amanda Baird
; GlobalRegRelations
FW: ASX Announcement: CBA confirms no evidence of customer information compromised in 2016 incident
Thursday, 3 May 2018 8:15:59 AM
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47F

Good morning Amie and Amanda
I have attached for you a copy of CBA’s media release this morning - We are working on the response
to your letter of yesterday, but given this morning’s media attention, would you like to have a
telephone call this morning to discuss whether you feel the Commission needs any support or
additional documents today to help with the immediate issues? We would be available at 9.30am if
that suits you?
regards
47F

47F

Sydney NSW 2000
Mobile    47F
                47F
Email     47F

Our vision is to excel at securing and enhancing the financial wellbeing of people, businesses and
communities.

************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit
licence 234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
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“We concluded, given the results of the investigation, that we would not alert customers. We discussed this course of
action with the OAIC who subsequently advised that it did not intend to take any further action in relation to the matter.
We have however been contacted by the OAIC this week for additional information about this matter and the actions
CBA undertook in 2016.”

Contact Details
Danny John
Media Relations
02 9118 6919
media@cba.com.au
Melanie Kirk
Investor Relations
02 9118 7113
CBAInvestorRelations@cba.com.au

* Note: The incident involves Commonwealth Bank customers and Bankwest customers are not affected.

2 | Commonwealth Bank of Australia ACN 123 123 124 | Media Release 079/2018
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error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************
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If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************
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John Molloy
From:
Sent:
To:
Subject:
Attachments:

Shannon Sainty
Tuesday, 31 July 2018 1:32 PM
47F
'
OAIC - CII18/00005 - further inquiries [DLM=Sensitive:Legal]
CII1800005 - further inquiries.pdf

Our reference: CII18/00005
47F

Commonwealth Bank of Australia
By email to 47F
Dear 47F
I refer to our previous inquiries of 2 May 2018, regarding the incident the Commonwealth Bank of Australia (CBA)
notified to the Office of the Australian Information Commissioner (OAIC) in 2016 (ref DBN16/00062).
Please find attached the OAIC’s additional inquiries regarding this matter.
If you would like to discuss, please feel free to contact me on (02) 9284 9741.
Kind regards
Shannon
Shannon Sainty | Accredited Mediator NMAS
A/g Assistant Director | Dispute Resolution Branch
GPO Box 5218 Sydney NSW 2001 | www.oaic.gov.au
Phone (02) 9284 9741| Email shannon.sainty@oaic.gov.au
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I refer to our previous inquiries of 2 May 2018, regarding the incident the Commonwealth Bank of Australia (CBA)
notified to the Office of the Australian Information Commissioner (OAIC) in 2016 (ref DBN16/00062).
Please find attached the OAIC’s additional inquiries regarding this matter.
If you would like to discuss, please feel free to contact me on (02) 9284 9741.
Kind regards
Shannon
Shannon Sainty | Accredited Mediator NMAS
A/g Assistant Director | Dispute Resolution Branch
GPO Box 5218 Sydney NSW 2001 | www.oaic.gov.au
Phone (02) 9284 9741| Email shannon.sainty@oaic.gov.au

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************
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If you would like to discuss, please feel free to contact me on (02) 9284 9741.
Kind regards
Shannon
Shannon Sainty | Accredited Mediator NMAS
A/g Assistant Director | Dispute Resolution Branch
GPO Box 5218 Sydney NSW 2001 | www.oaic.gov.au
Phone (02) 9284 9741| Email shannon.sainty@oaic.gov.au

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************
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John Molloy
From:
Sent:
To:
Subject:

47F
<47F
>
Wednesday, 15 August 2018 8:29 AM
Shannon Sainty
RE: OAIC - CII18/00005 - further inquiries [DLM=Sensitive:Legal]

My apologies Shannon. Not sure what has happened there.
I will need to grab the original and re‐scan. Will get it to you as soon as I can.
From: Shannon Sainty [mailto:shannon.sainty@oaic.gov.au]
Sent: 15 August 2018 08:23
To: 47F
<47F
>
Subject: RE: OAIC ‐ CII18/00005 ‐ further inquiries [DLM=Sensitive:Legal]
Hi 47F
Thank you for CBA’s below response, however I think page 3 is missing from the scan. Could you review and get back
to me?
Thanks
Shannon
Shannon Sainty | Accredited Mediator NMAS
Assistant Director | Dispute Resolution Branch
GPO Box 5218 Sydney NSW 2001 | www.oaic.gov.au
Phone (02) 9284 9741| Email shannon.sainty@oaic.gov.au

From: 47F
<47F
>
Sent: Tuesday, 14 August 2018 6:47 PM
To: Shannon Sainty <shannon.sainty@oaic.gov.au>
Cc: GlobalRegRelations <GlobalRegRelations@cba.com.au>; 47F
<47F
47F
<
>
Subject: RE: OAIC ‐ CII18/00005 ‐ further inquiries [DLM=Sensitive:Legal]

>; 47F

Good afternoon Shannon,
Please find attached CBA’s response to your request for clarification dated 31 July 2018.
If you have any further questions, please feel free to contact either myself or 47F
).

47F

Yours sincerely
47F
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(47F

/
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of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************
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I refer to our previous inquiries of 2 May 2018, regarding the incident the Commonwealth Bank of Australia (CBA)
notified to the Office of the Australian Information Commissioner (OAIC) in 2016 (ref DBN16/00062).
Please find attached the OAIC’s additional inquiries regarding this matter.
If you would like to discuss, please feel free to contact me on (02) 9284 9741.
Kind regards
Shannon
Shannon Sainty | Accredited Mediator NMAS
A/g Assistant Director | Dispute Resolution Branch
GPO Box 5218 Sydney NSW 2001 | www.oaic.gov.au
Phone (02) 9284 9741| Email shannon.sainty@oaic.gov.au

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************

***********************************************************************
WARNING: The information contained in this email may be confidential.
If you are not the intended recipient, any use or copying of any part
of this information is unauthorised. If you have received this email in
error, we apologise for any inconvenience and request that you notify
the sender immediately and delete all copies of this email, together
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with any attachments.
***********************************************************************
************** IMPORTANT MESSAGE *****************************
This e-mail message is intended only for the addressee(s) and contains information which may be
confidential.
If you are not the intended recipient please advise the sender by return email, do not use or
disclose the contents, and delete the message and any attachments from your system. Unless
specifically indicated, this email does not constitute formal advice or commitment by the sender
or the Commonwealth Bank of Australia (ABN 48 123 123 124 AFSL and Australian credit licence
234945)
or its subsidiaries.
We can be contacted through our web site: commbank.com.au.
If you no longer wish to receive commercial electronic messages from us, please reply to this
e-mail by typing Unsubscribe in the subject line.
**************************************************************
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