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Attachment A –IVC Notification Email Template
Subject: Successful registration for an eHealth Record

Dear {consumer’s first name and surname}
Thank you for applying to register for an eHealth record. I am pleased to inform you that you were
successfully registered.
Having an eHealth record means you and the healthcare providers involved in your care, can quickly
access a summary of your important health information, helping to achieve better, safer decisions
about your care.
Accessing and controlling your eHealth record
You can now access your eHealth record to view, control and manage your personal health
information. You will need to go to www.ehealth.gov.au and select ‘Login to the eHealth record
system’. This will take you to the my.gov.au website, where you will be asked to login. If you do not
already have a my.gov.au account you need to create one. After logging in you will be prompted to
enter the identity verification code provided below to access your eHealth record.
Identity Verification Code: {Identity Verification Code}
Expiry Date: {Expiry date of IVC}
You will also be asked to enter your Medicare number or Department of Veterans’ Affairs (DVA)
number.
Lost or expired identity verification code
If you lose your code or you do not use it before its expiry date, call 1800 723 471 to be issued a new
code. You will be required to answer security questions to prove your identity before a replacement
code can be issued to you.
For further information or help visit www.ehealth.gov.au or call us on 1800 723 471 (call charges
apply from mobile phones).

Regards
National eHealth Record System Operator
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Amanda Nowland
From:
Sent:
To:
Subject:

Jacob Suidgeest
Thursday, 19 December 2013 4:48 PM
Anna Greenwood; Alun Thomas
FW: PCEHR notification and updates [SEC=UNCLASSIFIED]

Follow Up Flag:
Flag Status:

Follow up
Flagged

FYI
From:
Sent: Thursday, 19 December 2013 3:55 PM
To: Angelene Falk
Cc: Jacob Suidgeest;
Subject: PCEHR notification and updates [SEC=UNCLASSIFIED]
Hi Angelene,
Please find attached a notification on a recent issue regarding the PCEHR system. I have also included, below the
attached notification, information on the issue Matthew raised with you at the 15 November OAIC/PCEHR Quarterly
meeting and information on the recent Pulse IT article.
If there is any further information you need on please just let me know.

OAIC Notification

Updates/Information on non-reportable incidents
Medicare Local Assisted Registration Forms












On 15 November, the Department was notified by NSW Health staff member that the NSW
Police had provided them with a number of PCEHR registration forms which had been
found in a public location.
Between 28 October and 1 November 2013 an Eastern Sydney Medicare Local (ESML)
staff member was providing routine assistance to members of the public in the Outpatients
Clinic of the Sydney Children’s Hospital at Randwick, to register for the PCEHR on hard
copy forms.
By close of business Friday 1 November, the Medicare Local staff member had a batch of
about 50 completed forms which included name, address, date of birth and contact details.
These 50 forms were held in a security satchel (Rifkin Safety Sac, with security by
Arcolock) and placed overnight in the Medicare Local staff members’ car that was locked in
her garage at her home.
On Monday 4 November a report was made to police that the car and home had been
broken into and the security satchel stolen.
The security satchel was found on a Sydney bus and handed to police. The police then
contacted the local (Auburn) hospital and the documents were then delivered by police to
the hospital. The police indicated to staff at the hospital that when the satchel was found it
was locked.
On 9 November 2013, Auburn Hospital delivered the documents by registered post to the
Complaints Coordinator, at the Prince of Wales Hospital, consistent with NSW Health
procedures.
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The South East Sydney Local Health District’s Privacy Officer, who is also located at the
Prince of Wales Hospital, was advised of the issue and contacted the Department on 15
November.
On 15 November, the Department of Health asked ESML to cease PCEHR assisted
registration, review their assisted registration security policy, including training and handling
processes for advice to the Department.
The Department is reviewing ESML’s current and revised Assisted Registration policy, and
will not permit ESML to resume assisted registration until it is satisfied that adequate
procedures are in place.
The Department will also contact the other 60 Medicare Locals to advise them that an
incident has occurred and to remind them of the obligations when registering people for a
PCEHR, including handling procedures relating to individual’s personal information.

Shared Health Summary uploads (Pulse IT article)











A Pulse+IT article claimed that a GP tested the PCEHR system by asking an Allied Health
Practitioner (AHP) to write and upload a Shared Health Summary (SHS) while logged in
under the AHP's name and identity.
Investigation confirmed that the GP used his own PCEHR as a test and the AHP uploaded
the SHS at his request. The SHS was uploaded and the AHP's details appear in the audit
trail. The SHS was immediately removed.
The Personally Controlled Electronic Health Records Act 2012 provides that a SHS must
be prepared by an individual’s nominated healthcare provider, i.e. a healthcare provider
with their own unique identifier and who is a registered medical practitioner, registered
nurse or Aboriginal and/or Torres Strait Islander health practitioner, and is the individual’s
nominated healthcare provider.
The requirement is an obligation of the registered healthcare provider organisation.
The technical specifications for the PCEHR stipulate that clinical software connecting to the
PCEHR must prompt the author to attest to the content of the SHS and that the healthcare
provider is a nominated provider, and a medical practitioner, registered nurse or Aboriginal
and/or Torres Strait Islander health practitioner. This prompt was in place for the software
used.
To assist healthcare providers meet this obligation a compliance monitoring and an
education program will be undertaken in 2014.

Kind regards
Kerri Burden
Director - PCEHR Compliance
eHealth Operations Branch
Department of Health

Register for your personally controlled electronic health record today: www.ehealth.gov.au

"Important: This transmission is intended only for the use of the addressee and may contain confidential or
legally privileged information. If you are not the intended recipient, you are notified that any use or
dissemination of this communication is strictly prohibited. If you receive this transmission in error please
notify the author immediately and delete all copies of this transmission."
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Amanda Nowland
From:
Sent:
To:
Cc:
Subject:
Attachments:

Angelene Falk
Thursday, 27 November 2014 9:57 AM
Enquiries; Tim De Sousa; Este Darin-Cooper
Andrew Solomon; Karen Toohey
DBN14/00098 - FW: Update on matter [DLM=For-Official-Use-Only]
image001.png

Dear Enquiries
Please register this as a DBN.
Tim: for allocation and advice please.
Andrew: FYI given MOU.
Thank you
Angelene
From: Angelene Falk
Sent: Wednesday, 26 November 2014 10:16 PM
To: Angelene Falk
Subject: Fwd: Update on matter [DLM=For-Official-Use-Only]

Sent from my iPhone
Begin forwarded message:
From: Karen Toohey
Date: 26 November 2014 9:38:31 pm AEDT
To: Angelene Falk
Subject: Fwd: Update on matter [DLM=For‐Official‐Use‐Only]
Happy to discuss
I've acknowledged with Marc
Sent from my iPhone
Begin forwarded message:
From: "Mowbray‐Darbela, Marc"
Date: 26 November 2014 6:07:11 PM AEDT
To: Karen Toohey
Cc: PRIVACY <privacy@humanservices.gov.au>, "Hutchison, Bob"
Subject: Update on matter [DLM=For‐Official‐Use‐Only]
Hello again Karen,
Here are the details that we now have on this matter.
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As discussed briefly on Friday, on 21 November 2014 the Department of Human
Services (the department) became aware of an unauthorised disclosure of personal
and sensitive information. Mail containing 24 customers’ social security claim forms
and supporting documents, posted by the Penrith Plaza Medicare office to the
Department of Human Services national office, does not appear to have been
received at the destination address.
The forms, posted between 26/09/2014 and 17/10/2014, were sent in pre‐
addressed unregistered envelopes through Australia Post. The missing mail
contained:
 completed Newborn Child Claim for Paid Parental Leave, Family Assistance
and Medicare (FA101) forms;
 copies of Marriage Certificates;
 copies of Passport and citizenship papers;
 completed Claim for an annual lump sum payment of Family Tax Benefit
(FA048) forms; and
 Doctors’ letters regarding immunisation.
The forms collected personal and sensitive information about the customer, their
partner and their newborn child, including various government identifiers
(Centrelink CRN, Medicare card number, passport number, ABN, IHI, TFN), health
information, indigenous status and financial information. Please find blank copies of
the FA101 and FA048 forms attached.
The department became aware of the disclosure when some customers contacted
the department to enquire on the status of their claim. Upon discovering that there
was no record of national office receiving the forms, the Penrith Service Centre
commenced investigation into the missing mail. Currently, they are examining the
possibility that the mail has been received by the department, but has been
misplaced by the Scanning Operations Centre during the scanning process, or sent
directly to the Records Management Unit. Checks are also being undertaken at the
local Mail Distribution Centre to determine if the mail was accidentally sent via
internal mail and misplaced during the process. The department has also made
contact with Australia Post to notify them of the missing mail. Australia Post is
currently undertaking its own searches to determine whether the missing mail is
located in with its damaged and unsent mail.
The department is currently contacting the affected customers to notify them of the
apparent unauthorised disclosure of their personal information and to offer an
apology. Where the customer has shown signs of distress, they have been referred
to a Social Worker. In addition, where the delay in processing the claim has caused
the customer hardship, they are being referred to the appropriate contact to
determine eligibility for a hardship advance payment. Should the department find
the missing forms, it will contact the customers and inform them that their forms
and supporting documentation have been located.
We further note that the Penrith Service Centre is no longer sending customer
forms via mail, as they moved into the Penrith Centrelink Service Centre on 20
October 2014 and now have access to scanning facilities.
The department will continue its investigations into the unauthorised disclosure,
and we will keep you notified of any further developments.
In the meantime, if you have any questions please contact me via the details below
or Bob Hutchison on
or privacy@humanservices.gov.au
2

**************************************************************
********
**************************************************************
******** IMPORTANT: This e-mail is for the use of the intended recipient
only and may contain information that is confidential, commercially valuable
and/or subject to legal or parliamentary privilege. If you are not the intended
recipient you are notified that any review, re-transmission, disclosure,
dissemination or other use of, or taking of any action in reliance upon, this
information is prohibited and may result in severe penalties. If you have
received this e-mail in error please notify the sender immediately and delete
all electronic and hard copies of this transmission together with any
attachments. Please consider the environment before printing this e-mail
**************************************************************
********
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