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Background
On 26 November 2017, the Australian Government announced the introduction of a Consumer Data
Right (CDR) in Australia. The objective of the CDR is to provide consumers with the ability to
efficiently and conveniently access specified data held about them by businesses (data holders), and
to authorise the secure transfer of that data to approved third parties (accredited data recipients) or
to themselves.
The CDR also requires businesses to provide public access to information on specified products they
offer. The right is designed to give consumers more control over their data, leading, for example, to
more choice in where they take their business and more convenience in managing services they use.
Consumers under the CDR can be either individuals or small business consumers.
The CDR will be rolled out across the economy on a sector-by-sector basis. The right will first be
implemented in the banking sector, followed by the energy and telecommunications sectors. The
Treasurer will be leading the development of the CDR, with the design of the broader Right informed
by the recommendations of the Government’s 2017 Review into Open Banking in Australia. The
Department of the Treasury (Treasury) has overarching responsibility for the design and
implementation of the overall CDR framework.
The CDR will operate under a multi-regulator model, comprising of the Australian Competition and
Consumer Commission (ACCC), the Office of the Australian Information Commissioner (OAIC), and
the Data Standards Body (DSB) (currently Data61).
In the context of the multiagency implementation of the CDR, it has been agreed that an Interagency
Strategic Communications Approach be developed, endorsed by and implemented by each agency.

Purpose of this document
This document describes how the ACCC, the DSB, the OAIC and Treasury (together ‘the CDR
agencies’) will communicate about the Consumer Data Right with the extensive range of
stakeholders that will be involved in its design and implementation.
The CDR agencies will primarily engage about matters related to CDR communication and
engagement through the CDR Communications and Engagement Working Group (the Working
Group). The Working Group consists of a mixture of communications and policy staff from each of
the CDR agencies.
This document provides an overview of how the Working Group plans to execute joint
communications and engagement activities within the context of the multi-agency implementation
of the CDR. It has been approved by Senior Executive Staff (SES) from each of the CDR agencies.
The Working Group will also develop a range of interagency communications tools and content
sources including:
•
•
•
•
•

narrative and key message guide
FAQs
Crisis Management Protocol (this will be developed by a PR agency to be procured by
Treasury)
joint stakeholder engagement plan, and
schedule of planned media engagement and speaking events.
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Each of these documents will be updated throughout the implementation of the CDR and new tools
and content sources created as needed, including for future designated sectors. Each of the above
documents will be provided to each agency’s SES for approval before being provided to Treasury.
This document will be updated by the ACCC team and shared with the Working Group for circulation
to relevant staff at each CDR agency.

Terms of engagement for the CDR Communications and Engagement Working Group
The Working Group will work together openly, collaboratively and regularly to develop and
disseminate clear, consistent and credible information about the CDR to a wide-range of
stakeholders. To support this process, the Working Group has developed a joint stakeholder
engagement plan to make sure each agency is aware of potential relational risks for other CDR
agencies, as well as maximise joint engagement with key stakeholders where possible.
Understanding our target audiences, documenting our experiences, and establishing inter-agency
networks will build cohesion and improve the overall effectiveness of the implementation of the
CDR.
The Working Group will meet via teleconference once every three weeks as a minimum, and more
regularly if circumstances require it as we approach the “go live” date or during times where issues
are emerging that require communications support.
Treasury will take the lead on the development of consumer messaging that will be tested and
refined through a comprehensive program of market research. As this process will take some time to
complete, a holding set of Key Messages and Frequently Asked Questions (FAQs) will be developed
by the Working Group for use in the interim. The key messages and FAQs will be updated in line with
the market research recommendations and approved by each CDR agency’s SES. Until Treasury
develops and implements its consumer messaging, each CDR agency will develop a below-the-line
communications work program that will be shared with the Working Group. Where possible and
appropriate, opportunities for joint procurement process for external services required in the belowthe-line campaign will be conducted by the CDR agencies with the ACCC taking the lead in the
procurement process.
Each agency is of course free to communicate and engage with stakeholders about the CDR in
accordance with each agency’s existing media practices. However, to ensure consistent messaging
across agencies, it has been agreed that all CDR agencies’ separate communication and engagement
initiatives ought to be guided by the jointly-developed Key Messages and FAQs until the consumer
research-based messaging is available. In addition, a ‘CDR media’ email group will be established,
and as part of its agreed protocol, CDR agencies will alert the group to significant media activity,
such as where an agency has agreed to do media interviews or where alignment on media responses
is required.
The Working Group will also develop a CDR Crisis Management Protocol which will outline key steps
and messages that can be relied on in the event of a critical issue, such as a data breach. If there is a
crisis common to all agencies, the ability to respond effectively depends on consistency and
preparedness. Having pre-determined strategies to deal with the crisis (including the existence of a
communication network and the production of proper materials) is vital. The Protocol will also be
provided to SES from CDR agencies for approval.
The Interagency Strategic Communications Plan and the functions of the Working Group should be
reviewed every six months to make sure both are still fit for purpose. This review will take place
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initially at the ACCC-OAIC Coordination Committee, where representatives from Treasury and DSB
will be invited to attend if changes are recommended to either the Plan or the Working Group.
When the CDR is operative, agencies will also agree a protocol for regularly sharing statistics about
take-up rates, complaint numbers, website traffic and other metrics so that reporting about
numbers is consistent across government. This protocol will take into account any relevant reporting
requirements established between the ACCC and OAIC.

Individual voices but a joint message
Each CDR agency will be the lead “voice” on particular CDR-related matters. Although most CDR
agencies will be required to comment on all aspects of the CDR at some stage, it is sensible to
identify the authoritative voice on key issues. The list below identifies which agency is the lead voice
on key issues as at 10 September 2019:
•

•
•
•

ACCC – competition and consumer issues (heavily influenced by Treasury’s consumer
research) including consent and enforcement; rules; accreditation; recommended future
designated sectors
DSB – Data Standards; API, Information Security, Consumer Experience, Engineering, consent
flows, and other data standards related issues
OAIC – consent; interpretation and enforcement of privacy safeguards; complaint handling;
privacy impacts of designating a sector;
Treasury – broader policy objectives of the CDR; above-the-line consumer campaign;
Government policy; future designated sectors once announced; overall design and
implementation.

Key issues, and the CDR agency best positioned to speak on certain key issues, will change over time.
For example, as future sectors are designated other regulators, such as Australian Energy Market
Operator, will need to be included in the above list. This list will be updated by the Working Group
on an as required basis and then distributed to SES at relevant agencies for approval.

Joint communications channel
A website will be established at cdr.gov.au and published by the end of October 2019. Initially, this
will be a shallow website, with a focus on providing information to industry regarding the
accreditation and testing process. We will then work with the selected web developer to build the
comprehensive CDR website which will have a much stronger consumer focus. The website will act
as a one-stop shop for information about the CDR for consumers and participants, however we note
that there will likely need to remain a separate Consumer Data Standards website, managed by the
DSB, given the amount of on-going technical consultation required for the Consumer Data
Standards.
CDR agencies will collaborate to create content for the website, based on agreed messaging. The
site will be primarily managed by the ACCC, with other agencies to be consulted on content updates
for issues where they are the ‘lead’ voice.
Where appropriate, CDR agencies may also house CDR materials and resources on their own
websites.
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Planned media engagement and speaking events schedule*
Agency

ACCC

Time of publication or event
September
October
November
2019
2019
2019
Description of publication or event
19 Sept:
15 Oct:
Date TBC:
Bruce
Commissioner
Accreditation
Cooper
Sarah Court
and testingspeaking on speaking on
focussed
Finder panel CDR-related
webinar
panel at the 10th
Annual Baxt
Lecturer at
Melbourne
University

December
2019

January
2020

February
2020

March 2020

April 2020

16 Oct: Natalie
Plumridge
presenting on
panel at
Intersekt
Festival in
Melbourne
30 Oct: EGM
Scott Gregson
presenting on
panel at a
Communications
Alliance event in
Sydney
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DSB

22 October - CX
Workshop on
consumer
control

OAIC

Future Banking
panel – 9 Oct

Treasury
Treasurer’s
Office

Senator
Hume’s
Office

14 Oct: NAB
Small Business
Cyber Security
Summit
15 Oct: intersekt
2019 (FinTech)
Conference

7 Nov: Ellen
Broad
presenting at
the Open
Banking
Summit in
Sydney

Singapore
FinTech
Festival – 11
Nov

*The Working Group will update each other on planned media engagement and speaking events on the first Monday of each month – ACCC to send a
reminder in outlook to Working Group members to update this table each month.
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Commissioner brief: Privacy and Consumer Protection
Digital Citizen and Consumer Working Group
Background and purpose of the DCCWG
•

The Digital Citizen and Consumer Working Group (DCCWG) studies the intersections between
privacy/data protection, and consumer protection and competition. The working group, which was
established via a resolution passed at the 39th conference of the ICDPPC, authored a ‘white paper’ on
the subject, which it presented at the 40th ICDPPC. At that conference, a second resolution was passed
to renew and confirm the mandate of the DCCWG, to continue the study of these intersections.1

•

In recognition of the importance of the coordination between data protection and consumer
protection regulators, the OAIC is co-chair of the Digital Citizen and Consumer Working Group
alongside the Office of the Privacy Commissioner of Canada.

•

The current members and/or observers of the DCCWG are:
o Authority for Consumer & Markets – Netherlands (observer)
o Belgian Data Protection Authority (“Belgium DPA”)
o Datatilsynet Norway
o Datatilsynet Denmark
o European Data Protection Supervisor (“EDPS”)
o United States Federal Trade Commission (“FTC”)
o Information Commissioner’s Office, United Kingdom (“ICO”)
o National Privacy Commission, Philippines (“NPC”)
o Office of the Australian Information Commissioner (“OAIC”) (co-chair)
o Office of the Privacy Commissioner of Canada (“OPC”) (co-chair)

DCCWG Learnings
•

1

The 2018-2019 resolution, passed at the 40th ICDPPC Conference, resolved to:
a) continue efforts to bring about effective inter-and intra-jurisdictional cooperation between
data protection and consumer protection authorities in specific cases or categories of cases
to improve outcomes for individuals’ rights;
b) consider the interaction of privacy / data protection regulation and competition, and the
implications for consumers;
c) continue to study the overlap of substantive legislation affecting the rights of digital
consumers;
d) increase the presence of the DCCWG at international fora that consider the intersection
between privacy and data protection, including the International Consumer Protection and
Enforcement Network (ICPEN), the Global Privacy Enforcement Network (GPEN), the Digital
Clearinghouse (DCH), and the Consumer Protection Cooperation Network (CPC Network);
and

https://icdppc.org/wp-content/uploads/2019/11/DCCWG-Report-Albania-2011014.pdf
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•
•

•

•
•

•

e) leverage this presence to engage authorities responsible for consumer, privacy and data
protection, as well as other relevant authorities, such as competition and antitrust
enforcement authorities, in an effort to monitor and map relevant enforcement cases and
jurisprudence affecting the privacy of digital consumers, for example, in order to better
understand how to design multi-disciplinary approaches to statutory protections for
individuals’ data.
The DCCWG met all of its resolution commitments.
Throughout the 2018-2019 year, the DCCWG continued efforts to bring about effective cooperation
among regulators by raising awareness of cross-regulatory intersections and sharing information
about these intersections with various networks of global reach. The DCCWG actively pursued
engagement with various international fora, and conducted several presentations on the white paper.
In particular, DCCWG members conducted presentations at conferences hosted by the Asia Pacific
Privacy Authorities (“APPA”), GPEN, the CPC Network and the DCH.
A key goal for the past year was to arrange a workshop that would allow for the identification of
strategies and best practices for collaboration among Data Protection and Privacy Authorities (DPAs)
and consumer protection and/or competition authorities. The main objectives of the workshop was
to: gain a better understanding of how to design multi-disciplinary approaches to statutory
protections for individuals; and, hear from authorities about their experiences with the intersection,
including when their mandate has overlapped or intersected with that of another cross-sectoral
regulator.
The DCCWG leveraged two events under this workstream: (i) a collaborative initiative with GPEN, and
(ii) participation at the DCH.
The work of the DCCWG over the past 12 months has identified that in many jurisdictions, there have
been substantive initiatives that have increased collaboration and co-operation between Data
Protection and Privacy Authorities and Competition or Consumer Authorities. These have ranged from
policy initiatives such as the Philippines’ Development of advisories and papers on the protection of
personal information of digital consumers, to Government Inquiries, such as Australia’s Inquiry into
Digital Platforms, which considered these organisations’ collection, use and disclosure of personal
information and the need for consumer protection.
However, from the DCCWG’s work on engaging with various international fora, it is evident that these
are still early days for the examination and full appreciation of the intersection phenomenon. As such,
the DCCWG’s work on mapping the intersection of legislation and policy across sectors, and the
sensitization of authorities to those intersections, continues to be a cornerstone of the DCCWG’s
objectives.

Future work of the DCCWG
•

The long-term goals of the DCCWG include advancing the will, and realizing the mechanisms, to
collaborate with enforcement partners across regulatory spheres, with a view to having holistic and
efficient regulatory outcomes that provide a greater scope of coverage for consumers from privacy,
consumer protection and competition risks.

•

At the 41st ICDPPC Conference in Albania, a resolution was passed to renew and confirm the mandate
of the DCCWG for a further two years. This work will aim to:
o Continue to explore, understand and map the landscape of intersection, in particular where
there may be complements and tensions between privacy and anti-trust
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o Continue to sensitize relevant authorities and networks so that they can recognise and apply
cross-regulatory principles to improve their own enforcement practice
o Identify and advocate for strategies, tools and collaboration vehicles to leverage synergies
where regulatory aims are aligned, and minimise tensions, where they exist
o Support and facilitate actual collaboration across regulatory spheres. Collaboration witnessed
to have already commenced on bi-lateral levels in addition to global levels as illustrated by the
enforcement cooperation between GPEN and ICPEN.
o Seek to engage with the new permanent IECWG towards the cross pollination of strategies,
and consideration of X-regulatory collaboration forming part of a revised Enforcement
Collaboration Handbook.
CDR – the co-regulatory model
•

The CDR is based upon a co-regulatory model, with the OAIC and Australian Competition and
Consumer Commission (ACCC) each having defined investigation and enforcement powers. The OAIC
will be the primary complaint-handler and will have responsibility for overseeing the privacy aspects
of the scheme.

•

The legislation outlines the responsibilities of each regulator, and the OAIC and ACCC have an MOU to
support their working relationship.

•

The OAIC’s remit extends to the privacy safeguards and privacy/confidentiality related CDR rules. The
OAIC is also responsible for handling consumer complaints and providing individual redress,
enforcement, consultation & advice, and development of the privacy safeguard guidelines.

•

The ACCC’s remit relates to the consumer data rules, the binding data standards, accreditation, and
the misleading & deceptive conduct aspects of the legislation. The ACCC’s role is primarily in rulemaking, enforcement and accreditation status management, as well as advice and consultation.

•

The OAIC will also have a role in dealing with systemic or serious privacy breaches of the CDR
framework, sector designation, rule-making, consumer education and reviewing data standards.

•

The OAIC and the ACCC are currently working together on implementation matters, including on the
complaints handling framework. The OAIC looks forward to continuing to work with the ACCC to
deliver a scheme that achieves its broader competition objectives while ensuring strong privacy and
information security protections.
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Commissioner brief: Consumer Data Right
Key messages
•

The ‘Consumer Data Right’ (CDR) is a right for consumers to access particular data in a readily usable
form, and to direct a business to securely transfer that data to a data recipient. It will apply in certain
sectors of the economy designated by the Treasurer, and aims to give consumers greater control over
how their data is used and disclosed in order to create more choice and competition.

•

The OAIC regulates and advises on the privacy aspects of the CDR scheme in conjunction with the
Australian Competition and Consumer Commission (ACCC), the agency regulating the broader
scheme. The OAIC has been provided with additional funding of $12.9 million in the 2018-19 Budget
over four years to perform this role.

•

The OAIC welcomes the introduction of the CDR and supports initiatives seeking to give individuals
greater choice and control over how their data is used.

Critical facts
•

The CDR scheme seeks to give consumers greater control over how their data is used and disclosed. It
will apply in certain sectors of the Australian economy designated by the Treasurer, allowing
consumers to access particular data in a readily usable form and to direct a business to securely
transfer that data to an accredited third-party data recipient. The CDR is not limited to individuals businesses will also be able to access and transfer their data under the CDR.

•

The Treasury Laws Amendment (Consumer Data Right) Act 2019 was passed on 1 August 2019 to
insert a new Part IVD into the Competition and Consumer Act 2010 (Competition and Consumer Act).
The OAIC was consulted throughout the development of the legislation.

•

The OAIC worked with the ACCC on the implementation of the CDR regime, including by supporting
the ACCC in its development of the Rules. The Rules complement Part IVD of the Competition and
Consumer Act, including by defining the elements for consent, outlining the accreditation framework
for data recipients, and elaborating on the Privacy Safeguards.

•

The ACCC have formally made the CDR Rules for the banking sector and they entered into force on 6
February 2020.

•

On 24 February 2020 the OAIC published guidelines on the privacy safeguards to assist industry in
interpreting their privacy obligations under the CDR. The OAIC finalised these following consultation
with industry, the ACCC and other key stakeholders.

•

The CDR Data Standards Body, Data61, is responsible for developing technical standards to support
the data sharing which will occur under the legislation and rules. The OAIC is an observer on the Data
Standards Advisory Committees for both the banking and energy sectors. On 31 January 2020, the
Data Standards Body released a new version of the data standards which represent the baseline for
implementation ahead of CDR launching in July 2020.

•

On 23 January 2020, the Treasurer announced an Inquiry into Future Directions for the CDR led by Mr
Scott Farrell, due to make recommendations by September 2020. A key issue will be to examine how
the CDR could be expanded beyond its current ‘read’ access to include ‘write’ access. Allowing write
access would mean that the recipient, instead of only viewing the data, will be able to vary it, and
potentially able to make payments on behalf of the consumer. This would enable, for example, for
recipients to make changes to a customer’s data and use this data to facilitate account switching or
payment initiation.

•

There has been significant stakeholder and media commentary on screen scraping of CDR data
following the establishment of a Select Committee Inquiry into the Financial Technology and
Regulatory Technology in September 2019. FinTech Australia has been advocating for CDR to be easier
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and cheaper than screen scraping, arguing the cost of accreditation and maintaining CDR technology
does not make sense given screen scraping is cheaper and less complex to access. The major banks
and consumer advocate groups are advocating a ban to screen scraping claiming it poses risks to
consumers, and CDR will make screen scraping technology redundant.
Possible questions
Will the OAIC be ready for the July 2020 start date?
•

Yes, the OAIC will be ready to undertake its regulatory role in relation to privacy aspects of the CDR
scheme from 1 July 2020. The OAIC continues to engage closely with the ACCC regarding
implementation activities, particularly in relation to implementation of the Government’s ‘no wrong
door’ approach to complaint handling.

•

The OAIC has several governance measures in place to ensure we remain on track and joined up
across government. For example, the OAIC participates in a number of cross-agency governance fora,
including the CDR Board and the CDR Operational Committee. The OAIC also has an internal ‘CDR
Governance Board’ which meets on a monthly basis to actively manage a CDR project plan which sets
out key deliverables and deadlines.

If asked about screen scraping practices
•

The OAIC is aware of concerns about data being transferred outside of the CDR system, particularly in
the context of screen scraping.

•

Screen scraping involves an individual allowing a third party to access the individual’s account using
the individual’s access credentials such as their internet banking username and password. This
presents a range of information security risks for individuals, vulnerable persons in particular.

•

The introduction of CDR presents an opportunity to consider whether other methods of providing
access to sensitive financial data, particularly screen scraping, should be restricted in light of the
availability of the more secure and protective CDR method.

If asked about expanding the CDR to non-accredited third parties
•

One of the bedrock tenets underpinning the CDR regime has been that consumer data should be
transferred to trusted and accredited parties. This reflects the sensitive nature of CDR data, and is
designed to prevent misuse of this data and build consumer trust in the system.

•

Permitting transfers of CDR data to non-accredited entities raises privacy risks associated with CDR,
particularly those posed to vulnerable consumers, and could potentially undermine the stringent
privacy protections in CDR.

If asked about the complexity of the CDR scheme
•

The OAIC is aware of concerns about the potential complexity of the CDR regulatory framework, and
its interaction with the Privacy Act framework.

•

The OAIC and ACCC have agreed to operationalise a no wrong door approach and refer matters to
ACCC and recognised External Dispute Resolution bodies where appropriate. We are also working
closely with the ACCC to ensure co-ordinated co-regulation of the CDR.

•

The OAIC has also developed guidance on the privacy safeguards to ensure the application of the CDR
and Privacy Act frameworks, and the interaction between the two, are clear to CDR participants.

What was OAIC’s involvement in Treasury’s development of the Privacy Impact Assessment (PIA)?
•

Treasury undertook a PIA in accordance with its obligations under the Australian Government
Agencies Code. Treasury undertook an initial PIA on the draft legislation between late 2018 and 1
March 2019. An external consultancy undertook a second PIA for the full CDR scheme (including the
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legislation, the Rules and the standards), which was published on 11 December 2019. As the
regulator, the OAIC does not have a role in undertaking or approving PIAs. However, the OAIC did
provide the external consultant with some general comments on early drafts of the second PIA.
Key dates
•

The CDR will be rolled out across one sector of the Australian economy at a time. Banking is the first
sector to which the CDR applies, where it is called ‘Open Banking’.

•

The Treasurer formally designated the banking sector on 4 September 2019 via the Consumer Data
Right (Authorised Deposit-Taking Institutions) Designation 2019. The next sector to be designated is
the energy sector.

•

The CDR has a phased implementation in the banking sector, with major banks and voluntarilyparticipating authorised deposit-taking institutions (ADIs) to release product and consumer data in
stages.

•

From 1 July 2020, major banks will commence sharing consumer data regarding credit and debit card,
deposit account and transaction account data. Consumer data relating to mortgage and personal loan
data will be required to be shared after 1 November 2020.

•

This timetable was announced by the ACCC on 20 December 2019. Prior to this, major banks were due
to commence sharing consumer data in February 2020.

•

On 29 August 2019 the Treasurer announced that the energy sector will be the next sector designated
under the CDR. A designation instrument for the energy sector expected to be finalised by June 2020.

•

In August 2019 the ACCC released a positions paper setting out the “gateway" model as the preferred
data access model for CDR in the energy sector, and Treasury publicly consulted on which energy
datasets should be prioritised for the energy Designation Instrument. The OAIC provided the Treasury
with a public submission recommending that a PIA be conducted before designating the particular
datasets for the energy sector.

Regulatory model
•

The OAIC will co-regulate the CDR scheme with the ACCC. The responsibilities of each regulator are
outlined in the Competition and Consumer Act and the OAIC and ACCC have an MOU to support their
working relationship.

•

The OAIC will advise and coordinate with the ACCC on privacy aspects of the CDR. In particular, the
OAIC will have primary responsibility for the handling of consumer complaints using a ‘no wrongdoor’ approach.

•

The OAIC will also have a role in dealing with systemic or serious privacy breaches of the CDR
framework, sector designation, the rule-making process, consumer education and reviewing technical
standards.

•

The OAIC and the ACCC are currently working together on implementation matters, including the
development of a system to receive and process CDR matters. The OAIC and ACCC are also working
together to develop a joint approach to compliance and enforcement, including the creation of joint
committees, the development of joint audit and assessment programs, and the future establishment
of regular meetings to monitor the types of CDR matters received.

Privacy
•

A strong privacy and security framework to protect consumers’ information is necessary to maintain
the integrity of the CDR scheme.
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•

The Competition and Consumer Act sets out 13 Privacy Safeguards based on the APPs in the Privacy
Act. The OAIC provided advice to the Treasury on the development of these safeguards, and to the
ACCC on the development of the accompanying Rules.

•

Consent is the primary basis upon which CDR data may be handled. The Rules seek to ensure that
consent is ‘voluntary, express, informed, specific as to purpose, time limited and easily withdrawn’. In
addition, consent must not be bundled with other directions, permission, consent or agreements.

•

Small business operators (not normally covered by the Privacy Act) who are accredited to receive
data under the CDR scheme will be covered by the Privacy Act in relation to their handling of
personal information outside of the CDR regime.

•

Treasury undertook an initial PIA on the draft legislation between late 2018 and 1 March 2019. An
external consultancy undertook a second PIA for the full CDR scheme (including the legislation, the
Rules and the standards), which was published on 11 December 2019.

•

The OAIC is in the process of engaging an external consultant to undertake a separate PIA for the CDR
complaints handling system and processes.

•

The CDR scheme is not intended to limit the credit reporting provisions in Part IIIA of the Privacy Act.

Governance
•

In January 2020, Treasury established the CDR Board and the CDR Operational Committee to
strengthen accountability for program delivery of the CDR by the relevant government agencies, and
to provide high level co-ordination and direction-setting to align CDR policy and implementation. The
Australian Information Commissioner and the Deputy Commissioner are members of these
governance bodies.

•

Internally, the OAIC also has an internal ‘CDR Governance Board’ which meets on a monthly basis to
actively manage a CDR project plan which sets out key deliverables and deadlines.

•

The OAIC also participates in a range of other cross-agency governance fora, including a monthly
senior executive level update and coordination meeting, a fortnightly ACCC-OAIC Coordination
Committee meeting, and other regular officer-level meetings such as a compliance and enforcement
Working Group.

•

The OAIC and ACCC have an MOU to support their working relationship, and are in the process of
updating the MOU ahead of 1 July 2020.
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1. About this policy
The Consumer Data Right (CDR) is a data portability reform that will be rolled out
economy-wide, sector-by-sector, starting with banking. The objective of the CDR is to
provide consumers with the ability to efficiently and conveniently access their personal data
held by businesses (data holders), and to authorise the secure sharing of that data to
trusted and accredited third parties (accredited data recipients). The CDR also requires
businesses to provide public access to information on specified products that they offer.
The CDR will give consumers more control over their data. Consumer consent and strong
privacy protections will be central to the CDR regime. Allowing consumers to share their data
with service providers of their choice will lead to increased competition and will drive
innovation across the Australian economy.
The CDR regime will be implemented and regulated by a framework that consists of:
•

Legislation including the Treasury Laws Amendment (Consumer Data Right) Act
2019), which makes amendments to the Competition and Consumer Act 2010
(CCA), Privacy Act 1988 and the Australian Information Commissioner Act 2010
o

the core amendments are contained in Part IVD of the CCA, which also sets
out the Privacy Safeguards that protect the privacy and confidentiality of CDR
consumers’ CDR data

•

Rules made under the legislation (Rules)

•

Consumer Data Standards made under the Rules (Data Standards).

This policy aims to help consumers and CDR participants understand the approach that the
Australian Competition and Consumer Commission (ACCC) and the Office of the Australian
Information Commissioner (OAIC) will adopt to encourage compliance and prevent breaches
of the CDR regulatory framework. This policy does not discuss how the OAIC will apply its
complaint handling powers or the process for making a CDR consumer complaint. 1
We will regularly review and update this policy to ensure it reflects our current approach to
compliance and enforcement.

1

For further information on making a consumer complaint, please refer to the OAIC website.

2

FOIREQ20/00067 472

2. Compliance and enforcement approach
Monitoring compliance and enforcement of the CDR regulatory obligations will be jointly
conducted by the ACCC and the OAIC.
Our approach to compliance and enforcement will be underpinned by the objective of
ensuring that consumers can trust the security and integrity of the CDR regime. Consumers
must be confident that the CDR regime works as intended and that the regulatory framework
put in place will protect their interests. Consumers should be able to trust that we are
monitoring and enforcing CDR participants’2 compliance with the relevant laws, Rules and
Data Standards. This is particularly important as the CDR is rolled out more broadly.
The CDR is a significant economy wide reform and we recognise that there may be a period
of transition for CDR participants to ensure their systems and processes fully meet their
obligations under the CDR regulatory framework.
While it is the responsibility of each CDR participant to be fully aware of its obligations under
the CDR regulatory framework, the ACCC has had considerable engagement with data
holders and prospective data recipients regarding these obligations.
Further, the Data Standards Body3 (DSB) and the OAIC have published guidelines to assist
CDR participants to understand the nature of their obligations under the CDR framework.
For more information, CDR participants should read the Data Standards, including the CX
Standards and associated guidelines, as well as the Privacy Safeguard Guidelines.
We will continue to engage with CDR participants going forward.

Principles
We will adopt a strategic risk-based approach to compliance and enforcement. This
approach recognises the joint regulatory model and that breaches of the legislation
(including the Privacy Safeguards), Rules and Data Standards will be dealt with efficiently
and effectively.
We will exercise our compliance and enforcement powers with integrity, professionalism and
in the public interest. We are guided by the following principles when undertaking our
compliance and enforcement work:
Accountability – we are accountable for our actions, which can be reviewed by a range of
agencies including the Commonwealth Ombudsman, Parliamentary Committees and the
courts.
Efficiency – we strive to perform our roles in an efficient and timely manner to avoid costly
delays and uncertainty for consumers and CDR participants.
Fairness – we strive to exercise our powers in a manner which is procedurally fair and
provides natural justice.
Proportionality – our regulatory measures and actions will be proportionate to the conduct
and the resulting harm or potential harm.
Transparency – to the extent permitted by law, we will be open and transparent about how
we use our regulatory powers, what action we take and why. We will ensure that matters
finalised by litigation or other formal resolution are made public.

2

‘CDR participants’ refers to data holders, accredited data recipients and their respective related entities.

3

The Data Standards Body is responsible for the development of common technical standards to allow Australians to access
data held about them by businesses and direct its safe transfer to others.

3
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3. Fostering compliance
Fostering a culture of compliance is critical to achieving the objectives of the CDR. Our
approach to compliance is focused on preventing and addressing consumer harm and
ensuring the effective, efficient and lawful operation of the CDR regime. We are committed
to driving a high level of compliance within the CDR regime and will use the most
appropriate tools available to us in order to achieve our compliance objectives.
We seek to:
•

engage with CDR participants to assist them in understanding their obligations under
the CDR regulatory framework

•

encourage a compliance culture within the CDR regime

•

enforce the law, including by the resolution of possible contraventions
administratively or by the use of formal enforcement action, and

•

work with stakeholders to implement the above strategies, including through
coordinated approaches.

Compliance monitoring tools
We will use a wide range of information sources and monitoring tools to assess levels of
compliance and identify potential breaches of the relevant legislation (including Privacy
Safeguards), Rules and Data Standards. These are detailed below:
Stakeholder intelligence / complaints
•

Receiving information from stakeholders (including CDR
consumers, businesses, consumer groups and other
government agencies).

•

Receiving intelligence and reports from approved external
dispute resolution bodies to address preliminary or sector
specific concerns. For the banking sector, the approved
external resolution body is AFCA.

Business reporting

4

•

Receiving mandatory periodic reports from data holders
and accredited data recipients which provide a range of
information, including a summary of CDR complaint data.4

•

We will use these reports to track compliance and identify
any issues or concerning trends.

Rule 9.4

4
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Audits and Assessments
•

Undertaking audits and assessments of data holders
and/or accredited data recipients to ensure they are
complying with the relevant legislation (including the
Privacy Safeguards), Rules and Data Standards.5

•

Taking required action to resolve identified compliance
problems, inefficiencies or potential risks of harm to
consumers.

•

We will use these powers to ensure that CDR data is
managed in accordance with the legislation, for example
consumer consents are properly obtained, and that data
holders and accredited data recipients have appropriate
security protections and measures in place.

Information requests and compulsory notices

5

•

Issuing data holders or accredited data recipients
information requests to help inform our compliance and
enforcement activity.

•

Using statutory information gathering powers to compel the
provision of information, documents or evidence where
conduct may constitute a contravention of the CCA.

Rules 9.6 and 9.7

5
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4. Taking enforcement action
Ultimately, prevention of a breach of the CDR regulatory obligations through our compliance
activities is preferable to taking action after the breach has occurred. However, when we
consider a breach has occurred, we will take regulatory action proportionate to the
seriousness of the breach and the level of harm or potential harm.
We use a risk-based approach to monitoring and assessing compliance matters and taking
enforcement action. We cannot pursue all matters that come to our attention. Our role is to
focus on those circumstances that will, or have the potential to, cause significant harm to the
CDR regime or result in widespread consumer detriment. We prioritise and focus on matters
that provide the greatest overall benefit to consumers. In deciding whether to take
enforcement action, we will consider each case on its merits and the relevant circumstances.
In deciding on the appropriate enforcement approach, we will consider the following nonexhaustive list of factors:
•

the nature and extent of the conduct constituting the breach, including the period
over which the conduct occurred and the number of related breaches

•

the size of the business engaging in the conduct, due to the greater potential for
consumer detriment

•

the impact of the conduct, including harm or increased risk of harm to consumers

•

whether the conduct was deliberate, repeated, reckless or inadvertent

•

whether the conduct involved, or was directed or overseen by, senior management

•

the extent of any realised or potential future gain from the conduct

•

whether the conduct indicates systemic issues that may pose ongoing compliance or
enforcement problems

•

whether action is already being taken to address the issue by another enforcement
agency or other organisation (for example, the external dispute resolution body)

•

the actions of the business in relation to the conduct, including whether the conduct
was self-reported, the timing of the self-report and whether the business has taken
any action to rectify the breach and avoid reoccurrence

•

whether the business has displayed a corporate culture of compliance, including
effective compliance programs, and whether corrective measures have been taken
in response to any past breaches

•

the level of cooperation with the ACCC during testing, assurance and compliance
processes

•

the specific and general educational, deterrent or precedent value of enforcement
action, including whether pursuing court action (where applicable) would test or
clarify the law, and

•

whether the conduct requires urgent action or intervention by the ACCC and/or the
OAIC.

When taking enforcement action, we seek to:
•

stop the unlawful conduct

•

deter the offending conduct (both specifically and generally)

6
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•

ensure future compliance with the legislation (including the Privacy Safeguards),
Rules and Data Standards

•

encourage the proper use of CDR data

•

penalise offenders (where warranted), and

•

instil public confidence in the role of the ACCC and the OAIC in ensuring consumers
are appropriately protected within the CDR regime.

Enforcement options
There are a range of enforcement options available to respond to and resolve breaches of
the CDR legislation (including the Privacy Safeguards), Rules and Data Standards. These
are detailed below:
Administrative resolutions
•

Accepting a voluntary written commitment from a business to
address a non-compliance issue.

•

Recommending improvements to a CDR participants’
internal practices and procedures (for example, by
implementing a compliance program, improving internal
operational procedures or ensuring appropriate staff
training).

•

Monitoring compliance with voluntary commitments.

Infringement notices (ACCC)
•

Issuing data holders or accredited data recipients with
infringement notices if we consider a breach has occurred.

Court enforceable undertakings
•

Accepting a formal written commitment (undertaking) from a
CDR participant that it will take or refrain from certain action.
For example, an undertaking may include commitments to
do an internal audit to ensure that the CDR participant has
identified the root cause of a breach and the risk of future
breaches is mitigated.

•

Seeking court orders, including declarations of a breach,
injunctions and penalties, if a CDR participant has not
complied with an enforceable undertaking.

7
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Suspension or revocation of accreditation (ACCC)
•

The Data Recipient Accreditor (currently the ACCC) may
suspend or revoke an accredited person’s accreditation
status under certain circumstances (see Rule 5.17 for
details). For example, if the Data Recipient Accreditor
reasonably believes that a revocation or suspension is
necessary in order to protect consumers.

•

An accredited data recipient is prohibited from seeking to
collect data while a suspension is in effect.

Determination and declarations power (OAIC)
•

Making a determination to either dismiss or substantiate a
breach of a Privacy Safeguard or Rule relating to the privacy
or confidentiality of CDR data, following an investigation.

•

The determination may include a declaration or order that
the CDR participant should not repeat or continue the
conduct, take relevant steps within a specified period to
ensure the conduct is ceased and redress any loss or
damage suffered by consumers, including compensation.

Court proceedings
•

Initiating legal action for a breach of the legislation (including
the Privacy Safeguards), Rules and/or Data Standards.

•

The court can make a range of orders including civil
penalties, action to remedy a breach, an injunction to
restrain a CDR participant from engaging in the conduct, and
orders disqualifying individuals from being directors of
corporations.

•

We are more likely to initiate court proceeding where the
conduct:
o

results, or has the potential to result, in competitive
harm or substantial consumer detriment

o

is widespread, such that enforcement action is likely to
have a significant deterrent effect, or

o

involves a CDR participant that has a history of previous
breaches of competition, consumer or privacy laws.

Priority conduct
There are some forms of conduct which are likely to result in significant detriment to
consumers and the integrity of the CDR regime which will always give grounds for the
consideration of enforcement action. The ACCC and OAIC are more likely to take action
where the conduct involves:

8
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Data holder refusal

Misleading or
deceptive conduct7

•

Data holders that repeatedly refuse to disclose, or frustrate
the process of disclosure, consumer data by intentionally
circumventing the Rules or Data Standards, in response to
valid consumer data requests in circumstances where a
refusal to disclose is not permitted (for example, where
disclosure would create risks of harm or where provided for
in the data standards)6.

•

Conduct that misleads or deceives a person into believing
that another person is a CDR consumer or that a valid
request or consent has been made.

•

‘Holding out’, which involves:
o

a person creating or fostering the perception by others
that they are an accredited data recipient, when they
are not, or

o

a person failing to correct the perception that they are
accredited, when they are not.

•

Conduct by a data recipient involving a false or misleading
representation regarding the nature or benefits of the CDR
service provided.

Invalid consent

•

Accredited data recipients collecting CDR data without valid
consent.

Misuse or improper
disclosure of CDR
consumer data

•

Intentional misuse or improper disclosure of CDR consumer
data by an accredited data recipient, which is inconsistent
with the consent provided by a CDR consumer, particularly
where consent has been withdrawn.

•

This would include conduct that deliberately seeks to
circumvent the ‘data minimisation’ principle.

•

CDR participants who have insufficient controls and
processes to protect CDR data from misuse, interference
and loss, and unauthorised access, modification or
disclosure.8

Insufficient security
controls

We note that these priorities will be subject to review and change as the CDR regime
matures and is rolled out more broadly.

6

See Rules 2.5, 3.5 and 4.7.

7

The ACCC can also take action for alleged misleading or deceptive conduct under the Australian Consumer Law.

8

The ACCC will only accredit CDR participants who have sufficient security controls. However, if the CDR participant
demonstrates it does not have sufficient security controls in practice, or it departs from the security controls it has demonstrated
to achieve accreditation, then enforcement action may be warranted.

9
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Article 17

Right for the erasure of personal data concerning the
data subject in various circumstances

•

•

Article 22

Right not to be subject to decisions based solely on
automated processing, including profiling, which
produce legal or similarly significant effects

•
•
•
•

7
oaic.gov.au

While the right to erasure does not specifically concern automated
decision-making or other uses of AI, this may pose difficulties for
personal information processed by AI systems
However, given that these digital platforms have been subject to this
rule for some time now, it is likely that systems have been developed to
erase information in compliance with article 17.
Proposed regulator will review algorithms which rank content which
are presented to individuals.
These decisions appear to be based solely on automated processing
and appear to involve profiling (See GDPR a4)
Decisions will ordinarily not produce legal or similarly significant
effects on individuals
There are some circumstances where digital advertising may produce
significant effects (see analysis of article 22 in body of EB)
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Introduction
The Office of the Australian Information Commissioner (OAIC) welcomes the opportunity to
comment on the Australian Competition and Consumer Commission’s (ACCC) Digital Platforms
Inquiry Preliminary Report (preliminary report).
The OAIC commends the ACCC for its preliminary report. The report raises a number of critical
issues impacting privacy, such as information asymmetries and power imbalances between
consumers and digital platforms that challenge consumers’ capacity to make informed decisions
about their personal information. The preliminary recommendations set out in Chapter 5
(preliminary recommendations) will support improvements to existing transparency obligations in
the Privacy Act 1988 (the Privacy Act) and build on entities’ existing data stewardship obligations.
The OAIC has appreciated the opportunity to confer with the ACCC throughout this Digital
Platforms Inquiry (inquiry) to address areas of mutual concern to secure better data protection
outcomes for all Australians. This strong engagement between privacy and consumer protection
regulators is replicated globally,1 associated, in part, with the increasing commoditisation of
personal information and a central concept of fairness underpinning both oversight regimes.
The OAIC generally supports the preliminary recommendations, subject to the comments below.
The implementation of these recommendations will assist in addressing the information
asymmetries and power imbalances identified by the ACCC. The OAIC acknowledges the
importance of consultation regarding the implementation of the recommendations to ensure an
appropriate balance of competing public interests.
In this submission, the OAIC:
 recommends amendments to preliminary recommendations 8(a) - (e) and 9 (Part 1)
 proposes two additional recommendations to further address issues identified in the
preliminary report:




a recommendation to ensure that Australia’s privacy protection framework is fit for
purpose in the digital economy, including amending the definition of ‘personal
information’ to align with the European Union General Data Protection Regulation (EU
GDPR) definition of ‘personal data’, evaluating the current Privacy Act exemptions and
consideration of whether additional EU GDPR rights should be introduced in Australia
a recommendation that the existing requirement for entities to collect information fairly,
be extended to the fair use and disclosure of personal information through a new, explicit
provision in the Privacy Act.

Part 1: ACCC Chapter 5 Preliminary Recommendations
1.1 Preliminary Recommendation 8: Use and collection of personal information
The OAIC supports preliminary recommendations 8(a) – (g), subject to the comments and
proposed amendments set out below.
See for example, the 2017 resolution adopted by the International Conference of Data Protection and Privacy
Commissioners, Resolution on collaboration between data protection authorities and consumer protection authorities for
better protection of citizens and consumers in the digital economy (<https://icdppc.org/document-archive/adoptedresolutions/>).
1

3
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The OAIC agrees that the economy-wide application of these amendments will improve privacy
practices by reducing information asymmetries and providing consumers with stronger, mandated
privacy controls. These recommendations build on the existing privacy standards in the Australian
Privacy Principles (APPs) in Schedule 1 of the Privacy Act and OAIC guidance on matters such as
consent and notice.2
Preliminary recommendation 8(a): stronger notification requirements
The OAIC suggests that this preliminary recommendation be subject to appropriate public
interest exceptions.
Australian Privacy Principle 5 requires entities to take ‘reasonable steps’ to notify an individual
about a range of prescribed matters when collecting their personal information. This ‘reasonable
steps’ test provides flexibility for businesses to design notifications having regard to their
relationship with clients and business practices. It also balances the requirement to notify with
other public interests. For example, this ‘reasonable steps’ test can be applied to situations where:
 consumers would otherwise receive a notice every time they were to access a service,
potentially resulting in notification fatigue and disengagement
 notification may jeopardise the purpose of collection or the integrity of the personal
information collected in circumstances and there is a clear public interest in the collection; for
example law enforcement agencies undertaking covert surveillance3
 notification would be inconsistent with another legal obligation, for example, breaching a
statutory secrecy provision, a client’s legal professional privilege or a legal obligation of
confidence.4
The EU GDPR reflects a similar balance between a requirement for transparency about information
handling practices and other public interest objectives. It sets out a range of instances where
notification to an individual is not required, such as where:
 the individual has already been provided with the information5
 entities are subject to an obligation of professional secrecy regulated by law that covers the
personal data6
 entities are required by law to obtain or disclose the personal data.7
In recognition that it may not always be in the public interest to receive a notification about each
collection of personal information, the OAIC suggests that this recommendation be ‘subject to
appropriate public interest exceptions.’ These could be identified as part of the implementation
process, and informed by consultation.

2

See for example, OAIC’s APP Guidelines <https://www.oaic.gov.au/agencies-and-organisations/app-guidelines/>.

3

APP Guidelines, paragraph 5.7.

4

APP Guidelines, paragraph 5.7.

5

EU GDPR article 13.

6

EU GDPR article 14.

7

EU GDPR article 14.
4
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Preliminary recommendation 8(b): independent third-party certification
The OAIC suggests that this preliminary recommendation be amended to:
1. provide that an independent body approves the certification of parties carrying out
audits and approving use of the mark or seal; and
2. identify the OAIC as the scheme’s regulator for privacy breaches and the ACCC for
breaches of competition and consumer law.
The OAIC supports the introduction of a third party certification scheme. Such a scheme could
assist in ensuring that regulated entities are meeting their obligations under the Privacy Act
without the need to substantially increase direct regulatory action. It also provides consumers with
evidence-based information about the privacy credentials of entities with which they may engage.
The preliminary recommendation currently states that ‘the parties carrying out such audits would
first be certified by the OAIC.’ The OAIC suggests it would be preferable for an independent third
party to administer the scheme to ensure the functional independence of the OAIC. As an
independent, statutory regulator, the OAIC is concerned to ensure both the fact and perception of
independence are maintained by retaining separation between the certification of entities carrying
out audits and the broader regulation of the scheme. The OAIC suggests further consideration
could be given, as part of the implementation process, to whether there is a current government
body that could undertake the certification function.
Preliminary recommendation 8(c): stronger consent requirements
The OAIC suggests that the word ‘express’ in this preliminary recommendation be amended
to ‘affirmative, unambiguous act’.
The OAIC proposes that the word ‘express’ in this preliminary recommendation be amended to
‘affirmative, unambiguous act.’ The OAIC recognises that there are some limited circumstances,
outside the digital environment, where an individual’s consent can be conveyed in an
unambiguous manner, but may not amount to ‘express’ consent. This amendment will also bring
Australia’s interpretation of ‘consent’ closer in line with the EU GDPR.8
While the OAIC welcomes the elevation of its guidance on consent in relation to digital platforms, it
also recognises that there are some broader limitations of privacy self-management tools, such as
consent, in the context of digital platforms and in the online environment more broadly. As
canvassed by the Office of the Victorian Information Commissioner in its submission on the
preliminary report,9 consumers may be informed and understand the inherent privacy risks of
providing their personal information, but may feel resigned to consenting to the use of their
information in order to access online services, as they do not consider there is any alternative.10
Further, while ‘consent’ is only a meaningful and effective privacy self-management tool where the

Article 4(11) of the EU GDPR defines ‘consent’ of the data subject as any freely given, specific, informed and
unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action,
signifies agreement to the processing of personal data relating to him or her.
8

Reference to OVIC sub Office of the Victorian Information Commissioner’s submission to the ACCC Digital Platforms
Inquiry preliminary report, page 2: <
https://www.accc.gov.au/system/files/Office%20of%20the%20Victorian%20Information%20Commissioner%20%28Febr
uary%202019%29.PDF >.
9

10

UK ICO, Big Data, AI, Machine Learning and Data Protection, 2017, page 24.
5
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individual actually has a choice and can exercise control over their personal information, studies
also show that consumers rarely understand and negotiate terms of use in an online
environment.11
The burden of understanding and consenting to complicated practices should not fall only on
individuals, but must be supported by appropriate accountability obligations for entities, as well as
other regulatory checks and balances. The limited role of consent is being considered by regulators
around the world. For example, in Canada consent is considered the cornerstone of privacy law,
and the Canadian regulator, the Office of the Privacy Commissioner of Canada, has noted the
challenges of expecting individuals to always make meaningful decisions about consent in
increasingly complex digital environments.12
The OAIC proposes that introducing a general fairness requirement for the use and disclosure of
personal information will supplement this preliminary recommendation in addressing the
overarching issue of power imbalances between entities and consumers. The practical application
of concepts of fairness and the role of consent will be central to the future of privacy in Australia,
including protecting the privacy of vulnerable Australians including children. The OAIC’s proposed
recommendation to introduce a fairness requirement on the use and disclosure of personal
information is further explored at part 2.2 of this submission.
The ACCC has highlighted a further area of analysis, under which entities must expressly opt-in to
receive targeted advertising.13 The OAIC supports the ACCC’s recommendation that this
requirement extend beyond entities covered by the Privacy Act to ensure coverage of all entities
which may collect data for this purpose.14 This raises a broader issue of whether the current
exemptions to the Privacy Act continue to reflect community expectations and are fit for purpose
in the digital age, which is discussed further at part 2.1 of this submission.
Preliminary recommendation 8(d): erasure of personal information
The OAIC suggests that this preliminary recommendation be ‘subject to appropriate public
interest exceptions’. The OAIC also suggests that a further recommendation is made to allow
an individual a right to object.

Consumer Policy Research Centre report, Consumer data and the digital economy – Emerging issues in data collection,
use and sharing, 2018 page. 9.
11

In its 2016-2017 annual report to Parliament, the Canadian Privacy Commissioner noted that consent ‘needs to be
supported by other mechanisms, including independent regulators that inform citizens, guide industry, hold it
accountable, and sanction inappropriate conduct.’< https://www.priv.gc.ca/en/opc-actions-anddecisions/ar index/201617/ar 201617/#heading-0-0-3-1>.
12

The ACCC is considering whether, in addition to proposed preliminary recommendation 8(c), consumer consents in
relation to targeted advertising should be further strengthened by prohibiting entities from collecting, using, or
disclosing personal information of Australians for targeted advertising purposes unless consumers have provided
express, opt-in consent. Under such a proposal, consumers receiving advertising-funded services (including via a social
media platform or search engine) can still be required by the platform to consent to view advertisements but the user
must not be required to consent to view targeted advertisements based on their user data or personal information in
order to use the platform. Such a requirement would be proposed to apply beyond entities covered by the Privacy Act to
ensure coverage of all entities which may collect data for this purpose.
13

14

ACCC Preliminary report, page 17.
6
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The OAIC supports this recommendation, including the need to limit this right in certain
circumstances.15 For example, under the EU GDPR, the right to erasure does not apply where
processing is necessary for:
 the exercise of the right of freedom of expression and information16
 compliance with a legal obligation17
 for reasons of public interest in public health (such as protecting against cross-border health
threats and for preventative or occupational medicinal purposes)18
 archiving purposes in the public interest, scientific research, historical research or statistical
purposes where erasure is likely to render impossible or seriously impair the achievement of
that processing19
 the establishment, exercise or defence of a legal claim.20
The OAIC recommends that consideration be given to appropriate exceptions as part of the
implementation process.
The OAIC notes that under the EU GDPR, individuals also have a right to object to the processing of
their personal information for specified purposes.21 The OAIC suggests that such a right
complements the ACCC preliminary recommendation on enabling the erasure of personal
information, as it would apply in circumstances where an individual wishes to continue using a
service, but objects to certain types of data processing.22
The ACCC has highlighted a further area of analysis, under which entities have an explicit
obligation to delete all user data at a certain point in time. The OAIC notes that such a requirement
would align with agency record destruction practices, and considers that the obligation should
also take account of consumer expectations about continuing access to data. The OAIC therefore
recommends that consultation be undertaken to ensure alignment and identify any exceptions
that may also be required to balance competing public interest objectives such as compliance with
legal obligations.
Preliminary recommendation 8(e): increase the penalties for breach
The OAIC suggests this recommendation be amended to: Increase penalties for breaches of
the Privacy Act to at least mirror the increased penalties for breaches of the Australian
Consumer Law or penalties under the EU GDPR, whichever is highest.
The OAIC supports this preliminary recommendation to increase the penalties for breaches of the
Privacy Act. There has been an international trend to increase the penalties for breaches of data

15

ACCC Preliminary report, page 231.

16

EU GDPR, article 17(3)(a).

17

EU GDPR, article 17(3)(b).

18

EU GDPR, article 17(3)(c).

19

EU GDPR, article 17(3)(d).

20

EU GDPR, article 17(3)(e).

21

EU GDPR, article 21.

22

Whereas the right to erasure prevents processing of any kind as the data can no longer be stored by the controller.
7
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protection laws, and this recommendation is consistent with that trend.23 For penalties to act as
effective deterrence for large multinational corporations, it is important that maximum penalties
cannot easily be absorbed as a minor cost of doing business in Australia.
Preliminary recommendation 8(f): a direct right of action for individuals
The OAIC supports this recommendation in principle (see discussion of preliminary
recommendation 10 at 1.3 below).
Preliminary recommendation 8(g): expand resourcing to support further enforcement activities
The OAIC supports this recommendation and a recent commitment to increase the OAIC’s
resources.24 These strengthen the OAIC’s capacity to provide effective oversight of entities in the
digital economy, which would have significant additional benefit for Australia.
To address the challenges outlined in the preliminary report across the economy, the OAIC should
be resourced to undertake its broad range of complementary functions and activities. This will
ensure an economy wide uplift in privacy practices while maximising the positive contributions
online technologies make to Australian consumers. The changes to the Privacy Act indicated by the
preliminary recommendations will be most effective in protecting personal information and
addressing information asymmetries if the increases to resources apply across the OAIC’s functions
and activities.

1.2 Preliminary Recommendation 9: Code of practice for digital platforms
The OAIC suggests that this recommendation be amended to specify that the Code may be
developed by the OAIC through a new rule-making power.
The OAIC supports this recommendation and agrees that a code would allow greater proactive and
targeted regulation of digital platforms’ data collection practices through the existing provisions in
the Privacy Act.
While the OAIC recognises that this may lead to different privacy protections across different
sectors, the approach is consistent with the existing framework in the Privacy Act. That is, the APPs
are intended to ensure regulated entities apply privacy protections to individuals’ personal
information. The code-making power in Part IIIB of the Privacy Act envisages that additional
requirements can be imposed for practices that involve an increased or particular privacy risk. Part
IIIB states that a code may be expressed to apply to a specified type of personal information, a
specified activity, a specified industry sector or profession, as well as to entities that use a specified
kind of technology.25 For example, the Privacy (Credit Reporting) Code 2014 (Version 2) deals with
issues and privacy risks identified as characteristic of the credit reporting sector.26
The ACCC has identified a number of heightened privacy risks in the digital platforms sector. Given
the range of issues identified in the preliminary report, the OAIC agrees that the handling of
personal information by digital platforms is an area where higher or more particular standards are
For example, in the EU there can be administrative fines of up to €20 million or 4% of annual worldwide turnover
(whichever is higher): EU GDPR Art 83(6)). In Singapore there can be financial penalties of up to $1million: Personal Data
Protection Act 2012 (Singapore) s 29)).
23

Portfolio Budget Statements 2019-20, Office of the Australian Information Commissioner,
<https://www.ag.gov.au/Publications/Budgets/Budget2019-20/Pages/Portfolio-Budget-Statements-2019-20.aspx>.
24

25

Privacy Act section 26C(4).

26

<https://www.oaic.gov.au/privacy-law/privacy-registers/privacy-codes/privacy-credit-reporting-code-2014-version-2>.
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warranted. The OAIC suggests that this proposed recommendation also address the organisational
accountability of digital platforms through mechanisms such as Privacy Impact Assessments and
Privacy Management Plans, for ensuring transparency about how personal information is handled.
Part IIIB currently requires a code developer to develop a code for approval by the Australian
Information Commissioner,27 or for the Australian Information Commissioner to develop a code in
limited circumstances.28 Given the ACCC’s clear policy objectives that the code will seek to address
in the digital platforms context, it is desirable to introduce a new rule-making power for the
Australian Information Commissioner. A rule-making power would allow the Australian
Information Commissioner to issue binding rules addressing the governance and handling of
personal information by digital platforms. This power will ensure that the OAIC has leadership over
the code development process, and that a collaborative process, with input from other regulators
such as the ACCC and other community groups, is undertaken. The OAIC anticipates that rules
made under such a rule-making power would be a legislative instrument, and as such would be
subject to Parliamentary scrutiny. 29

1.3 Preliminary Recommendation 10: Serious invasions of privacy
The OAIC supports this recommendation.
As outlined in the preliminary report, this would generally align with previous findings and
recommendations that Australia’s privacy framework should include additional remedies for
invasions of privacy.30 Introducing a statutory tort for serious invasions of privacy would be an
important addition to the suite of regulatory measures needed to address online harms, including
the serious risks that can be posed to individuals’ privacy by live streaming technologies.31

Part 2: Further proposed recommendations
The OAIC suggests two additional recommendations for incorporation in the final report.

2.1 Ensure Australia’s privacy protection framework is fit for purpose in the digital age
The OAIC proposes an additional recommendation to ensure that Australia’s privacy
protection framework is fit for purpose in the digital age.
The OAIC proposes that over the next 12 months, a review considers whether:
-

27

there is an appropriate balance between effective privacy self-management and
organisational accountability. This includes evaluating the suitability of EU GDPR privacy
rights and protections in the Australian context, such as rights relating to profiling and
automated decision making,32 compulsory privacy impact assessments for data

Privacy Act section 26E.

These circumstances include instances where the Commissioner’s request for a code to be developed under section
26E(2) has not been complied with, or where a Commissioner has decided not to register a code that was developed by a
code developer: Privacy Act section 26G.
28

29

Legislation Act 2003 (Cth) sections 36–48.

30

Preliminary report, page 222.

See for example, Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019 (No. 38, 2019) and
https://www.attorneygeneral.gov.au/Media/Pages/Tough-New-Laws-to-protect-Australians-from-Live-Streaming-ofViolent-Crimes.aspx
31

32

EU GDPR articles 13(2)(f), 14(2)(g), 15(1)(h), 22.
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processing activities involving certain high risks 33 and express requirements to
implement data protection by design and by default34
-

the exemptions under the Privacy Act are warranted and align with current community
expectations of privacy

-

the definition of ‘personal information’ within the Privacy Act is fit for purpose, and

-

the OAIC’s resourcing and regulatory powers continue to ensure it is a fit for purpose
regulator in the digital age.

1. Striking the balance between privacy self-management and organisational accountability
The ACCC’s inquiry draws out a key challenge for regulating privacy in the digital era, that is,
whether privacy laws appropriately balance privacy self-management and organisational
accountability.
Notice and consent provide foundational protections in privacy law across the world, including in
the APPs. Their purpose is to ensure that individuals have knowledge of, and choice and control
over, how information about them is handled by organisations. Transparency obligations, through
privacy policies (APP 1.3), collection notices (APP 5), and obligations to obtain consent when
collecting sensitive information and handling personal information beyond the primary purpose of
collection (APPs 3.3 and APP 6.1) are aimed at privacy self-management.35 Other common
requirements in privacy law, such as privacy governance obligations (APP 1.2), data minimisation
(APP 3), data quality (APPs 10 and 13) and data security (APP 11) require organisational
accountability.
While the OAIC supports the ACCC’s preliminary recommendations 8(a) and (c) to strengthen
notice and consent requirements in the Privacy Act, it recognises the limitations of privacy self management in the context of digital platforms and more broadly. Striking the right balance
between privacy self-management and organisational accountability has been a central
consideration for the Australian and international data protection regulatory community. For
example, Canada has reviewed their data protection legislation and introduced further guidance
around ‘no-go zones’ which prohibit certain information handling practices by an organisation
(with or without consent).36 This followed extensive consultation on the challenges that the digital
environment poses to the protection of privacy and the effectiveness of the current consent model
in that environment.37
The recent introduction of the EU GDPR embedded key rights aimed at ensuring individuals have
adequate mechanisms to control how their personal information is handled. The preliminary
recommendations reference some of these rights, such as stronger consent requirements and the
right to erasure (recommendations 8(c) and (d)). The OAIC suggests that further consideration
should be given to the suitability of adopting other EU GDPR rights in the Australian context,

33

EU GDPR article 35.

34

EU GDPR article 25.

This expression is used by Daniel J Solove in ‘Privacy Self-Management and the Consent Dilemma’, 126 Harvard Law
Review, 2013, page 1880.
35

For example, these include profiling or categorization that leads to unfair, unethical or discriminatory treatment
contrary to human rights law <https://www.priv.gc.ca/en/privacy-topics/collecting-personalinformation/consent/gd 53 201805/>.
36

37

<https://www.priv.gc.ca/en/opc-actions-and-decisions/ar index/201617/ar 201617/#heading-0-0-3-1 >
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including rights relating to profiling and automated decision making,38 compulsory data protection
impact assessments for data processing involving certain high risks39 and express requirements to
implement data protection by design and by default.40
2. Review of exemptions
Recently, there has been heightened community discussion around many of the existing
exemptions in the Privacy Act, including the journalism exemption,41 political parties’ exemption,42
and the small business exemption.43 The preliminary report and some submissions to this inquiry
also considered whether these exemptions reflect current community expectations.44 The OAIC
acknowledges that privacy is not an absolute right, and that privacy interests in some cases may be
outweighed by other public interests. However, given current practices and the increased ability of
organisations to collect and store large volumes of personal information regardless of
organisational size, the OAIC considers that it is appropriate to reconsider these exemptions.
3. Definition of ‘personal information’
The OAIC suggests that consideration is given to the definition of ‘personal information’ in the
Privacy Act, to amend it to align with the definition of ‘personal data’ in the EU GDPR. This is
consistent with stakeholder feedback provided through engagements related to this inquiry.45 The
challenges posed by emerging technologies such as artificial intelligence and data analytics
necessitates a clear, contemporary definition of personal information.
In comparison to the definition of ‘personal information’ in section 6(1) of the Privacy Act, the EU
GDPR has a more detailed definition of personal information, and outlines a range of data that
constitutes personal information.46 In the EU GDPR, ‘personal data’ means any information relating
to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one
who can be identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person.47
The OAIC notes that there is precedent for extending the coverage of the Privacy Act to cover online
identifiers (such as an Internet Protocol address allocated to an internet account, or a unique
identification number attached to a mobile phone) under Part 5-1A of the Telecommunications
(Interception and Access) Act 1979 (TIA Act). Part 5-1A of the TIA Act requires service providers to
38

EU GDPR articles 13(2)(f), 14(2)(g), 15(1)(h), 22.

39

EU GDPR article 35.

40

EU GDPR article 25.

41

Journalists are exempt pursuant to section 7B(4) of the Privacy Act.

42

Political acts and practices are exempt pursuant to section 7C of the Privacy Act.

43

Small businesses are exempt pursuant to the definition of organisation as set out in section 6C of the Privacy Act.

44

Preliminary report, p. 222.

See for example the submission of the UN Special Rapporteur on the Right to Privacy (<https://www.accc.gov.au/focusareas/inquiries/digital-platforms-inquiry/preliminary-report-submissions>).
As set out in the summary of the ACCC Digital Platforms Inquiry Privacy Roundtable
<https://www.accc.gov.au/system/files/DPI%20privacy%20roundtable%20summary.pdf>.
45

‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person: EU GDPR article 4(1).
46

47

EU GDPR article 4.
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retain certain information (including identifiers used by the service provider in relation to the
relevant service or related account, service or device) and comply with the Privacy Act in relation to
the data they collect and retain under Part 5-1A of the TIA Act.
4. OAIC resourcing
As discussed above, the OAIC supports preliminary recommendation 8(g) to expand its resourcing
to support enforcement activities.
The Commissioner’s existing powers conferred under the Privacy Act include powers that allow the
OAIC to work with entities to facilitate legal compliance and best privacy practice, as well as
investigative and enforcement powers for cases where a privacy breach has occurred. These
relevantly include:
 developing guidance about the operation of the Privacy Act—such as the Guide to securing
personal information48
 advising regulated entities about the operation of the Privacy Act49
 conducting assessments (audits) to identify privacy risks and recommend ways to reduce these
risks50
 handling enquiries and investigating complaints from individuals about possible interferences
with privacy51
 conducting Commissioner initiated investigations (CII) about potential interferences with
privacy of an individual52
 making a public determination in a complaint investigation or a CII and, where necessary,
bringing proceedings to enforce the determination53
 accepting enforceable undertakings and, where necessary, bringing proceedings to enforce
these undertakings54
 seeking a civil penalty from the courts in the case of a serious or repeated interference with
privacy, or in the case of a breach of certain credit reporting provisions.55
These functions extend beyond supporting enforcement activities, including to proactive
regulatory work and educative activities. By way of example, the OAIC’s power to conduct privacy
assessments of APP entities provides a professional, independent and systematic appraisal of an
entity’s compliance with all or part of its privacy obligations. These assessments encourage APP
entities to move from minimum mere compliance with the Privacy Act towards implementing best
privacy practice. By expanding the OAIC’s resources in this area, the OAIC could more effectively
and comprehensively target particular sectors (in addition to digital platforms) or entity types
(such as large publicly listed companies).

48

Privacy Act section 28.

49

Privacy Act section 28B(1).

50

Privacy Act section 33C.

51

Privacy Act section 36.

52

Privacy Act section 40(2).

53

Privacy Act sections 36, 40 and 52.

54

Privacy Act section 33E.

55

Privacy Act section 80W.
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To address the challenges outlined in the preliminary report, a review should ensure that the OAIC
is resourced to undertake its broad range of complementary functions and activities, and drive an
economy wide uplift in privacy practices while maximising the positive contributions online
technologies make to Australian consumers.

2.2 The ‘fair’ use and disclosure of personal information
The OAIC proposes a new recommendation codifying the fair collection, use and disclosure
of personal information.
Many global privacy regulations require entities entrusted with individuals’ personal information
to handle that information fairly and ethically.
For example, the first data processing principle in the EU GDPR is that data controllers’ ‘process’
personal data ‘lawfully, fairly and in a transparent manner in relation to the data subject’.56
‘Processing’ is defined broadly, and includes ‘collection, recording, organisation, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction’.57 An infringement of this provision can be subject to administrative fines of up to €20
million or 4 per cent of annual worldwide turnover, (whichever is higher).58 Guidance published by
the UK Information Commissioner’s Office states that ‘fairness’ requires personal data to be
handled in a way that can be reasonably expected by an individual and not used in a way that
results in unjustified adverse effects on that individual.59 Similarly, the Canadian Personal
Information Protection and Electronic Documents Act includes a foundational principle that states
‘an organization may collect, use or disclose personal information only for purposes that a
reasonable person would consider are appropriate in the circumstances’.60
The OAIC considers that a further recommendation which requires entities to fairly collect, use and
disclose personal information will assist in addressing some of the information asymmetries
identified by the ACCC. It will strengthen the existing obligation in APP 3.5, which requires an APP
entity to collect personal information by lawful and fair means. This will ensure that all handling of
personal information by APP entities is underpinned by obligations to act fairly, enhancing the
organisational accountability obligations under the Privacy Act.

56

EU GDPR article 5(1)(a).

57

EU GDPR article 4(2).

58

EU GDPR article 83(5).

<https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulationgdpr/principles/lawfulness-fairness-and-transparency/ >.
59

60

Canada Personal Information Protection and Electronic Documents Act section 5(3).
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Introduction
1.

The Office of the Australian Information Commissioner (OAIC) welcomes the opportunity to
comment on the Australian Competition and Consumer Commission’s (ACCC) Digital Platforms
Inquiry Final Report (final report). We commend the ACCC for its final report and significant
contribution to a greater understanding of the markets in which digital platforms operate and
the privacy issues which arise in this context.

2.

The OAIC broadly supports the recommendations contained in the final report which, if
adopted together with the OAIC’s suggestions, will strengthen the privacy protection
framework in Australia and help ensure consumer trust and confidence in the way that digital
platforms handle consumers’ valuable personal data in the digital economy. The
recommendations will result in a combination of new obligations, enhanced protections for
individuals and a greater level of specificity within the existing regulatory framework,
including by codifying existing protections.

3.

The final report considers the evolving online landscape in which individuals increasingly find
their personal information being collected, used and disclosed by digital platforms. Digital
platforms have provided many opportunities to Australians, however they have also
significantly shifted the environment in which we all interact. As the ACCC points out, ‘15
years ago it would have been difficult to envisage the changes that digital platforms have
made to our society.’1

4.

As digital platforms have become integrated into our daily lives, the information and power
asymmetries between consumers and digital platforms present significant challenges for
consumers in making informed decisions about how their personal information is handled
online. These challenges are amplified for vulnerable consumers such as children.

5.

The Digital Platforms Inquiry (DPI) final report seeks to redress this imbalance through
recommendations designed to increase transparency, choice and control over the handling of
personal information and ensure that Australia’s regulatory frameworks remain fit for purpose
in the digital age.

6.

In addition to strengthening the ability of individuals to self-manage their privacy, we also
support the introduction of organisational accountability measures that will redress the
imbalance in knowledge and power between individuals and digital platforms.

About the OAIC
7.

The OAIC is an independent statutory agency within the Commonwealth Attorney-General’s
portfolio with regulatory responsibility for:
• privacy functions (regulating the handling of personal information under the Privacy Act 1988
(Privacy Act) and other Acts)
• freedom of information functions, including access to information held by the Australian
Government in accordance with the Freedom of Information Act 1982 (Cth)
• information management functions.

8.

As the national privacy regulator, the OAIC draws upon its knowledge, experience and
international networks to regulate data privacy in Australia and provide privacy guidance to

ACCC, Digital Platforms Inquiry, Final Report, 26 July 2019, <https://www.accc.gov.au/focus-areas/inquiries/digitalplatforms-inquiry> p. 1.
1
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government agencies, organisations and individuals to raise public awareness about data
privacy and good privacy practice.

Cross-border privacy
9.

Given the global nature of data flows the OAIC is actively engaged in a range of international
privacy and data protection forums2, ensuring that we are well placed to share expertise and
cooperate on cross-border privacy matters. For example, the OAIC is a member of the
International Conference of Data Protection and Privacy Commissioners (ICDPPC) and the
Australian Information Commissioner currently sits on the Executive Committee of the
ICDPPC.

10. One of our key objectives in forging these and other international partnerships is to enhance
the interoperability of Australia’s privacy framework with the various data protection
frameworks around the world.3 Interoperability does not mean uniformity, but rather
recognises the differences in our regulatory frameworks and provides a bridge to ensure that
personal information is protected no matter where it flows. Increasing community privacy
concerns have been observed globally, and the recommendations in the final report reflect
the growing trend towards increased privacy protections for individuals worldwide.
11. The DPI final report provides a strong evidence base for reform and presents a timely
opportunity to strengthen and clarify the application of the Privacy Act to digital platforms
through greater specificity and enhanced privacy protections. It also provides the opportunity
to enact economy-wide privacy reforms and to ensure the Privacy Act is generally fit for
purpose, given domestic and international developments.

Reform of Australia’s privacy regulatory framework
12. Many of the recommendations in the ACCC’s final report reflect the growing intersection
between data protection and consumer protection that is occurring globally, as personal
information becomes a core part of the digital economy. The OAIC is co-chair of the Digital
Citizen and Consumer Working Group4 and champions greater convergence and cooperation
between data protection and consumer protection authorities to ensure optimal regulatory
outcomes in the public interest.

The OAIC is also a part of the following networks: the Asia Pacific Privacy Authorities (APPA) Forum, which brings
together privacy and data protection authorities in our region; the Global Privacy Enforcement Network (GPEN), which
facilitates cooperation between privacy and data protection authorities globally on cross-border privacy matters; the
International Conference of Data Protection and Privacy Commissioners, which seeks to provide leadership at an
international level in data protection and privacy by connecting the efforts of privacy and data protection authorities
from across the globe; the Asia-Pacific Economic Cooperation (APEC) Cross-border Privacy Enforcement Arrangement,2
which creates a framework for regional cooperation in the enforcement of privacy laws and information sharing among
privacy enforcement authorities in APEC economies.
2

The OAIC is also actively engaged with the Attorney-General’s Department to facilitate Australia’s participation in the
APEC Cross Border Privacy Rules system, which was developed by the participating APEC economies with the aim of
building consumer, business and regulator trust in cross border flows of personal information. APEC member Economies
and EU officials have been collaborating to promote interoperability between the APEC and EU regional transfer
mechanisms.
3

The Digital Citizen and Consumer Working Group was established by resolution of the ICDPPC and is tasked with
identifying, leveraging and building upon existing initiatives and networks that consider the intersection between
consumer, data and privacy protection. For more information, see for example the ICDPPC Digital Citizen and Consumer
Working Group report to the 40th conference on the collaboration between Data Protection, Consumer Protection and
other Authorities for Better Protection of Citizens and Consumers in the Digital Economy < https://icdppc.org/wpcontent/uploads/2018/11/ICDPPC-DCCWG-Report-Final.pdf>
4
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13. The OAIC is broadly supportive of the final report’s recommendations for reform of Australia’s
privacy framework, subject to the comments in this submission. Our comments are aimed at
ensuring the interoperability of Australia’s data protection laws globally, as well as striking the
right balance between an individual’s ability to self-manage their privacy, and the
accountability of those entrusted with the personal information of Australians. While it is
important to enhance individual consent requirements, the challenges and complexities
created by digital technologies in the online environment call for additional measures to
safeguard personal information.
14. Many of the privacy recommendations could be implemented immediately and take into
account our suggested refinements – for example, the proposed reforms set out in
recommendations 16 (strengthen protections in the Privacy Act), 18 (OAIC privacy code of
conduct for digital platforms) and 19 (statutory tort for serious invasions of privacy) – and
would quickly deliver significant privacy benefits for Australians and increase the
accountability of entities processing Australians’ personal information.
15. The OAIC also considers that a broader review of privacy law should take place to ensure it
remains effective in the digital economy (recommendation 17). Given recent privacy reforms
that have enhanced privacy protections domestically such as the Consumer Data Right (CDR),
together with international developments such as the General Data Protection Regulation
(GDPR) and the US California Consumer Privacy Act, it is timely to consider additional reforms
to support innovation in the digital economy through strengthened data protection. We
recommend that such a review be commenced and would be pleased to contribute our
regulatory expertise and experience through the review process.

Part 1: Privacy Recommendations
16. The ACCC makes four recommendations which are specific to the Privacy Act and the privacy
regulatory framework. We address these four recommendations in further detail below.

Recommendation 16: Strengthen protections in the Privacy Act
17. The OAIC broadly supports the proposed measures to strengthen privacy protections
contained in recommendation 16.
Recommendation 16(a): update ‘personal information’ definition
18. We support a revision of the definition of ‘personal information’ in the Privacy Act to capture
technical data such as IP addresses, device identifiers, location data, and other online
identifiers that may be used to identify an individual.
Recommendation 16(b): strengthening notification requirements
19. We support the strengthening of existing notice requirements under Australian Privacy
Principle (APP) 5, subject to appropriate legal and public interest exceptions. Requirements
for notices to be concise, transparent, intelligible, written in clear and plain language and
provided free of charge provide important privacy protections that assist individuals to
exercise choice and control over how their personal information is collected, used and
disclosed.
20. We acknowledge that a balance must be struck between appropriate, strengthened notice
requirements and the practical consequences of increased provision of notices to consumers,
which could include increased notification fatigue. An important part of this balance may
require consideration of the need to constrain certain data or business practices which are
5
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contrary to consumers’ expectations in relation to privacy, in addition to strengthened
notification requirements. The Office of the Privacy Commissioner of Canada has described
this as developing ‘no-go zones’, examples of which include profiling or categorisation that
leads to unfair, unethical or discriminatory treatment contrary to human rights law, and
collection, use or disclosure for purposes that are known or likely to cause significant harm to
the individual.5 Consent could not be obtained for the use of personal information for such
purposes. This concept would require further consideration, and the OAIC would welcome the
opportunity to engage with Treasury on this further.
21. The ACCC has noted that standardised icons or phrases may assist consumers to better
understand notice and consent requirements and the OAIC is supportive of measures to
create a common language to assist individuals make informed decisions about their personal
information. The ACCC’s recommendation 18, that the OAIC develop a Code for online
platforms, provides an opportunity to implement these measures in the online context.
22. However in order to implement these measures more broadly, consideration should be given
to developing economy-wide enforceable rules, standards, binding guidance, or a code to
operationalise a common language, including the use of standardised icons or phrases.
Legislative amendment to the Privacy Act could be considered to enable the Australian
Information Commissioner to make such rules, standards or an economy-wide code over
time. This would assist in consumer understanding and reduce regulatory fragmentation.
23. There is an opportunity to consider how the work being undertaken by Data61 in the CDR
context could be applied more broadly. The consumer experience guidelines being developed
by Data 61 are intended to provide data recipients and data holders with standards and
guidance for seeking and receiving consent from consumers.6
Recommendation 16(c): strengthening consent requirements and pro-consumer defaults
24. The OAIC welcomes the recommendation that consent should require a clear affirmative act
that is freely given, specific, unambiguous and informed. This reform would align the
definition of consent more closely with the GDPR.7
25. In line with the approach taken in relation to the CDR and the comments above in relation to
notice, consideration should be given to other mechanisms to enhance the specificity of
consent, such as:
• the use of graduated consent – where an individual can give consent to different uses of their
data throughout their relationship with a service provider8
• the use of tiered consent – where an individual may consent to disclosing increasing
amounts of personal information in exchange for different products or levels of services.

Office of the Privacy Commissioner of Canada, Guidance on inappropriate data practices: Interpretation and application
of subsection 5(3), May 2018 <https://www.priv.gc.ca/en/privacy-topics/collecting-personalinformation/consent/gd 53 201805/>
5

6

Consumer Data Standards Consumer Experience workstream https://consumerdatastandards.org.au/2019/02/25/theconsumer-experience-workstream/ , The ACCC Rules on Consent.
7
Article 4(11) of the GDPR defines ‘consent’ of the data subject as any freely given, specific, informed and unambiguous
indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her.
See discussion in the UK Information Commissioner’s Office (UK ICO) report: Big Data, AI, Machine Learning and Data
Protection, 2017, page 30 https://ico.org.uk/media/for-organisations/documents/2013559/big-data-ai-ml-and-dataprotection.pdf
8
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26. Greater certainty on consent requirements could be achieved through economy-wide
enforceable rules, standards, binding guidance or code, as referred to above.
Consent – balancing privacy self-management with organisational accountability
27. The ACCC has proposed that consent be required whenever an individual’s personal
information is collected, used or disclosed by a regulated entity (an APP entity), except where
personal information is necessary for the performance of a contract to which the consumer is
a party, is required under law or is otherwise necessary for an overriding public interest
reason.
28. While consent is an important part of Australia’s privacy framework, it is not the only basis for
permitting the handling of personal information under the Privacy Act.9 Seeking freely given,
specific, unambiguous and informed consent may, in some circumstances, be impractical or
overly burdensome. Seeking consent for routine purposes may also undermine the quality of
consents obtained and result in consent fatigue for consumers.
29. Overreliance on consent shifts the burden to individuals to critically analyse and decide
whether they should disclose their personal information in return for a service or benefit. In
the digital age, where data flows and technologies used to process personal information are
increasingly complex and difficult to understand,10 individuals are not always well placed to
assess the risks and benefits of providing their personal information.11
30. The limitations of consent have been recognised by the UK Information Commissioner and the
European Data Protection Board, which have both stated that consent is only appropriate
where individuals can be offered real choice and control over how their personal information
is used.12
31. Accordingly, in addition to appropriately strengthened consents, we also support the
introduction of organisational accountability measures that will redress the imbalance in
knowledge and power between individuals and organisations, including digital platforms.
32. There are several models that the Australian Government may wish to consider in striking the
right balance between consent and organisational accountability:
a. The Canadian Government observed that a balanced approach for individuals and
businesses is to enhance consent requirements where the impact on privacy is greatest and

9

See, for example: APP 3, APP 6, APP 7 and APP 8.

See discussion around the challenges of seeking consent in relation to the use of artificial intelligence technologies in
the OAIC submission to Standards Australia, Developing Standards for Artificial Intelligence: Hearing Australia’s Voice –
Submission to Standards Australia, 26 August 2019 <https://www.oaic.gov.au/engage-with-us/submissions/developingstandards-for-artificial-intelligence-hearing-australias-voice-submission-to-standards-australia/>
10

See the discussion of human behaviour in Office of the Privacy Commissioner of Canada’s Discussion Paper - Consent
and privacy: A discussion paper exploring potential enhancements to consent under the Personal Information Protection
and Electronic Documents Act (2016) <https://www.priv.gc.ca/media/1806/consent 201605 e.pdf>. Page 9 refers to
numerous studies that have shown that individuals will say they care about privacy yet at the same time disclose
significant quantities of personal information online. This may be because individuals have limited time and energy to
fully engage in privacy policies and find it difficult to quantify privacy risks compared to concrete rewards for disclosing
personal information online.
11

UK ICO, Guide to the General Data Protection Regulation – Consent <https://ico.org.uk/for-organisations/guide-to-dataprotection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/> & Article 29
Data Protection Working Party 2018, Guidelines on Consent under Regulation 2016/679
<https://ec.europa.eu/newsroom/article29/document.cfm?action=display&doc id=51030> (adopted by the European
Data Protection Board on 25 May 2018).
12
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not require consent for uses of personal information for ‘standard business purposes’ that
most individuals would consider reasonable.13
b. The EU GDPR contains six lawful bases for processing personal information, including where
a processor has a ‘legitimate interest’. This requires entities to apply a three-part test and
consider whether there is a legitimate interest behind the processing, whether the
processing is necessary for that purpose, and whether the legitimate interest is overridden
by the individual’s interests, rights or freedoms.14
Default consent settings
33. The ACCC recommends that default settings which enable processing by APP entities for
purposes other than performance of a contract – for example, to conduct targeted advertising
– should be pre-selected to ‘off’.
34. The OAIC is generally supportive of this recommendation.
Recommendation 16(d): enable the erasure of personal information
35. The OAIC supports the recommendation to enable individuals to request the erasure of their
personal information subject to various exceptions. Under this recommendation, APP entities
will be required to comply with the request to erase personal information without undue
delay, unless there is an overriding reason for the information to be retained.
36. In addition, the OAIC recommends that consumers be notified of their ability to request the
erasure of their personal information. This could be modelled on similar requirements in
Article 13 of the GDPR.
37. Further, we recommend that the right to erasure be complemented by a right for individuals
to object to the handling of their personal information for specific purposes. Under a right to
object, an individual may prevent certain types of data processing without requiring the
erasure of their personal information, which is important where individuals wish to continue
using a service. A right to object could be modelled on a similar protection contained in Article
21 of the GDPR.
38. The OAIC has previously suggested that consideration be given to an obligation on all APP
entities, not just digital platforms, to delete all user data on request. A comparative provision
is found in subsection 17(3) of the My Health Records Act 2012 (Cth), which requires the
destruction of records containing health information in a My Health Record upon request by
the individual. This provision was implemented in response to the Australian community’s
calls for stronger privacy and security protections within the My Health Record system, and
reflects consumer expectations about continuing access to data. A similar ability to request
(and require) deletion of data is built into the legislative framework of the Consumer Data
Right and supported by data standards.
Recommendation 16(e): introduce direct right of action for individuals
39. The OAIC supports the introduction of a direct right of action for individuals to seek
compensation under the Privacy Act for an interference with their privacy. This
recommendation, if implemented, would bring the Australian privacy framework into line with
other countries including the United Kingdom, New Zealand and those in the European Union.

Innovation, Science and Economic Development Canada, Strengthening Privacy for the Digital Age, 2019
<https://www.ic.gc.ca/eic/site/062.nsf/eng/h 00107.html>
13
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40. We recommend that the Government consider whether this direct right of action should be
supplemented by legislative options for the OAIC to exercise15:
• a right to intervene in proceedings (or alternatively to seek the leave of the court to
intervene)
• a right to seek the leave of the court to act in the role of amicus curiae in the proceedings.
41. Finally, the OAIC notes that a direct right of action for individuals to seek compensation
should not be limited to ‘serious and repeated interferences’ with privacy, as this will limit the
effectiveness of the recommendation in practice.
Recommendation 16(f): higher penalties for a breach of the Privacy Act
42. The OAIC supports the recommendation to increase the penalties for breach of the Privacy
Act. We reiterate the position taken in our submission to the DPI Preliminary Report – that
penalties be increased to at least mirror the increased penalties for breaches of the Australian
Consumer Law (ACL) or penalties under the GDPR, whichever are highest.

Recommendation 17: Broader Reform of Privacy Law
17.1 Objectives
43. The OAIC supports a review of the objectives of the Privacy Act and looks forward to
contributing its privacy expertise and insights to strengthen privacy protections for
Australians and to ensure an appropriate balance between privacy and the broader public
interest in the free flow of information.
17.2 Scope
44. The OAIC supports a review of the current exemptions for certain entities in the Privacy Act,
including the exemptions in relation to small businesses, employers and employee records,
and political parties. These exempt entities may collect, use and disclose personal
information, including sensitive information, and there is currently no protection under the
Privacy Act for the personal information they hold.
45. Importantly, these exempt entities are not required to notify individuals or the OAIC about
eligible data breaches under the Notifiable Data Breaches scheme (NDB scheme). The NDB
scheme provides individuals with the opportunity to take steps to reduce the likelihood that
they will experience serious harm and reinforces organisations’ accountability for personal
information security.
46. Personal and sensitive information held by small businesses, employers and political parties is
not immune to the substantial risks that exist in the digital environment. The OAIC agrees that
it is appropriate to consider more comprehensive privacy protections for Australians,
including through the NDB scheme.
17.3 Higher standard of privacy protections
47. The OAIC supports the ACCC’s recommendation to enhance privacy protections to address
some of the information asymmetries identified in the final report. We recommend the

15

There are several examples of agencies having the power to exercise either an intervenor and amicus curiae role where
appropriate (e.g. the Australian Securities and Investments Commission (ASIC) has a right to intervene in court
proceedings that relate to matters including under the Corporations Act 2001 (Cth) (Corporations Act) and the National
Consumer Credit Protection Act 2009 (National Credit Act), and can also appear as an amicus curiae in certain
circumstances).
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introduction of a requirement for APP entities to use and disclose personal information ‘fairly
and lawfully’ (rather than by ‘fair and lawful means’). This is consistent with our previous
recommendation to codify the fair collection, use and disclosure of personal information.16
48. In our submission to the DPI Preliminary Report, the OAIC noted that Canada has reviewed its
data protection legislation and introduced further guidance around ‘no-go zones’. These ‘nogo zones’ specify certain information-handling practices by organisations that would
generally be considered ‘inappropriate’ by a reasonable person, including 17:
i. collection, use or disclosure that is otherwise unlawful
ii. profiling or categorisation that leads to unfair, unethical or discriminatory treatment
contrary to human rights law
iii. collection, use or disclosure for purposes that are known or likely to cause significant
harm to the individual
iv. requiring passwords to social media accounts for the purpose of employee screening
v. surveillance by an organisation through audio or video functionality of the individual’s
own device.
49. The OAIC suggests that consideration be given to introducing a similar provision in the Privacy
Act.
50. Additionally, we recommend that the privacy review consider whether the following measures
should be introduced in Australia:
(i)

protections for individuals in relation to profiling and automated decision-making18

(ii)

compulsory privacy impact assessments (PIAs) for the collection, use or disclosure of
personal information involving high risks

(iii)

express requirements to implement privacy by default and design.

17.4 Inferred information
51. Inferred information relates to the use of data analytics based on personal information to
infer additional information about an individual, which may include sensitive information.
Although it is likely that ‘inferred information’ is captured by the current definition of
‘personal information’ in the Privacy Act, the OAIC suggests that a privacy review should
consider whether a more explicit reference in the Act would be beneficial.
17.5 Protections for de-identified or anonymised information
52. The OAIC recognises that the viability of de-identification as a method of protecting personal
information is seriously challenged in the digital environment – particularly in light of artificial
intelligence and data analytics capabilities.

OAIC, Digital Platforms Inquiry Preliminary Report – submission to the Australian Competition and Consumer Commission,
15 May 2019 < https://www.oaic.gov.au/engage-with-us/submissions/digital-platforms-inquiry-preliminary-reportsubmission-to-the-australian-competition-and-consumer-commission/> recommendation 2.2.
16

Office of the Privacy Commissioner of Canada, Guidance on inappropriate data practices: Interpretation and application
of subsection 5(3), May 2018 <https://www.priv.gc.ca/en/privacy-topics/collecting-personalinformation/consent/gd 53 201805/>
17

18

See, for example, EU GDPR Articles 13(2)(f), 14(2)(g), 15(1)(h), 22.
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53. We therefore recommend that the review consider whether new protections are needed in the
case of de-identified information, including whether PIAs should be mandated to determine
the risks of re-identification.
17.6 Overseas data flow
54. The ACCC recommends that consideration be given to the benefits of Australia seeking a
decision by the European Commission that Australian privacy law offers ‘an adequate level of
data protection’. An adequacy decision by the European Commission has the potential to
increase confidence in Australia’s ability to safely and securely transfer data across
international borders.
55. The OAIC’s active engagement in a range of international privacy and data protection forums
makes us well-placed to advise on matters of cross-border privacy. The OAIC would welcome
the opportunity to contribute to further consideration of this matter.
17.7 Third-party certification
56. The OAIC supports the introduction of a third-party certification scheme, which would provide
assurance to consumers that regulated entities are meeting their obligations under the
Privacy Act. It would also provide consumers with evidence-based information about the
privacy credentials of entities with which they may engage.19
57. The OAIC should be identified as the certification scheme’s regulator for privacy breaches and
the ACCC for breaches of competition and consumer law.

Recommendation 18: OAIC Privacy Code for Digital Platforms
58. The OAIC supports the introduction of an enforceable code to enable proactive and targeted
regulation of digital platforms’ data practices. This recommendation aligns with the
Government’s announcement in March 2019 regarding enhanced measures to keep
Australians safe online and supports the objective of providing Australians with greater
transparency and control over how their personal information is used, collected and disclosed
by digital platforms.20
59. The OAIC supports additional privacy safeguards for the handling of personal information of
children (and other vulnerable groups) so that collection, use and disclosure is minimised,
particularly for targeted advertising and online profiling. The OAIC will draw on its
international experience and leverage insights from data protection authorities such as the
Information Commissioner’s Office (ICO) in the United Kingdom, which is currently developing
an age appropriate design code of practice for online services.21
60. The OAIC will consult broadly with industry and stakeholders during the development of the
code.

Australia is currently in the process of implementing the Cross-Border Privacy Rules (CBPR), which will provide a
mechanism for governments and businesses to safeguard the free flow of data while protecting the privacy rights of
individuals. The CBPR requires participating businesses to demonstrate compliance with a commonly understood set of
privacy standards, establishing a level of certainty and assurance for the individuals providing their data.
19

20

Attorney-General’s Department and Department of Communications and the Arts, Joint Medial Release, 24 March 2019,

https://www.attorneygeneral.gov.au/Media/Pages/Tougher-penalties-to-keep-australians-safe-online-19.aspx

UK ICO, Blog: protecting children online: Update on the progress of ICO code, 7 August 2019, <https://ico.org.uk/aboutthe-ico/news-and-events/news-and-blogs/2019/08/protecting-children-online-update-on-progress-of-ico-code/>
21
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Recommendation 19: Statutory Tort for Serious Invasions of Privacy
61. The OAIC supports recommendations to enhance Australia’s privacy framework to include
additional remedies for invasions of privacy. The introduction of a statutory cause of action
for serious invasions of privacy complements recommendation 16(e) in the final report and is
consistent with international privacy regulatory developments in New Zealand, the United
Kingdom, the United States and Canada.
62. A statutory tort for serious invasions of privacy would be an important addition to the suite of
regulatory measures needed to address online harms, including the serious risks that can be
posed to individuals’ privacy by private individuals and entities who publish, disseminate and
duplicate information, including through the use of live streaming technologies.22
63. Importantly, a statutory tort as recommended by the ACCC would provide fuller coverage and
protection to individuals in line with Article 17 of the International Covenant on Civil and
Political Rights (ICCPR). Article 17 provides that:
• No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home
or correspondence, nor to unlawful attacks on his honour and reputation.
• Everyone has the right to the protection of the law against such interference or attacks.
64. We also recommend that this statutory tort be supplemented by legislative powers for the
OAIC to be notified of, to exercise a right to intervene in proceedings, and to seek the leave of
the court to act in the role of amicus curiae in the proceedings, where the proceedings involve
a misuse of personal information.23 This will be important where proceedings have the
potential to impact the evolution of the Privacy Act and privacy jurisprudence and policy.

Part 2: Recommendations requiring a co-regulatory approach
and information sharing
65. The OAIC has closely conferred with the ACCC on areas of mutual concern and is conscious of
the increasing importance of alignment and cooperation between privacy and consumer
regulators globally. This convergence is reflected in a 2017 resolution by the International
Conference of Data Protection and Privacy Commissioners24 to find ways to improve
collaboration between data protection and consumer protection authorities in order to provide
better protection for citizens and consumers. We support increased alignment and cooperation
between privacy and consumer regulators, and the Australian Information Commissioner cochairs the Digital Citizens and Consumer Working Group which leverages the intersection of
these two jurisdictions.
66. In the context of the increasing intersection between privacy and competition regulation, the
OAIC provides the following comment on some of the recommendations in the ACCC’s report
that suggest the need for an ongoing cooperative approach between the ACCC and the OAIC in
certain areas, and between the OAIC and the Australian Communications and Media Authority
(ACMA). Such an approach would be facilitated by additional information sharing provisions.

22

See for example, Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019 (No. 38, 2019).

23

See discussion in Part 2 of this submission in relation to recommendation 16(e).

24

ICDPPC, Adopted Resolutions <https://icdppc.org/document-archive/adopted-resolutions/>
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Recommendation 1. Changes to merger law
67. The ACCC recognises the importance of data in fast moving markets and markets involving
emerging technologies, including the competitive advantage that data confers on large digital
platforms. It recommends changes to the Competition and Consumer Act (CCA) to make it
clear that the ‘nature and significance of assets, including data and technology, being
acquired directly or through the body corporate’25 should be taken into account in assessing
whether a merger or acquisition has the likely effect of substantially lessening competition.
The OAIC is well placed to advise on the ‘nature and significance’ of data assets containing
personal information and should be consulted on these matters where they arise in the
context of mergers in order to ensure the best privacy outcome for Australians.
68. Accordingly, we recommend that consideration be given to facilitating greater collaboration
between the ACCC and OAIC through an information-sharing power to allow for the exchange
of information when assessing relevant mergers or acquisitions. This would avoid the time
and costs to all parties in duplicating the collection of data from regulated entities.
69. Information sharing could be facilitated through legislative amendment to the CCA to provide
for the Australian Information Commissioner to be consulted in relation to privacy matters. A
comparable provision is set out in section 134 of the Telecommunications Act 1997, which
requires the Australian Information Commissioner to be consulted before an industry
standard which deals with privacy matters is determined or varied. Similarly, section 53(4) of
the Office of National Intelligence Act 2018 requires the Prime Minister to consult with the
Director-General, the Inspector-General of Intelligence and Security, the Privacy
Commissioner and the Attorney-General, in relation to privacy rules.
70. A concurrent amendment to section 29 of the Australian Information Commissioner Act 2010 to
facilitate greater information sharing is also necessary to support efficient cooperation.
Recommendation 4. Proactive investigation, monitoring and enforcement of issues in markets in
which digital platforms operate
71. The OAIC supports the ACCC’s recommendation for the establishment of a specialist digital
platforms branch within the ACCC to proactively monitor and mitigate any conduct by digital
platforms that results in harm to consumers. Importantly, such harms may include the
infringement of consumers’ privacy rights and, accordingly, the OAIC seeks to work
cooperatively with the ACCC’s digital platforms branch in this area in future. As per our
comments on recommendation 1 (above), this would be facilitated by an information-sharing
power between the ACCC and the OAIC.
Recommendation 7. Designated digital platforms to provide codes of conduct governing relationships
between digital platforms and media businesses to the ACMA
72. One of the features of the codes of conduct recommended by the ACCC to address the
imbalance in the bargaining relationship between leading digital platforms and news media
businesses is a commitment by the digital platforms to the sharing of data with news media
businesses. The ACCC notes that it is ‘likely to be contrary to consumer expectations that
media businesses should be entitled to any or all data gathered by a digital platform on that
consumer’26. Rather, the data to be shared would be about users’ consumption of the media
businesses’ news content on the digital platform’s service. The ACCC states that the

ACCC, Digital Platforms Inquiry, Final Report, 26 July 2019, <https://www.accc.gov.au/focus-areas/inquiries/digitalplatforms-inquiry> recommendation 1.
25

26

Ibid, p. 248.
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commitment to data sharing should be ‘within the limits of data protection and privacy
laws’27, recognising the close connection that this aspect of the code has with the privacy
rights of consumers.
73. Accordingly, if this recommendation is adopted, we recommend that the OAIC be consulted by
ACMA to ensure that commitments to data sharing agreements between designated digital
platforms and media businesses adhere to Australia’s privacy laws, including the new privacy
code for designated digital platforms.

The value in jurisdictional and regulatory boundaries
Recommendation 20 – Prohibition against unfair contract terms
74. The ACCC recommends amending the CCA so that unfair contract terms are prohibited. The
Privacy Act should be similarly amended to prohibit the unfair collection, use or disclosure of
personal information, as suggested in recommendation 17(3).
75. However, we also note that in formulating this recommendation, the ACCC expresses the view
that the privacy policies of digital platforms constitute a standard form contract (for which
there is zero monetary price). Under the Privacy Act, the requirement to have a privacy policy
is not intended to constitute a contract (as it may do in the United States); rather, privacy
policies are intended to operate as transparency tools for individuals, which set out in general
terms how an organisation handles personal information. A privacy policy should not be
‘agreed’ to by an individual, rather, any requirements for consent should be obtained by
separate means. The OAIC considers this is an area requiring further consideration to ensure a
clear understanding of the role and nature of privacy policies in Australia.
76. We suggest that this is another area where the ACCC and OAIC would benefit from a legislative
mechanism (as discussed above) allowing the two organisations to share information
gathered using their respective powers, where an act may constitute both an interference in
privacy and a consumer law infringement.
Recommendation 21 – Prohibition on certain unfair trading practices
77. The ACCC identifies examples of conduct that it considers to be significantly detrimental to
consumers – but which are not prohibited by the CCA – and recommends amending the CCA to
include a prohibition on unfair trading practices.
78. Many of the examples of detrimental conduct identified by the ACCC fall within the remit of
the OAIC and the privacy framework. For example, APP 11 requires organisations to maintain
the security of personal information, which addresses the ACCC’s example of businesses
failing to comply with reasonable data security standards.
79. We agree with the ACCC that there is a need to prohibit some of these practices and suggest
that this be achieved by further strengthening the Privacy Act, to minimise the risk of
regulatory complexity or duplication.
80. If the ACL is amended, then this is another area where the ACCC and OAIC would benefit from
close collaboration and information sharing.

ACCC, Digital Platforms Inquiry, Final Report, 26 July 2019, <https://www.accc.gov.au/focus-areas/inquiries/digitalplatforms-inquiry> p. 256.
27
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Education and dispute resolution measures
Recommendation 12 and 13 – improving digital media literacy in the community and in schools
81. The ACCC recommends the introduction of digital media literacy training in both the
community and as part of the Australian Curriculum in schools. The OAIC agrees that
consumers must be adequately equipped and empowered with the ability to access, interpret
and critically assess what they see and do online. We are supportive of measures to increase
digital media literacy and suggest that privacy awareness be incorporated as a
complementary component of the recommended training and education.
82. Privacy awareness, like digital media literacy, is an important protective factor for individuals
navigating online platforms and services. The 2017 Australian Community Attitudes to Privacy
Survey revealed that although the majority of Australians are concerned about their online
privacy, few people take simple steps to protect privacy, such as reading privacy policies,
adjusting privacy settings, clearing browser and search histories, and asking organisations
why they need personal information.28 The OAIC would welcome the opportunity to share its
expertise and insights in relation to privacy to inform the development of resources and
training.
Recommendation 23 –establishment of an ombudsman scheme to resolve complaints and disputes
with digital platform providers
83. The OAIC is supportive of this recommendation and notes that consumers may make
complaints regarding privacy to the ombudsman. We suggest that a referral mechanism be
implemented to allow privacy complaints received by the ombudsman to be referred to the
OAIC where appropriate.

Part 3: Other comments
Measures to address consumer harms – including privacy concerns - arising from the use of
personal information
84. The ACCC has identified a wide range of potential consumer harms, many of which arise
directly from the collection, use and disclosure of personal information, or indirectly within
the context of digital platforms’ substantial market power and business models based on the
monetisation of consumer data. These harms include, but are not limited to:
• increased risk of data breaches and cybercrime
• non-financial detriment such as harm to health and safety and reputational injury
• disinformation and misinformation
• increased instances of unsolicited targeted advertising
• third parties leveraging information against the consumer’s interest – e.g. price
discrimination and psychological profiling which results in manipulation and loss of
autonomy
• discrimination or exclusionary harm as a result of targeting techniques
• targeted scams

OAIC Australian Community Attitudes to Privacy Survey 2017 <https://www.oaic.gov.au/updates/videos/australiancommunity-attitudes-to-privacy-survey-2017/>
28
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• risks to vulnerable people (including children) of being targeted with inappropriate products
or scams, discriminated against or inappropriately excluded from markets
85. The ACCC has proposed recommendations to address these harms by regulating the systems,
processes and mechanisms by which personal information is collected, used and disclosed by
digital platforms. The OAIC is broadly supportive of these recommendations, to the extent
that they address the power imbalances and information asymmetries which result in
consumer harms including infringements on the right to privacy.
86. The OAIC is supportive of recommendation 3 – to provide Australian users of Android devices
with the ability to choose their own default search engine and default internet browser from a
number of options. Providing consumers with greater choice and control over browsers and
search engines may also provide consumers with better access to privacy-protective features
inherent in different browsers and engines.
87. The use of personal information in the adtech and advertising services industry is of interest to
the OAIC, and we note that the UK ICO is considering the adtech sector as a priority.29 The OAIC
supports an inquiry into adtech services (recommendation 5) and suggests that such a review
may explicate the use and disclosure of personal information for targeted advertising.
Similarly, the OAIC supports an increase in transparency in relation to the quality and quantity
of information presented to digital platform users (recommendation 6).
88. The OAIC acknowledges the concerns about the personalisation of news content to digital
platform users and is supportive of regulatory oversight to improve transparency of digital
platforms’ featuring of news content on their services (recommendation 14). Concerns around
disinformation and content presented to online users of digital platforms are also expressed
in the final report, and the proposed code of conduct to govern the handling of complaints
about disinformation seeks to address this issue (recommendation 15).
89. Measures to examine and address these issues may result in more positive outcomes for
consumers, including more transparent businesses practices and greater organisational
accountability.
Data portability and interoperability
The ACCC will revisit the applicability of the CDR to digital platforms in the future. While
considering that data portability is unlikely to have a significant impact on the market power of
digital platforms in the short term, the ACCC has flagged that it will monitor this initiative and
may make recommendations in future. Aside from the issue of market power, the ACCC
recognises that portability of data held by digital platforms may deliver significant benefits to
current and potential future markets, including through innovation and development of new
services. Accordingly, this may have implications for the OAIC in its joint role with the ACCC
regarding the CDR.

Conclusion
90. The OAIC commends the ACCC for undertaking the Digital Platforms Inquiry and looks forward
to working with the Government to implement the recommendations.
91. The OAIC is available to provide further information as required.

UK Information Commissioner’s Office, Update report into adtech and real time bidding (20 June 2019)
<https://ico.org.uk/media/about-the-ico/documents/2615156/adtech-real-time-bidding-report-201906.pdf>
29
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Commissioner brief: Consumer Data Right
Key messages
•

The ‘Consumer Data Right’ (CDR) is a right for consumers to access particular data in a readily usable
form, and to direct a business to securely transfer that data to a data recipient. It will apply in certain
sectors of the economy designated by the Treasurer, and aims to give consumers greater control over
how their data is used and disclosed in order to create more choice and competition.

•

The OAIC regulates and advises on the privacy aspects of the CDR scheme in conjunction with the
Australian Competition and Consumer Commission (ACCC), the agency regulating the broader
scheme. The OAIC has been provided with additional funding of $12.9 million over the next four years
to perform this role.

•

The OAIC welcomes the introduction of the CDR and supports initiatives seeking to give individuals
greater choice and control over how their data is used.

Critical facts
•

The CDR scheme seeks to give consumers greater control over how their data is used and disclosed. It
will apply in certain sectors of the Australian economy designated by the Treasurer, allowing
consumers to access particular data in a readily usable form and to direct a business to securely
transfer that data to an accredited third-party data recipient. The CDR is not limited to individuals businesses will also be able to access and transfer their data under the CDR.

•

The Treasury Laws Amendment (Consumer Data Right) Bill 2019 (the Bill) was introduced by the
Treasurer on 24 July 2019 and passed on 1 August 2019. The OAIC was consulted throughout the
development of the Bill. Government and Opposition members agreed to pass the Bill on the
condition that an amendment be put forward in the September sitting to require the ACCC to make
rules allowing for CDR consumers to request that redundant CDR data be deleted. This amendment
was introduced and read a first time on 18 September.

•

The CDR Bill tabled before the previous Parliament was referred for inquiry to the Senate Economics
Legislation Committee. The OAIC gave evidence before the Committee on 6 March 2019. The
Committee’s report was published on 21 March 2019 and recommended that the Bill be passed.

•

The Treasurer formally designated the banking sector on 4 September 2019 via the Consumer Data
Right (Authorised Deposit-Taking Institutions) Designation 2019.

•

The OAIC is working with the ACCC who have developed the draft Rules for the CDR. The Rules will
complement the legislation, including by defining the elements for consent, outlining the
accreditation framework for data recipients, and elaborating on the Privacy Safeguards. On 2
September, the ACCC released the final draft Rules for CDR in the banking sector. The ACCC will
shortly seek Treasurer approval of these Rules.

•

The CDR Data Standards Body, Data61, is developing technical standards (including on information
security and user experience) to support the data sharing which will occur under the legislation and
rules. The OAIC is an observer on the Data Standards Advisory Committee. The Data Standards Body
released its Draft 1 of the Standards to the public on its website on 30 September. The OAIC also
provided $200,000 to Data61 to assist with research into consent processes conducted by external
consultants as part of the CDR data standards consumer experience stream. This work was completed
by the end of June 2019.

•

In accordance with its new function under the Competition and Consumer Act, the OAIC is currently
preparing guidelines on the privacy safeguards to assist industry in interpreting the privacy obligations
under the legislation and the Rules. The OAIC is currently publicly consulting on the draft Privacy
Safeguard Guidelines. The draft Guidelines can be accessed on OAIC’s website.
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Possible questions
What was OAIC’s involvement in Treasury’s development of the Privacy Impact Assessment (PIA)?
• Treasury undertook a PIA in accordance with its obligations under the Australian Government
Agencies Code. As the regulator, the OAIC does not have a role in undertaking or approving PIAs.
However, the OAIC did provide Treasury with some general comments on an early draft of the PIA.
We note that Treasury and the ACCC have since engaged external consultancy Maddocks to complete
a whole-of-scheme PIA, including the legislation, rules and standards.
Is there an opportunity for the Privacy Act to take on more GDPR-style protections?
• The protections in the CDR system will apply to transfers within the system. Any changes to the
Privacy Act 1988 (Cth) (Privacy Act) more broadly is a matter for Government to consider separately,
and the OAIC notes in this regard that both domestic and international developments indicate that
there is an opportunity to consider the case for enhancing privacy protection generally in Australia,
alongside CDR, to ensure that personal information is protected while facilitating information flows.
The roll out of economy wide GDPR in the EU has benefits – it has sent a strong message regarding
privacy and obligations. However there are also benefits with a sectoral approach, including the ability
to ensure the right safeguards are in place for the transfer of data to appropriately facilitate the right.
What are the OAIC’s concerns in relation to the CDR framework?
• The OAIC is aware of concerns about the potential complexity of the CDR regulatory framework, and
its interaction with the Privacy Act framework. While a separate scheme with different requirements
does introduce an element of complexity, the OAIC is currently preparing guidance (including the
privacy safeguard guidelines currently out for public consultation) to ensure the application of the
CDR and Privacy Act frameworks, and the interaction between the two, are clear to CDR participants.
•

The OAIC is aware of concerns about the potential for entities to require consumers to provide ‘CDR
data’ outside of the CDR system, and concerns regarding how that information may be protected.
Existing Privacy Act requirements would apply to entities to the extent that they are currently
regulated under that regime.

•

There is also a clear role for regulators in undertaking education and awareness activities to help
mitigate these risks. This is a matter that the OAIC is committed to as part of our education and
awareness role the CDR.

Will the OAIC be ready for the February 2020 start date?
•

Yes, the OAIC will be ready to undertake its regulatory role in relation to privacy aspects of the CDR
scheme from 1 February 2020. The OAIC continues to engage closely with the ACCC regarding
implementation activities, particularly in relation to implementation of the Government’s ‘no wrong
door’ approach to complaint handling.

Key dates
•

The CDR commenced in the banking sector in July 2019, where it is called ‘Open Banking’.. Currently
only product data is being shared, and the sharing of consumer data will commence in February
2020.

•

Open Banking will be implemented in phases. The current proposed timetable for major banks
requires major banks and voluntarily participating authorised deposit-taking institutions (ADIs) to
release product and consumer data in stages, beginning with specified product data (on a voluntary
basis) from 1 July 2019 (becoming mandatory after a relevant data standard is made). Requirements
to release remaining product data and consumer, account and transaction data on credit and debit
card, deposit and transaction accounts, home and personal loans and other banking products will roll
out in six-month stages over 2020 and 2021. Remaining banks will also release data in stages over
2020 and 2021, with the full CDR scheme in operation by February 2022.
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•

On 29 August the Treasurer Josh Frydenberg announced that the energy sector will be the next sector
designated under the CDR. In September 2019 the ACCC released a positions paper on the proposed
“gateway" model for data access, and Treasury publicly consulted on which energy datasets should be
prioritised for the energy Designation Instrument. The OAIC provided the Treasury with a public
submission recommending that a PIA be conducted before the energy sector is officially designated.

Regulatory model
•

The OAIC regulates and advises on the privacy aspects of the CDR scheme in conjunction with the
Australian Competition and Consumer Commission (ACCC), the agency regulating the broader
scheme. The legislation outlines the responsibilities of each regulator, and the OAIC and ACCC have
an MOU to support their working relationship. The OAIC will advise and coordinate with the ACCC on
privacy aspects of the CDR. In particular, the OAIC will be responsible for the handling of consumer
complaints using a ‘no wrong-door’ approach.

•

The OAIC will also have a role in dealing with systemic or serious privacy breaches of the CDR
framework, sector designation, rule-making, consumer education and reviewing technical standards.

•

The OAIC and the ACCC are currently working together on implementation matters, including on the
complaints handling framework. The OAIC looks forward to continuing to work with the ACCC to
deliver a scheme that achieves its broader competition objectives while ensuring strong privacy and
information security protections.

Privacy
•

A strong privacy and security framework to protect consumers’ information is necessary to maintain
the integrity of the CDR scheme. The legislation sets out 13 Privacy Safeguards (broadly based on the
Privacy Act). Transfers of data will only be permitted with the consent of the consumer. The OAIC
provided advice to the Treasury on the development of these safeguards and advised the ACCC on
the development of the accompanying Rules for the banking sector.

•

Under the legislation, small business operators (not normally covered by the Privacy Act) who are
accredited to receive data under the CDR scheme will be covered by the Privacy Act in relation to
their handling of personal information outside of the CDR scheme.

•

The CDR scheme is not intended to limit the credit reporting provisions in Part IIIA of the Privacy Act.
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